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CITY OF SEATTLE

ORDINANCE 126442

COUNCIL BILL 120171

AN ORDINANCE relating to surveillance technology implementation; authorizing approval of
uses and accepting surveillance impact reports for the Seattle Fire Department’s use of
Emergency Scene Cameras and Hazardous Materials Cameras.

WHEREAS, Section 14.18.020 of the Seattle Municipal Code (SMC), enacted by Ordinance
125376, requires City Council approval of a surveillance impact report (SIR) related to
uses of surveillance technology, with existing/retroactive technology to be placed on a
Master Technology List; and

WHEREAS, SMC 14.18.020 applies to the Emergency Scene Cameras and Hazardous Materials
(“Hazmat”) Cameras in use by the Seattle Fire Department (SFD); and

WHEREAS, SFD conducted policy rule review and community review as part of the
development of the SIRs; and

WHEREAS, SMC 14.18.080, enacted by Ordinance 125679, also requires review of the SIRs by
the Community Surveillance Working Group, composed of relevant stakeholders, and a
statement from the Chief Technology Officer in response to the Working Group’s
recommendations; and

WHEREAS, development of the SIRs and review by the Working Group has been completed;
NOW, THEREFORE,

BE IT ORDAINED BY THE CITY OF SEATTLE AS FOLLOWS:

Section 1. Pursuant to Ordinances 125376 and 125679, the City Council approves use of

the Seattle Fire Department’s Emergency Scene Cameras and Hazardous Materials (“Hazmat™)

Cameras. The City Council accepts the Surveillance Impact Reports (SIRs) for these
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technologies, attached to this ordinance as Attachments 1 and 2, and the Executive Overviews
for the same technologies, attached to this ordinance as Attachments 3 and 4.

Section 2. The Seattle Fire Department shall submit revised SIRs for Emergency Scene
Cameras and for Hazardous Materials Cameras to the Clerk within 30 days after the conclusion
of the Department’s next labor negotiations. The revised SIRs must include additional policies
and/or guidelines governing the use and operation of Emergency Scene Cameras and Hazardous
Materials Cameras, including measures to protect for the privacy of individuals and homes,
record retention schedules, protocols for data sharing with law enforcement, and training.

Section 3. This ordinance shall take effect and be in force 30 days after its approval by
the Mayor, but if not approved and returned by the Mayor within ten days after presentation, it

shall take effect as provided by Seattle Municipal Code Section 1.04.020.
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Passed by the City Council the 20th  day of September

and signed by me in open session in authentication of its passage this 20th day of

,2021,

VO

President of the City Council

[0 Approved /[] returned unsigned /[] vetoed this 27th day of September

,2021.

%4@@

Jenny A. Durkan, Mayor

Filed by me this 27t qayor S€Ptember 2021,

i )
v 7%@/ /’ // /\’fﬁ////?/a%—//

Monica Martinez Simmons, City Clerk

(Seal)

Attachments:

Attachment 1 - 2018 Surveillance Impact Report: Emergency Scene Cameras
Attachment 2 - 2018 Surveillance Impact Report: Hazardous Materials (Hazmat) Camera
Attachment 3 - 2021 Surveillance Impact Report Executive Overview: Emergency Scene
Cameras

Attachment 4 - 2021 Surveillance Impact Report Executive Overview: Hazmat Cameras
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SURVEILLANCE IMPACT REPORT OVERVIEW

The Seattle City Council passed Ordinance 125376, also referred to as the “Surveillance Ordinance”, on
September 1, 2017. This Ordinance has implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definition of surveillance.

SMC 14.18.020.B.1 charges the City’s Executive with developing a process to identify surveillance
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and
implemented a process through which a privacy and surveillance review is completed prior to the
acquisition of new technologies. This requirement, and the criteria used in the review process, are
documented in Seattle IT Policy PR-02, the “Surveillance Policy”.

HOW THIS DOCUMENT IS COMPLETED

As Seattle IT and department staff complete the document, they should keep the following in mind.

e Responses to questions should be in the text or check boxes only; all other information
(questions, descriptions, etc.) should NOT be edited by the department staff completing this
document.

e All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or other terms which may not be well-known to external audiences.
Additionally, responses should be written using principally non-technical language to ensure
they are accessible to audiences unfamiliar with the topic.
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PRIVACY IMPACT ASSESSMENT

PURPOSE

A Privacy Impact Assessment (“PIA”) is a method for collecting and documenting detailed information
collected in order to conduct an in-depth privacy review of a program or project. A PIA asks questions
about the collection, use, sharing, security and access controls for data that is gathered using a
technology or program. It also requests information about policies, training and documentation that
govern use of the technology. The PIA responses are used to determine privacy risks associated with a
project and mitigations that may reduce some or all of those risks. In the interests of transparency about
data collection and management, the City of Seattle has committed to publishing all PIAs on an outward
facing website for public access.

WHEN IS A PRIVACY IMPACT ASSESSMENT REQUIRED?

A PIA may be required in two circumstances.

1) When a project, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is
one deliverable that comprises the report.

1.0 ABSTRACT

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

Certain Seattle Fire Department (SFD) response vehicles maintain a digital camera for use during
emergency operations. These cameras may be utilized by Department personnel for several reasons:

e Providing emergency medical doctors with pictures of the mechanism of injury for trauma
patients.

e Pictures of fire scenes for Fire Investigation Unit (FIU) investigations.

e Safety investigations following collisions involving Department response vehicles.

First responders take the cameras from the vehicles, use the images for one of the purposes above
and then delete the images in accordance with Seattle Fire Department’s Policies and Operating
Guidelines (“POG”).
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1.2 Explain the reason the project/technology is being created or updated and why the PIA is
required.

According to the Surveillance Ordinance, a technology has surveillance capability if it can be used “to
collect, capture, transmit, or record data that could be used to surveil, regardless of whether the
data is obscured, de-identified, or anonymized before or after collection and regardless of whether
technology might be used to obscure or prevent the capturing of certain views or types of
information.”

Digital cameras are a ubiquitous part of modern life, and their use by first responders are no
exception. However, cameras used to capture images without the knowledge or consent of the
subjects or property owners are also an example of a technology that meets the most basic definition
of surveillance.

First responders are often required to enter incident scenes at private residences or businesses,
gaining access to potentially sensitive locations or encountering victims requiring emergency medical
services (EMS). In specific cases, SFD personnel use digital cameras to take pictures of patients and
incident scenes, and could potentially capture images of identifiable individuals or their residences
during emergency responses.

2.0 PROJECT / TECHNOLOGY OVERVIEW

Provide an overview of the project or technology. The overview gives the context and background
necessary to understand the purpose, mission and justification for the project / technology proposed

2.1 Describe the benefits of the project/technology.

In emergency settings, time is of the essence. A camera is a useful tool for first responders for
information sharing purposes because images convey a significant amount of information in a short
amount of time.

Providing medical professionals with immediate access to information during emergency responses
can reduce potential for further injury or loss of life for patients. Photos of incident scenes can also
provide valuable information for fire investigators to examine and share their findings with other Fire
Investigation Unit (FIU) staff and the Seattle Police Department’s Arson and Bomb Squad (ABS).

Chiefs may use the cameras to take photos of incident scenes for research or for use in training.
Pictures are also taken during safety investigations involving Fire Department personnel, such as
vehicle collisions.

2.2 Provide any data or research demonstrating anticipated benefits.

The National Fire Protection Association provides guidelines on situational responses, including best
practices and operating procedures. NFPA 904 the Incident Follow-up Report Guide recommends
collecting photographs as a data point to reduce risk over long term when reviewing incidents.
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2.3 Describe the technology involved.

The make and model of emergency scene cameras differ slightly according to the unit or response
vehicle. In all cases though, the cameras are used to take photographs via a basic “point and click”
method.

Chiefs and Medic Units use the Nikon Coolpix L24 or the Panasonic Lumex TS30. The Fire
Investigation Unit’s Nikon D7200 has more functionality, including the ability to take high quality
videos. It is only used to take pictures for fire investigations.

2.4 Describe how the project or use of technology relates to the department’s mission.

The SFD’s mission is to save lives and protect property through emergency medical service, fire and
rescue response and fire prevention. Effective communication and information sharing are essential
components required to achieve our mission.

2.5 Who will be involved with the deployment and use of the project / technology?

The following are involved with the deployment and use of the emergency scene cameras:

e SFD Operations Staff (SFD HQ)

e Seattle Medic One (Battalion 3 at Harborview Medical Center)
e Safety Office (SFD HQ)

e Support Services (SFD HQ)

e SFD Client Services Director

3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City
entities are bound by restrictions specified in the Surveillance Ordinance and Privacy Principles and must
provide written procedures for how the entity will comply with any restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or check-in, check-out of equipment.

For Medic One units, cameras are located in a locked safe with the controlled drugs on each response
vehicle, which require a special PIN to access. The accountability system for the controlled drugs also
allows for an audit trail of all personnel who access the safe. Daily inventories are conducted for
every medic unit, and a quarterly inventory is done by the Medical Services Officer (“MSO”).

For FIU photo records, only investigators and one administrative specialist have access to the Nikon
D7200 camera and photographs. The cameras are physically located in an office secured behind two
locked doors, which can only be accessed by FIU staff.
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3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

The Uniform Health Care Information Act (RCW 70.02) governs the use, retention and disclosure of
confidential medical information, which includes photos of traumatic injuries sustained by patients.
For covered entities, the Health Information Portability and Accountability Act (HIPAA) also provides
useful standards regarding data security and privacy. For FIU records, investigation photos are
retained in a database that is compliant with current Criminal Justice Information Services (CJIS)
standards.

3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

The Seattle Fire Department’s internal Policies and Operating Guidelines (“POG”) establishes rules
around the use and retention of digital photographs during emergency medical responses:

e Section 5001-13: “All Medic Units and Medic 44 carry a digital camera in the controlled drug
safe. These cameras may be utilized by Department personnel to record the mechanism of
injury for trauma patients. These photographs will only be shown to appropriate hospital
emergency department staff to clearly explain the severity of injury and then will be
promptly deleted from the camera's internal memory.”

e Section 5001-2.6: “Digital photographs of mechanism of injury for trauma patients taken
with the digital camera carried in Medic Unit(s) and/or M44 shall be deleted after being
shown to appropriate hospital emergency department staff.”

e Section 3004-7: “in accordance with OG 5001.2 Aid and Medic Responses, Digital Cameras,
on-duty firefighter/paramedics may use digital cameras provided by the Department to
record the mechanism of injury to trauma patients. After showing the photographs to
appropriate hospital emergency department staff the photos will be deleted.”

All SFD uniformed personnel are trained extensively on all POG sections during recruit school and
their one-year probationary period following the hire date. Battalion 3 (Medic One) paramedics
receive additional training on the use of cameras for documenting traumatic injuries during
paramedic training school.

For the Fire Investigation Unit (FIU), the Captain is responsible for ensuring investigation photos are
maintained in a secure, CJIS compliant database. https://www.seattle.gov/police-manual/title-12---
department-information-systems/12050---criminal-justice-information-systems

In general, commanding officers, such as the acting Lieutenant and/or Captain, are responsible for
ensuring compliance of uniformed personnel in their unit. While the Department has strict policies
around the use of personal devices, such as cameras and cell phones, at this time there are no
sections of the POG specifically addressing the use of department-issued digital cameras and photo
retention. The Department is working to develop a policy update regarding the use of department-
issued digital cameras in general, as well as their use and retention in vehicle collision investigations
by the Safety office and fire investigations by the FIU.
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4.0 DATA COLLECTION AND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including other IT systems, systems of record, commercial data aggregators,
publicly available data and/or other city departments.

No information from other sources is collected by this technology.

4.2 What measures are in place to minimize inadvertent or improper collection of data?

The Department is working to develop a policy for the all staff regarding the acceptable use of this
technology during emergency responses, as well as the subsequent storage of photos and sharing
with law enforcement agencies. However, there are strict policies regarding the use and deletion of
photos if they include victims requiring emergency medical service (POG section 3004-7).

4.3 How and when will the project / technology be deployed or used? By whom? Who will
determine when the project / technology is deployed and used?

Digital cameras are currently in use by three divisions of the Seattle Fire Department:
e Medic One (Battalion 3) paramedic units
e Battalion Chiefs in Safety 1 and Safety 2 units
e Fire Investigation Unit (FIU) investigators and the FIU Captain

4.4 How often will the technology be in operation?

Digital cameras are currently used in three divisions of the Department. They are used as necessary
by first responders.

4.5 What is the permanence of the installation? Is it installed permanently, or temporarily?

The cameras are included in the apparatus inventory for the respective Department units, but can be
removed for use as needed during an emergency response or investigation.

4.6 Is a physical object collecting data or images visible to the public? What are the markings
to indicate that it is in use? What signage is used to determine department ownership and
contact information?

All digital cameras used by Department personnel are visibly recognizable as such. No signs or other
markings indicate that a digital camera is in use.

Privacy Impact Assessment | Surveillance Impact Report | Emergency Scene Cameras | page 12




4.7 How will data that is collected be accessed and by whom?

The Medic Unit cameras can only be accessed Battalion 3 paramedics. First responders take the
pictures and display them to the Medic One doctor at Harborview Medical Center. Per Department
policy, the data is not retained following transfer of patient care.

Fire Investigation Unit (FIU) photos are stored in a CJIS-compliant database physically located in a
secured room of the Fire Prevention Division. The records are accessible only to fire investigators,
the FIU Captain and one civilian administrative specialist.

Safety chiefs take pictures for collision investigations, which are stored on the Department’s
internally shared computer or “O” drive and accessible only to the safety office. A total of four
battalion-level chiefs have access to the stored records.

4.8 If operated or used by another entity on behalf of the city, provide details about access,
and applicable protocols. Please link memorandums of agreement, contracts, etc. That are
applicable.

There are no applicable MoA’s, contracts or protocols associated with the use of digital camera
technology by SFD personnel, with the one exception of trauma patient photos taken during EMS
responses (POG Section 3004-7).

4.9 What are acceptable reasons for access to the equipment and/or data collected?

For medic units, cameras are only to be used during emergency medical responses where showing
the mechanism of injury to hospital staff is required to maintain high-level continuity of care. The FIU
camera may only be used for fire investigations. The Safety Office cameras can only be used by chiefs
during safety investigations, such as vehicle collisions.

The Department is working develop a 2018 policy update to document the access and other
protocols for digital cameras, photo retention and data-sharing.

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging, etc.)?

CAD may be used to identify personnel associated with a specific unit or incident, as all on-shift SFD
members are required to sign-in to CAD. Daily inventory and equipment use that can be traced to
the personnel on duty.
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5.0 DATA STORAGE, RETENTION AND DELETION

5.1 How will data be securely stored?

Strict policies regarding the use and deletion of photos for trauma patients are outlined in the
Department’s Policies and Operating Guidelines (POG) section 3004-7 following the completion of a
patient’s transfer of care to hospital staff.

Fire Investigation Unit photos are stored on a CJIS-client database. Safety office photos are stored on
a secured city server within the Department’s “O” drive.

The Department is also adopting Multi Factor Authentication in late 2021, which will further increase
the security of any images stored on City drives.

5.2 How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requirements?

Any oversight agency may schedule an appointment with the appropriate officer listed in 5.4.

5.3 What measures will be used to destroy improperly collected data?

Strict policies regarding the use and deletion of photos for trauma patients are outlined in the
Department’s Policies and Operating Guidelines (POG) section 3004-7 following the completion of a
patient’s transfer of care to hospital staff.

FIU photos are retained according to the same retention schedule as the Seattle Police Department’s
Arson and Bomb Squad and DEMS requirements.

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Medic One/Battalion 3 - Four Medical Safety Officers (MSO), one for each shift, and the Medic One
Deputy Chief.

Fire Investigation Unit — FIU Captain

Safety Office — Four Battalion Chiefs, one for each shift.
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6.0 DATA SHARING AND ACCURACY

6.1 Which entity or entities inside and external to the city will be data sharing partners?

Photos of trauma patients are only shared in person with emergency room staff for the purposes of
providing patient care. The pictures themselves are never transferred from the camera in any
format.

Photos taken by Safety Chiefs for vehicle collision investigations may be shared with the Risk
Management Division of Finance and Administrative Services (FAS) for the purposes of processing
claims for damages against the City.

FIU photos are shared with the Seattle Police Department using a shared CJIS-compliant database
known as Digital Evidence Management Software (DEMS).

6.2 Why is data sharing necessary?

The mechanism of injury (MOI) for trauma patients can be shared much more quickly and accurately
with emergency medical staff with a picture than by written or verbal communication. Time and
accuracy are critical in these scenarios, so sharing photos is an invaluable tool for first responders
during medical emergencies.

The Seattle Fire Department’s Fire Investigation Unit works closely with the Seattle Police
Department’s Arson and Bomb Squad (ABS). The sharing of information and records is necessary for
adequate law enforcement.

In addition, all Department records, including photos, are subject to the Public Records Act (RCW
42.56). FIU records are exempt from disclosure during an ongoing law enforcement investigation
(RCW 42.56.240). Once an investigation is closed, all photos are then subject to disclosure, except
for those showing a victim (RCW 70.02). The sharing of FIU photos with the SPD ABS only occurs
within a CJIS-compliant framework, as the two offices share a secure database.

6.3 Are there any restrictions on non-city data use?
Yes XI No [

6.3.1 If you answered Yes, provide a copy of the department’s procedures and policies for
ensuring compliance with these restrictions.

Photos of victims are considered confidential medical records protected by the UHCIA (RCW 70.02).
Department policies, outlined above in section 3.3, prohibit the retention of photos showing injuries
sustained by trauma patients.

The Department is working to develop a policy update for incorporation into the POG specifically
regarding the use of Department-issued cameras. However, those policy changes will have to be
included in the next round of collective bargaining before they are officially adopted as Department

policy.
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6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understanding, new uses of the information, new access to the system by
organizations within City of Seattle and outside agencies?

At this time, no such information sharing agreements exist regarding the use of SFD’s digital cameras
and sharing of pictures.

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why.

In all cases, the technology simply produces an image. Any “corrections” to the photographs would
actually reduce the accuracy of the information collected.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

No corrections to pictures or photos are necessary for this technology, nor would it be appropriate.

7.0 LEGAL OBLIGATIONS, RISKS AND COMPLIANCE

7.1 What specific legal authorities and/or agreements permit and define the collection of
information by the project/technology?

Photos of trauma patients are considered confidential medical records according to RCW 70.02,
otherwise known as the Uniform Health-Care Information Act (UHCIA).

Fire Investigation photos are maintained in a CJIS-compliant database known as Digital Evidence
Management Software (DEMS). Policies set forth by CJIS include:

e Alimit of 5 unsuccessful login attempts by a user accessing CJIS

e Event logging various login activities, including password changes

e Weekly audit reviews

e Active account management moderation

e Session lock after 30 minutes of inactivity

e Access restriction based on physical location, job assignment, time of day, and network address

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

The only privacy training provided is the City-wide privacy and security training. For the Medic Units,
all paramedics undergo training on the use of cameras for recording the mechanism of injury for
trauma patients during EMS responses. POG section 3004-7 governs the use of cameras during such
incidents.

7.3 Given the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was mitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included.

Please work with the Privacy Team to identify the specific risks and mitigations applicable to this project
/ technology.
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Private occupancies or sensitive areas may be accessed by SFD personnel during an emergency
response. Other records of the response, such as Computer-Aided Dispatch reports, could be then
used in conjunction with this technology to identify individuals at an incident scene.

7.4 Is there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

Examples might include a push of information out to individuals that is unexpected and appears to be
intrusive, or an engagement with a third party to use information derived from the data collected, that
is not explained in the initial notification.

Sharing of incident records with law enforcement is likely the greatest cause for concern. Another
would be protection of records associated with emergency medical services, which are protected by
RCW 70.02.

8.0 MONITORING AND ENFORCEMENT

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

Disclosures are only authorized if processed by the Department’s Public Disclosure Officer. The PDO
ensures compliance with the POG, UHCIA and the City’s Privacy Principles.

All disclosures are tracked in a log, which is regularly updated and retained on a secure server
accessible only to select employees, as well as the Public Records Request Center (AKA GovQA).

8.2 What auditing measures are in place to safeguard the information, and policies that
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts self-audits, third party audits or reviews.

Medic One cameras are stored in a secure safe on each medic rig, which provides an audit trail of all
individuals who access the safe. The FDA conducts regular audits of the controlled drug safe to
ensure compliance with federal regulations.

At this time, there are no specific auditing measures in place for this technology. The Department
will develop a policy on disclosure, tracking and retention of Unit 77 records and incorporate it into
the Seattle Fire Departments Policies and Operating Guidelines (POG) following negotiations with
labor partners.
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FINANCIAL INFORMATION

PURPOSE

This section provides a description of the fiscal impact of the surveillance technology, as required by the
Surveillance Ordinance.

1.0 FISCAL IMPACT

Provide a description of the fiscal impact of the project/technology by answering the questions below.

1.1 Current or potential sources of funding: initial acquisition costs
Current X Potential [

Date of Initial | Date of Go Direct Initial Professional Other Initial
Acquisition Live Acquisition Services for Acquisition Acquisition
Cost Acquisition Costs Funding
Source
FIU Camera: All currently FIU: N/A None Seattle Fire
11/23/16 live $1,349.99 per Department
Medic One & camera General Fund
Safety Office Medic One & — Submitted as
Cameras: Safety Office: a Form 22
5/6/15 $211.11 per
camera

1.2 Current or potential sources of funding: on-going operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.
Current X Potential [J

Annual Legal/compliance, | Department IT Overhead Annual Funding
Maintenance and audit, data Overhead Source
Licensing retention and
other security
costs
$0.00 $0.00 $0.00 $0.00 Department
general fund, if
replacement is
needed.
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1.3 Cost savings potential through use of the technology

In an emergency setting, good communication is always critical. Pictures allow first responders to
convey large amounts of information to hospital staff in a quick, efficient and accurate manner.

Early and accurate sharing of information with medical professionals can prevent further injury or
loss of life of patients.

Safety chiefs take pictures of collision involving Department apparatus to preserve information that
could be later used for risk management, including documentation used in processing claims for
damage, as well as improvements to emergency vehicle incident prevention (EVIP) training

1.4 Current or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

None.
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EXPERTISE AND REFERENCES

PURPOSE

The following information is provided to ensure that Council has a group of experts to reference while
reviewing the completed Surveillance Impact Report (“SIR”). Any individuals or agencies referenced
must be made aware ahead of publication that their information has been included. All materials must
be available for Council to access or review, without requiring additional purchase or contract.

1.0 OTHER GOVERNMENT REFERENCES

Please list any other government bodies that have implemented this technology and can speak to the
implementation of this technology.

Agency, Municipality, etc. Primary Contact Description of Current Use
Bellevue Fire Department (425) 452-6892 Use during emergency
responses.
South King Fire & Rescue (253) 839-6234 Use during emergency
responses.

2.0 ACADEMICS, CONSULTANTS, AND OTHER EXPERTS

Please list any experts in the technology under consideration, or in the technical completion of the
service or function the technology is responsible for.

Agency, Municipality, etc. Primary Contact Description of Current Use
National Fire Protection NFPA Secretary of Standards Provides s'Fandards for usage
Association (NFPA) Council: Address — and adoption of by local fire

1 Batterymarch Park departments across the

P.0. Box 9101 country.
Quincy, MA 02269-9101;

Email - stds_admin@nfpa.org
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3.0 WHITE PAPERS OR OTHER DOCUMENTS

Please list any authoritative publication, report or guide that is relevant to the use of this technology or

this type of technology.

Title

Publication

Link

Mechanism of Injury in
Prehospital Trauma Triage

EMS 1

https://www.emsl.com/ems-
products/education/articles/597
356-Mechanism-of-Injury-in-
Prehospital-Trauma-Triage/ o

Photography in Arson
Investigations

Journal of Criminal law and
Criminology

https://scholarlycommons.law.n
orthwestern.edu/cgi/viewconten
t.cgi?referer=https://www.googl
e.com/&httpsredir=1&article=44
33&context=jclc

Arriving at the Fire and/or
Arson Scene: Documenting
the Scene

National Institute of Justice

https://www.nij.gov/topics/law-
enforcement/investigations/crime-
scene/guides/fire-
arson/pages/document.aspx
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RACIAL EQUITY TOOLKIT AND ENGAGEMENT FOR PUBLIC
COMMENT WORKSHEET

PURPOSE

Departments submitting a SIR are required to complete an adapted version of the Racial Equity Toolkit
(“RET”).

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historically underrepresented
communities. Particularly, to inform the public engagement efforts Departments will complete
as part of the Surveillance Impact Report.

2. To highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagement requirements of the Surveillance Impact Report.

ADAPTION OF THE RET FOR SURVEILLANCE IMPACT REPORTS

The RET was adapted for the specific use by the Seattle Information Technology Departments’ (“Seattle
IT”) Privacy Team, the Office of Civil Rights (“OCR”), and Change Team members from Seattle IT, Seattle
City Light, Seattle Fire Department, Seattle Police Department, and Seattle Department of
Transportation.

RACIAL EQUITY TOOLKIT OVERVIEW

RACIAL EQUITY TOOLKIT: TO ASSESS POLICIES, INITIATIVES, PROGRAMS, AND BUDGET ISSUES
The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To do this requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, and budget issues to address the impacts on racial
equity.

WHEN DO | USE THIS TOOLKIT?

Early. Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.
HOW DO | USE THIS TOOLKIT?

With inclusion. The analysis should be completed by people with different racial perspectives.

Step by step. The Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources available on the Office of Civil Rights’ website here: Creating

effective community outcomes; Identifying stakeholders & listening to communities of color; Data
resources
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1.0 SET OUTCOMES

1.1. Seattle City Council has defined the following inclusion criteria in the surveillance
ordinance, and they serve as important touchstones for the risks departments are being
asked to resolve and/or mitigate. Which of the following inclusion criteria apply to this
technology?

L] The technology disparately impacts disadvantaged groups.

[ There is a high likelihood that personally identifiable information will be shared with non-City entities
that will use the data for a purpose other than providing the City with a contractually agreed-upon
service.

The technology collects data that is personally identifiable even if obscured, de-identified, or
anonymized after collection.

[ The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2 What are the potential impacts on civil liberties through the implementation of this
technology?

Some personally identifiable information (PIl) gathered during emergency responses could be used
to identify individuals, such as their name, home address or contact information. Medical privacy is
particularly relevant in the case of pictures taken during medical emergencies. Victims of criminal
activity may also be identified during incident responses, whose identities should be protected in
accordance with RCW 42.56.240 and RCW 70.02.

1.3 What does your department define as the most important racially equitable community
outcomes related to the implementation of this technology?

The Seattle Fire Department is committed to equitable service delivery regardless of race, sexual
orientation, income, immigration or refugee status. All individuals, including non-residents and
visitors to the City will be treated with compassion, professionalism and respect by SFD personnel.

1.4 What racial equity opportunity area(s) will be affected by the application of the

technology?
(] Education Criminal Justice
J Community Development (] Jobs
[ Health [] Housing
O Environment Other

1.5 Are there impacts on:
[ Contracting Equity L] Inclusive Outreach and Public Engagement
L] Workforce Equity Other
O Immigrant and Refugee Access to Services
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2.0 INVOLVE STAKEHOLDERS, ANALYZE DATA

2.1 Departmental conclusions about potential neighborhood impacts of the technology. Are
the impacts on geographic areas?
L] Yes No

Check all neighborhoods that apply (see map of neighborhood boundaries in Appendix A: Glossary, under
“Seattle Neighborhoods”):

All Seattle neighborhoods

(] Ballard [ Southeast

[ North (] Delridge

(] Northeast (] Greater Duwamish

L] Central [ East District

(] Lake Union (] King County (outside Seattle)

[1 Southwest
[ Outside King County. Please describe:

[Respond here, if applicable.]

2.2 What are the racial demographics of those living in the area or impacted by the issue?
(see Stakeholder and Data Resources here.)

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race - 2.4%; Two or
more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White — 70.1%; Black or African American — 6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Other Pacific Islander — 17.2%; Hispanic or Latino (of
any race) — 9.4%

STOP: Department should complete RET questions 2.3 — 6 and
Appendices B-1 AFTER completing their public comment and
engagement requirements.

2.3 Have you completed the following steps to engage the public?

If you have not completed these steps, pause here until public outreach and engagement has been
completed. (See OCR’s RET worksheet here for more information about engaging the public at this point
in the process to ensure their concerns and expertise are part of analysis.)

Create a public outreach plan. Residents, community leaders, and the public were informed of the
public meeting and feedback options via:

Email

1 Mailings
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1 Fliers

1 Phone calls
Social media
Other

The following community leaders were identified and invited to the public meeting(s):
American Civil Liberties Union (ACLU)
CARE
Northwest Immigrant Rights
OneAmerica
JACL
For Seattle Police Department only, Community Police Commissions
Other:

Engagement for Public Comment #1
October 25, 2018

Date of meeting:

West Seattle American Legion Hall, 3618 SW Alaska St.

Location of meeting:
Summary of discussion:

Small group discussion regarding the importance of cameras in emergency settings. See
Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Engagement for Public Comment #2
November 5. 2018

Date of meeting:

Green Lake Library, 7364 E. Green Lake Dr. N

Location of meeting:
Summary of discussion:

Concerns regarding medical privacy and audit of persons with access to cameras. See
Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

[1 Engagement for Public Comment #3 (if applicable)
N/A

Date of meeting:

N/A

Location of meeting:
Summary of discussion:

N/A

Collect public feedback via mail and email
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2

Number of feedback submissions received:

See Appendix B for an overview of comments received, and
demographics on attendees. See Appendix E for the transcript of
all comments received for this technologv.

Summary of feedback:

October 8, 2018 — November 5, 2018

Open comment period:

O Community Technology Advisory Board (CTAB) Presentation

N/A

Date of presentation:
Summary of comments:

N/A

2.4 What does data and conversations with stakeholders tell you about existing racial
inequities that influence people’s lives and should be taken into consideration when
applying/implementing/using the technology?

(See OCR’s RET worksheet here for more information; King County Opportunity Maps are a good
resource for information based on geography, race, and income.)

With regard to emergency scene cameras, there is a concern regarding the sharing of pictures with
law enforcement. These cameras are used across the City, including underprivileged communities
that may have greater worry about being unfairly targeted. For example, if vulnerable populations
such as refugees do not trust first responders, they are less likely to call 911.

2.5 What are the root causes or factors creating these racial inequities?
Mitigation strategies will be addressed in 4.1 and 5.3. Examples: bias in process; lack of access or
barriers; lack of racially inclusive engagement.

A key factor is mistrust of government, particularly calling 911. Communities that are more
vulnerable to fires, such as immigrants and refugees, may be less willing to contact first responders
in an emergency.
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3.0 DETERMINE BENEFIT AND/OR BURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communities. Given what you have learned from data and
from stakeholder involvement...

3.1 How will the technology, or use of the technology increase or decrease racial equity?
What are potential unintended consequences? What benefits may result? Are the impacts aligned with
your department’s community outcomes that were defined in 1.0?

Emergency scene cameras are only used in specific scenarios by Fire Department personnel. With
the exception of fire investigations, the photos are never shared with law enforcement or the
general public. There is no discernable effect on racial equity with regard to emergency scene
cameras.

3.2 What benefits to the impacted community/demographic may result?

Potentially exposing individuals or their homes to strangers during very difficult times. While the
images are not shared with law enforcement or the public, it can still be embarrassing to have first
responders entering a residence during an emergency.

3.3 What are potential unintended consequences (both negative and positive potential
impact)?

A potential positive impact is reducing the likelihood of further loss of life or property during an
emergency. Cameras are a useful tool for first responders, and anything that makes them more
effective can result in lives being saved. There is also the potential misuse of cameras by first
responders when they have access to sensitive areas and people experiencing medical emergencies.
Strict policies and controlled access to cameras help prevent improper use.

3.4 Are the impacts aligned with your department’s community outcomes that were defined
in step 1.0?

The mission of the Seattle Fire Department is ultimately to protect lives and property. This
technology helps with that mission by assisting first responders with better communication and
coordination during very dangerous moments. While there is a valid concern that the cameras could
be used to identify individuals, they are not used for that purpose or shared with law enforcement in
any case.
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4.0 ADVANCE OPPORTUNITY OR MINIMIZE HARM

Provide a mitigation plan for the impacts described in step 3.

4.1 How will you address the impacts (including unintended consequences) on racial equity?
What strategies address immediate impacts? What strategies address root causes of inequity listed in
2.5? How will you partner with stakeholders for long-term positive change? If impacts are not aligned
with desired community outcomes for surveillance technology (see 1a), how will you re-align your work?

Program/Partnership Strategies:

The Community Fire Safety Advocates (CFSA Program) are a great resource for communicating with
communities across the City, including those who speak languages other than English. These
advocates can be used to translate fire prevention messages and educate SFD personnel on
appropriate ways to interact with their communities.

Policy Strategies:

While the Department already has some policies in place, new and stricter policies regarding the use
of digital cameras are currently being considered for adoption. These rules will clarify when, where
and how digital cameras are to be used. The policy has been drafted and is currently waiting
approval for adoption in the POG following the next round of collective bargaining with labor
partners.

5.0 EVALUATE, RAISE RACIAL AWARENESS, BE ACCOUNTABLE

The following information must be provided to the CTO, via the Privacy Office, on an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.

The following information does not need to be completed in the SIR submitted to Council, unless this is
a retroactive review.

5.1 Which neighborhoods were impacted/targeted by the technology over the past year and
how many people in each neighborhood were impacted?
All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

oo X
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O East District

L] King County (outside Seattle)
O Outside King County. Please describe:

Not applicable.

5.2 Demographic information of people impacted/targeted by the technology over the past

year.

To the best of the department’s ability, provide demographic information of the persons surveilled by
this technology. If any of the neighborhoods above were included, compare the surveilled demographics
to the neighborhood averages and City averages.

any race) — 9.4%

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race - 2.4%; Two or
more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White — 70.1%; Black or African American — 6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Other Pacific Islander — 17.2%; Hispanic or Latino (of

5.3 Which of the mitigation strategies that you identified in step 4 were implemented in the

past year?

Specifically, what adjustments to laws and policies should be made to remedy any disproportionate
impacts so as to achieve a more equitable outcome in the future.

Type of Strategy
(program, policy,
partnership)

Description of Strategy

Percent complete of
implementation

Describe successes and
challenges with
strategy
implementation

Safety Advocate (CFSA)
program was
developed to
effectively meet the
specific fire safety

Policy Implementation of a 90% There are many
more strict policy stakeholders that have
regarding the use of to review and approve
cameras by SFD the policy, including
personnel. Will be Department leadership
incorporated in the and multiple unions.
Department’s Policies The policies can only
and Operating be put in the POG
Guidelines (POG). twice a year (June and

December).
Program/Partnership The Community Fire 100% Over 24,000

immigrant/refugee
community members
have received safety
messages, including
carbon monoxide
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needs of Seattle’s
immigrant and refugee
communities. Initiated
after a tragic fire in
2010, this program has
expanded to provide
fire prevention services
to multiple language
and cultural groups.
SFD practices are also
communicated to
vulnerable populations
via these advocates.

poisoning, home fire
evacuation planning
and cooking, and
heating fire safety
since the program
began.

5.4 How have you involved stakeholders since the implementation/application of the

technology began?

Public Meeting(s)
O CTAB Presentation

Postings to Privacy webpage seattle.gov/privacy
Other external communications
O Stakeholders have not been involved since the implementation/application

5.5 What is unresolved?
What resources/partnerships do you still need to make changes?

None

6.0 REPORT BACK

Responses to Step 5 will be compiled and analyzed as part of the CTO’s Annual Report on Equitable Use

of Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadership, Change
Team Leads, and community leaders identified in the public outreach plan (Step 2c).
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PRIVACY AND CIVIL LIBERTIES ASSESSMENT

PURPOSE

This section shall be completed after public engagement has concluded and the department has
completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is
completed by the Community Surveillance Working Group (“Working Group”), per the Surveillance
Ordinance which states that the Working Group shall:

“[p]rovide to the Executive and the City Council a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for surveillance technology
acquisition or in-use approval. The impact assessment shall include a description of the potential
impact of the surveillance technology on civil rights and liberties and potential disparate impacts
on communities of color and other marginalized communities. The CTO shall share with the
Working Group a copy of the SIR that shall also be posted during the period of public engagement.
At the conclusion of the public engagement period, the CTO shall share the final proposed SIR with
the Working Group at least six weeks prior to submittal of the SIR to Council for approval. The
Working Group shall provide its impact assessment in writing to the Executive and the City Council
for inclusion in the SIR within six weeks of receiving the final proposed SIR. If the Working Group
does not provide the impact assessment before such time, the Working Group must ask for a two-
week extension of time to City Council in writing. If the Working Group fails to submit an impact
statement within eight weeks of receiving the SIR, the department and City Council may proceed
with ordinance approval without the impact statement.”

WORKING GROUP PRIVACY AND CIVIL LIBERTIES ASSESSMENT

From: Seattle Community Surveillance Working Group (CSWG)
To: Seattle City Council
Date: April 23,2019

Re: Privacy and Civil Liberties Impact Assessment for Emergency Scene Cameras, Hazardous
Materials Cameras, CCTVs

EXECUTIVE SUMMARY AND BACKGROUND

On February 27", CSWG received the Surveillance Impact Reports, or SIRs, for the above-mentioned
technologies included in Group 1 of the Seattle Surveillance Ordinance technology review process. This
document is CSWG’s Privacy and Civil Liberties Impact Assessment for those technologies as set forth in
SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs submitted to the City Councils.

Our assessment of these surveillance technologies focuses on three key issues:
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(1) The use of these systems and the data collected by them for purposes other than those intended;
(2) Over-collection and over-retention of data;
(3) Sharing of that data with third parties (such as federal law enforcement agencies).

While the stated purposes of the cameras may be relatively innocuous, it is important to remember that
images taken by such cameras, for example at emergency scenes, can compromise the privacy of
individuals at vulnerable moments, and can be misused to target and profile communities based on their
religious, ethnic, or associational makeup. In addition, with the widespread and inexpensive availability
of facial recognition (or face surveillance) technology, which can be applied after the fact to any image
showing a face, it is even more important that protections limiting the use of these tools to their
intended purpose be enacted.

For all of these systems, the Council should adopt, via ordinance, clear and enforceable rules that
ensure, at a minimum, the following:

1. The purposes of camera use should be clearly defined, and its operation and data collected
should be explicitly restricted to those purposes only.

Data retention should be limited to the time needed to effectuate the purpose defined.
3. Data sharing with third parties should be limited to those held to the same restrictions.

Clear policies should govern operation, and all operators of the cameras should be trained in
those policies.

We recommend creating these rules in a single, blanket ordinance that will govern not only these, but
other, similar camera technologies operated by or at the behest of the City, and would be happy to work
with the City to create such an ordinance.

EMERGENCY SCENE CAMERAS (ESCS) (SEATTLE FIRE
DEPARTMENT)

The initial (October 2018) Surveillance Impact Report (SIR) for this technology stated that no explicit
internal policy exists at SFD that governs the use of ESCs (with one limited exception for mechanism-
ofinjury recordings). The updated January 2019 SIR added a letter (dated February 28, 2018) from Fire
Chief Harold D. Scoggins in Appendix |, stating that SFD would update its policy with specified language
regarding the use of Department-issued digital cameras. However, the CSWG was notified on April 5,
2019 that the specified policy language in the February 2018 letter was never actually adopted by

SFD. (See Appendix 1 for that communication.) It is unclear why the February 2018 letter was added to

the January 2019 SIR if there was no intent to adopt any of the specified policy language. This also
renders language currently in the updated SIR inaccurate.?
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Existing general policies provided with the April 5 email leave a number of outstanding concerns. For

Emergency Scene Cameras, the Council’s approval of this technology should ensure use is limited to the
specific emergency, investigative, or training purposes set forth, that the data is deleted immediately
upon completion of those purposes, that data sharing with third parties is prohibited unless explicitly
specified for those same uses, and only instances where the third party is held to the same use and
retention standards. More specific recommendations for the Council’s approval of this technology are

below.

Specifically, the existing policy:

Does not clearly define the term “Department-issued digital camera,” making it unclear if the
intended scope is to cover both ESCs and Hazmat Cameras.

o Recommendation: SFD should adopt a policy that explicitly states that it applies to both
ESCs and Hazmat Cameras.

Does not include use rules for the cameras.

o Recommendation: SFD’s adopted policy should include clear statements of what can and
cannot be photographed depending on the situation, including specific protections for the
privacy of individuals and homes.

Does not create clear guidelines on what data is retained, and how it is stored and for how long
(with the exception of photos that include photos of victims requiring emergency medical
services).

o Recommendation: SFD’s adopted policy should include clear data retention policies,
including where and how the data is stored, with all photos immediately deleted once
their intended purpose is fulfilled. The policy should explicitly define under what specific

1 The SIR states the following in Section 4.0:

“While the Department already has some policies in place, new and stricter policies regarding
the use of digital cameras are currently being considered for adoption. These rules will clarify
when, where and how digital cameras are to be used. The policy has been drafted and is
currently waiting approval by Department leadership and relevant stakeholders for adoption
during the next POG update anticipated in December 2018.”

And further in Section 4.2:
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“The Department is working to develop a policy for the all staff regarding the acceptable use of
this technology during emergency responses, as well as the subsequent storage of photos and
sharing with law enforcement agencies. However, there are strict policies regarding the use and
deletion of photos if they include victims requiring emergency medical service (POG section
3004-7).”

circumstances photos are permitted to be transferred off the cameras (e.g., via a SD card,
USB cable, or WiFi).

* Does not make clear whether any legal standard is being applied in use or retention.

O Recommendation: In instances where a legal standard such as reasonable suspicion is
applied, it should be clear what the standard is, who applies it, and how that application
is documented.

* Does not restrict data sharing with third parties, including law enforcement agencies.

o0 Recommendation: The policy should explicitly ban sharing of camera data with third
parties except for specified instances necessary to fulfill the purpose of the cameras, and
only in instances where the third party is held to the same use and retention standards.

* Does not ensure all operators of the cameras are trained in the foregoing policies.

O Recommendation: This requirement should be part of any new policy.

HAZARDOUS MATERIALS (HAZMAT) CAMERAS (SFD)

The initial October 2018 SIR for Hazmat cameras indicated that no policy governing the use of this
technology currently exists, with one limited exception for mechanism-of-injury recordings (see SIR
Section 3.3). The updated January 2019 SIR included the same letter from Fire Chief Harold D. Scoggins,
and again, the specified policy language was never actually adopted by SFD. This once again renders the
language of the January 2019 SIR inaccurate.?

Given the lack of adequate existing policy, we recommend that SFD adopt a policy for Hazmat Cameras
that includes all the elements set forth above for ESCs, and that the Council’s approval of this
technology incorporate that policy. The use policy would limit use of these cameras to hazardous
materials documentation and enforcement.

In addition, Section 6.4 of the January 2019 Hazmat SIR states:
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“The Department is working to develop a 2018 policy that addresses the use of this technology,
photo retention, and sharing of records with law enforcement. With this policy the Department
will develop Memorandum of Agreements with the Seattle branch of the FBI and Seattle Police
Department.”

2 As with the ESC SIR, because the January 2019 Hazmat SIR states intent to update current policies, the
language in the letter and the SIR is misleading. For example, Sections 4.2 and 4.8 of the Hazmat SIR
both state:

“The Department is working to develop a policy for the Hazmat unit regarding the acceptable
use of this technology during emergency responses, as well as the subsequent storage of photos
and sharing with law enforcement agencies. However, there are strict policies regarding the use
and deletion of photos if they include victims requiring emergency medical service (POG section
3004-7).”

It is unclear whether these MoAs have been developed and what they cover. But both the MoAs and

SFD’s policy should limit such data sharing to the purpose of criminal hazmat enforcement, and only
where the third party is held to the same use and retention standards as SFD. The Council’s approval of
this technology should incorporate this requirement.

CLOSED CIRCUIT TELEVISION “TRAFFIC CAMERAS”
(CCTVS)(SDOT)

As with ESCs and Hazmat Cameras, concern around these traffic cameras relates to limiting their use to
specific purposes, ensuring protections against invasion of privacy and general data collection, and
limiting data sharing with third parties. It is important for these limits to be set forth in clear,
enforceable policies. The updated January 2019 SIR states that SDOT “has developed” policies on use of
the cameras, but it is not clear where all of these policies are set forth and whether they are currently in
effect (see Section 3.3). We have reviewed the Camera Control Protocol document that sets forth
existing policies.

For CCTVs, the Council’s approval of this technology should ensure use is limited to traffic operations,
that no data is collected except for clearly specified exceptions (and that data must be deleted
immediately upon completion of those purposes), and that data sharing with third parties is prohibited.
More specific recommendations for the Council’s approval of this technology are below.

The existing policy:
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¢ Does not set forth clear use, collection, and retention rules.

o Recommendation: SDOT'’s adopted policy should make clear that no data may be
recorded or retained except for specifically defined purposes. Currently, the SDOT
Camera Control Protocol states that recording is allowed for “compelling SDOT traffic
operations and traffic planning needs "—but that term is undefined. The retention of data
for “engineering studies” must also be clearly defined. No personally-identifiable
information should ever be recorded. For any data recording that is allowed, it must be
deleted within 10 days (which is stated in the SIR and protocol) and not shared with third
parties. The policy should also make clear that traffic camera data (beyond what is made
available to the general public) may not be used for law enforcement purposes, and that
no associated surveillance technologies such as facial recognition or license plate
readers may be incorporated into the cameras.

* Does not ensure all operators of the cameras are trained in the foregoing policies.

o Recommendation: This requirement should be part of any new policy.

¢ Does not state include technical controls.

o Recommendation: Technical controls ensure logging how cameras are moved from their
preset locations, when camera streams to the public are stopped or restarted, and
whether there are access controls determining who, when, where, and why users can
access the camera management software. Without these technical controls, it would be
difficult to detect if users are abusing their access to cameras (e.g., by cutting camera
feeds to the public, moving a camera to zoom and view into the window of a home).
These technical controls (logging when cameras are moved, stopped, or restarted; and
mandating access controls for cameras) should be included in SDOT’s adopted policy.

APPENDIX 1: APRIL 5, 2019 EMAIL FROM MEGAN ERB,
SEATTLE IT (INCLUDING ATTACHMENTS)

From: Erb, Megan <Megan.Erb@seattle.gov>

Sent: Friday, April 05, 2019 3:45 PM

To: Shankar Narayan <snarayan@aclu-wa.org>; Negin Dahya <ndahya@uw.edu>; mmerriweather@urbanleague.org;
mfouladi@cair.com; asha@syouthclub.org; joseph.r.woolley@gmail.com; Stolz, Rich <rich@weareoneamerica.org>
Cc: Day, Seferiana <Seferiana.Day2 @seattle.gov>; Loter, Jim <Jim.Loter@seattle.gov>; Armbruster, Ginger
<Ginger.Armbruster@seattle.gov>; Stringer, Omari <Omari.Stringer@seattle.gov>

Subject: Surveillance Advisory Working Group updates re: recent SIR questions and requests

Hello Working Group members,
We wanted to provide you with several updates regarding your recent SIR questions and requests for information:

1. Thelinked and/or embedded documents in the SDOT LPR and CCTV SIRs have been updated and are available
on the Working Group SharePoint page and the publicly accessible Seattle.gov website
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a. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20-
%20CCTV%20Traffic20Cameras%20-%20For%20Working%20Group%20Review.pdf

b. http://www.seattle.gov/Documents/Departments/Tech/2018-12-
10%20DRAFT%20SIR%20%20License%20Plate%20Readers%20-
%20For%20Working%20Group%20Review.pdf

2. Regarding policies from SFD on Emergency Scene Cameras and HazMat Cameras, please see the attached
documentation related to their implemented policies in response to your questions posed. Additionally:

a. The Seattle Fire Department policies on image recording devices in general (Section 3004-6) and
digital cameras specifically (5001-13) are attached. These policies are currently in our Policies and
Operating Guidelines (POG) and are being enforced.

b. Asforthe 2/28/18 letter from Chief Scoggins, that was actually just a draft dispatch that | wrote on
his behalf. The specifics of that dispatch were never actually adopted into the POG. We felt that the
broad language contained in sections 3004-6 and 5001-13 already addressed the issue with regard to
all image recording devices and that the additional specifics were not necessary.

3. Regarding policies from SDOT and their CCTV cameras, some are located in the Camera Control Protocol that
was embedded in the SIR (that has been updated to be accessible).

Additionally, we would like to remind you that Seattle IT has created an externally accessible SharePoint Online page
where you can access the Surveillance Impact Reports and related materials that are currently ready for your review.
Please let me know which email address is used for your Microsoft account, so that we can set up appropriate site
permissions relative to that email address.

Thank you and have a great weekend,
Megan

Megan Erb

Communications Manager

SEATTLE INFORMATION TECHNOLOGY
megan.erb@seattle.gov o0:(206)233-
8736 m:(206)375-3895

TECHNOLOGY SOLUTIONS FOR THE CITY AND PUBLIC WE SERVE
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SUBMITTING DEPARTMENT RESPONSE
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Frequently Asked Questions (FAQs)

Q: Does 5FD ask permission to take photos?

A Mo, in the few scenarios where Department personnel use cameras, permission is generally not sought.
During ALS responses to capture the mechanism of injury, the patient’s consent is implied as part of their
treatment by certified medical providers.

Q: You mention that you do data sharing with SPD, do you have agreements or contracts around sharing
this data?

A: The Seattle Fire Department does not have a specific data-sharing agreements with SPD, but we are in
compliance with law enforcement data management palicies (CIS) for fire investigation photos, as well as
medical privacy laws (HIPAA & RCW 70.02) when used during advanced life support responses.

Q: Are patient photos not covered under the Health Insurance Portability and Accountability Act (HIPAA)?
A Photos of patients are protected under the Uniform Health Care Information Act (RCW 70.02) and the
Department is in full compliance with HIPAA's Privacy and Security Rules.

Q: Iz there an audit trail for people not taking photos off the camera (i.e. when an audit is preformed, are
they just checking that the camera is in the secure box, or are they checking that not photos are on the
camera)?

A: Mot to that specificity, but all uses of cameras can be traced back to the assigned personnel on a
particular unit, which allows for tracking non-compliance by Department personnel.

Q: Are there any policies governing fire using personal phones for taking photos of people?
A Yes, this is prohibited according to the Department’s Policies and Operating Guidelines (POG).

0Q: Are emergency responders provided data management training?

A: All City of Seattle employees, including all Seattle Fire Department personnel, undergo a yearly privacy
and security training. The Department’s Policies and Operating Guidelines (POG) are also taught during
recruit school and regularly reinforced throughout day-to-day operations.

Q: Does the Department use audio/video from vehicle-mounted or body cameras?
A 5FD does not use cameras on vehicles or body cameras.
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APPENDIX A: GLOSSARY

Accountable: (Taken from the Racial Equity Toolkit.) Responsive to the needs and concerns of those
most impacted by the issues you are working on, particularly to communities of color and those
historically underrepresented in the civic process.

Community Outcomes: (Taken from the Racial Equity Toolkit.) The specific result you are seeking to
achieve that advances racial equity.

Contracting Equity: (Taken from the Racial Equity Toolkit.) Efforts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON: “Department of Neighborhoods.”

Immigrant and Refugee Access to Services: (Taken from the Racial Equity Toolkit.) Government services
and resources are easily available and understandable to all Seattle residents, including non-native
English speakers. Full and active participation of immigrant and refugee communities exists in Seattle’s
civic, economic and cultural life.

Inclusive Outreach and Public Engagement: (Taken from the Racial Equity Toolkit.) Processes inclusive
of people of diverse races, cultures, gender identities, sexual orientations and socio-economic status.
Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism: (Taken from the Racial Equity Toolkit.) Pre-judgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilege, and people of color internalizing oppression.

Institutional Racism: (Taken from the Racial Equity Toolkit.) Organizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

MSO: “Medical Services Officer”
OCR: “Office of Arts and Culture.”

Opportunity Areas: (Taken from the Racial Equity Toolkit.) One of seven issue areas the City of Seattle is
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Housing, and the
Environment.

POG: “Seattle Fire Department’s Policies and Operating Guidelines”

Racial Equity: (Taken from the Racial Equity Toolkit.) When social, economic and political opportunities
are not predicted based upon a person’s race.
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Racial Inequity: (Taken from the Racial Equity Toolkit.)
When a person’s race can predict their social, economic, and
political opportunities and outcomes.

RET: “Racial Equity Toolkit”

Seattle Neighborhoods: (Taken from the Racial Equity
Toolkit Neighborhood.) Boundaries defined for the purpose
of understanding geographic areas in Seattle.

Stakeholders: (Taken from the Racial Equity Toolkit.) Those
impacted by proposed policy, program, or budget issue who
have potential concerns or issue expertise. Examples might
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, schools, community-based
organizations, Change Teams, City employees, unions, etc.

Structural Racism: (Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and conditions
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance Ordinance: Seattle City Council passed
Ordinance 125376, also referred to as the “Surveillance
Ordinance.”

SIR: “Surveillance Impact Report”, a document which captures the fulfillment of the Council-defined
Surveillance technology review process, as required by Ordinance 125376.

Workforce Equity: (Taken from the Racial Equity Toolkit.) Ensure the City's workforce diversity reflects
the diversity of Seattle.
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APPENDIX B: PUBLIC COMMENT DEMOGRAPHICS AND
ANALYSIS

OVERVIEW OF PUBLIC COMMENT ANALYSIS

Analysis of public comments was completed using a combination of thematic analysis and qualitative
coding. Comments were gathered from many sources, from public engagement meetings, an online
survey form, letters, emails, and focus group discussions. All comments may be reviewed in the
Surveillance Impact Report, Appendix E.

After assigning a theme and code for the content, City staff conducted an analysis using R. A high-level
summary of the results of this analysis are shown below. A detailed description of the methodology is
available in the Surveillance Impact Report, Appendix H.

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of
responses to this question is in the top right. The percentage of responses to that question, following
the identified theme is shown in dark blue. The dark gray shows the percent of comments for this
technology that did not answer that specific question. The light gray shows the percent of responses to
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and
Oversight, etc.).

A word cloud of each qualitative sub-code identified appears at the bottom of each question to provide
more context of the question response themes. If an appropriate quote could be identified to capture
the overall tone of the majority of comments it was included.

COMMENTS SPECIFICALLY ADDRESSING EMERGENCY SCENE CAMERAS
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GENERAL SURVEILLANCE COMMENT THEMES

Many comments were submitted as part of the public comment period that were not specific to a

technology, but to either the concept of surveillance in general, or to technologies which are not on the
Master List.
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DEMOGRAPHICS FOR GROUP ONE COMMENTS

The number of reported demographics does not correspond to the number of comments received for
the following reasons.

1. The demographic information includes all responses, regardless of which technology was
commented on to protect the privacy of those who provided a response.

2. Some individuals offered more than one comment.
Some individuals did not provide any demographic information.
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APPENDIX C: PUBLIC MEETING NOTICE(S)
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APPENDIX D: MEETING SIGN-IN SHEET(S)
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APPENDIX E: INDIVIDUAL COMMENTS RECEIVED

ALL COMMENTS RECEIVED ON EMERGENCY SCENE CAMERAS
ID: 10333698252

Submitted Through: Survey Monkey

Date: 11/7/2018 5:12:21 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SFD: Emergency Scene Cameras
Do you have concerns about this specific technology or how it is used?

1) Lack of ability to detect (and | believe, if | recall correctly, also a lack of formal policy
governing/preventing) photos of patients on the SFD devices being transferred off device, such as via SD
card, USB cable, NFC/wifi, etc. 2) Lack of certainty and formal policy requiring that the trauma photos
be deleted after being shown in the ER; and that when the controlled substances box is checked for its
contents, that it's also checked to ensure there are no photos accidentally still remaining on the device
(not just a check that the camera exists in the box). 3) Overall need for timely improvements to the SFD
POG (encompassing the prior 2 comments and as noted by SFD itself in multiple places in the draft SIR).

What value do you think this technology brings to our city?

Out of all 6 technologies currently up for review, this technology seems the most straightforward in its
clear help for the City and potential help in saving lives. My concerns/worries noted are not at all meant
to diminish its value, and instead are hopeful areas to further bolster the patient protections in place, as
we maintain this technology in use.

What worries you about how this is used?

1) I was surprised to learn that photos of trauma patients taken using these SFD devices aren't covered
under HIPAA. | mean, Seattle can't change HIPAA of course, this is just something | didn't realize wasn't
covered; and does indeed make me uneasy (though it did sound like at the meeting that SFD personnel
do generally treat the photos with caution). 2) (Not with SFD, to the best of my knowledge but) There
have been some incidents known online of nurses/doctors taking photos/videos of patients in
compromising/derogatory ways, such as mocking a patient that was dying (though they did end up
surviving). These incidents don't seem common (thankfully) and they make the news due to the
violation of patient trust and generally unethical behavior displayed. One would hope that SFD would
never be found doing such, but you asked for worries about this technology, and this is an honest
answer.

What recommendations would you give policy makers at the City about this technology?
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1) I do believe that most SFD personnel use the cameras in a responsible manner, but people are human
and can be forgetful (especially if its a busy day for responding to incidents back-to-back), so it'd be a
reasonable (but hopefully rare) accident for photos to not get deleted at times, so it'd be great if the
formal procedure for auditing the controlled substances box included ensuring the camera has no
lingering photos on it. 2) An ETA/deadline needs to be supplied for getting the SFD POG updated,
overall.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

| appreciated SFD's honesty at the community meeting, but | do think it would be helpful in any future
SIR (across departments/technologies), if when a citizen would be reasonably likely to believe that

HIPAA was in scope, that the draft/formal SIR explicitly said either "this technology is in scope for
HIPAA" or "this technology is not in scope for HIPAA", so there would never been any ambiguity about it.

ID: 10312336531
Submitted Through: Survey Monkey
Date: 10/29/2018 10:01:24 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SFD: Emergency Scene Cameras
Do you have concerns about this specific technology or how it is used?

| wish we had more cameras around West Seattle. | visit London and NYC often and feel safer knowing
the cameras are on!

What value do you think this technology brings to our city?
Huge value to citizens and visitors for feeling safe in our city.
What worries you about how this is used?

None. Other than stupid people saying it infringes on their liberties and having certain city council
persons use it as a way to rally her radicals.

What recommendations would you give policy makers at the City about this technology?
Have a citizen oversight committee to ensure legitimate security and privacy concerns are addressed.

Can you imagine another way to solve the problem this technology solves?
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No | can not. Let's be grown ups for once.
Do you have any other comments?

Maybe cameras could have figured out two unsolved murders on Alki.

ALL COMMENTS RECEIVED ON GENERAL SURVEILLANCE
ID: 66
Submitted Through: Focus Group 1

Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

no. Glad some surveillance is being used.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 65
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Technologies discussed are less dangerous then some other technologies in our personal lives

ID: 63
Submitted Through: Focus Group 1

Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

not a lot of privacy anymore: google earth, maps, streetview

What value do you think this technology brings to our city?

What worries you about how this is used?

Google home is always listening. There is always someone listening to your conversations.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Some of the images you can find online appear to be voyerism

ID: 61
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Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Street sweepers coming in the middle of the night are ineffective, cars are parked and blocking areas

ID: 60
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Sometimes too much surveillance

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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Curious about how much construction has to pay when blocking off half a block for parking.

ID: 56
Submitted Through: Mail
Date: 10/23/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Surveillance. | don't want it. Any of it. Just stop.

ID: 28
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?
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Do you have any other comments?

Can you please do a better job telling the public about these meetings? Targeted Ads? KUOW - helped,
Blogs, Newspaper - Poor turnout

ID: 27
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Most too technical and need to communicate better with public

ID: 26
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Concerned about aggregation of technology and data collected

What value do you think this technology brings to our city?

What worries you about how this is used?

Appendix E: Individual Comments Received | Surveillance Impact Report | Emergency Scene Cameras | page 71



What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

More transparent; less defnesive is how you gain trust

ID: 25
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

KC Parcel viewer information is too much. State listings of addresses of voters is a problem. Too much
info has impact on DV victims - keeping them from voting

ID: 24
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?
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What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Work and Human Rights Activist- Process too complicated. Can be benign but SPD doesn't make dark
usage more clear. Info is too complex/data need better education for public on technologies.

ID: 23
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No concerns as a professor. Traffic is getting worse - how do we make imporvements. How do we use
data in other ways to improve our lives?

What value do you think this technology brings to our city?

Impressed by how City handles data - Check it and Chuck it

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Spent time on dark web and stunned by what they can do

ID: 53
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

People lose track of "public service" being performed. Misuse of data

ID: 52
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Hate to go "China route" tied to credit

ID: 51
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Restricted use: will it generate income? Mission creep. Report back to community

ID: 10334071978
Submitted Through: Survey Monkey
Date: 11/7/2018 9:41:13 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

Minimal

What worries you about how this is used?

Very concerned about how red light enforcement cameras are racially unjust and frequently cause
tickets to be issued to people of color.

What recommendations would you give policy makers at the City about this technology?

Remove red light cameras, if a particular intersection requires policing then assign officers to be posted
there to create a presence that can be seen.

Can you imagine another way to solve the problem this technology solves?

Use officers in cars.

Appendix E: Individual Comments Received | Surveillance Impact Report | Emergency Scene Cameras | page 75



Do you have any other comments?

Red light cameras create an unjust, racially imbalanced burden on blacks, latinos and other marginalized
groups. They should be eliminated from the city.

ID: 10328244312
Submitted Through: Survey Monkey

Date: 11/5/2018 8:41:00 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

We, the Critical Platform Studies Group, are a collective of researchers at the University of Washington
Information School conducting a third-party ethnographic research study of the Seattle Surveillance
Ordinance. Inour ongoing research, we are conducting interviews with stakeholders on the processes
leading to the revised Seattle Surveillance Ordinance. We have also compared the law to similar U.S.
initiatives, and analyzed the functionality of each technology covered by Seattle's ordinance. Despite the
salience of algorithmic processes in surveillance technologies, we are finding that the ordinance does
not describe or address machine learning, artificial intelligence (Al), or algorithmic bias. We conclude
that there is a pressing need for attention to algorithmic bias within disclosed surveillance technologies,
for which we suggest additional elements be added to Seattle Surveillance Impact Reports, or by
expanded stakeholder engagement in the RFP stage of the procurement process. Our preliminary
findings that lead to these recommendations are as follows: *Expanded use of technologies triggers
new surveillance review*: The Seattle ordinance models a strong process for submitting a given to
technology to further review in the event its functionality or uses are expanded. *Law motivated by
concern for marginalized groups*: The motivation for the Seattle Surveillance Ordinance was to protect
groups that have historically been targeted by surveillance programs. Given that the implicit biases that
have been demonstrated to exist in algorithmic systems invariably affect marginalized groups, it is
critical to consider the algorithmic aspects and potential algorithmic biases in disclosed surveillance
technologies. *Gap between perception and reality of current machine learning use*: Three municipal
employees familiar with the Surveillance program stated that machine learning technologies are not
used in technologies on the Master List. Contrary to these statements we found that at least two
technologies on the Master List rely on machine algorithms---Automated License Plate Recognition
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(ALPR) and Booking Photo Comparison Software (BPCS). We found that at least two other technologies
on the Master List rely on Al technology that could also be used long term in a way that implicates
protected groups---i2 iBase and Maltego. The reliance on machine learning technologies likely
introduces algorithmic bias, such as through "false positive" identifications.  *Absence of algorithmic
considerations in other surveillance ordinances*: None of the six municipal surveillance ordinances we
surveyed included language for wrestling with algorithmic bias.  *Opportunity to strengthen existing
processes*: The Seattle Surveillance Impact Reports could include questions or prompts that would
target and stimulate investigation into machine learning / Al facets or into algorithmic bias in disclosed
surveillance technologies.

ID: 10326819811
Submitted Through: Survey Monkey
Date: 11/5/2018 9:14:43 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Adaptive signal technology does not seem ready for a multimodal city where bikes/pedestrians need
priority.

What value do you think this technology brings to our city?
It can potentially improve mobility and that has certainly been demonstrated for cars at least.
What worries you about how this is used?

It doesn't account for bikes or pedestrians or requires some sort of additional effort (like installing an
app) to work for those groups.

What recommendations would you give policy makers at the City about this technology?
Are these technologies helping or hurting the vision zero goals?
Can you imagine another way to solve the problem this technology solves?

| would question whether cars being in gridlock is a problem that can be solved or simply a consequence
of the culture that we are encouraging in a dense city.

Do you have any other comments?
ID: 10326707921

Submitted Through: Survey Monkey
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Date: 11/5/2018 8:38:49 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

As our population grows this is the only way to enforce laws as we don't have enough police to do it
What worries you about how this is used?

None. If you're abiding by the law you have nothing to fear

What recommendations would you give policy makers at the City about this technology?
Allow police to use it to their advantage to do their job to keep us all safe, but don't use it against them!
Can you imagine another way to solve the problem this technology solves?

Create an environment that would make police want to stay in Seattle and do the job they were hired to
do.

Do you have any other comments?

See above

ID: 10324587536
Submitted Through: Survey Monkey
Date: 11/4/2018 3:55:12 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?
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License plate cameras in general, I'm supportive of, if they can be used at greater frequency to crack
down on illegal parking and driving.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Full steam ahead! Bus lane camera on every bus, so that operators can push a button to send video of
an illegal bus lane violator or other moving/parking violations when they see one, to get folks to drive
better.

Can you imagine another way to solve the problem this technology solves?

Literally no.

Do you have any other comments?

| have no worries about these technologies. Get bus cameras online ASAP.

ID: 10322210731
Submitted Through: Survey Monkey

Date: 11/2/2018 9:47:34 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

This is government overreach and Big Brother at it's finest. Surveillance technologies do not belongin a
free society and are solely implemented to farm money from taxpayers for minor infractions, at "best".

What value do you think this technology brings to our city?

None; outside of the ticket-issuing racket.

What worries you about how this is used?

Law Enforcement will abuse this technology. As a prior victim of stalking at the hands of a Law
Enforcement Officer, we don't need to give Police more surveillance tools which make it easier to harass

citizens.

What recommendations would you give policy makers at the City about this technology?
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Do not turn Seattle into Singapore, China, or the United Kingdom. America is The Land of the Free. We
don't want to be under the Watchful Eye of Big Brother.

Can you imagine another way to solve the problem this technology solves?

Use your eyes and have officers enforce the law as needed.

Do you have any other comments?

Robots are not Sworn Officers of the Law. SPD should be writing tickets, not computers. This technology
will likely be abused, it will violate privacy laws, and | don't trust the Government to keep secure such a
Mass Surveillance system. The costs of securing and maintaining such a system will require massive

amounts of artificial "ticketing". At best, this is a Perpetual Revenue Generator for City Hall; at worst,
it's a Gross Violation of Our Civil Rights.

ID: 10315099454
Submitted Through: Survey Monkey
Date: 10/30/2018 7:57:58 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Hi it brings proof. It impacts crime before it occurs.

What worries you about how this is used?

Mone

What recommendations would you give policy makers at the City about this technology?
Where you see lots of camera you see less crime.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

1D: 10314183202
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Submitted Through: Survey Monkey
Date: 10/30/2018 12:34:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

The location of the cameras/where the police vans circulate can be racially discriminatory. The city
should make sure that these are distributed equitably.

What recommendations would you give policy makers at the City about this technology?

If the city is already going to be placing these cameras, they should also use these cameras to enforce
speeding violations. Cars are always driving dangerously fast in this city, and these cameras should also
make people follow the law.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10312185174
Submitted Through: Survey Monkey
Date: 10/29/2018 7:45:04 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

What worries you about how this is used?
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Over-policing. Waste of tax money. City government probably isn't sufficiently organized or skilled to
process and analyze the data collected. It will ultimately lead to more overly bureaucratic, under-skilled,
departments hopelessly trying to learn how to use the equipment and manage a massive records
collection. The City should think twice before tying their shoes together on this one. It won't turn out
well. | suggest you save yourselves the headache and bad PR by abandoning any surveillance plans now.
What recommendations would you give policy makers at the City about this technology?

Fire whoever is responsible for trying to waste tax money on invasive surveillance equipment. Also,
whoever wrote question #6 should take a course on writing unbiased survey questions because the
guestion assumes that the proposed surveillance equipment in fact solves a problem but that is not an
established truth.

Can you imagine another way to solve the problem this technology solves?
This is a loaded question. It does not solve a problem. It creates an IT nightmare, costs way too much to
store the data, invasive surveillance, and bad PR. Eventually, someone involved will likely lose a future

election as a result.

Do you have any other comments?

ID: 10312163737
Submitted Through: Survey Monkey
Date: 10/29/2018 7:35:08 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Yes, | don't agree on public surveillance. This is America not Chinal

What value do you think this technology brings to our city?

| think it strips me from my right as a citizen and make me feel like the whole country is big huge jail
What worries you about how this is used?

How it's interpret and what people of color will have to go through to not been punished for small and
trivial crimes.

What recommendations would you give policy makers at the City about this technology?

We're not ready, this is not London. Don't do it!
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Can you imagine another way to solve the problem this technology solves?
| don't think it's solving a problem as much as it's creating one.
Do you have any other comments?

Don't do it!

ID: 10310577035
Submitted Through: Survey Monkey
Date: 10/29/2018 8:13:55 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Yes, the police are not honest about how and when they use this technology which means they are
violating the 4th amendment rights which is a federal offense. Are they held accountable? No, almost
never.

What value do you think this technology brings to our city?

The percentage of crimes solved with these technologies is a very small amount. And violating 4th
amendment rights is a normal act by police in many of those instances.

What worries you about how this is used?

| support the pursuit of justice to make our city safer but but lawful citizens and criminals all have rights
which the police disregard because there is no price to pay. If you could cheat and got caught doing so
but there was no consequences, why wouldn't you? Its examples like this in our leaders, public officials
and public servants that have eroded society and the trust people in each other.

What recommendations would you give policy makers at the City about this technology?

Until we have good honest leaders at the top who oversee the ones who use these technologies and
who have no bias about who is held accountable for violations of ANY kind, they should be sidelined.

Can you imagine another way to solve the problem this technology solves?

Good morals and the respect for your fellow humans. It starts with the people on top to set good
examples. We as a society have gotten more numb to violence, dishonesty and corruption at the highest
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levels ,it has now sown itself into our way of life. If we see this kind of behavior from the people that are
"roll models" or "leaders" then we adopt them as our own values.

Do you have any other comments?
Unfortunately, corruption is widespread in government agencies and public enterprises. Our political

system promotes nepotism and wasting money. This has undermined our legal system and confidence in
the functioning of the state. Communism is the corruption of a dream of justice.

ID: 10307049643
Submitted Through: Survey Monkey
Date: 10/26/2018 7:08:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

| need the red light cameras NOT to have flash equipment on them. These lights are too bright, and they
flash without warning, blinding people on the sidewalks at intersections.

What value do you think this technology brings to our city?

Damn all. It may be that drivers get citations--but this does not compensate for the blinding of
pedestrians, bicyclists, etc.

What worries you about how this is used?

| have several times been so bedazzled and startled that | might easily have stumbled into traffic, if I'd
chanced to be closer to the curb.

What recommendations would you give policy makers at the City about this technology?
Get cameras that don't need so much light, if you INSIST on having such cameras.

Can you imagine another way to solve the problem this technology solves?

Since | don't think it solves anything, no.

Do you have any other comments?

Other cameras are intrusive and invasive--but they're not so immediately dangerous, generally.
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ID: 10307028243
Submitted Through: Survey Monkey
Date: 10/26/2018 6:42:15 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

None of these technologies are novel, particularly compared to other parts of the world (Europe, Asia).
However, the use of the automated parking enforcement technology specifically for the purpose of
booting cars is of highly questionable value.

What value do you think this technology brings to our city?

Hopefully some efficiencies in reducing human effort required to perform basic data-gathering and
enforcement. If the parking enforcement buggies can cover many more blocks in a day, or a police
officer yanks someone out of a car that's actually stolen, great!

What worries you about how this is used?

Abuse of data access, lax enforcement of retention and removal-of-access policies, above SECURITY
BREACH OF DATA that may be useful in some level of identification (car with plate X was seen at location
Y attime Z). Be wary of social justice impacts, particularly of the auto-boot technology. Those who
are the most vulnerable may be in more frequently trouble with the law (and absolutely unable to
rectify fines) and would thus unable to reach services. It would be absolutely unacceptable if a
vulnerable member of the population who may be living in a vehicle is booted and unable to access
basic human services, or worse.

What recommendations would you give policy makers at the City about this technology?

Data security is of paramount importance -- if data cannot be handled safely by the right people at the
right time with prompt removal processes for data and access, then none of this matters and the public
trust is gone. If there are any questions about this whatsoever, do not proceed with adoption.  After
that is transparency. Be specific about what is gathered, down to individual data elements: publicly post
the data schemas (but obviously not the data). E.g., when your license plate is recorded, it also gathers:
date, time, location, and so on.  Finally, policies about use must be clearly understood by the public
and the civil servants the tech is entrusted too. "SPD may use tech [when] for [reason] in order to
perform duty [elaborate]." "SDOT uses these cameras to perform analysis of [condition]". People care
about access and retention policies in this day and age -- post them and perform routine audits no less
than quarterly but ideally more often than that (again, posting results publicly).

Can you imagine another way to solve the problem this technology solves?
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Drone-mounted cameras can be used to gather movement data for travel time analysis; this doesn't
require the use or exposure of any identifying marks whatsoever. They may also be helpful for SFD
response scenes to perform rapid large area surveys.

Do you have any other comments?

Addressing these topics with serious care and thoughtfulness raises chances of success. Be intentional
about uses of these technologies and do not allow for hidden uses.

ID: 10307002973
Submitted Through: Survey Monkey
Date: 10/26/2018 6:13:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Not particularly

What value do you think this technology brings to our city?

CCTV makes this city safer, particularly since we are so short of police officers.

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?
Beat policemen are better.

Can you imagine another way to solve the problem this technology solves?
Policemen/women who walk or ride bikes in the same neighborhood on a daily basis. We've all read
English novels. Doesn't the bobby on his beat seem like the best way to protect a neighborhood, and
make a neighborhood feel safe?

Do you have any other comments?

I've lived in Ballard for 35 years. In the last five years I've put grates on my windows, bought a wrought-

iron screen door, locked the gate to the backyard. This is after the theft of my bicycle from my shed,
shoes from my porch, etc. Opioids. The government is cracking down on doctors who overprescribe.
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How about cracking down on street drug dealers as well? If a bath tub is overflowing from two spigots
going full blast, turning off only one of those spigots doesn't work. Gotta turn off both.

ID: 10306958976
Submitted Through: Survey Monkey
Date: 10/26/2018 5:25:35 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| do have concerns. However, if there is public oversight of the surveillance technology used, both by
elected officials and through releases of content recorded to the general public, then these concerns will
be sufficiently addressed.

What value do you think this technology brings to our city?

| think this has the ability to automate many of the services currently done by the city. Further, it can
provide hard evidence of events that occurred which human testimony cannot do.

What worries you about how this is used?

| am worried that these systems could be used by its operators to spy on people they know or to
blackmail individuals both known and unknown to the operators. The accountability to elected officials
and through releases to the public would prevent these things from happening.

What recommendations would you give policy makers at the City about this technology?

Make sure there is actual transparency and accountability to the general public and the press, and make
sure this technology is about automation and providing evidence, not to keep tabs on people.

Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

ID: 10303980026
Submitted Through: Survey Monkey

Date: 10/25/2018 12:46:20 PM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| have concerns about the validity of Seattle's privacy program after listening to Seattle's Chief Privacy
Officer on KUOW today. Per Ordinance 125376, greykey (the ability for the Seattle Govt to unlock
iphones without having the password) should have been reviewed by the Privacy Officer Armbruster,
but it wasn't and she provided no explanation why. She offered no apology. This lacks transparency and
accountability.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10300614662
Submitted Through: Survey Monkey
Date: 10/24/2018 9:04:59 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

yes

What value do you think this technology brings to our city?

On a world level, at the federal government level, and at the city level we move closer towards fascism
and other forms of authoritarianism, expanded surveillance will give expanded power to authoritarian

regimes such as ours.

What worries you about how this is used?
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The list of technologies for surveillance should include all other 'law' inforcement agencies at work in
our city such as ICE.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

As | sat down on the Seattle Trolley on Jackson Street a drone flew up and held stationary and then

titled slightly up. The blue lens of a camera flashed and the drone banked off. I'd like to know what
other technologies are at use in our city, by ICE for instance as well as other 'law' agencies.

ID: 10299219171
Submitted Through: Survey Monkey
Date: 10/23/2018 7:14:36 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

in general I'm concerned about the collection, retention, aggregation, sharing, and mining of
information collected thru surveillance technologies, particularly with regard to the risk for abuse by
agencies like ICE or other yet-to-be created Federal agencies that do not represent the views of the
Seattle area population.

What value do you think this technology brings to our city?

Emergency Scene cameras give medical professional an opportunity to prepare for treating emergencies
and protect first responders from frivolous lawsuits. Hazmat cams gather information while allowing
humans to remain at a safe distance. The rest of them essentially allow the city to more effectively
collect revenue, except for ALPR, which scans licenses in search of stolen cars or vehicles sought for
other reasons.

What worries you about how this is used?

ALPR is essentially a surveillance dragnet. Data is retained for 90 days even on vehicles that have
nothing to do with anything.

What recommendations would you give policy makers at the City about this technology?

Do not retain any ALPR data except that which pertains to tagged vehicles. In general, always err on the
side of not collecting data, not storing it, and not sharing it. Please. | work for Google.
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Can you imagine another way to solve the problem this technology solves?

Fund transportation infrastructure so we don't have so many cars on the road running traffic lights and
hitting pedestrians and cyclists and being driven by drunks.

Do you have any other comments?

Thank you for the opportunity to comment.

ID: 10298281561
Submitted Through: Survey Monkey
Date: 10/23/2018 11:18:38 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

It seems like all of these technologies are primarily focused on the movement of vehicles through
Seattle instead of pedestrians and their own needs

What value do you think this technology brings to our city?
Giving the illusion of gathering useful, but inactionable, data.
What worries you about how this is used?

general privacy concerns about collecting so much data. There's no such thing as perfect security, to say
the least.

What recommendations would you give policy makers at the City about this technology?

Use it to benefit the most vulnerable road users: pedestrians, including cyclists and other small transport
methods/vehicles.

Can you imagine another way to solve the problem this technology solves?
Does it solve things? It's a bit early to say that.
Do you have any other comments?

Stop focusing on car throughput, and instead focus on people.
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ID: 10298170617
Submitted Through: Survey Monkey
Date: 10/23/2018 10:37:29 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Can you quantify the # of crime investigations, stolen cars recovered and $ amount of traffic violations
recovered by using the ALPR/LPR technology.

What value do you think this technology brings to our city?

| am concerned that we are trading our privacy for a "sense" of security. How have surveillance
technologies incrementally affected our security in Seattle.

What worries you about how this is used?

slippery slope -- see "The Last Enemy" film

What recommendations would you give policy makers at the City about this technology?
I'd like to see more police body cams; less surveillance;

Can you imagine another way to solve the problem this technology solves?

| have not been convinced except in the case of the Fire Department technology that we are actually
better off -- | need to see numbers.

Do you have any other comments?

| would like to see year over year numbers comparing "before technology - after technology"

ID: 10296707285
Submitted Through: Survey Monkey

Date: 10/22/2018 9:13:04 PM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

The public ought to be made aware of all surveillance technologies being used. In the case of permanent
fixed surveillance devices such as cameras, the public should be readily able to find information about
where all such devices are installed.

What value do you think this technology brings to our city?

The provided examples of traffic monitoring seem useful. However, a full-blown security system similar
to the widespread CCTV coverage in London seems overly pervasive.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Minimize the number of surveillance devices implemented, and make their locations available for online
viewing by the public at any time. No surveillance devices should be installed without informing the
public.

Can you imagine another way to solve the problem this technology solves?

Security cameras should be limited to guarding private property or specific locations of concern, and not
used to generally monitor all public areas at all times.

Do you have any other comments?

ID: 10296428154
Submitted Through: Survey Monkey
Date: 10/22/2018 5:35:21 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?
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What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10295649414
Submitted Through: Survey Monkey
Date: 10/22/2018 11:24:46 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What value do you think this technology brings to our city?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What worries you about how this is used?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What recommendations would you give policy makers at the City about this technology?
| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
Can you imagine another way to solve the problem this technology solves?
| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
Do you have any other comments?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

ID: 10295424650

Submitted Through: Survey Monkey
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Date: 10/22/2018 10:02:24 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

SPD has proved over decades that it should BE constantly monitored, rather than be further enabled to
abuse - the inseparable seduction of its under-controlled power.

What value do you think this technology brings to our city?

Surveillance tech further dehumanizes and commoditizes residents. A better SPD investment would be
in outside beat walking and mingling with citizens.

What worries you about how this is used?

SPD is under Federal oversight due to its documented abuses. Its modus operandi are Trumpist (i.e.
thrive only in the dark). We have witness where that tends.

What recommendations would you give policy makers at the City about this technology?

No Councilperson can adequately oversee or hold accountable her portfolio, let alone the Mishmash
and Safe Communities octopus. Until proven effective governance by elected officials obtains, no
greater powers should be distributed to SPD.

Can you imagine another way to solve the problem this technology solves?

The morality police in Iran and Saudi Arabia and the like in China demonstrate that everyday citizens are
readily induced to spy and report on their neighbors. Although beyond the pale, a progressive version
of neighborly support and assistance should be the direction Seattle pioneers to deal with the pressing
problems of Mass Humanity.

Do you have any other comments?

One cannot "tech" to a humanitarian city, least of all through an insidiously equipped praetorian armed
force. SPD elevates the interests of its minuscule membership above those of a citizenry whose dwarf it
in all regards. City Council year-in/year-out approves the contracts cementing this folly. Seattle needs a
formal goal of reducing its separate-but-armed constituency into the service element it should be, not
the formidable power-center it is.

ID: 10295330166
Submitted Through: Survey Monkey

Date: 10/22/2018 9:29:06 AM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Yes. We have crimes and shootings that occur in public areas where there is no reasonable expectation
of privacy but we lack the info to respond effectively.

What value do you think this technology brings to our city?

By placing cameras in certain areas with frequent criminal activity we could both deter and aid in the
arrest and prosecution of those responsible. The city is undergoing an epidemic of property crime and
dumping of garbage in many areas. Cameras could help deter, aid in the arrest/fines and prosecution of
those responsible.

What worries you about how this is used?

Very little. If used in public spaces there is no reasonable expectation of privacy. If there is concern
about privacy or tracking, the data could be encrypted by default and then made available to police after
an incident with a court order or approval of some oversight body.

What recommendations would you give policy makers at the City about this technology?

Hurry up and put cameras in place where it makes sense. If there are privacy concerns, implement some
kind of a check on access but get moving.

Can you imagine another way to solve the problem this technology solves?
Not cost effectively.

Do you have any other comments?

ID: 10295152382
Submitted Through: Survey Monkey
Date: 10/22/2018 8:30:01 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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A person could be set up, | suppose. | just read that the journalist who was murdered in the
embassy....well his ambushers had a double for him. Now whether this is true or not it could happen.
Of course facial recognition might put a stop to imposters posing as someone else.

What value do you think this technology brings to our city?

Safety in public spaces is increased...although, it is sadly 'after the fact' that it is usually the most
effective. | think that just the knowledge that you might be watched could deter criminal behavior or,
for that matter, abuse by law enforcement. It works both ways. Also, if you had more speed detectors
you could generate a lot of revenue with speeding tickets. | can't tell you the number of times I've had
cars speed by me in neighborhoods where speed limits are 25 mph. | know police can't be
everywhere...but cameras can be. People are much less respectful nowadays. | drive to neighborhoods
all over Seattle 5 days a week as a caregiver and have people honking at me because I'm driving too slow
for them. | wish | could take the Mayor along with me on some of my trips so she could see first hand
how rude people can be.

What worries you about how this is used?

It will alleviate my worries about road rage....maybe make people feel safer walking about
outside...especially those most vulnerable who stay cooped up in their homes too afraid to go outside.

What recommendations would you give policy makers at the City about this technology?
Please...more sir. | would love to see children outside playing...who aren't afraid of being outside
playing...in quiet neighborhoods or parks. We need these cameras etc. if only to act as a babysitter in
some respects.

Can you imagine another way to solve the problem this technology solves?

Change human nature....which is nearly impossible.

Do you have any other comments?

I'm sure there would be people who could try to use surveillance to watch women etc.....when | was

younger I've had police pull me over I'm sure just to check me out...stupid weirdos....BUT there is a lot of
good to be had with watching over the public for the public good

ID: 10291758143
Submitted Through: Survey Monkey
Date: 10/19/2018 2:19:06 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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No, | support surveillance cameras, even as | understand this is a tradeoff to privacy. But, CC TVs are
widely accepted and extraordinarily helpful for law enforcement in other countries such as the UK.

What value do you think this technology brings to our city?
The ability to safeguard spaces and revisit victimizations.
What worries you about how this is used?

How long the data is kept. We should have a period of time that the data is kept after which it is
destroyed.

What recommendations would you give policy makers at the City about this technology?
Adopt this widely.

Can you imagine another way to solve the problem this technology solves?

NO.

Do you have any other comments?

As a UW professor who studies law, | fully support better surveillance of our population--this includes
police, citizens, and so on.

ID: 10287347565
Submitted Through: Survey Monkey
Date: 10/17/2018 9:55:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No. Technology is ubiquitous; surveillance is everywhere. Technology plays a pivotal role in keeping our
communities safe. The paranoia of some should be easily address by strong policies and auditing of use.

What value do you think this technology brings to our city?

Technology is critical to solving crime, deterring crime, and bringing criminals to justice, and providing
closure to victims.

What worries you about how this is used?
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| worry that it is not used enough. 1 live in the South End, yes, in a black community (I am black) and we
have been pleading with the city (you, Councilmember Harrell) for cameras for years. The ACLU, and
supposed "community activists", do not speak for the average among us who go to work, take our kids
to school, and just want to live in a safe community.

What recommendations would you give policy makers at the City about this technology?

Lead. Do what you're paid to do. Protect the communities you serve, and allow - perhaps even enable -
the police to keep our communities safe.

Can you imagine another way to solve the problem this technology solves?

A ridiculous question. If the city's not going to invest in a technological solution, why would the city
invest in a lesser solution?

Do you have any other comments?

Please, do not hamstring our first responders anymore. Property crime is rampant. Auto theft is
rampant. Our kids are being robbed on the street. And you want to TAKE AWAY tools to solve crime??
We want cameras - like we were promised, Councilmember Harrell. We want crimes solved, and
deterred. Do not let absurdity rule the day.

ID: 10281389699
Submitted Through: Survey Monkey
Date: 10/15/2018 4:13:31 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Possible reduction in open street crimes

What worries you about how this is used?

May be comsidered not useful to detect crimes in low income communities.

What recommendations would you give policy makers at the City about this technology?

Use the technologies to cut down the kidnappers/rapist-- violent sex predators working and living in
southend housing.
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Can you imagine another way to solve the problem this technology solves?
Police patrols more often and seizure--not just showing up and leaving the scene.
Do you have any other comments?

The city seems to be over-run by kidnappers raping, | am getting sick to my stomach. Violent Sex
Predators seem to be running the city via what | know.

ID: 10281279313
Submitted Through: Survey Monkey
Date: 10/15/2018 3:10:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10273624842
Submitted Through: Survey Monkey
Date: 10/11/2018 1:35:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10271359916
Submitted Through: Survey Monkey
Date: 10/10/2018 6:19:02 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| think we need more. Especially at every bus stop.

What value do you think this technology brings to our city?

Hopefully catching criminals

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?
More cameras.

Can you imagine another way to solve the problem this technology solves?
No

Do you have any other comments?

ID: 10270768915
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Submitted Through: Survey Monkey
Date: 10/10/2018 1:10:42 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
No

What value do you think this technology brings to our city?

| think it has great value in areas of high use, especially in areas where crime is historically reported.
Both deterrent to crime and tool that helps law enforcement in the event crime has occurred.

What worries you about how this is used?

totally ok with it, as long as it's targeted in areas of heavy use, congested areas, high volume of people,
areas with historically issues with crime, etc.

What recommendations would you give policy makers at the City about this technology?

Make sure law enforcement has real time access. Limit access to law enforcement type groups, don't get
sidetracked as to possible other uses of the data.

Can you imagine another way to solve the problem this technology solves?
more police officers
Do you have any other comments?

Believe this is a cost effective way to help keep people safe.

ID: 10270556248
Submitted Through: Survey Monkey
Date: 10/10/2018 11:50:08 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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| do not want increased surveillance. License Plate Readers,

What value do you think this technology brings to our city?

None.

What worries you about how this is used?

Privacy and tracking concerns are rampant in an age where social media [LinkedIn] is almost required for
a profession, a cell phone is required for jobs, and cars are required for jobs. StingRay [cell phone
interceptor] has already been shown to be used unlawfully. | can only imagine a database version would
be subject to equal lack of scrutiny.

What recommendations would you give policy makers at the City about this technology?
Vote no.

Can you imagine another way to solve the problem this technology solves?

Mountains out of molehills. Patrol HOV lanes.

Do you have any other comments?

Enforce HOV restrictions.

ID: 10270098107
Submitted Through: Survey Monkey
Date: 10/10/2018 9:10:36 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

ALPR/LPR: how is this technology used; if the data is being passively collected - how can the general
public audit the back-end systems for sake of privacy (in the age of data breaches, this is a risk of
*when* there is a breach and not *if*)

What value do you think this technology brings to our city?

Studies have shown that increased surveillance does not actually lead to reduced crime. More studies

have also shown that community watch organisations do more to reduce crime than passive/active
remote surveillance.
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What worries you about how this is used?

Unclear duration of data usage, sharing and retention, and public request process to remove targeted
data.

What recommendations would you give policy makers at the City about this technology?

Carefully evaluate vendors and their products to make sure the systems are hardened against breaches;
evaluate whether the systems allow for public access to the data so that people can limit invasive
surveillance.

Can you imagine another way to solve the problem this technology solves?

Better community education and watch programs. Try to find root causes of crimes and solve those
causes. Surveillance is a short term gain with long term consequences and it doesn't address the
problem of why crimes happen. Getting to the root cause may prove to be more productive (and in

some cases, cost less public money)

Do you have any other comments?

ID: 10269149042
Submitted Through: Survey Monkey
Date: 10/10/2018 1:58:48 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

With all of these technologies, my main concern is unnecessary storage and retention. For example,
what if you're storing some kind of information on people's cars, which then is acquired by ICE to
prosecute undocumented individuals in spite of our city's sanctuary status?

What value do you think this technology brings to our city?

| believe there is value in the diagnostic capabilities, for example finding out what kind of traffic levels
there are on a street or sidewalk, finding out how many bus lane cheaters there are, or maybe finding a
pattern of frequent dangerous behavior on a street. In the same vein, I'm extremely supportive of
having cameras on buses that bus operators can use to report bus lane violations because | think the
level of bus lane violations we have is a serious impediment to our transportation system. | also
appreciate that tech like this removes any prejudices that a police officer may have. Either you broke the
law, or you didn't. | love that this tech will be used in parking enforcement. We need to enforce our
traffic laws or nobody will care.
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What worries you about how this is used?

Though it removes prejudice on the part of officers, | do also think this may be sub-optimal in some
circumstances. Perhaps someone as speeding by only 1 mile per hour, which reasonably, we should let
slide, but with cameras, we probably won't.

What recommendations would you give policy makers at the City about this technology?

Bus and bike lane camera enforcement, yes! You have no idea how many times some bus lane violators
slow down a 60-person bus, or someone blocks the bike lane forcing me to make an unsafe movement.
I'd also love to see box blocking or crosswalk blocking detection technology to prevent those things from
happening because it seriously reduces the livability and safety of pedestrians and transit users. Don't
have any facial recognition software though.

Can you imagine another way to solve the problem this technology solves?

| don't know how actionable this is, but maybe we could work with the judicial system to give the law a
little bit of discretion on the prosecution of crimes, so for example if you're speeding by 1 mph, you
don't get the same fine as someone speeding by 10 mph or 30 mph.

Do you have any other comments?

Please implement bus/bike lane enforcement cameras yesterday. | get there are challenges WRT privacy
and whatnot, but if we're sensitive to these issues, we can make our city safer.
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APPENDIX F: LETTERS FROM ORGANIZATIONS
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October 29, 2018

My name is Marcos Martinez and | am the Executive Director at Casa Latina, a nonprofit organization
based in Seattle that serves low income Latinx immigrant community through employment, education
and community organizing.

The community that we serve at Casa Latina is particularly vulnerable to abuses by government
agencies. Since the elections of 2016, our communities have been on edge due to the increased
enforcement activities of agencies like ICE and Customs and Border Protection (CBP).

In addition, while government officials have pledged that the private information of individuals would be
protected within agencies such as the State Department of Licensing, we have seen that those promises
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APPENDIX G: EMAILS & LETTERS FROM THE PUBLIC

Letter submitted by individual constituent:
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Letter submitted by individual constituent:
Kevin Orme

502 N 80™

Seattle, WA 98103

206-789-3891

November 4, 2018

Public Input Commentary — Seattle Surveillance Technology open Public Comment
period — 10/22 through 11/5, 2018.

Opening Remarks:

1. Surveillance technology usage in the United States of America, regardless of use, purpose and
policy, is completely and wholly within the basic tenets of the Bill of Rights, otherwise known as
Amendments 1-10 to the US Constitution. There are no more fundamental laws in the United
States than the Constitution and the amendments thereto.

As regards privacy, public surveillance/data capture technology and police oversight — these governing
principles have to be considered in any and all policies and local procedures/laws created for our
democratic society. Doing anything less is simply illegal and against our whole theory of government —

it's that simple.

Specifically:
The First Amendment, including rights to freedom of speech, public assembly and the press.

The Fourth Amendment, including rights preventing unreasonable search, seizure and requiring
warrants for same.

The Fifth Amendment, including rights against self-incrimination and deprivation of life, liberty and
property without due process.

The Sixth Amendment, including the right to confront the accuser by the accused; defense counsel
when accused of a crime and proper/complete informing of the accused concerning the nature and
extent of criminal accusation if occurs.

And beyond the Bill of Rights, the 14 Amendment, Section 1, regarding rights of due process and
federal laws also applying equally to the states (which means cities in those same states, of course)

2. The WA State Constitution:

In addition to the Bill of Rights and the US Constitution, the WA State Constitution is also instructive:

Article 1, Section 1 — all political power is inherent in the people, and governments .....are established to
protect and maintain individual rights;

Article 1, Section 2 — the US Constitution is the supreme law of the land;
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Article 1, Section 7 - Invasion of Private Affairs or Home Prohibited

Article 1, Section 32- “A frequent recurrence to fundamental principles is essential to the security of
individual right and the perpetuity of free government.”

3. Context for Seattle: The above means essentially:

You cannot simply 'surveil everything' in the hopes of finding a criminal (or even worse, someone you
simply “don't agree with”). That is called 'guilty until proven innocent' and has been overturned time
and time again in our system of laws by courts and legislators at every level. The Bill of Rights has
protected the 4" Amendment concept of 'Innocent until Proven Guilty' and 24-7 surveillance of any sort
flies in the face and openly defies this most basic law.

You cannot 'surveil' public assemblies, protests, or similar gatherings, most especially with facial
recognition, phone network/bluetooth data capture or public video recordings and/or microphones
without again, violating the above basic constitutional principles — otherwise known as “laws” (US and
WA).

You cannot store data simply according to 'policy', or come up with what you believe adequate controls
may or may not be, and then implement them without complete transparency and public input,
including that of the City Attorney's office, elected officials and arguably most important, THE PUBLIC. |
believe this effort you have begun to solicit feedback is a good start, but there's a long way to go and
this is only the very beginning, rest assured.

Finally, you cannot pay lip service to these previous paragraphs by not actively doing them yourself, and
then simply turn around and receive/use/retain the data anyway through other means — that is, you
cannot obtain the data from the NSA's Fusion Center already located in downtown Seattle, or the FBI, or
TSA, DHS, or increasingly rogue agencies like ICE — all of these still break the law, plain and simple.

Specific technologies being discussed in this public outreach:

1) SDOT LPR's.

Positive — the data is stated as being deleted immediately after a transit time calculation;

Positive — the data is stated as only being available to SDOT personnel after relay from WSDOT, with
individual identifying license plates not part of that incoming data;

Positive — stated purpose — facilitate effective and efficient traffic management within the Seattle city
limits.

SDOT LPR's - COMMENT for Submission/consideration:

a) Itis unclear how long WSDOT is retaining this data for handoff to SDOT and Seattle generally —
even if SDOT deletes it nearly immediately after a calculation/use, can they go back and re-retrieve
it later? The answer should be NO, and simply that WSDOT is doing the same thing at minimum —
deleting the data almost immediately after said calculation too (I recognize this latter is beyond
SDOT's control, however, certainly as the biggest city in the state, Seattle would have major
influence on these policies and procedures were you to weigh in and state clear policy positions).

Appendix G: Emails & Letters from the Public | Surveillance Impact Report | Emergency Scene Cameras | page 119



b) Itis also unclear what the statement 'travel time calculation' precisely means for these
purposes. Is it just me driving through downtown and getting spotted if | go by any of these
cameras/devices? Assuming the answer is yes, when is the 'timeout' — 1 minute if not seen by
another camera? 5 minutes? When and how quickly does the 'calculation' occur (so that | know
purportedly the data is then “immediately deleted” as you say?

c) Itisalso unclear if anyone else working for the City of Seattle has access to this WSDOT data
(and if so, for how long, in what capacity, at what level of detail, etc.) — say, the SPD, City Attorney's
office, or? So maybe SDOT isn't “surveilling” anyone within the normal meaning of the term given
the safeguards noted in the policy PDF, but certainly the SPD have far different reasons for using this
data, and most (if not all) of them are far removed from simple data calculations, and include direct
data review to carry out those tasks?

Traffic Cameras (SDOT)

Positive — similar purposes to those above — namely efficient and effective traffic mgmt in real time,
using systems and human operators (either in a data center or on the scene, e.g. tow truck, etc.) to
make it happen.

SDOT Traffic Cams - COMMENT for Submission/consideration:

a) What are the 'SDOT Camera Control Protocol Guidelines' and are they public? If not, can they
be and where can we review them? Have they ever been amended due to public input, potential
past problems or abuses? When were they written and by whom with what expertise?

b) What are the 'specific cases' where footage is archived and for how long?

c) Has this data ever been subpoena'd by City personnel, or outside entities (e.g. ICE, NSA or

similar)?

d) The 'protections' paragraph says archived footage isn't shared with any other City dept — but
what about data that is 'in transit' between realtime capture and potential archiving later
(whether only for 10 days or not)? How/when and in what circumstances might footage be
temporarily retained or shared outside normal policy, and potentially 'evade' the otherwise
typical 10-day delete policy as a result?

SPD - ALPR's

Positive — as stated by SPD with any such whiz-bang tech — 'preventing crime'
SPD ALPR's: COMMENT for Submission/consideration:

a) Why 90 days? Why not something much more reasonable, like 15? Certainlyif the tech is
sophisticated enough to create a 'hot list' as described here, 15 days — two working weeks in other
words — is surely more than enough time for the data's intended purpose.

b) Can we see examples of these 'auditable records' supposedly created by SPD when logging into
ALPR/contacting dispatch? If you are making them 'auditable' for the purposes of ensuring restricted
and limited use of the technology generally, then surely you don't mind if we see how that works at
minimum so WE can know this (and believe you) too?
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c) When does something become an 'active investigation' —and how long is the data retained, where
stored and accessible by who then? What if the investigation is called off or invalidated by a court or
city officer/city attorney — is the data immediately deleted, and an 'auditable record' of that activity
created to prove it?

d) You say nothing about sharing the data with other entities (e.g. ICE, DHS, etc.) - do you? Are you
planning to? Have you done so in the past? If so on any of these, under what circumstances and did
they provide any sort of a warrant of any kind?

e) You stated there are eight SPD cars equipped with ALPR systems now, and that statement implies
that this is the 'only' such ALPR system deployed 1) for these purposes, 2) with this specific
technology citywide. Is this true? Are there stationary systems mounted elsewhere in the city that are
networked (now or can be in the future) and if so, how many are there? Are there plans (either
already in motion or for say, the next few years) to implement either more cars, add in stationary
systems, or both? Certainly at minimum, just like with red light cameras, we deserve and demand
publicly posted notice of any such stationary systems if they exist or are being deployed.

f) I have read the online 16.170-POL governing ALPR use
http://www.seattle.gov/police-manual/title-16---patrol-operations/16170--automatic-license-plate-
readers — and it's pretty sparse with only 4 short bullet points.

— more questions:

f1) what is ACCESS certification and how can we know more that it does
what it's intended to do? Where is the training, who does it, is it a private entity creating coursework,
etc.?

f2) how often are these standards updated (e.g. the policy is already 6
years old, dating from 2012 — certainly the technology is not falling behind in the same way);

f3) Who is in charge of TESU and what are their qualifications? Are they
elected officials or behind the scenes?

f4) does the terminology 'part of an active investigation' = 'we got a hit on a
license plate of X' —and X is a known criminal, there's a warrant out, or? Need way more information
here, this is far too vague and un-specific when regards data management and control. | could be the
most qualified TESU guy in the department and yet it doesn't mean | should be entitled to look at *any*
data — especially without a legal warrant to do so? Where are the other controlling provisions?

Emergency Scene Cameras

Positive —improve and continue to enhance emergency preparedness and response effectiveness.

Emergency Cams: COMMENT for Submission/consideration:

a) where are the 'internal policies' and 'WA laws' governing storage of said photos and materials? The
PDF is pretty vague.

b) Is live footage/drone image, sound and data capture being considered or already being used? Asto
data captured (audio, video, photo), storage management, retention and access policies — the Details,
Please.
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c) what about the same (live footage/audio/video) from vehicles or bodycams/etc.? Again, Details
please.

Hazmat Cameras

Positive — largely identical to that of Emergency Incident Response, save the potential for
nefarious/negligent actors to be involved

Hazmat Cams: COMMENT for Submission/consideration:

a) similar to with Emergency Cameras — essentially how long is the data stored, especially if no criminal
activity is determined or the investigation concludes

b) anything beyond tablets used or planned to be used? This mentions tablets as the primary tech, but
that doesn't foreclose plans for more (or by aggressive tech vendors already talking to you)?

c) what sort of data management training is provided to either HazMat or Emergency Responders, for
that matter?

Parking Enforcement (SPD)

Positive — enforce parking and related laws, determine 'booting' situations SPD Parking Enforcement:
COMMIENT for Submission/consideration:

a) there is nothing seen here about general data storage or retention parameters — Details, Please.

b) there is nothing here about whether this ALPR data is 'pooled' with ALPR datacollected from the
eight so-equipped SPD cars mentioned earlier — and if so, whether governed by those parameters and
restrictions too/not? Details, Please.

c) are these technologies governed by TESU as the others are? Barring possibly those controlled
directly by the Seattle Municipal Court itself, separate from the SPD? Details, Please.

d) there is also no mention of the (likely older) Red Light Traffic Cam technology that has been in use in
city locations for some years now, possibly over a decade. These aren't for SDOT use, these are for
people running red lights, of course. All the relevant details (Data capture, retention, storage, access,
certification, etc.) - all these apply here too — Details, Please.

Submitted 11/4/2018 by

Kevin Orme
502 N 8ot

Seattle, WA 98103
206-789-3891
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APPENDIX H: PUBLIC COMMENT ANALYSIS METHODOLOGY

OVERVIEW

The approach to comment analysis includes combination of qualitative and quantitative methods. A
basic qualitative text analysis of the comments received, and a subsequent comparative analysis of
results, were validated against quantitative results. Each comment was analyzed in the following ways,
to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other comments received
2. Analyzed by technology
3. Analyzed by technology and question

A summary of findings are included in Appendix B: Public Comment Demographics and Analysis. All
comments received are included in Appendix E: All Individual Comments Received.

BACKGROUND ON METHODOLOGICAL FRAMEWORK

A modified Framework Methodology was used for qualitative analysis of the comments received, which
“...approaches [that] identify commonalities and differences in qualitative data, before focusing on
relationships between different parts of the data, thereby seeking to draw descriptive and/or
explanatory conclusions clustered around themes” (Gale, N.K., et.al, 2013). Framework Methodology is a
coding process which includes both inductive and deductive approaches to qualitative analysis.

The goal is to classify the subject data so that it can be meaningfully compared with other elements of
the data and help inform decision-making. Framework Methodology is “not designed to be
representative of a wider population, but purposive to capture diversity around a phenomenon” (Gale,
N.K., et.al, 2013).

METHODOLOGY

STEP ONE: PREPARE DATA
1. Compile data received.
a. Daily collection and maintenance of 2 primary datasets.

i Master dataset: a record of all raw comments received, questions generated
at public meetings, and demographic information collected from all methods
of submission.

ii. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains the
qualitative codes used for analysis and their definitions.

2. Clean the compiled data.
a. Ensure data is as consistent and complete as possible. Remove special characters for
machine readability and analysis.
b. Comments submitted through SurveyMonkey for “General Surveillance” remained in
the “General Surveillance” category for the analysis, regardless of content of the
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comment. Comments on surveillance generally, generated at public meetings, were
categorized as such.
c. Filter data by technology for inclusion in individual SIRs.

STEP TWO: CONDUCT QUALITATIVE ANALYSIS USING FRAMEWORK METHODOLOGY
1. Become familiar with the structure and content of the data. This occurred daily compilation and
cleaning of the data in step one.
2. Individually and collaboratively code the comments received, and identify emergent themes.
l. Begin with deductive coding by developing pre-defined codes derived from the
prescribed survey and small group facilitator questions and responses.
. Use clean data, as outlined in Data Cleaning section above, to inductively code
comments.
A. Each coder individually reviews the comments and independently codes them.
B. Coders compare and discuss codes, subcodes, and broad themes that emerge.
C. Qualitative codes are added as a new field (or series of fields) into the
Comments dataset to derive greater insight into themes, and provide
increased opportunity for visualizing findings.
Il Develop the analytical framework.
A. Coders discuss codes, sub-codes, and broad themes that emerge, until codes
are agreed upon by all parties.
B. Codes are grouped into larger categories or themes.
C. The codes are be documented and defined in the codebook.
V. Apply the framework to code the remainder of the comments received.
V. Interpret the data by identifying differences and map relationships between codes and
themes, using R and Tableau.

STEP THREE: CONDUCT QUANTITATIVE ANALYSIS
1. Identify frequency of qualitative codes for each technology overall, by questions, or by themes:
l. Analyze results for single word codes.
II.  Analyze results for word pair codes (for context).
2. Identify the most commonly used words and word pairs (most common and least common) for
all comments received.
I.  Compare results with qualitative code frequencies and use to validate codes.
1. Create network graph to identify relationships and frequencies between words used in
comments submitted. Use this graph to validate analysis and themes.
3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the comments, as
well as the corresponding frequencies for generating visualizations in Tableau.

STEP FOUR: SUMMARIZATION
1. Visualize themes and codes in Tableau. Use call out quotes to provide context and tone.

2. Included summary information and analysis in the appendices of each SIR.
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APPENDIX I: POLICIES AND OPERATING GUIDELINES (POG)

The relevant Seattle Fire Department policies can be found in the Policies & Operating Guidelines
document (POG). The most recent version of the POG that is currently in effect was last updated in
November 2020. The complete Seattle Fire Department’s Policies & Operating Guidelines (POG) is
available upon request to evan.ward@seattle.gov or by Public Disclosure Request:
https://www.seattle.gov/public-records/public-records-request-center.
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Relevant sections of the POG includes Operating Guidlines 3004 and 5001:
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APPENDIX J: CTO NOTICE OF SURVEILLANCE TECHNOLOGY

Thank you for your department’s efforts to comply with the new Surveillance Ordinance, including a
review of your existing technologies to determine which may be subject to the Ordinance. | recognize
this was a significant investment of time by your staff; their efforts are helping to build Council and
public trust in how the City collects and uses data.

As required by the Ordinance (SMC 14.18.020.D), this is formal notice that the technologies listed below
will require review and approval by City Council to remain in use. This list was determined through a
process outlined in the Ordinance and was submitted at the end of last year for review to the Mayor's
Office and City Council.

The first technology on the list below must be submitted for review by March 31, 2018, with one
additional technology submitted for review at the end of each month after that. The City's Privacy Team
has been tasked with assisting you and your staff with the completion of this process and has already
begun working with your designated department team members to provide direction about the
Surveillance Impact Report completion process.

Please let me know if you have any questions.
Thank you,

Michael Mattmiller

Chief Technology Officer

Proposed
Technology Description Review

Order

Photos at incidents (not retained after transmission per department
Emergency Scene policy) are collected as part of the investigation and documentation
Cameras of emergency responses and may include photographs of
identifiable individuals and property.

This wireless system transmits pictures related to hazardous
Hazmat Camera materials sites to document and identify clean up and management 2
requirements.

Computer-aided dispatch (CAD) is used to initiate public safety calls
for service, dispatch, and to maintain the status of responding
Computer-Aided resources in the field. It is used by 911 dispatchers as well as by
Dispatch officers using mobile data terminals (MDTs) in the field. Use is opt-
in, but individuals may enter personally-identifying information
about third-parties without providing notice to those individuals.
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SURVEILLANCE IMPACT REPORT OVERVIEW

The Seattle City Council passed Ordinance 125376, also referred to as the “Surveillance Ordinance”, on
September 1, 2017. This Ordinance has implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definition of surveillance.

SMC 14.18.020.B.1 charges the City’s Executive with developing a process to identify surveillance
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and
implemented a process through which a privacy and surveillance review is completed prior to the
acquisition of new technologies. This requirement, and the criteria used in the review process, are
documented in Seattle IT Policy PR-02, the “Surveillance Policy”.

HOW THIS DOCUMENT IS COMPLETED

As Seattle IT and department staff complete the document, they should keep the following in mind.

e Responses to questions should be in the text or check boxes only; all other information
(questions, descriptions, etc.) should NOT be edited by the department staff completing this
document.

e All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or other terms which may not be well-known to external audiences.
Additionally, responses should be written using principally non-technical language to ensure
they are accessible to audiences unfamiliar with the topic.
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PRIVACY IMPACT ASSESSMENT

PURPOSE

A Privacy Impact Assessment (“PIA”) is a method for collecting and documenting detailed information
collected in order to conduct an in-depth privacy review of a program or project. A PIA asks questions
about the collection, use, sharing, security and access controls for data that is gathered using a
technology or program. It also requests information about policies, training and documentation that
govern use of the technology. The PIA responses are used to determine privacy risks associated with a
project and mitigations that may reduce some or all of those risks. In the interests of transparency about
data collection and management, the City of Seattle has committed to publishing all PIAs on an outward
facing website for public access.

WHEN IS A PRIVACY IMPACT ASSESSMENT REQUIRED?

A PIA may be required in two circumstances.
1) When a project, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is
one deliverable that comprises the report.

1.0 ABSTRACT

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

The Seattle Fire Department’s Hazardous Materials (HazMat) specialty team, known as Unit 77,
utilizes a camera system to explore incident scenes for potentially hazardous materials, spills, or
contamination. First responders use Apple’s Facetime, a video conferencing application, in
conjunction with Apple TV to livestream video via an iPad and MiFi connection to a television
monitor located on the HazMat Unit. The Facetime application also allows for screenshots to be
taken for later review or dissemination to law enforcement as necessary.

Hazmat camera video is recorded for post-incident review and may be submitted to the appropriate
law enforcement entity at an incident commander’s discretion that there is reasonable suspicion of
criminal activity. The Department does not have a specific retention policy for images obtained
during HazMat responses, though they do fall under the authority of the HazMat Unit Records
Retention more generally (Disposition Authority GS50-19-03).
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1.2 Explain the reason the project/technology is being created or updated and why the PIA is
required.

According to the Surveillance Ordinance, a technology has surveillance capability if it can be used “to
collect, capture, transmit, or record data that could be used to surveil, regardless of whether the
data is obscured, de-identified, or anonymized before or after collection and regardless of whether
technology might be used to obscure or prevent the capturing of certain views or types of
information.”

First responders are often required to enter incident scenes at private residences or businesses,
gaining access to potentially sensitive locations or encountering victims requiring emergency medical
services (“EMS”). People in those residences or business may not be aware that first responders
have been called or have entered the location. The camera system used during emergency responses
involving the release of hazardous materials or contaminants could potentially capture images of
identifiable individuals.

2.0 PROJECT / TECHNOLOGY OVERVIEW

Provide an overview of the project or technology. The overview gives the context and background
necessary to understand the purpose, mission and justification for the project / technology proposed

2.1 Describe the benefits of the project/technology.

The technology allows first responders to detect and identify potentially hazardous materials or
contaminants, all while maintaining a safe distance from potential exposure. Additionally, it provides
an incident commander (“IC”) with the real-time information required to make quick decisions.

Other incident personnel from the HAZMAT rig may also view the live video and assist with hazard
and risk assessment during an emergency scenario. Once the contaminant has been properly
identified, Unit 77, the team responsible for HAZMAT response, can then take the appropriate
decontamination steps to mitigate the potential exposure and terminate the incident.

2.2 Provide any data or research demonstrating anticipated benefits.

The National Fire Protection Association’s Standard 472 provides guidelines on Hazardous
Materials/Weapons of Mass Destruction responses, including best practices and operating
procedures for entering incident scenes. Each of these responses directly references the need to
“analyze” a scene and safely determine the contaminant.

2.3 Describe the technology involved.

Hazmat cameras are operated on iPad. First responders use Apple’s Facetime, a video conferencing
application, in conjunction with Apple TV to livestream video via an iPad and MiFi connection to a
television monitor located on the HazMat Unit.
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2.4 Describe how the project or use of technology relates to the department’s mission.

The mission of the Seattle Fire Department is to save lives and protect property through emergency
medical service, fire and rescue response and fire prevention. Unit 77’s specific mission is the
stabilization of all hazardous materials incidents that threaten public safety, except those incidents
that are normally resolved by the Seattle Police Department’s Explosives Disposal Unit. The
Hazardous Materials Response Unit shall respond to any incident or ancillary function involving a
hazardous materials spill, leak, explosion, or injury with immediate threat or potential threat to life,
the environment or property.

The technology’s use for HazMat operations allows for quicker conveyance of information at an
emergency scene and additional review by subject matter experts at the scene, thereby limiting
potential exposure of first responders by allowing the information to be shared outside an exposure
zone.

2.5 Who will be involved with the deployment and use of the project / technology?

The Seattle Fire Department HazMat Team, Unit 77 is responsible for deployment and use of the
technology.

3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City
entities are bound by restrictions specified in the Surveillance Ordinance and Privacy Principles and must
provide written procedures for how the entity will comply with any restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or check-in, check-out of equipment.

The two iPads and monitor are contained in a secure compartment located on the HazMat
apparatus. Only Unit 77 members can access the compartment. The iPads and Mifi also require
passwords known only to Unit 77 members. No check-out is required prior to use, only a login to the
iPad and MiFi.

Apparatus inventories are regularly conducted by SFD personnel at Station 10.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.
For example, the purposes of a criminal investigation are supported by reasonable suspicion.

According to SMC 3.16.200 the Seattle Fire Department is designated as the Hazardous Materials
Incident Command Agency for all hazardous materials incidents within the corporate limits of The
City of Seattle. The Incident Commander has broad authority to use the technology during an
incident response.
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3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

In general, commanding officers, such as the acting Lieutenant and/or Captain, are responsible for
ensuring compliance of uniformed personnel in their unit.

While the Department has strict policies around the use of personal devices, such as cameras and cell
phones there are no policies specifically regarding the use of department-issued digital cameras,
retention or transmission of photographs taken during HazMat responses. However, they are
included under the authority of the HazMat Unit Records Retention more generally
(Disposition Authority GS50-19-03).

The one exception is section 3004-7 of the Policies and Operating Guideline (POG) addressing the use
of cameras for recording the mechanism of injury during EMS responses: “in accordance with OG
5001.2 Aid and Medic Responses, Digital Cameras, on-duty firefighter/paramedics may use digital
cameras provided by the Department to record the mechanism of injury to trauma patients. After
showing the photographs to appropriate hospital emergency department staff the photos will be
deleted.” This policy applies to photos taken of potential victims seen during HazMat responses.

4.0 DATA COLLECTION AND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 Provide details about what information is being collected from sources other than an
individual, including other IT systems, systems of record, commercial data aggregators,
publicly available data and/or other city departments.

No information from other sources is collected by this technology.

4.2 What measures are in place to minimize inadvertent or improper collection of data?

The Department is working to develop a policy for the HazMat unit regarding the acceptable use of
this technology during emergency responses, as well as the subsequent storage of photos and
sharing with law enforcement agencies. However, there are strict policies regarding the use and
deletion of photos if they include victims requiring emergency medical service (POG section 3004-7).

The iPads and monitor are in a locked compartment that only Unit 77 personnel can access. The
iPads and Mifi are password-protected, which are only known to the HazMat unit.

4.3 How and when will the project / technology be deployed or used? By whom? Who will
determine when the project / technology is deployed and used?

The technology is currently in use by SFD personnel on the HazMat team. The Unit 77 commanding
officer or the IC will determine if the technology use is necessary during an incident response.
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4.4 How often will the technology be in operation?

During HazMat responses as directed by the Unit 77 officer or IC. The technology was originally
acquired in 2014. From 2014-2017, HAZ1 responded to an average of 50 incidents each year,
although the technology is only used during a handful of these responses.

4.5 What is the permanence of the installation? Is it installed permanently, or temporarily?

Only the monitor has been permanently installment on the HazMat unit. The iPads are contained in
a locked compartment on the unit, but can be removed for use during an incident.

4.6 Is a physical object collecting data or images visible to the public? What are the markings
to indicate that it is in use? What signage is used to determine department ownership and
contact information?

The TV monitor installed on the HazMat unit vehicle and may potentially be viewed by onlookers or
the public. An awning was installed on the apparatus to provide some cover and block the view of
non-SFD personnel. The iPads are clearly marked as SFD property and require a password to access.

4.7 How will data that is collected be accessed and by whom?

Data is collected on scene by Unit 77 personnel and accessible by that team only. In the case of
disclosure to law enforcement for litigation or in accordance with UHCIA, Unit 77 personnel will
securely transmit the appropriate data and information after direction by either the Department’s
Public Disclosure Officer or the IC.

4.8 If operated or used by another entity on behalf of the City, provide details about access,
and applicable protocols. Please link memorandums of agreement, contracts, etc. that are
applicable.

The Department is working to develop a policy for the HazMat unit regarding the acceptable use of
this technology during emergency responses, as well as the subsequent storage of photos and
sharing with law enforcement agencies. However, there are strict policies regarding the use and
deletion of photos if they include victims requiring emergency medical service (POG section 3004-7).
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4.9 What are acceptable reasons for access to the equipment and/or data collected?

The following are considered acceptable reasons to access the equipment and/or the data collected.

e Hazardous Materials response, at the IC’s discretion

e Public Records (some exemptions may apply)

e Discovery for litigation purposes

e Research by Unit 77 personnel

e Sharing of information with law enforcement in accordance with UHCIA

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) and to provide an audit trail (viewer logging, modification
logging, etc.)?

Photos from HazMat responses are retained on a secured “0O” drive, only accessible to members of
Unit 77. A new policy will be developed to track and log all disclosures of Unit 77 records to law
enforcement agencies.

Regarding FaceTime technology: Apple creates a unique ID for each FaceTime user, ensuring
FaceTime calls are routed and connected properly. No other user information is stored for FaceTime
and Apple cannot retrieve the data for any other purpose (it is stored in a hash format). No location
information is ever used or stored during FaceTime registration or a FaceTime

conversation. Additionally, the entire FaceTime conversation stream itself is encrypted. Source:
http://www.zdnet.com/article/rumor-apple-capturing-information-on-facetime-calls-updated-with-
apple-response/

Regarding use of iPad technology: iPad supports WPA2 Enterprise to provide authenticated access to
your enterprise wireless network. WPA2 Enterprise uses 128-bit AES encryption, giving users the
highest level of assurance that their data will remain protected when they send and receive
communications over a Wi-Fi network connection. In addition to your existing infrastructure each
FaceTime session is encrypted end to end with unique session keys. Apple creates a unique ID for
each FaceTime user, ensuring FaceTime calls are routed and connected properly. Source:
http://www.zdnet.com/article/facetime-calls-are-encrypted-and-hipaa-compliant-when-using-
proper-encryption/

5.0 DATA STORAGE, RETENTION AND DELETION

5.1 How will data be securely stored?

Data is stored on the equipment itself and the Department’s “O” drive, which is accessible only to
Unit 77 personnel. It is deleted in accordance with the policies regarding the use and deletion of
photos if they include victims requiring emergency medical service (POG section 3004-7).

The Department is also adopting Multi Factor Authentication in the fall of 2021, which will further
increase the security of any images stored on City drives.
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5.2 How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requirements?

The Department is working to develop an additional policy for the HazMat unit regarding the
acceptable use of this technology during emergency responses, as well as the subsequent storage of
photos and sharing with law enforcement agencies.

At this time, the Unit 77 (HAZMAT) Captain at Seattle Fire Station 10 manages the data at a device
level.

5.3 What measures will be used to destroy improperly collected data?

The Department is working to develop an additional policy for the HazMat unit regarding the
acceptable use of this technology during emergency responses, as well as the subsequent storage of
photos and sharing with law enforcement agencies.

Deletion of videos or pictures occurs in accordance with the Department’s retention schedule occurs
at a device level.

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

The Department’s Privacy Champion and Public Disclosure Officer is responsible for ensuring
compliance with data retention requirements.

6.0 DATA SHARING AND ACCURACY

6.1 Which entity or entities inside and external to the City will be data sharing partners?

In the event that an IC determines the resulting video should be shared with law enforcement for
investigation and potential litigation, Unit 77 may share data with SPD’s Arson & Bomb Squad (ABS)
and Narcotics Unit and the Seattle branch of the Federal Bureau of Investigation (FBI). The
Department is working to develop a policy update that addresses how the data from this technology
is shared.

6.2 Why is data sharing necessary?

SFD personnel may encounter information at incident scenes that is evidence of unlawful activity.
For example, a “meth lab” response where Unit 77 would enter the incident scene first to ensure the
safety of the scene. Photos and video would then be shared with law enforcement partners as
evidence of potential criminal activity.

6.3 Are there any restrictions on non-City data use?
Yes [1 No

6.3.1 If you answered Yes, provide a copy of the department’s procedures and policies for
ensuring compliance with these restrictions.

N/A
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6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understanding, new uses of the information, new access to the system by
organizations within City of Seattle and outside agencies?

Please describe the process for reviewing and updating data sharing agreements.

The Department is working to develop a policy that addresses the use of this technology, photo
retention, and sharing of records with law enforcement. However, those policy changes will have to
be included in the next round of collective bargaining before they are officially adopted as
Department policy.

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why.

No specific measures are taken by SFD personnel to ensure the accuracy of the information
collected. The Department is working to develop a policy that addresses how the data from this
technology is retained.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

This may be completed through the public disclosure process as defined in RCW 42.56.240(1).

7.0 LEGAL OBLIGATIONS, RISKS AND COMPLIANCE

7.1 What specific legal authorities and/or agreements permit and define the collection of
information by the project/technology?

SMC 3.16.200 The Seattle Fire Department is designated as the Hazardous Materials Incident
Command Agency for all hazardous materials incidents within the corporate limits of The City of
Seattle. The Incident Commander has broad authority to use the technology during an incident
response.
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7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

The only privacy training provided is the City-wide privacy and security training. No privacy training
specifically regarding the use of this technology has been provided to Unit 77 personnel. Unit 77
guidelines describes the best practice use of this technology during an incident response:

“Turn on the iPads. Connect the entry team iPads to the entry team MiFi [a personal device
that facilitates, and is used by SFD to, ensure secure wireless access] by clicking the ‘Settings’
icon on the iPad, then selecting ‘Wi-Fi’ from the icons on the left side of the screen. This will
display a list of the available networks. Select the network that corresponds to the label on
the lower left front of the entry team MiFi.

Once this is done the iPads are connected to the internet through the Wi-Fi device and it is
possible to access websites, send email, and initiate Facetime conversations. Facetime allows
the near real time sharing of video and audio with another device.

Due to the limited dexterity of the entry team, we should set up a Facetime conversation
between one of the entry team iPads and the team leader iPad. Once the Facetime
conversation is initiated, the iPad will transmit whatever the entry team sees and hears to
the team leader iPad. The team leader can mirror his display on the big screen by “mirroring’
the iPad display through the Apple TV. The team leader iPad can also capture screenshots of
the video feed for later review as well as reach back.”

J

The Department is working to develop a policy that addresses the use of this technology and
retention of images.

7.3 Given the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was mitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included.

Risk: Private occupancies or sensitive areas may be accessed by SFD personnel during an emergency
response. Other records of the response, such as Computer-Aided Dispatch reports, could be then
used in conjunction with this technology to identify individuals at an incident scene.

Mitigation: This risk is mitigated by way of data access controls. More specifically, the only people
with access to the data Unit 77 personnel and the IC. Similarly, data stored on the “O Drive” can only
be accessed by Unit 77 personnel.

7.4 Is there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

Sharing of incident records with law enforcement is likely cause of concern. SFD is working to
develop a policy that addresses the sharing of records with law enforcement, to mitigate this
concern.

Another concern would be protection of records associated with emergency medical services. SFD
protects such records in accordance with RCW 70.02, which governs access and disclosure of
healthcare information. Additionally, the Department is working to develop a specific policy that
addresses sharing of records and photo retention.
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8.0 MONITORING AND ENFORCEMENT

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

The Department is working to develop a 2018 policy that addresses documentation and recording of
sharing of records with law enforcement. Pictures of incident scenes are shared with the Seattle
Police Department and the FBI’s Seattle office via email. Direct communication between Unit 77 and
law enforcement is not tracked or retained beyond regular email retention policy.

Disclosures to any other entities, including the public, are only authorized if processed and approved
by the Department’s Public Disclosure Officer. All disclosures are tracked in a log, which is regularly
updated and retained on a secure server accessible only to select employees, as well as the Public
Records Request Center (AKA GovQA).

8.2 What auditing measures are in place to safeguard the information, and policies that
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts self-audits, third party audits or reviews.

At this time, there are no specific auditing measures in place for this technology. The Department
will develop a policy on disclosure, tracking and retention of Unit 77 records and incorporate it into

the Seattle Fire Departments Policies and Operating Guidelines (POG) following negotiations with
labor partners.
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FINANCIAL INFORMATION

PURPOSE

This section provides a description of the fiscal impact of the surveillance technology, as required by the
Surveillance Ordinance.

1.0 FISCAL IMPACT
Provide a description of the fiscal impact of the project/technology by answering the questions below.

1.1 Current or potential sources of funding: initial acquisition costs
Current X Potential [

Date of Initial | Date of Go Direct Initial Professional Other Initial

Acquisition Live Acquisition Services for Acquisition Acquisition
Cost Acquisition Costs Funding

Source

June 10, 2013 | June 2013 $2,296.92 for N/A N/A Federal Port
two iPads and Security Grant
two MiFi 2010 (FPSG10)
secure access
devices

Notes:
The iPads were purchased directly from Apple.

1.2 Current or potential sources of funding: on-going operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.
Current X Potential []

Annual Legal/compliance, | Department IT Overhead Annual Funding
Maintenance and audit, data Overhead Source
Licensing retention and
other security
costs
$0.00 $0.00 $0.00 $0.00 N/A
Notes:
Grant-funded equipment purchase.
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1.3 Cost savings potential through use of the technology

In an emergency setting, good communication is always critical. Pictures allow first responders to
convey large amounts of information to hospital staff in a quick, efficient and accurate manner.

Early and accurate detection of hazardous materials can prevent the loss of property and life,
including department personnel and the public.

1.4 Current or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

Funding for this technology comes from the Federal Port Security Grant (FPSG) Program
administered by the Federal Emergency Management Agency (FEMA) and Department of Homeland
Security (DHS): https://www.fema.gov/port-security-grant-program.
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EXPERTISE AND REFERENCES

PURPOSE

The following information is provided to ensure that Council has a group of experts to reference while
reviewing the completed Surveillance Impact Report (“SIR”). Any individuals or agencies referenced
must be made aware ahead of publication that their information has been included. All materials must
be available for Council to access or review, without requiring additional purchase or contract.

1.0 OTHER GOVERNMENT REFERENCES

Please list any other government bodies that have implemented this technology and can speak to the
implementation of this technology.

Agency, Municipality, etc. Primary Contact Description of Current Use

Bellevue Fire Department (425) 452-6892 Uses a similar system for
HazMat responses.

South King Fire & Rescue (253) 839-6234 Uses a similar system for
HazMat responses.

2.0 ACADEMICS, CONSULTANTS, AND OTHER EXPERTS

Please list any experts in the technology under consideration, or in the technical completion of the
service or function the technology is responsible for.

Agency, Municipality, etc. Primary Contact Description of Current Use
National Fire Protection Secretary, NFPA 472 — Hazardous
Association (NFPA) Standards Council. Materials / Weapons of Mass

1 Batterymarch Park Destruction Response

P.O. Box 9101 Handbook

Quincy, MA 02269-9101;

email: stds_admin@nfpa.org

3.0 WHITE PAPERS OR OTHER DOCUMENTS

Please list any authoritative publication, report or guide that is relevant to the use of this technology or
this type of technology.

Title Publication Link

N/A
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RACIAL EQUITY TOOLKIT AND ENGAGEMENT FOR PUBLIC
COMMENT WORKSHEET

PURPOSE

Departments submitting a SIR are required to complete an adapted version of the Racial Equity Toolkit
(“RET”).

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historically underrepresented
communities. Particularly, to inform the public engagement efforts Departments will complete
as part of the Surveillance Impact Report.

2. To highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagement requirements of the Surveillance Impact Report.

ADAPTION OF THE RET FOR SURVEILLANCE IMPACT REPORTS

The RET was adapted for the specific use by the Seattle Information Technology Departments’ (“Seattle
IT”) Privacy Team, the Office of Civil Rights (“OCR”), and Change Team members from Seattle IT, Seattle
City Light, Seattle Fire Department, Seattle Police Department, and Seattle Department of
Transportation.

RACIAL EQUITY TOOLKIT OVERVIEW

RACIAL EQUITY TOOLKIT: TO ASSESS POLICIES, INITIATIVES, PROGRAMS, AND BUDGET ISSUES
The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To do this requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, and budget issues to address the impacts on racial
equity.

WHEN DO | USE THIS TOOLKIT?

Early. Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.
HOW DO | USE THIS TOOLKIT?

With inclusion. The analysis should be completed by people with different racial perspectives.

Step by step. The Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources available on the Office of Civil Rights’ website here: Creating

effective community outcomes; Identifying stakeholders & listening to communities of color; Data
resources
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1.0 SET OUTCOMES

1.1. Seattle City council has defined the following inclusion criteria in the surveillance
ordinance, and they serve as important touchstones for the risks departments are being
asked to resolve and/or mitigate. Which of the following inclusion criteria apply to this
technology?

L] The technology disparately impacts disadvantaged groups.

[ There is a high likelihood that personally identifiable information will be shared with non-City entities
that will use the data for a purpose other than providing the City with a contractually agreed-upon
service.

The technology collects data that is personally identifiable even if obscured, de-identified, or
anonymized after collection.

[ The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2 What are the potential impacts on civil liberties through the implementation of this
technology?

Some personally identifiable information (PIl) gathered during emergency responses could be used
to identify individuals, such as their name, home address or contact information. Medical privacy is
particularly relevant in the case of pictures taken during medical emergencies. Victims of criminal
activity may also be identified during incident responses, whose identities should be protected in
accordance with RCW 42.56.240 and RCW 70.02.

1.3 What does your department define as the most important racially equitable community
outcomes related to the implementation of this technology?

The Seattle Fire Department is committed to equitable service delivery regardless of race, sexual
orientation, income, immigration or refugee status. All individuals, including non-residents and
visitors to the City will be treated with compassion, professionalism and respect by SFD personnel.

1.4 What racial equity opportunity area(s) will be affected by the application of the

technology?
[] Education Criminal Justice
J Community Development (] Jobs
Health Housing
Environment (] Other

1.5 Are there impacts on:
[ Contracting Equity [ Inclusive Outreach and Public Engagement
L] Workforce Equity L] Other
Immigrant and Refugee Access to Services
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If Other, please describe

N/A

2.0 INVOLVE STAKEHOLDERS, ANALYZE DATA

2.1 Departmental conclusions about potential neighborhood impacts of the technology. Are
the impacts on geographic areas?
] Yes No

Check all neighborhoods that apply (see map of neighborhood boundaries in Appendix A: Glossary, under
“Seattle Neighborhoods”):

All Seattle neighborhoods

(] Ballard [ Southeast

[ North (] Delridge

[] Northeast [] Greater Duwamish

] Central (] East District

[ Lake Union [ King County (outside Seattle)

[1 Southwest
[ Outside King County. Please describe:

N/A

2.2 What are the racial demographics of those living in the area or impacted by the issue?

(see Stakeholder and Data Resources here.)

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Pacific Islander - 0.4; Other race - 2.4%; Two or more
races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White — 70.1%; Black or African American — 6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Pacific Islander — 17.2%; Hispanic or Latino (of any
race) —9.4%

STOP: Department should complete RET questions 2.3 — 6 and
Appendices B-l1 AFTER completing their public comment and
engagement requirements.
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2.3 Have you completed the following steps to engage the public?

If you have not completed these steps, pause here until public outreach and engagement has been
completed. (See OCR’s RET worksheet here for more information about engaging the public at this point
in the process to ensure their concerns and expertise are part of analysis.)

Create a public outreach plan. Residents, community leaders, and the public were informed of the
public meeting and feedback options via:

Email

1 Mailings

[ Fliers

Phone calls

Social media

Other

The following community leaders were identified and invited to the public meeting(s):
American Civil Liberties Union (ACLU)
CARE
Northwest Immigrant Rights
OneAmerica
JACL
For Seattle Police Department only, Community Police Commissions
Other:

[Please describe]

Engagement for Public Comment #1
October 25, 2018

Date of meeting:

West Seattle American Legion Hall, 3618 SW Alaska St.

Location of meeting:
Summary of discussion:

Small group discussion regarding the importance of cameras in emergency settings. See
Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Engagement for Public Comment #2
November 5. 2018

Date of meeting:

Green Lake Library, 7364 E. Green Lake Dr. N

Location of meeting:
Summary of discussion:

Concerns regarding the ability to control and track access to the camera. See Appendix B for
an overview of comments received, and demographics on attendees. See Appendix E for the
transcript of all comments received for this technology.

] Engagement for Public Comment #3 (if applicable)
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N/A

Date of meeting:

N/A

Location of meeting:
Summary of discussion:

N/A

Collect public feedback via mail and email

Number of feedback submissions received: 2

See Appendix B for an overview of comments received, and
demographics on attendees. See Appendix E for the transcript of all
comments received for this technologv.

Summary of feedback:

October 8, 2018 — November 5, 2018

Open comment period:

O Community Technology Advisory Board (CTAB) Presentation

N/A

Date of presentation:
Summary of comments:

N/A

2.4 What does data and conversations with stakeholders tell you about existing racial
inequities that influence people’s lives and should be taken into consideration when
applying/implementing/using the technology?

(See OCR’s RET worksheet here for more information; King County Opportunity Maps are a good
resource for information based on geography, race, and income.)

There is a concern regarding the sharing of pictures and video with law enforcement. These cameras
are used across the City, including underprivileged communities that may have greater worry about
being unfairly targeted. For example, if vulnerable populations such as refugees do not trust first
responders, they are less likely to call 911.

2.5 What are the root causes or factors creating these racial inequities?
Mitigation strategies will be addressed in 4.1 and 5.3. Examples: bias in process; lack of access or
barriers; lack of racially inclusive engagement.

A key factor is mistrust of government, particularly calling 911. Communities that are more
vulnerable to fires, such as immigrants and refugees, may be less willing to contact first responders
in an emergency.
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3.0 DETERMINE BENEFIT AND/OR BURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communities. Given what you have learned from data and
from stakeholder involvement...

3.1 How will the technology, or use of the technology increase or decrease racial equity?
What are potential unintended consequences? What benefits may result? Are the impacts aligned with
your department’s community outcomes that were defined in 1.0?

The Hazardous Materials camera is used sparingly, and only in specific HAZMAT responses by a
specialty team of the Seattle Fire Department. Itis possible that an individual could be seen by the
camera during an incident response. However, since the video is not retained, it cannot be used to
target specific individuals or populations. As such, there is no discernable effect on racial equity with
regard to the HazMat camera.

3.2 What benefits to the impacted community/demographic may result?

The greatest benefit of the technology is allowing firefighters to better coordinate during a HazMat
emergency, increasing their safety and subsequently their ability to protect any life or property that
might be in danger.

3.3 What are potential unintended consequences (both negative and positive potential
impact)?

A potential negative consequence is exposing individuals or their homes to strangers during very
difficult times. While the images are not shared with law enforcement or the public, it can still be
embarrassing to have first responders entering a residence during an emergency. From the opposite
perspective, allowing firefighters to increase their safety while responding to HazMat incidents
allows them to reach possible victims and resolve the problem faster.

3.4 Are the impacts aligned with your department’s community outcomes that were defined
in step 1.0?

The mission of the Seattle Fire Department is ultimately to protect lives and property. This
technology helps with that mission by assisting first responders with better communication and
coordination during very dangerous moments. While there is a valid concern that the cameras could
be used to identify individuals, they are not used for that purpose or shared with law enforcement in
any case.
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4.0 ADVANCE OPPORTUNITY OR MINIMIZE HARM

Provide a mitigation plan for the impacts described in step 3.

4.1 How will you address the impacts (including unintended consequences) on racial equity?
What strategies address immediate impacts? What strategies address root causes of inequity listed in
2.5? How will you partner with stakeholders for long-term positive change? If impacts are not aligned
with desired community outcomes for surveillance technology (see 1a), how will you re-align your work?

Program/Partnership Strategies:

The Community Fire Safety Advocates (CFSA Program) are a great resource for communicating with
communities across the City, including those who speak languages other than English. These
advocates can be used to translate fire prevention messages and educate SFD personnel on
appropriate ways to interact with their communities.

Policy Strategies:

While the Department already has some policies in place, new and stricter policies regarding the use
of digital cameras are currently being considered for adoption These rules will clarify when, where
and how digital cameras are to be used. The policy has been drafted and is currently waiting
approval for adoption in the POG following the next round of collective bargaining with labor
partners.

5.0 EVALUATE, RAISE RACIAL AWARENESS, BE ACCOUNTABLE

The following information must be provided to the CTO, via the Privacy Office, on an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.

The following information does not need to be completed in the SIR submitted to Council, unless this is
a retroactive review.

5.1 Which neighborhoods were impacted/targeted by the technology over the past year and
how many people in each neighborhood were impacted?
All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

oo ddX
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O East District

L] King County (outside Seattle)
O Outside King County. Please describe:

[Respond here, if applicable.]

5.2 Demographic information of people impacted/targeted by the technology over the past

year.

To the best of the department’s ability, provide demographic information of the persons surveilled by
this technology. If any of the neighborhoods above were included, compare the surveilled demographics
to the neighborhood averages and City averages.

any race) - 9.4%

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. Indian & Alaska
Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race - 2.4%; Two or
more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color: 33.7%.

King County demographics: White — 70.1%; Black or African American — 6.7%; American Indian &
Alaskan Native — 1.1%; Asian, Native Hawaiian, Other Pacific Islander — 17.2%; Hispanic or Latino (of

5.3 Which of the mitigation strategies that you identified in step 4 were implemented in the

past year?

Specifically, what adjustments to laws and policies should be made to remedy any disproportionate
impacts so as to achieve a more equitable outcome in the future.

Type of Strategy
(program, policy,
partnership)

Description of Strategy

Percent complete of
implementation

Describe successes and
challenges with
strategy
implementation

Safety Advocate (CFSA)
program was
developed to

Policy Implementation of a 90% There are many
more strict policy stakeholders that have
regarding the use of to review and approve
cameras by SFD the policy, including
personnel. Will be Department leadership
incorporated in the and multiple unions.
Department’s Policies The policies can only
and Operating be put in the POG
Guidelines (POG). twice a year (June and

December).
Program/Partnership The Community Fire 100% Over 24,000

immigrant/refugee
community members
have received safety
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effectively meet the messages, including

specific fire safety carbon monoxide
needs of Seattle’s poisoning, home fire
immigrant and refugee evacuation planning
communities. Initiated and cooking, and
after a tragic fire in heating fire safety
2010, this program has since the program
expanded to provide began.

fire prevention services
to multiple language
and cultural groups.
SFD practices are also
communicated to
vulnerable populations
via these advocates.

5.4 How have you involved stakeholders since the implementation/application of the
technology began?

Public Meeting(s)

CTAB Presentation

Postings to Privacy webpage seattle.gov/privacy

Other external communications

OXXOKX

Stakeholders have not been involved since the implementation/application

5.5 What is unresolved? What resources/partnerships do you still need to make changes?

None

6.0 REPORT BACK

Responses to Step 5 will be compiled and analyzed as part of the CTO’s Annual Report on Equitable Use
of Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadership, Change
Team Leads, and community leaders identified in the public outreach plan (Step 2c).
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PRIVACY AND CIVIL LIBERTIES ASSESSMENT

PURPOSE

This section shall be completed after public engagement has concluded and the department has
completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is
completed by the Community Surveillance Working Group (“Working Group”), per the Surveillance
Ordinance which states that the Working Group shall:

“[p]rovide to the Executive and the City Council a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for surveillance technology
acquisition or in-use approval. The impact assessment shall include a description of the potential
impact of the surveillance technology on civil rights and liberties and potential disparate impacts
on communities of color and other marginalized communities. The CTO shall share with the
Working Group a copy of the SIR that shall also be posted during the period of public engagement.
At the conclusion of the public engagement period, the CTO shall share the final proposed SIR with
the Working Group at least six weeks prior to submittal of the SIR to Council for approval. The
Working Group shall provide its impact assessment in writing to the Executive and the City Council
for inclusion in the SIR within six weeks of receiving the final proposed SIR. If the Working Group
does not provide the impact assessment before such time, the Working Group must ask for a two-
week extension of time to City Council in writing. If the Working Group fails to submit an impact
statement within eight weeks of receiving the SIR, the department and City Council may proceed
with ordinance approval without the impact statement.”

WORKING GROUP PRIVACY AND CIVIL LIBERTIES ASSESSMENT

From: Seattle Community Surveillance Working Group (CSWG)
To: Seattle City Council
Date: April 23,2019

Re: Privacy and Civil Liberties Impact Assessment for Emergency Scene Cameras, Hazardous
Materials Cameras, CCTVs

EXECUTIVE SUMMARY AND BACKGROUND

On February 27", CSWG received the Surveillance Impact Reports, or SIRs, for the above-mentioned
technologies included in Group 1 of the Seattle Surveillance Ordinance technology review process. This
document is CSWG’s Privacy and Civil Liberties Impact Assessment for those technologies as set forth in
SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs submitted to the City Councils.

Our assessment of these surveillance technologies focuses on three key issues:
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(1) The use of these systems and the data collected by them for purposes other than those intended;
(2) Over-collection and over-retention of data;
(3) Sharing of that data with third parties (such as federal law enforcement agencies).

While the stated purposes of the cameras may be relatively innocuous, it is important to remember that
images taken by such cameras, for example at emergency scenes, can compromise the privacy of
individuals at vulnerable moments, and can be misused to target and profile communities based on their
religious, ethnic, or associational makeup. In addition, with the widespread and inexpensive availability
of facial recognition (or face surveillance) technology, which can be applied after the fact to any image
showing a face, it is even more important that protections limiting the use of these tools to their
intended purpose be enacted.

For all of these systems, the Council should adopt, via ordinance, clear and enforceable rules that
ensure, at a minimum, the following:

1. The purposes of camera use should be clearly defined, and its operation and data collected
should be explicitly restricted to those purposes only.

Data retention should be limited to the time needed to effectuate the purpose defined.
3. Data sharing with third parties should be limited to those held to the same restrictions.

Clear policies should govern operation, and all operators of the cameras should be trained in
those policies.

We recommend creating these rules in a single, blanket ordinance that will govern not only these, but
other, similar camera technologies operated by or at the behest of the City, and would be happy to work
with the City to create such an ordinance.

EMERGENCY SCENE CAMERAS (ESCS) (SEATTLE FIRE
DEPARTMENT)

The initial (October 2018) Surveillance Impact Report (SIR) for this technology stated that no explicit
internal policy exists at SFD that governs the use of ESCs (with one limited exception for mechanism-
ofinjury recordings). The updated January 2019 SIR added a letter (dated February 28, 2018) from Fire
Chief Harold D. Scoggins in Appendix |, stating that SFD would update its policy with specified language
regarding the use of Department-issued digital cameras. However, the CSWG was notified on April 5,
2019 that the specified policy language in the February 2018 letter was never actually adopted by

SFD. (See Appendix 1 for that communication.) It is unclear why the February 2018 letter was added to
the January 2019 SIR if there was no intent to adopt any of the specified policy language. This also
renders language currently in the updated SIR inaccurate.?
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Existing general policies provided with the April 5 email leave a number of outstanding concerns. For

Emergency Scene Cameras, the Council’s approval of this technology should ensure use is limited to the
specific emergency, investigative, or training purposes set forth, that the data is deleted immediately
upon completion of those purposes, that data sharing with third parties is prohibited unless explicitly
specified for those same uses, and only instances where the third party is held to the same use and
retention standards. More specific recommendations for the Council’s approval of this technology are

below.

Specifically, the existing policy:

Does not clearly define the term “Department-issued digital camera,” making it unclear if the
intended scope is to cover both ESCs and Hazmat Cameras.

o Recommendation: SFD should adopt a policy that explicitly states that it applies to both
ESCs and Hazmat Cameras.

Does not include use rules for the cameras.

o Recommendation: SFD’s adopted policy should include clear statements of what can and
cannot be photographed depending on the situation, including specific protections for the
privacy of individuals and homes.

Does not create clear guidelines on what data is retained, and how it is stored and for how long
(with the exception of photos that include photos of victims requiring emergency medical
services).

o Recommendation: SFD’s adopted policy should include clear data retention policies,
including where and how the data is stored, with all photos immediately deleted once
their intended purpose is fulfilled. The policy should explicitly define under what specific

1 The SIR states the following in Section 4.0:

“While the Department already has some policies in place, new and stricter policies regarding
the use of digital cameras are currently being considered for adoption. These rules will clarify
when, where and how digital cameras are to be used. The policy has been drafted and is
currently waiting approval by Department leadership and relevant stakeholders for adoption
during the next POG update anticipated in December 2018.”

And further in Section 4.2:
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“The Department is working to develop a policy for the all staff regarding the acceptable use of
this technology during emergency responses, as well as the subsequent storage of photos and
sharing with law enforcement agencies. However, there are strict policies regarding the use and
deletion of photos if they include victims requiring emergency medical service (POG section
3004-7).”

circumstances photos are permitted to be transferred off the cameras (e.g., via a SD card,
USB cable, or WiFi).

* Does not make clear whether any legal standard is being applied in use or retention.

O Recommendation: In instances where a legal standard such as reasonable suspicion is
applied, it should be clear what the standard is, who applies it, and how that application
is documented.

* Does not restrict data sharing with third parties, including law enforcement agencies.

o0 Recommendation: The policy should explicitly ban sharing of camera data with third
parties except for specified instances necessary to fulfill the purpose of the cameras, and
only in instances where the third party is held to the same use and retention standards.

* Does not ensure all operators of the cameras are trained in the foregoing policies.

O Recommendation: This requirement should be part of any new policy.

HAZARDOUS MATERIALS (HAZMAT) CAMERAS (SFD)

The initial October 2018 SIR for Hazmat cameras indicated that no policy governing the use of this
technology currently exists, with one limited exception for mechanism-of-injury recordings (see SIR
Section 3.3). The updated January 2019 SIR included the same letter from Fire Chief Harold D. Scoggins,
and again, the specified policy language was never actually adopted by SFD. This once again renders the
language of the January 2019 SIR inaccurate.?

Given the lack of adequate existing policy, we recommend that SFD adopt a policy for Hazmat Cameras
that includes all the elements set forth above for ESCs, and that the Council’s approval of this
technology incorporate that policy. The use policy would limit use of these cameras to hazardous
materials documentation and enforcement.

In addition, Section 6.4 of the January 2019 Hazmat SIR states:
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“The Department is working to develop a 2018 policy that addresses the use of this technology,
photo retention, and sharing of records with law enforcement. With this policy the Department
will develop Memorandum of Agreements with the Seattle branch of the FBI and Seattle Police
Department.”

2 As with the ESC SIR, because the January 2019 Hazmat SIR states intent to update current policies, the
language in the letter and the SIR is misleading. For example, Sections 4.2 and 4.8 of the Hazmat SIR
both state:

“The Department is working to develop a policy for the Hazmat unit regarding the acceptable
use of this technology during emergency responses, as well as the subsequent storage of photos
and sharing with law enforcement agencies. However, there are strict policies regarding the use
and deletion of photos if they include victims requiring emergency medical service (POG section
3004-7).”

It is unclear whether these MoAs have been developed and what they cover. But both the MoAs and

SFD’s policy should limit such data sharing to the purpose of criminal hazmat enforcement, and only
where the third party is held to the same use and retention standards as SFD. The Council’s approval of
this technology should incorporate this requirement.

CLOSED CIRCUIT TELEVISION “TRAFFIC CAMERAS”
(CCTVS)(SDOT)

As with ESCs and Hazmat Cameras, concern around these traffic cameras relates to limiting their use to
specific purposes, ensuring protections against invasion of privacy and general data collection, and
limiting data sharing with third parties. It is important for these limits to be set forth in clear,
enforceable policies. The updated January 2019 SIR states that SDOT “has developed” policies on use of
the cameras, but it is not clear where all of these policies are set forth and whether they are currently in
effect (see Section 3.3). We have reviewed the Camera Control Protocol document that sets forth
existing policies.

For CCTVs, the Council’s approval of this technology should ensure use is limited to traffic operations,
that no data is collected except for clearly specified exceptions (and that data must be deleted
immediately upon completion of those purposes), and that data sharing with third parties is prohibited.
More specific recommendations for the Council’s approval of this technology are below.

The existing policy:
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¢ Does not set forth clear use, collection, and retention rules.

o Recommendation: SDOT'’s adopted policy should make clear that no data may be
recorded or retained except for specifically defined purposes. Currently, the SDOT
Camera Control Protocol states that recording is allowed for “compelling SDOT traffic
operations and traffic planning needs "—but that term is undefined. The retention of data
for “engineering studies” must also be clearly defined. No personally-identifiable
information should ever be recorded. For any data recording that is allowed, it must be
deleted within 10 days (which is stated in the SIR and protocol) and not shared with third
parties. The policy should also make clear that traffic camera data (beyond what is made
available to the general public) may not be used for law enforcement purposes, and that
no associated surveillance technologies such as facial recognition or license plate
readers may be incorporated into the cameras.

* Does not ensure all operators of the cameras are trained in the foregoing policies.

o Recommendation: This requirement should be part of any new policy.

¢ Does not state include technical controls.

o Recommendation: Technical controls ensure logging how cameras are moved from their
preset locations, when camera streams to the public are stopped or restarted, and
whether there are access controls determining who, when, where, and why users can
access the camera management software. Without these technical controls, it would be
difficult to detect if users are abusing their access to cameras (e.g., by cutting camera
feeds to the public, moving a camera to zoom and view into the window of a home).
These technical controls (logging when cameras are moved, stopped, or restarted; and
mandating access controls for cameras) should be included in SDOT’s adopted policy.

APPENDIX 1: APRIL 5, 2019 EMAIL FROM MEGAN ERB,
SEATTLE IT (INCLUDING ATTACHMENTS)

From: Erb, Megan <Megan.Erb@seattle.gov>

Sent: Friday, April 05, 2019 3:45 PM

To: Shankar Narayan <snarayan@aclu-wa.org>; Negin Dahya <ndahya@uw.edu>; mmerriweather@urbanleague.org;
mfouladi@cair.com; asha@syouthclub.org; joseph.r.woolley@gmail.com; Stolz, Rich <rich@weareoneamerica.org>
Cc: Day, Seferiana <Seferiana.Day2 @seattle.gov>; Loter, Jim <Jim.Loter@seattle.gov>; Armbruster, Ginger
<Ginger.Armbruster@seattle.gov>; Stringer, Omari <Omari.Stringer@seattle.gov>

Subject: Surveillance Advisory Working Group updates re: recent SIR questions and requests

Hello Working Group members,
We wanted to provide you with several updates regarding your recent SIR questions and requests for information:

1. Thelinked and/or embedded documents in the SDOT LPR and CCTV SIRs have been updated and are available
on the Working Group SharePoint page and the publicly accessible Seattle.gov website
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a. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20-
%20CCTV%20Traffic20Cameras%20-%20For%20Working%20Group%20Review.pdf

b. http://www.seattle.gov/Documents/Departments/Tech/2018-12-
10%20DRAFT%20SIR%20%20License%20Plate%20Readers%20-
%20For%20Working%20Group%20Review.pdf

2. Regarding policies from SFD on Emergency Scene Cameras and HazMat Cameras, please see the attached
documentation related to their implemented policies in response to your questions posed. Additionally:

a. The Seattle Fire Department policies on image recording devices in general (Section 3004-6) and
digital cameras specifically (5001-13) are attached. These policies are currently in our Policies and
Operating Guidelines (POG) and are being enforced.

b. Asforthe 2/28/18 letter from Chief Scoggins, that was actually just a draft dispatch that | wrote on
his behalf. The specifics of that dispatch were never actually adopted into the POG. We felt that the
broad language contained in sections 3004-6 and 5001-13 already addressed the issue with regard to
all image recording devices and that the additional specifics were not necessary.

3. Regarding policies from SDOT and their CCTV cameras, some are located in the Camera Control Protocol that
was embedded in the SIR (that has been updated to be accessible).

Additionally, we would like to remind you that Seattle IT has created an externally accessible SharePoint Online page
where you can access the Surveillance Impact Reports and related materials that are currently ready for your review.
Please let me know which email address is used for your Microsoft account, so that we can set up appropriate site
permissions relative to that email address.

Thank you and have a great weekend,
Megan

Megan Erb

Communications Manager

SEATTLE INFORMATION TECHNOLOGY
megan.erb@seattle.gov o0:(206)233-
8736 m:(206)375-3895

TECHNOLOGY SOLUTIONS FOR THE CITY AND PUBLIC WE SERVE
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SUBMITTING DEPARTMENT RESPONSE
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Frequently Asked Questions (FAQs)

Q: Do firefighters physically carry the camera in to a scene, or is it a robot/probe?
A A firefighter carries the iPad by hand. The Seattle Fire Department does not use robots,/probes/drones
for HazMat responses.

Q: Are logs maintained for who has access to data stored on the drive where records are maintained?
A Yes, access to Department drives are strictly controlled by IT and can be audited to identify individuals
accessing any files.

Q: Has Apple’s FaceTime gone through a separate privacy review?
& Mot at this time, and it is generally considered as a tool for everyday office use, such as Skype or
GoToMeeting.

Q: How long is the data stared?
A- The camera is used for live-streaming purposes only, so the data is not stored following use.

Q: Are emergency responders provided data management training?

A all City of Seattle employees, including all Seattle Fire Department personnel, undergo a yearly privacy
and security training. The Department’s Policies and Operating Guidelines (POG) are also taught during
recruit school and regularly reinforced throughout day-to-day operations.
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APPENDIX A: GLOSSARY

Accountable: (Taken from the Racial Equity Toolkit.) Responsive to the needs and concerns of those
most impacted by the issues you are working on, particularly to communities of color and those
historically underrepresented in the civic process.

Community Outcomes: (Taken from the Racial Equity Toolkit.) The specific result you are seeking to
achieve that advances racial equity.

Contracting Equity: (Taken from the Racial Equity Toolkit.) Efforts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON: “Department of Neighborhoods.”
IC: “Incident Commander”

Immigrant and Refugee Access to Services: (Taken from the Racial Equity Toolkit.) Government services
and resources are easily available and understandable to all Seattle residents, including non-native
English speakers. Full and active participation of immigrant and refugee communities exists in Seattle’s
civic, economic and cultural life.

Inclusive Outreach and Public Engagement: (Taken from the Racial Equity Toolkit.) Processes inclusive
of people of diverse races, cultures, gender identities, sexual orientations and socio-economic status.
Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism: (Taken from the Racial Equity Toolkit.) Pre-judgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilege, and people of color internalizing oppression.

Institutional Racism: (Taken from the Racial Equity Toolkit.) Organizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

OCR: “Office of Arts and Culture.”

Opportunity Areas: (Taken from the Racial Equity Toolkit.) One of seven issue areas the City of Seattle is
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Housing, and the
Environment.

Racial Equity: (Taken from the Racial Equity Toolkit.) When social, economic and political opportunities
are not predicted based upon a person’s race.
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Racial Inequity: (Taken from the Racial Equity Toolkit.)
When a person’s race can predict their social, economic, and
political opportunities and outcomes.

RET: “Racial Equity Toolkit”

Seattle Neighborhoods: (Taken from the Racial Equity
Toolkit Neighborhood.) Boundaries defined for the purpose
of understanding geographic areas in Seattle.

SFD: “Seattle Fire Department”

SIR: “Surveillance Impact Report”, a document which
captures the fulfillment of the Council-defined Surveillance
technology review process, as required by Ordinance
125376.

Stakeholders: (Taken from the Racial Equity Toolkit.) Those
impacted by proposed policy, program, or budget issue who
have potential concerns or issue expertise. Examples might
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, schools, community-based
organizations, Change Teams, City employees, unions, etc.

Structural Racism: (Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multiple

institutions which leads to adverse outcomes and conditions for communities of color compared to
white communities that occurs within the context of racialized historical and cultural conditions.

Surveillance Ordinance: Seattle City Council passed Ordinance 125376, also referred to as the
“Surveillance Ordinance.”

Unit 77: the Seattle Fire Department team responsible for HAZMAT response.

Workforce Equity: (Taken from the Racial Equity Toolkit.) Ensure the City's workforce diversity reflects
the diversity of Seattle.
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APPENDIX B: PUBLIC COMMENT DEMOGRAPHICS AND
ANALYSIS

OVERVIEW OF PUBLIC COMMENT ANALYSIS

Analysis of public comments was completed using a combination of thematic analysis and qualitative
coding. Comments were gathered from many sources, from public engagement meetings, an online
survey form, letters, emails, and focus group discussions. All comments may be reviewed in the
Surveillance Impact Report, Appendix E.

After assigning a theme and code for the content, City staff conducted an analysis using R. A high-level
summary of the results of this analysis are shown below. A detailed description of the methodology is
available in the Surveillance Impact Report, Appendix H.

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of
responses to this question is in the top right. The percentage of responses to that question, following
the identified theme is shown in dark blue. The dark gray shows the percent of comments for this
technology that did not answer that specific question. The light gray shows the percent of responses to
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and
Oversight, etc.).

A word cloud of each qualitative sub-code identified appears at the bottom of each question to provide

more context of the question response themes. If an appropriate quote could be identified to capture
the overall tone of the majority of comments it was included.

COMMENTS SPECIFICALLY ADDRESSING HAZARDOUS MATERIALS CAMERA
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GENERAL SURVEILLANCE COMMENT THEMES

Many comments were submitted as part of the public comment period that were not specific to a

technology, but to either the concept of surveillance in general, or to technologies which are not on the
Master List.
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DEMOGRAPHICS FOR GROUP ONE COMMENTS

The number of reported demographics does not correspond to the number of comments received for
the following reasons.

1. The demographic information includes all responses, regardless of which technology was
commented on to protect the privacy of those who provided a response.

2. Some individuals offered more than one comment.
Some individuals did not provide any demographic information.
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APPENDIX C: PUBLIC MEETING NOTICE(S)
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APPENDIX D: MEETING SIGN-IN SHEET(S)
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APPENDIX E: INDIVIDUAL COMMENTS RECEIVED

ALL COMMENTS RECEIVED ON HAZMAT CAMERAS
ID: 54

Submitted Through: Meeting 5

Date: 11/5/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SFD: Hazardous Materials (HazMat) Cameras

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Safety

What worries you about how this is used?

privacy, abuse of technology

What recommendations would you give policy makers at the City about this technology?
None.

Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

ID: 10333723016
Submitted Through: Survey Monkey
Date: 11/7/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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SFD: Hazardous Materials (HazMat) Cameras
Do you have concerns about this specific technology or how it is used?

1) Unknown (to me) if there's a data retention policy for the data on the devices. (Forgot to ask this as
the community meeting.) 2) No additional internal review regarding the use of FaceTime for this
purpose. (Does Seattle IT have a centralized Security team? If so, then it would make sense for this to
be security reviewed by them. Same goes for a person form Seattle Legal (Is that a thing?) confirming
that using FaceTime for this purpose doesn't put the City or possible Hazmat victims at undue risk.) 3)
Overall need for timely creation of a SFD Hazmat technology acceptable use policy (encompassing the
prior 2 comments and as noted by SFD itself in multiple places in the draft SIR). 4) Additional need for
timely MoA's with SPD and Seattle branch of FBI.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

1) Is there a Seattle IT Security team? If so, they may want to review SFD's usage of FaceTime. 2) Is
there a Seattle IT Legal team/person? If so, they too may want to review SFD's usage of FaceTime. 3)
An ETA/deadline(s) needs to be supplied for: a) creation of SFD HazMat technology acceptable use
policy and b) MoA's with SPD and Seattle branch of FBI.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ALL COMMENTS RECEIEVED ON GENERAL SURVEILLANCE
ID: 66
Submitted Through: Focus Group 1

Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

no. Glad some surveillance is being used.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 65
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?
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Do you have any other comments?

Technologies discussed are less dangerous then some other technologies in our personal lives

ID: 63
Submitted Through: Focus Group 1

Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

not a lot of privacy anymore: google earth, maps, streetview

What value do you think this technology brings to our city?

What worries you about how this is used?

Google home is always listening. There is always someone listening to your conversations.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Some of the images you can find online appear to be voyerism

ID: 61
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Street sweepers coming in the middle of the night are ineffective, cars are parked and blocking areas

ID: 60
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Sometimes too much surveillance

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Curious about how much construction has to pay when blocking off half a block for parking.

ID: 56
Submitted Through: Mail
Date: 10/23/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Surveillance. | don't want it. Any of it. Just stop.

ID: 28
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Can you please do a better job telling the public about these meetings? Targeted Ads? KUOW - helped,
Blogs, Newspaper - Poor turnout

ID: 27
Submitted Through: Meeting 2

Date: 10/25/2018
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Most too technical and need to communicate better with public

ID: 26
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Concerned about aggregation of technology and data collected

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

More transparent; less defnesive is how you gain trust

ID: 25

Submitted Through: Meeting 2
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Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

KC Parcel viewer information is too much. State listings of addresses of voters is a problem. Too much
info has impact on DV victims - keeping them from voting

ID: 24
Submitted Through: Meeting 2

Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Work and Human Rights Activist- Process too complicated. Can be benign but SPD doesn't make dark
usage more clear. Info is too complex/data need better education for public on technologies.
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ID: 23
Submitted Through: Meeting 2

Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No concerns as a professor. Traffic is getting worse - how do we make imporvements. How do we use
data in other ways to improve our lives?

What value do you think this technology brings to our city?

Impressed by how City handles data - Check it and Chuck it

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Spent time on dark web and stunned by what they can do

ID: 53
Submitted Through: Meeting 4

Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

People lose track of "public service" being performed. Misuse of data

ID: 52
Submitted Through: Meeting 4

Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Hate to go "China route" tied to credit

ID: 51
Submitted Through: Meeting 4

Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

Restricted use: will it generate income? Mission creep. Report back to community

ID: 10334071978
Submitted Through: Survey Monkey
Date: 11/7/2018 9:41:13 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

Minimal

What worries you about how this is used?

Very concerned about how red light enforcement cameras are racially unjust and frequently cause
tickets to be issued to people of color.

What recommendations would you give policy makers at the City about this technology?

Remove red light cameras, if a particular intersection requires policing then assign officers to be posted
there to create a presence that can be seen.

Can you imagine another way to solve the problem this technology solves?
Use officers in cars.
Do you have any other comments?

Red light cameras create an unjust, racially imbalanced burden on blacks, latinos and other marginalized
groups. They should be eliminated from the city.

ID: 10328244312
Submitted Through: Survey Monkey

Date: 11/5/2018 8:41:00 PM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

We, the Critical Platform Studies Group, are a collective of researchers at the University of Washington
Information School conducting a third-party ethnographic research study of the Seattle Surveillance
Ordinance. In our ongoing research, we are conducting interviews with stakeholders on the processes
leading to the revised Seattle Surveillance Ordinance. We have also compared the law to similar U.S.
initiatives, and analyzed the functionality of each technology covered by Seattle's ordinance. Despite the
salience of algorithmic processes in surveillance technologies, we are finding that the ordinance does
not describe or address machine learning, artificial intelligence (Al), or algorithmic bias. We conclude
that there is a pressing need for attention to algorithmic bias within disclosed surveillance technologies,
for which we suggest additional elements be added to Seattle Surveillance Impact Reports, or by
expanded stakeholder engagement in the RFP stage of the procurement process. Our preliminary
findings that lead to these recommendations are as follows: *Expanded use of technologies triggers
new surveillance review*: The Seattle ordinance models a strong process for submitting a given to
technology to further review in the event its functionality or uses are expanded. *Law motivated by
concern for marginalized groups®: The motivation for the Seattle Surveillance Ordinance was to protect
groups that have historically been targeted by surveillance programs. Given that the implicit biases that
have been demonstrated to exist in algorithmic systems invariably affect marginalized groups, it is
critical to consider the algorithmic aspects and potential algorithmic biases in disclosed surveillance
technologies. *Gap between perception and reality of current machine learning use*: Three municipal
employees familiar with the Surveillance program stated that machine learning technologies are not
used in technologies on the Master List. Contrary to these statements we found that at least two
technologies on the Master List rely on machine algorithms---Automated License Plate Recognition
(ALPR) and Booking Photo Comparison Software (BPCS). We found that at least two other technologies
on the Master List rely on Al technology that could also be used long term in a way that implicates
protected groups---i2 iBase and Maltego. The reliance on machine learning technologies likely
introduces algorithmic bias, such as through "false positive" identifications.  *Absence of algorithmic
considerations in other surveillance ordinances*: None of the six municipal surveillance ordinances we
surveyed included language for wrestling with algorithmic bias.  *Opportunity to strengthen existing
processes*: The Seattle Surveillance Impact Reports could include questions or prompts that would
target and stimulate investigation into machine learning / Al facets or into algorithmic bias in disclosed
surveillance technologies.
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ID: 10326819811
Submitted Through: Survey Monkey
Date: 11/5/2018 9:14:43 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Adaptive signal technology does not seem ready for a multimodal city where bikes/pedestrians need
priority.

What value do you think this technology brings to our city?
It can potentially improve mobility and that has certainly been demonstrated for cars at least.
What worries you about how this is used?

It doesn't account for bikes or pedestrians or requires some sort of additional effort (like installing an
app) to work for those groups.

What recommendations would you give policy makers at the City about this technology?
Are these technologies helping or hurting the vision zero goals?
Can you imagine another way to solve the problem this technology solves?

| would question whether cars being in gridlock is a problem that can be solved or simply a consequence
of the culture that we are encouraging in a dense city.

Do you have any other comments?
ID: 10326707921

Submitted Through: Survey Monkey
Date: 11/5/2018 8:38:49 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No
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What value do you think this technology brings to our city?

As our population grows this is the only way to enforce laws as we don't have enough police to do it
What worries you about how this is used?

None. If you're abiding by the law you have nothing to fear

What recommendations would you give policy makers at the City about this technology?
Allow police to use it to their advantage to do their job to keep us all safe, but don't use it against them!
Can you imagine another way to solve the problem this technology solves?

Create an environment that would make police want to stay in Seattle and do the job they were hired to
do.

Do you have any other comments?

See above

ID: 10324587536
Submitted Through: Survey Monkey
Date: 11/4/2018 3:55:12 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

License plate cameras in general, I'm supportive of, if they can be used at greater frequency to crack
down on illegal parking and driving.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Full steam ahead! Bus lane camera on every bus, so that operators can push a button to send video of
an illegal bus lane violator or other moving/parking violations when they see one, to get folks to drive

better.

Can you imagine another way to solve the problem this technology solves?
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Literally no.
Do you have any other comments?

| have no worries about these technologies. Get bus cameras online ASAP.

ID: 10322210731
Submitted Through: Survey Monkey
Date: 11/2/2018 9:47:34 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

This is government overreach and Big Brother at it's finest. Surveillance technologies do not belong in a
free society and are solely implemented to farm money from taxpayers for minor infractions, at "best".

What value do you think this technology brings to our city?

None; outside of the ticket-issuing racket.

What worries you about how this is used?

Law Enforcement will abuse this technology. As a prior victim of stalking at the hands of a Law
Enforcement Officer, we don't need to give Police more surveillance tools which make it easier to harass

citizens.

What recommendations would you give policy makers at the City about this technology?

Do not turn Seattle into Singapore, China, or the United Kingdom. America is The Land of the Free. We
don't want to be under the Watchful Eye of Big Brother.

Can you imagine another way to solve the problem this technology solves?

Use your eyes and have officers enforce the law as needed.

Do you have any other comments?

Robots are not Sworn Officers of the Law. SPD should be writing tickets, not computers. This technology

will likely be abused, it will violate privacy laws, and | don't trust the Government to keep secure such a
Mass Surveillance system. The costs of securing and maintaining such a system will require massive
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amounts of artificial "ticketing". At best, this is a Perpetual Revenue Generator for City Hall; at worst,
it's a Gross Violation of Our Civil Rights.

ID: 10315099454
Submitted Through: Survey Monkey
Date: 10/30/2018 7:57:58 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Hi it brings proof. It impacts crime before it occurs.

What worries you about how this is used?

Mone

What recommendations would you give policy makers at the City about this technology?
Where you see lots of camera you see less crime.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10314183202
Submitted Through: Survey Monkey
Date: 10/30/2018 12:34:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?
What worries you about how this is used?

The location of the cameras/where the police vans circulate can be racially discriminatory. The city
should make sure that these are distributed equitably.

What recommendations would you give policy makers at the City about this technology?

If the city is already going to be placing these cameras, they should also use these cameras to enforce
speeding violations. Cars are always driving dangerously fast in this city, and these cameras should also
make people follow the law.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10312185174
Submitted Through: Survey Monkey
Date: 10/29/2018 7:45:04 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

What worries you about how this is used?

Over-policing. Waste of tax money. City government probably isn't sufficiently organized or skilled to
process and analyze the data collected. It will ultimately lead to more overly bureaucratic, under-skilled,
departments hopelessly trying to learn how to use the equipment and manage a massive records
collection. The City should think twice before tying their shoes together on this one. It won't turn out
well. | suggest you save yourselves the headache and bad PR by abandoning any surveillance plans now.
What recommendations would you give policy makers at the City about this technology?

Fire whoever is responsible for trying to waste tax money on invasive surveillance equipment. Also,
whoever wrote question #6 should take a course on writing unbiased survey questions because the
guestion assumes that the proposed surveillance equipment in fact solves a problem but that is not an
established truth.
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Can you imagine another way to solve the problem this technology solves?
This is a loaded question. It does not solve a problem. It creates an IT nightmare, costs way too much to
store the data, invasive surveillance, and bad PR. Eventually, someone involved will likely lose a future

election as a result.

Do you have any other comments?

ID: 10312163737
Submitted Through: Survey Monkey
Date: 10/29/2018 7:35:08 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Yes, | don't agree on public surveillance. This is America not China!

What value do you think this technology brings to our city?

| think it strips me from my right as a citizen and make me feel like the whole country is big huge jail
What worries you about how this is used?

How it's interpret and what people of color will have to go through to not been punished for small and
trivial crimes.

What recommendations would you give policy makers at the City about this technology?
We're not ready, this is not London. Don't do it!

Can you imagine another way to solve the problem this technology solves?

| don't think it's solving a problem as much as it's creating one.

Do you have any other comments?

Don't do it!
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ID: 10310577035
Submitted Through: Survey Monkey
Date: 10/29/2018 8:13:55 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Yes, the police are not honest about how and when they use this technology which means they are
violating the 4th amendment rights which is a federal offense. Are they held accountable? No, almost
never.

What value do you think this technology brings to our city?

The percentage of crimes solved with these technologies is a very small amount. And violating 4th
amendment rights is a normal act by police in many of those instances.

What worries you about how this is used?

| support the pursuit of justice to make our city safer but but lawful citizens and criminals all have rights
which the police disregard because there is no price to pay. If you could cheat and got caught doing so
but there was no consequences, why wouldn't you? Its examples like this in our leaders, public officials
and public servants that have eroded society and the trust people in each other.

What recommendations would you give policy makers at the City about this technology?

Until we have good honest leaders at the top who oversee the ones who use these technologies and
who have no bias about who is held accountable for violations of ANY kind, they should be sidelined.

Can you imagine another way to solve the problem this technology solves?

Good morals and the respect for your fellow humans. It starts with the people on top to set good
examples. We as a society have gotten more numb to violence, dishonesty and corruption at the highest
levels ,it has now sown itself into our way of life. If we see this kind of behavior from the people that are
"roll models" or "leaders" then we adopt them as our own values.

Do you have any other comments?
Unfortunately, corruption is widespread in government agencies and public enterprises. Our political

system promotes nepotism and wasting money. This has undermined our legal system and confidence in
the functioning of the state. Communism is the corruption of a dream of justice.
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ID: 10307049643
Submitted Through: Survey Monkey
Date: 10/26/2018 7:08:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

| need the red light cameras NOT to have flash equipment on them. These lights are too bright, and they
flash without warning, blinding people on the sidewalks at intersections.

What value do you think this technology brings to our city?

Damn all. It may be that drivers get citations--but this does not compensate for the blinding of
pedestrians, bicyclists, etc.

What worries you about how this is used?

| have several times been so bedazzled and startled that | might easily have stumbled into traffic, if I'd
chanced to be closer to the curb.

What recommendations would you give policy makers at the City about this technology?
Get cameras that don't need so much light, if you INSIST on having such cameras.

Can you imagine another way to solve the problem this technology solves?

Since | don't think it solves anything, no.

Do you have any other comments?

Other cameras are intrusive and invasive--but they're not so immediately dangerous, generally.

ID: 10307028243
Submitted Through: Survey Monkey

Date: 10/26/2018 6:42:15 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

None of these technologies are novel, particularly compared to other parts of the world (Europe, Asia).
However, the use of the automated parking enforcement technology specifically for the purpose of
booting cars is of highly questionable value.

What value do you think this technology brings to our city?

Hopefully some efficiencies in reducing human effort required to perform basic data-gathering and
enforcement. If the parking enforcement buggies can cover many more blocks in a day, or a police
officer yanks someone out of a car that's actually stolen, great!

What worries you about how this is used?

Abuse of data access, lax enforcement of retention and removal-of-access policies, above SECURITY
BREACH OF DATA that may be useful in some level of identification (car with plate X was seen at location
Y attime Z). Be wary of social justice impacts, particularly of the auto-boot technology. Those who
are the most vulnerable may be in more frequently trouble with the law (and absolutely unable to
rectify fines) and would thus unable to reach services. It would be absolutely unacceptable if a
vulnerable member of the population who may be living in a vehicle is booted and unable to access
basic human services, or worse.

What recommendations would you give policy makers at the City about this technology?

Data security is of paramount importance -- if data cannot be handled safely by the right people at the
right time with prompt removal processes for data and access, then none of this matters and the public
trust is gone. If there are any questions about this whatsoever, do not proceed with adoption.  After
that is transparency. Be specific about what is gathered, down to individual data elements: publicly post
the data schemas (but obviously not the data). E.g., when your license plate is recorded, it also gathers:
date, time, location, and so on.  Finally, policies about use must be clearly understood by the public
and the civil servants the tech is entrusted too. "SPD may use tech [when] for [reason] in order to
perform duty [elaborate]." "SDOT uses these cameras to perform analysis of [condition]". People care
about access and retention policies in this day and age -- post them and perform routine audits no less
than quarterly but ideally more often than that (again, posting results publicly).

Can you imagine another way to solve the problem this technology solves?

Drone-mounted cameras can be used to gather movement data for travel time analysis; this doesn't
require the use or exposure of any identifying marks whatsoever. They may also be helpful for SFD
response scenes to perform rapid large area surveys.

Do you have any other comments?

Addressing these topics with serious care and thoughtfulness raises chances of success. Be intentional
about uses of these technologies and do not allow for hidden uses.

ID: 10307002973
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Submitted Through: Survey Monkey
Date: 10/26/2018 6:13:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Not particularly

What value do you think this technology brings to our city?

CCTV makes this city safer, particularly since we are so short of police officers.

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?
Beat policemen are better.

Can you imagine another way to solve the problem this technology solves?

Policemen/women who walk or ride bikes in the same neighborhood on a daily basis. We've all read
English novels. Doesn't the bobby on his beat seem like the best way to protect a neighborhood, and
make a neighborhood feel safe?

Do you have any other comments?

I've lived in Ballard for 35 years. In the last five years I've put grates on my windows, bought a wrought-
iron screen door, locked the gate to the backyard. This is after the theft of my bicycle from my shed,
shoes from my porch, etc. Opioids. The government is cracking down on doctors who overprescribe.

How about cracking down on street drug dealers as well? If a bath tub is overflowing from two spigots
going full blast, turning off only one of those spigots doesn't work. Gotta turn off both.

ID: 10306958976
Submitted Through: Survey Monkey
Date: 10/26/2018 5:25:35 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

| do have concerns. However, if there is public oversight of the surveillance technology used, both by
elected officials and through releases of content recorded to the general public, then these concerns will
be sufficiently addressed.

What value do you think this technology brings to our city?

| think this has the ability to automate many of the services currently done by the city. Further, it can
provide hard evidence of events that occurred which human testimony cannot do.

What worries you about how this is used?

| am worried that these systems could be used by its operators to spy on people they know or to
blackmail individuals both known and unknown to the operators. The accountability to elected officials
and through releases to the public would prevent these things from happening.

What recommendations would you give policy makers at the City about this technology?

Make sure there is actual transparency and accountability to the general public and the press, and make
sure this technology is about automation and providing evidence, not to keep tabs on people.

Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

ID: 10303980026
Submitted Through: Survey Monkey
Date: 10/25/2018 12:46:20 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

| have concerns about the validity of Seattle's privacy program after listening to Seattle's Chief Privacy
Officer on KUOW today. Per Ordinance 125376, greykey (the ability for the Seattle Govt to unlock
iphones without having the password) should have been reviewed by the Privacy Officer Armbruster,
but it wasn't and she provided no explanation why. She offered no apology. This lacks transparency and
accountability.

Appendix E: Individual Comments Received | Surveillance Impact Report | Hazmat Cameras | page 82



What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10300614662
Submitted Through: Survey Monkey
Date: 10/24/2018 9:04:59 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

yes

What value do you think this technology brings to our city?

On a world level, at the federal government level, and at the city level we move closer towards fascism
and other forms of authoritarianism, expanded surveillance will give expanded power to authoritarian
regimes such as ours.

What worries you about how this is used?

The list of technologies for surveillance should include all other 'law' inforcement agencies at work in
our city such as ICE.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

As | sat down on the Seattle Trolley on Jackson Street a drone flew up and held stationary and then

titled slightly up. The blue lens of a camera flashed and the drone banked off. 1'd like to know what
other technologies are at use in our city, by ICE for instance as well as other 'law' agencies.
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ID: 10299219171
Submitted Through: Survey Monkey
Date: 10/23/2018 7:14:36 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

in general I'm concerned about the collection, retention, aggregation, sharing, and mining of
information collected thru surveillance technologies, particularly with regard to the risk for abuse by
agencies like ICE or other yet-to-be created Federal agencies that do not represent the views of the
Seattle area population.

What value do you think this technology brings to our city?

Emergency Scene cameras give medical professional an opportunity to prepare for treating emergencies
and protect first responders from frivolous lawsuits. Hazmat cams gather information while allowing
humans to remain at a safe distance. The rest of them essentially allow the city to more effectively
collect revenue, except for ALPR, which scans licenses in search of stolen cars or vehicles sought for
other reasons.

What worries you about how this is used?

ALPR is essentially a surveillance dragnet. Data is retained for 90 days even on vehicles that have
nothing to do with anything.

What recommendations would you give policy makers at the City about this technology?

Do not retain any ALPR data except that which pertains to tagged vehicles. In general, always err on the
side of not collecting data, not storing it, and not sharing it. Please. | work for Google.

Can you imagine another way to solve the problem this technology solves?

Fund transportation infrastructure so we don't have so many cars on the road running traffic lights and
hitting pedestrians and cyclists and being driven by drunks.

Do you have any other comments?

Thank you for the opportunity to comment.

Appendix E: Individual Comments Received | Surveillance Impact Report | Hazmat Cameras | page 84



ID: 10298281561
Submitted Through: Survey Monkey
Date: 10/23/2018 11:18:38 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

It seems like all of these technologies are primarily focused on the movement of vehicles through
Seattle instead of pedestrians and their own needs

What value do you think this technology brings to our city?
Giving the illusion of gathering useful, but inactionable, data.
What worries you about how this is used?

general privacy concerns about collecting so much data. There's no such thing as perfect security, to say
the least.

What recommendations would you give policy makers at the City about this technology?

Use it to benefit the most vulnerable road users: pedestrians, including cyclists and other small transport
methods/vehicles.

Can you imagine another way to solve the problem this technology solves?
Does it solve things? It's a bit early to say that.
Do you have any other comments?

Stop focusing on car throughput, and instead focus on people.

ID: 10298170617
Submitted Through: Survey Monkey

Date: 10/23/2018 10:37:29 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

Can you quantify the # of crime investigations, stolen cars recovered and $ amount of traffic violations
recovered by using the ALPR/LPR technology.

What value do you think this technology brings to our city?

| am concerned that we are trading our privacy for a "sense" of security. How have surveillance
technologies incrementally affected our security in Seattle.

What worries you about how this is used?

slippery slope -- see "The Last Enemy" film

What recommendations would you give policy makers at the City about this technology?
I'd like to see more police body cams; less surveillance;

Can you imagine another way to solve the problem this technology solves?

| have not been convinced except in the case of the Fire Department technology that we are actually
better off -- | need to see numbers.

Do you have any other comments?

| would like to see year over year numbers comparing "before technology - after technology"

ID: 10296707285
Submitted Through: Survey Monkey

Date: 10/22/2018 9:13:04 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

The public ought to be made aware of all surveillance technologies being used. In the case of permanent
fixed surveillance devices such as cameras, the public should be readily able to find information about
where all such devices are installed.

What value do you think this technology brings to our city?

The provided examples of traffic monitoring seem useful. However, a full-blown security system similar

to the widespread CCTV coverage in London seems overly pervasive.
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What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Minimize the number of surveillance devices implemented, and make their locations available for online
viewing by the public at any time. No surveillance devices should be installed without informing the
public.

Can you imagine another way to solve the problem this technology solves?

Security cameras should be limited to guarding private property or specific locations of concern, and not
used to generally monitor all public areas at all times.

Do you have any other comments?

ID: 10296428154
Submitted Through: Survey Monkey
Date: 10/22/2018 5:35:21 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10295649414
Submitted Through: Survey Monkey

Date: 10/22/2018 11:24:46 AM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What value do you think this technology brings to our city?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What worries you about how this is used?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
What recommendations would you give policy makers at the City about this technology?
| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
Can you imagine another way to solve the problem this technology solves?
| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.
Do you have any other comments?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

ID: 10295424650
Submitted Through: Survey Monkey
Date: 10/22/2018 10:02:24 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

SPD has proved over decades that it should BE constantly monitored, rather than be further enabled to
abuse - the inseparable seduction of its under-controlled power.

What value do you think this technology brings to our city?

Appendix E: Individual Comments Received | Surveillance Impact Report |Hazmat Cameras | page 88



Surveillance tech further dehumanizes and commoditizes residents. A better SPD investment would be
in outside beat walking and mingling with citizens.

What worries you about how this is used?

SPD is under Federal oversight due to its documented abuses. Its modus operandi are Trumpist (i.e.
thrive only in the dark). We have witness where that tends.

What recommendations would you give policy makers at the City about this technology?

No Councilperson can adequately oversee or hold accountable her portfolio, let alone the Mishmash
and Safe Communities octopus. Until proven effective governance by elected officials obtains, no
greater powers should be distributed to SPD.

Can you imagine another way to solve the problem this technology solves?

The morality police in Iran and Saudi Arabia and the like in China demonstrate that everyday citizens are
readily induced to spy and report on their neighbors. Although beyond the pale, a progressive version
of neighborly support and assistance should be the direction Seattle pioneers to deal with the pressing
problems of Mass Humanity.

Do you have any other comments?

One cannot "tech" to a humanitarian city, least of all through an insidiously equipped praetorian armed
force. SPD elevates the interests of its minuscule membership above those of a citizenry whose dwarf it
in all regards. City Council year-in/year-out approves the contracts cementing this folly. Seattle needs a
formal goal of reducing its separate-but-armed constituency into the service element it should be, not
the formidable power-center it is.

ID: 10295330166
Submitted Through: Survey Monkey
Date: 10/22/2018 9:29:06 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Yes. We have crimes and shootings that occur in public areas where there is no reasonable expectation
of privacy but we lack the info to respond effectively.

What value do you think this technology brings to our city?

By placing cameras in certain areas with frequent criminal activity we could both deter and aid in the
arrest and prosecution of those responsible. The city is undergoing an epidemic of property crime and
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dumping of garbage in many areas. Cameras could help deter, aid in the arrest/fines and prosecution of
those responsible.

What worries you about how this is used?

Very little. If used in public spaces there is no reasonable expectation of privacy. If there is concern
about privacy or tracking, the data could be encrypted by default and then made available to police after
an incident with a court order or approval of some oversight body.

What recommendations would you give policy makers at the City about this technology?

Hurry up and put cameras in place where it makes sense. If there are privacy concerns, implement some
kind of a check on access but get moving.

Can you imagine another way to solve the problem this technology solves?
Not cost effectively.

Do you have any other comments?

ID: 10295152382
Submitted Through: Survey Monkey
Date: 10/22/2018 8:30:01 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

A person could be set up, | suppose. | just read that the journalist who was murdered in the
embassy....well his ambushers had a double for him. Now whether this is true or not it could happen.
Of course facial recognition might put a stop to imposters posing as someone else.

What value do you think this technology brings to our city?

Safety in public spaces is increased...although, it is sadly 'after the fact' that it is usually the most
effective. | think that just the knowledge that you might be watched could deter criminal behavior or,
for that matter, abuse by law enforcement. It works both ways. Also, if you had more speed detectors
you could generate a lot of revenue with speeding tickets. | can't tell you the number of times I've had
cars speed by me in neighborhoods where speed limits are 25 mph. | know police can't be
everywhere...but cameras can be. People are much less respectful nowadays. | drive to neighborhoods
all over Seattle 5 days a week as a caregiver and have people honking at me because I'm driving too slow
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for them. | wish | could take the Mayor along with me on some of my trips so she could see first hand
how rude people can be.

What worries you about how this is used?

It will alleviate my worries about road rage....maybe make people feel safer walking about
outside...especially those most vulnerable who stay cooped up in their homes too afraid to go outside.

What recommendations would you give policy makers at the City about this technology?
Please...more sir. | would love to see children outside playing...who aren't afraid of being outside
playing...in quiet neighborhoods or parks. We need these cameras etc. if only to act as a babysitter in
some respects.

Can you imagine another way to solve the problem this technology solves?

Change human nature....which is nearly impossible.

Do you have any other comments?

I'm sure there would be people who could try to use surveillance to watch women etc.....when | was

younger I've had police pull me over I'm sure just to check me out...stupid weirdos....BUT there is a lot of
good to be had with watching over the public for the public good

ID: 10291758143
Submitted Through: Survey Monkey
Date: 10/19/2018 2:19:06 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No, | support surveillance cameras, even as | understand this is a tradeoff to privacy. But, CC TVs are
widely accepted and extraordinarily helpful for law enforcement in other countries such as the UK.

What value do you think this technology brings to our city?
The ability to safeguard spaces and revisit victimizations.
What worries you about how this is used?

How long the data is kept. We should have a period of time that the data is kept after which it is
destroyed.

Appendix E: Individual Comments Received | Surveillance Impact Report | Hazmat Cameras |page 91



What recommendations would you give policy makers at the City about this technology?
Adopt this widely.

Can you imagine another way to solve the problem this technology solves?

NO.

Do you have any other comments?

As a UW professor who studies law, | fully support better surveillance of our population--this includes
police, citizens, and so on.

ID: 10287347565
Submitted Through: Survey Monkey
Date: 10/17/2018 9:55:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No. Technology is ubiquitous; surveillance is everywhere. Technology plays a pivotal role in keeping our
communities safe. The paranoia of some should be easily address by strong policies and auditing of use.

What value do you think this technology brings to our city?

Technology is critical to solving crime, deterring crime, and bringing criminals to justice, and providing
closure to victims.

What worries you about how this is used?

| worry that it is not used enough. 1 live in the South End, yes, in a black community (I am black) and we
have been pleading with the city (you, Councilmember Harrell) for cameras for years. The ACLU, and
supposed "community activists", do not speak for the average among us who go to work, take our kids
to school, and just want to live in a safe community.

What recommendations would you give policy makers at the City about this technology?

Lead. Do what you're paid to do. Protect the communities you serve, and allow - perhaps even enable -
the police to keep our communities safe.

Can you imagine another way to solve the problem this technology solves?
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A ridiculous question. If the city's not going to invest in a technological solution, why would the city
invest in a lesser solution?

Do you have any other comments?

Please, do not hamstring our first responders anymore. Property crime is rampant. Auto theft is
rampant. Our kids are being robbed on the street. And you want to TAKE AWAY tools to solve crime??
We want cameras - like we were promised, Councilmember Harrell. We want crimes solved, and
deterred. Do not let absurdity rule the day.

ID: 10281389699
Submitted Through: Survey Monkey
Date: 10/15/2018 4:13:31 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Possible reduction in open street crimes

What worries you about how this is used?

May be comsidered not useful to detect crimes in low income communities.

What recommendations would you give policy makers at the City about this technology?

Use the technologies to cut down the kidnappers/rapist-- violent sex predators working and living in
southend housing.

Can you imagine another way to solve the problem this technology solves?
Police patrols more often and seizure--not just showing up and leaving the scene.
Do you have any other comments?

The city seems to be over-run by kidnappers raping, | am getting sick to my stomach. Violent Sex
Predators seem to be running the city via what | know.
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ID: 10281279313
Submitted Through: Survey Monkey
Date: 10/15/2018 3:10:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10273624842
Submitted Through: Survey Monkey
Date: 10/11/2018 1:35:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ID: 10271359916
Submitted Through: Survey Monkey
Date: 10/10/2018 6:19:02 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| think we need more. Especially at every bus stop.

What value do you think this technology brings to our city?

Hopefully catching criminals

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?
More cameras.

Can you imagine another way to solve the problem this technology solves?
No

Do you have any other comments?

ID: 10270768915
Submitted Through: Survey Monkey
Date: 10/10/2018 1:10:42 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No
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What value do you think this technology brings to our city?

| think it has great value in areas of high use, especially in areas where crime is historically reported.
Both deterrent to crime and tool that helps law enforcement in the event crime has occurred.

What worries you about how this is used?

totally ok with it, as long as it's targeted in areas of heavy use, congested areas, high volume of people,
areas with historically issues with crime, etc.

What recommendations would you give policy makers at the City about this technology?

Make sure law enforcement has real time access. Limit access to law enforcement type groups, don't get
sidetracked as to possible other uses of the data.

Can you imagine another way to solve the problem this technology solves?
more police officers
Do you have any other comments?

Believe this is a cost effective way to help keep people safe.

ID: 10270556248
Submitted Through: Survey Monkey
Date: 10/10/2018 11:50:08 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| do not want increased surveillance. License Plate Readers,

What value do you think this technology brings to our city?

None.

What worries you about how this is used?

Privacy and tracking concerns are rampant in an age where social media [LinkedIn] is almost required for
a profession, a cell phone is required for jobs, and cars are required for jobs. StingRay [cell phone

interceptor] has already been shown to be used unlawfully. | can only imagine a database version would
be subject to equal lack of scrutiny.
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What recommendations would you give policy makers at the City about this technology?
Vote no.

Can you imagine another way to solve the problem this technology solves?

Mountains out of molehills. Patrol HOV lanes.

Do you have any other comments?

Enforce HOV restrictions.

ID: 10270098107
Submitted Through: Survey Monkey
Date: 10/10/2018 9:10:36 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

ALPR/LPR: how is this technology used; if the data is being passively collected - how can the general
public audit the back-end systems for sake of privacy (in the age of data breaches, this is a risk of
*when* there is a breach and not *if*)

What value do you think this technology brings to our city?

Studies have shown that increased surveillance does not actually lead to reduced crime. More studies
have also shown that community watch organisations do more to reduce crime than passive/active
remote surveillance.

What worries you about how this is used?

Unclear duration of data usage, sharing and retention, and public request process to remove targeted
data.

What recommendations would you give policy makers at the City about this technology?
Carefully evaluate vendors and their products to make sure the systems are hardened against breaches;
evaluate whether the systems allow for public access to the data so that people can limit invasive

surveillance.

Can you imagine another way to solve the problem this technology solves?
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Better community education and watch programs. Try to find root causes of crimes and solve those
causes. Surveillance is a short term gain with long term consequences and it doesn't address the
problem of why crimes happen. Getting to the root cause may prove to be more productive (and in
some cases, cost less public money)

Do you have any other comments?

ID: 10269149042
Submitted Through: Survey Monkey
Date: 10/10/2018 1:58:48 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

With all of these technologies, my main concern is unnecessary storage and retention. For example,
what if you're storing some kind of information on people's cars, which then is acquired by ICE to
prosecute undocumented individuals in spite of our city's sanctuary status?

What value do you think this technology brings to our city?

| believe there is value in the diagnostic capabilities, for example finding out what kind of traffic levels
there are on a street or sidewalk, finding out how many bus lane cheaters there are, or maybe finding a
pattern of frequent dangerous behavior on a street. In the same vein, I'm extremely supportive of
having cameras on buses that bus operators can use to report bus lane violations because | think the
level of bus lane violations we have is a serious impediment to our transportation system. | also
appreciate that tech like this removes any prejudices that a police officer may have. Either you broke the
law, or you didn't. | love that this tech will be used in parking enforcement. We need to enforce our
traffic laws or nobody will care.

What worries you about how this is used?

Though it removes prejudice on the part of officers, | do also think this may be sub-optimal in some
circumstances. Perhaps someone as speeding by only 1 mile per hour, which reasonably, we should let
slide, but with cameras, we probably won't.

What recommendations would you give policy makers at the City about this technology?

Bus and bike lane camera enforcement, yes! You have no idea how many times some bus lane violators

slow down a 60-person bus, or someone blocks the bike lane forcing me to make an unsafe movement.
I'd also love to see box blocking or crosswalk blocking detection technology to prevent those things from
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happening because it seriously reduces the livability and safety of pedestrians and transit users. Don't
have any facial recognition software though.

Can you imagine another way to solve the problem this technology solves?

| don't know how actionable this is, but maybe we could work with the judicial system to give the law a
little bit of discretion on the prosecution of crimes, so for example if you're speeding by 1 mph, you
don't get the same fine as someone speeding by 10 mph or 30 mph.

Do you have any other comments?

Please implement bus/bike lane enforcement cameras yesterday. | get there are challenges WRT privacy
and whatnot, but if we're sensitive to these issues, we can make our city safer.
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October 29, 2018

My name is Marcos Martinez and | am the Executive Director at Casa Latina, a nonprofit organization
based in Seattle that serves low income Latinx immigrant community through employment, education
and community organizing.

The community that we serve at Casa Latina is particularly vulnerable to abuses by government
agencies. Since the elections of 2016, our communities have been on edge due to the increased
enforcement activities of agencies like ICE and Customs and Border Protection (CBP).

In addition, while government officials have pledged that the private information of individuals would be
protected within agencies such as the State Department of Licensing, we have seen that those promises
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APPENDIX G: EMAILS & LETTERS FROM THE PUBLIC

Letter submitted by individual constituent:
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Letter submitted by individual constituent:

Kevin Orme

502 N 80"

Seattle, WA 98103
206-789-3891

November 4, 2018

Public Input Commentary — Seattle Surveillance Technology open Public Comment
period — 10/22 through 11/5, 2018.

Opening Remarks:

1. Surveillance technology usage in the United States of America, regardless of use, purpose and
policy, is completely and wholly within the basic tenets of the Bill of Rights, otherwise known as
Amendments 1-10 to the US Constitution. There are no more fundamental laws in the United
States than the Constitution and the amendments thereto.

As regards privacy, public surveillance/data capture technology and police oversight — these governing
principles have to be considered in any and all policies and local procedures/laws created for our
democratic society. Doing anything less is simply illegal and against our whole theory of government —

it's that simple.

Specifically:
The First Amendment, including rights to freedom of speech, public assembly and the press.

The Fourth Amendment, including rights preventing unreasonable search, seizure and requiring
warrants for same.

The Fifth Amendment, including rights against self-incrimination and deprivation of life, liberty and
property without due process.

The Sixth Amendment, including the right to confront the accuser by the accused; defense counsel
when accused of a crime and proper/complete informing of the accused concerning the nature and
extent of criminal accusation if occurs.

And beyond the Bill of Rights, the 14 Amendment, Section 1, regarding rights of due process and
federal laws also applying equally to the states (which means cities in those same states, of course)

2. The WA State Constitution:

In addition to the Bill of Rights and the US Constitution, the WA State Constitution is also instructive:

Article 1, Section 1 — all political power is inherent in the people, and governments .....are established to
protect and maintain individual rights;

Article 1, Section 2 — the US Constitution is the supreme law of the land;

Appendix G: Emails & Letters from the Public | Surveillance Impact Report |Hazmat Cameras |page 113



Article 1, Section 7 - Invasion of Private Affairs or Home Prohibited

Article 1, Section 32- “A frequent recurrence to fundamental principles is essential to the security of
individual right and the perpetuity of free government.”

3. Context for Seattle: The above means essentially:

You cannot simply 'surveil everything' in the hopes of finding a criminal (or even worse, someone you
simply “don't agree with”). That is called 'guilty until proven innocent' and has been overturned time
and time again in our system of laws by courts and legislators at every level. The Bill of Rights has
protected the 4" Amendment concept of 'Innocent until Proven Guilty' and 24-7 surveillance of any sort
flies in the face and openly defies this most basic law.

You cannot 'surveil' public assemblies, protests, or similar gatherings, most especially with facial
recognition, phone network/bluetooth data capture or public video recordings and/or microphones
without again, violating the above basic constitutional principles — otherwise known as “laws” (US and
WA).

You cannot store data simply according to 'policy', or come up with what you believe adequate controls
may or may not be, and then implement them without complete transparency and public input,
including that of the City Attorney's office, elected officials and arguably most important, THE PUBLIC. |
believe this effort you have begun to solicit feedback is a good start, but there's a long way to go and
this is only the very beginning, rest assured.

Finally, you cannot pay lip service to these previous paragraphs by not actively doing them yourself, and
then simply turn around and receive/use/retain the data anyway through other means — that is, you
cannot obtain the data from the NSA's Fusion Center already located in downtown Seattle, or the FBI, or
TSA, DHS, or increasingly rogue agencies like ICE — all of these still break the law, plain and simple.

Specific technologies being discussed in this public outreach:

1) SDOT LPR's.

Positive — the data is stated as being deleted immediately after a transit time calculation;

Positive — the data is stated as only being available to SDOT personnel after relay from WSDOT, with
individual identifying license plates not part of that incoming data;

Positive — stated purpose — facilitate effective and efficient traffic management within the Seattle city
limits.

SDOT LPR's - COMMENT for Submission/consideration:

a) Itis unclear how long WSDOT is retaining this data for handoff to SDOT and Seattle generally — even
if SDOT deletes it nearly immediately after a calculation/use, can they go back and re-retrieve it later?
The answer should be NO, and simply that WSDOT is doing the same thing at minimum — deleting the
data almost immediately after said calculation too (I recognize this latter is beyond SDOT's control,
however, certainly as the biggest city in the state, Seattle would have major influence on these policies
and procedures were you to weigh in and state clear policy positions).
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b) Itis also unclear what the statement 'travel time calculation' precisely means for these purposes. Is
it just me driving through downtown and getting spotted if | go by any of these cameras/devices?
Assuming the answer is yes, when is the 'timeout' — 1 minute if not seen by another camera? 5 minutes?
When and how quickly does the 'calculation' occur (so that | know purportedly the data is then
“immediately deleted” as you say?

c) Itisalso unclear if anyone else working for the City of Seattle has access to this WSDOT data (and if
so, for how long, in what capacity, at what level of detail, etc.) — say, the SPD, City Attorney's office, or?
So maybe SDOT isn't “surveilling” anyone within the normal meaning of the term given the safeguards
noted in the policy PDF, but certainly the SPD have far different reasons for using this data, and most (if
not all) of them are far removed from simple data calculations, and include direct data review to carry
out those tasks?

Traffic Cameras (SDOT)

Positive — similar purposes to those above — namely efficient and effective traffic mgmt in real time,
using systems and human operators (either in a data center or on the scene, e.g. tow truck, etc.) to
make it happen.

SDOT Traffic Cams - COMMENT for Submission/consideration:

a) What are the 'SDOT Camera Control Protocol Guidelines' and are they public? If not, can they
be and where can we review them? Have they ever been amended due to public input, potential
past problems or abuses? When were they written and by whom with what expertise?

b) What are the 'specific cases' where footage is archived and for how long?

c) Has this data ever been subpoena'd by City personnel, or outside entities (e.g. ICE, NSA or

similar)?

d) The 'protections' paragraph says archived footage isn't shared with any other City dept — but
what about data that is 'in transit' between realtime capture and potential archiving later
(whether only for 10 days or not)? How/when and in what circumstances might footage be
temporarily retained or shared outside normal policy, and potentially 'evade' the otherwise
typical 10-day delete policy as a result?

SPD - ALPR's

Positive — as stated by SPD with any such whiz-bang tech — 'preventing crime'
SPD ALPR's: COMMENT for Submission/consideration:

a) Why 90 days? Why not something much more reasonable, like 15? Certainlyif the tech is
sophisticated enough to create a 'hot list' as described here, 15 days — two working weeks in other
words — is surely more than enough time for the data's intended purpose.

b) Can we see examples of these 'auditable records' supposedly created by SPD when logging into
ALPR/contacting dispatch? If you are making them 'auditable' for the purposes of ensuring restricted
and limited use of the technology generally, then surely you don't mind if we see how that works at
minimum so WE can know this (and believe you) too?
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c) When does something become an 'active investigation' —and how long is the data retained, where
stored and accessible by who then? What if the investigation is called off or invalidated by a court or
city officer/city attorney — is the data immediately deleted, and an 'auditable record' of that activity
created to prove it?

d) You say nothing about sharing the data with other entities (e.g. ICE, DHS, etc.) - do you? Are you
planning to? Have you done so in the past? If so on any of these, under what circumstances and did
they provide any sort of a warrant of any kind?

e) You stated there are eight SPD cars equipped with ALPR systems now, and that statement implies
that this is the 'only' such ALPR system deployed 1) for these purposes, 2) with this specific
technology citywide. Is this true? Are there stationary systems mounted elsewhere in the city that are
networked (now or can be in the future) and if so, how many are there? Are there plans (either
already in motion or for say, the next few years) to implement either more cars, add in stationary
systems, or both? Certainly at minimum, just like with red light cameras, we deserve and demand
publicly posted notice of any such stationary systems if they exist or are being deployed.

f) I have read the online 16.170-POL governing ALPR use
http://www.seattle.gov/police-manual/title-16---patrol-operations/16170--automatic-license-plate-
readers — and it's pretty sparse with only 4 short bullet points.

— more questions:

f1) what is ACCESS certification and how can we know more that it does
what it's intended to do? Where is the training, who does it, is it a private entity creating coursework,
etc.?

f2) how often are these standards updated (e.g. the policy is already 6
years old, dating from 2012 — certainly the technology is not falling behind in the same way);

f3) Who is in charge of TESU and what are their qualifications? Are they
elected officials or behind the scenes?

f4) does the terminology 'part of an active investigation' = 'we got a hit on a
license plate of X' —and X is a known criminal, there's a warrant out, or? Need way more information
here, this is far too vague and un-specific when regards data management and control. | could be the
most qualified TESU guy in the department and yet it doesn't mean | should be entitled to look at *any*
data — especially without a legal warrant to do so? Where are the other controlling provisions?

Emergency Scene Cameras

Positive —improve and continue to enhance emergency preparedness and response effectiveness.

Emergency Cams: COMMENT for Submission/consideration:

a) where are the 'internal policies' and 'WA laws' governing storage of said photos and materials? The
PDF is pretty vague.

b) Is live footage/drone image, sound and data capture being considered or already being used? Asto
data captured (audio, video, photo), storage management, retention and access policies — the Details,
Please.
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c) what about the same (live footage/audio/video) from vehicles or bodycams/etc.? Again, Details
please.

Hazmat Cameras

Positive — largely identical to that of Emergency Incident Response, save the potential for
nefarious/negligent actors to be involved

Hazmat Cams: COMMENT for Submission/consideration:

a) similar to with Emergency Cameras — essentially how long is the data stored, especially if no criminal
activity is determined or the investigation concludes

b) anything beyond tablets used or planned to be used? This mentions tablets as the primary tech, but
that doesn't foreclose plans for more (or by aggressive tech vendors already talking to you)?

c) what sort of data management training is provided to either HazMat or Emergency Responders, for
that matter?

Parking Enforcement (SPD)

Positive — enforce parking and related laws, determine 'booting' situations SPD Parking Enforcement:
COMMIENT for Submission/consideration:

a) there is nothing seen here about general data storage or retention parameters — Details, Please.

b) there is nothing here about whether this ALPR data is 'pooled' with ALPR datacollected from the
eight so-equipped SPD cars mentioned earlier — and if so, whether governed by those parameters and
restrictions too/not? Details, Please.

c) are these technologies governed by TESU as the others are? Barring possibly those controlled
directly by the Seattle Municipal Court itself, separate from the SPD? Details, Please.

d) there is also no mention of the (likely older) Red Light Traffic Cam technology that has been in use in
city locations for some years now, possibly over a decade. These aren't for SDOT use, these are for
people running red lights, of course. All the relevant details (Data capture, retention, storage, access,
certification, etc.) - all these apply here too — Details, Please.

Submitted 11/4/2018 by

Kevin Orme
502 N 8ot

Seattle, WA 98103
206-789-3891
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APPENDIX H: PUBLIC COMMENT ANALYSIS METHODOLOGY

OVERVIEW

The approach to comment analysis includes combination of qualitative and quantitative methods. A
basic qualitative text analysis of the comments received, and a subsequent comparative analysis of
results, were validated against quantitative results. Each comment was analyzed in the following ways,
to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other comments received
2. Analyzed by technology
3. Analyzed by technology and question

A summary of findings are included in Appendix B: Public Comment Demographics and Analysis. All
comments received are included in Appendix E: All Individual Comments Received.

BACKGROUND ON METHODOLOGICAL FRAMEWORK

A modified Framework Methodology was used for qualitative analysis of the comments received, which
“...approaches [that] identify commonalities and differences in qualitative data, before focusing on
relationships between different parts of the data, thereby seeking to draw descriptive and/or
explanatory conclusions clustered around themes” (Gale, N.K., et.al, 2013). Framework Methodology is a
coding process which includes both inductive and deductive approaches to qualitative analysis.

The goal is to classify the subject data so that it can be meaningfully compared with other elements of
the data and help inform decision-making. Framework Methodology is “not designed to be
representative of a wider population, but purposive to capture diversity around a phenomenon” (Gale,
N.K., et.al, 2013).

METHODOLOGY

STEP ONE: PREPARE DATA
1. Compile data received.
a. Daily collection and maintenance of 2 primary datasets.

i Master dataset: a record of all raw comments received, questions generated
at public meetings, and demographic information collected from all methods
of submission.

ii. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains the
qualitative codes used for analysis and their definitions.

2. Clean the compiled data.
a. Ensure data is as consistent and complete as possible. Remove special characters for
machine readability and analysis.
b. Comments submitted through SurveyMonkey for “General Surveillance” remained in
the “General Surveillance” category for the analysis, regardless of content of the
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comment. Comments on surveillance generally, generated at public meetings, were
categorized as such.
c. Filter data by technology for inclusion in individual SIRs.

STEP TWO: CONDUCT QUALITATIVE ANALYSIS USING FRAMEWORK METHODOLOGY
1. Become familiar with the structure and content of the data. This occurred daily compilation and
cleaning of the data in step one.
2. Individually and collaboratively code the comments received, and identify emergent themes.
l. Begin with deductive coding by developing pre-defined codes derived from the
prescribed survey and small group facilitator questions and responses.
. Use clean data, as outlined in Data Cleaning section above, to inductively code
comments.
A. Each coder individually reviews the comments and independently codes them.
B. Coders compare and discuss codes, subcodes, and broad themes that emerge.
C. Qualitative codes are added as a new field (or series of fields) into the
Comments dataset to derive greater insight into themes, and provide
increased opportunity for visualizing findings.
Il Develop the analytical framework.
A. Coders discuss codes, sub-codes, and broad themes that emerge, until codes
are agreed upon by all parties.
B. Codes are grouped into larger categories or themes.
C. The codes are be documented and defined in the codebook.
V. Apply the framework to code the remainder of the comments received.
V. Interpret the data by identifying differences and map relationships between codes and
themes, using R and Tableau.

STEP THREE: CONDUCT QUANTITATIVE ANALYSIS
1. Identify frequency of qualitative codes for each technology overall, by questions, or by themes:
l. Analyze results for single word codes.
II.  Analyze results for word pair codes (for context).
2. Identify the most commonly used words and word pairs (most common and least common) for
all comments received.
I.  Compare results with qualitative code frequencies and use to validate codes.
1. Create network graph to identify relationships and frequencies between words used in
comments submitted. Use this graph to validate analysis and themes.
3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the comments, as
well as the corresponding frequencies for generating visualizations in Tableau.

STEP FOUR: SUMMARIZATION
1. Visualize themes and codes in Tableau. Use call out quotes to provide context and tone.

2. Included summary information and analysis in the appendices of each SIR.
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APPENDIX I: POLICIES AND OPERATING GUIDELINES (POG)
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The relevant Seattle Fire Department policies can be found in the Policies & Operating Guidelines
document (POG). The most recent version of the POG that is currently in effect was last updated in
November 2020. The complete Seattle Fire Department’s Policies & Operating Guidelines (POG) is
available upon request to evan.ward@seattle.gov or by Public Disclosure Request:
https://www.seattle.gov/public-records/public-records-request-center.
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Relevant sections of the POG includes Opertaing Guidlines 3004 and 5001:
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APPENDIX J: CTO NOTICE OF SURVEILLANCE TECHNOLOGY

Thank you for your department’s efforts to comply with the new Surveillance Ordinance, including a
review of your existing technologies to determine which may be subject to the Ordinance. | recognize
this was a significant investment of time by your staff; their efforts are helping to build Council and
public trust in how the City collects and uses data.

As required by the Ordinance (SMC 14.18.020.D), this is formal notice that the technologies listed below
will require review and approval by City Council to remain in use. This list was determined through a
process outlined in the Ordinance and was submitted at the end of last year for review to the Mayor's
Office and City Council.

The first technology on the list below must be submitted for review by March 31, 2018, with one
additional technology submitted for review at the end of each month after that. The City's Privacy Team
has been tasked with assisting you and your staff with the completion of this process and has already
begun working with your designated department team members to provide direction about the
Surveillance Impact Report completion process.

Please let me know if you have any questions.
Thank you,

Michael Mattmiller

Chief Technology Officer

Proposed
Technology Description EVEY

Order

Photos at incidents (not retained after transmission per department
Emergency Scene policy) are collected as part of the investigation and documentation
Cameras of emergency responses and may include photographs of
identifiable individuals and property.

This wireless system transmits pictures related to hazardous
Hazmat Camera materials sites to document and identify clean up and management 2
requirements.

Computer-aided dispatch (CAD) is used to initiate public safety calls
for service, dispatch, and to maintain the status of responding
Computer-Aided resources in the field. It is used by 911 dispatchers as well as by
Dispatch officers using mobile data terminals (MDTs) in the field. Use is opt-
in, but individuals may enter personally-identifying information
about third-parties without providing notice to those individuals.
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Overview

The Operational Policy statements in this document represent the only allowable uses of the
equipment and data collected by this technology.

This Executive Overview documents information about the collection, use, sharing, security and
access controls for data that is gathered through Seattle Fire Department’s Emergency Scene
Cameras. All information provided here is contained in the body of the full Surveillance Impact
Review (SIR) document but is provided in a condensed format for easier access and
consideration.

1.0 Technology Description

Certain Seattle Fire Department (SFD) response vehicles maintain a digital camera for use
during emergency operations. The make and model of emergency scene cameras differ slightly
according to the unit or response vehicle. In all cases though, the cameras are used to take
photographs via a basic “point and click” method.

Chiefs and Medic Units use the Nikon Coolpix L24 or the Panasonic Lumex TS30. The Fire
Investigation Unit’s Nikon D7200 has more functionality, including the ability to take high
quality videos. It is only used to take pictures for fire investigations.

2.0 Purpose

Operational Policy: Emergency scene cameras may be utilized by Department personnel for
several reasons:

e Providing emergency medical doctors with pictures of the mechanism of injury for
trauma patients.

e Pictures of fire scenes for Fire Investigation Unit (FIU) investigations.

e Safety investigations following collisions involving Department response vehicles.

In emergency settings, time is of the essence. A camera is a useful tool for first responders for
information sharing purposes because images convey a significant amount of information in a
short amount of time.

3.0 Data Collection and Use

Operational Policy: The cameras are used to take photographs via a basic “point and click”
method. There are strict policies regarding the use and deletion of photos if they include
victims requiring emergency medical service (POG section 3004-7). Additionally, The Uniform
Health Care Information Act (RCW 70.02) governs the use, retention and disclosure of
confidential medical information, which includes photos of traumatic injuries sustained by
patients.

Digital cameras are currently in use by three divisions of the Seattle Fire Department:
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e Medic One (Battalion 3) paramedic units
e Battalion Chiefs in Safety 1 and Safety 2 units
e Fire Investigation Unit (FIU) investigators and the FIU Captain

For medic units, cameras are only to be used during emergency medical responses where
showing the mechanism of injury to hospital staff is required to maintain high-level continuity
of care. The FIU camera may only be used for fire investigations. The Safety Office cameras can
only be used by chiefs during safety investigations, such as vehicle collisions.

Chiefs may use the cameras to take photos of incident scenes for research or for use in training.
Pictures are also taken during safety investigations involving Fire Department personnel, such
as vehicle collisions.

4.0 Data Minimization & Retention

Operational Policy: The Uniform Health Care Information Act (RCW 70.02) governs the use,
retention and disclosure of confidential medical information, which includes photos of
traumatic injuries sustained by patients. For FIU records, investigation photos are retained in
a database that is compliant with current Criminal Justice Information Services (CJIS)
standards.

Additionally, The Seattle Fire Department’s internal Policies and Operating Guidelines (“POG”)
establishes rules around the retention of digital photographs during emergency medical
responses:

e Section 5001-13: “All Medic Units and Medic 44 carry a digital camera in the controlled
drug safe. These cameras may be utilized by Department personnel to record the
mechanism of injury for trauma patients. These photographs will only be shown to
appropriate hospital emergency department staff to clearly explain the severity of injury
and then will be promptly deleted from the camera's internal memory.”

e Section 5001-2.6: “Digital photographs of mechanism of injury for trauma patients taken
with the digital camera carried in Medic Unit(s) and/or M44 shall be deleted after being
shown to appropriate hospital emergency department staff.”

e Section 3004-7: “in accordance with OG 5001.2 Aid and Medic Responses, Digital Cam-
eras, on-duty firefighter/paramedics may use digital cameras provided by the
Department to record the mechanism of injury to trauma patients. After showing the
photographs to appropriate hospital emergency department staff the photos will be
deleted.”
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5.0 Access & Security

Operational Policy: The Medic Unit cameras can only be accessed by Battalion 3 paramedics.
Per Department policy, the data is not retained following transfer of patient care.

Fire Investigation Unit (FIU) photos are accessible only to fire investigators, the FIU Captain
and one civilian administrative specialist. Fire Investigation Unit photos are stored on a CJIS-
client database.

Safety chiefs take pictures for collision investigations, and those are accessible only to the
safety office (a total of four battalion-level chiefs).

Access

CAD may be used to identify personnel associated with a specific unit or incident, as all on-shift
SFD members are required to sign-in to CAD. Daily inventory and equipment use can be traced
to the personnel on duty.

Security

Fire Investigation photos are maintained in a CJIS-compliant database known as Digital
Evidence Management Software (DEMS). Policies set forth by CJIS include:

e Alimit of 5 unsuccessful login attempts by a user accessing CJIS

e Event logging various login activities, including password changes

o  Weekly audit reviews

e Active account management moderation

e Session lock after 30 minutes of inactivity

e Access restriction based on physical location, job assignment, time of day, and network
address

Safety office photos are stored on a secured city server within the Department’s “O” drive.

6.0 Data Sharing and Accuracy

Operational Policy: Photos of trauma patients are only shared in person with emergency
room staff for the purposes of providing patient care.

Photos taken by Safety Chiefs for vehicle collision investigations may be shared with the Risk
Management Division of Finance and Administrative Services (FAS) for the purposes of
processing claims for damages against the City.

FIU photos are shared with the Seattle Police Department using a shared CJIS-compliant
database known as Digital Evidence Management Software (DEMS).
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The mechanism of injury (MOI) for trauma patients can be shared much more quickly and
accurately with emergency medical staff with a picture than by written or verbal
communication. Time and accuracy are critical in these scenarios, so sharing photos is an
invaluable tool for first responders during medical emergencies.

The Seattle Fire Department’s Fire Investigation Unit works closely with the Seattle Police
Department’s Arson and Bomb Squad (ABS). The sharing of information and records is
necessary for adequate law enforcement. The sharing of FIU photos with the SPD ABS only
occurs within a CJIS-compliant framework, as the two offices share a secure database.

7.0 Equity Concerns

Operational Policy: The Seattle Fire Department is committed to equitable service delivery
regardless of race, sexual orientation, income, immigration or refugee status. All individuals,
including non-residents and visitors to the City will be treated with compassion,
professionalism and respect by SFD personnel.

Medical privacy is particularly relevant in the case of pictures taken during medical
emergencies. Victims of criminal activity may also be identified during incident responses,
whose identities should be protected in accordance with RCW 42.56.240 and RCW 70.02.
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Overview

The Operational Policy statements in this document represent the only allowable uses of the
equipment and data collected by this technology.

This Executive Overview documents information about the collection, use, sharing, security and
access controls for data that is gathered through Seattle Fire Department’s Hazmat Cameras. All
information provided here is contained in the body of the full Surveillance Impact Review (SIR)
document but is provided in a condensed format for easier access and consideration.

1.0 Technology Description

The Seattle Fire Department’s Hazardous Materials (HazMat) specialty team, known as Unit 77,
utilizes a camera system to explore incident scenes for potentially hazardous materials, spills, or
contamination. First responders use Apple’s Facetime, a video conferencing application, in
conjunction with Apple TV to livestream video via an iPad and MiFi connection to a television
monitor located on the HazMat Unit.

2.0 Purpose

Operational Policy: Hazmat cameras allow first responders to detect and identify potentially
hazardous materials or contaminants, all while maintaining a safe distance from potential
exposure. Additionally, it provides an incident commander (“IC”) with the real-time
information required to make quick decisions.

Other incident personnel from the HAZMAT rig may also view the live video and assist with
hazard and risk assessment during an emergency scenario. Once the contaminant has been
properly identified, Unit 77, the team responsible for HAZMAT response, can then take the
appropriate decontamination steps to mitigate the potential exposure and terminate the
incident.

3.0 Data Collection and Use

Operational Policy: According to SMC 3.16.200 the Seattle Fire Department is designated as
the Hazardous Materials Incident Command Agency for all hazardous materials incidents
within the corporate limits of The City of Seattle. The Incident Commander has broad
authority to use the technology during an incident response.

The technology is used by SFD personnel on the HazMat team (Unit 77). The Unit 77
commanding officer or the IC will determine if the technology use is necessary during an
incident response.

The technology’s use for HazMat operations allows for quicker conveyance of information at an
emergency scene and additional review by subject matter experts at the scene, thereby limiting
potential exposure of first responders by allowing the information to be shared outside an
exposure zone.

4.0 Data Minimization & Retention
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Operational Policy: Deletion of videos or pictures occurs in accordance with the Department’s
retention schedule occurs at a device level.

The Department’s Privacy Champion and Public Disclosure Officer is responsible for ensuring
compliance with data retention requirements.

5.0 Access & Security

Operational Policy: Data is collected on scene by Unit 77 personnel and accessible by that
team only. In the case of disclosure to law enforcement for litigation or in accordance with
UHCIA, Unit 77 personnel will securely transmit the appropriate data and information after
direction by either the Department’s Public Disclosure Officer or the IC.

Access

The following are considered acceptable reasons to access the equipment and/or the data
collected.

e Hazardous Materials response, at the IC’s discretion

e Public Records (some exemptions may apply)

e Discovery for litigation purposes

e Research by Unit 77 personnel

e Sharing of information with law enforcement in accordance with UHCIA
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Security
Apparatus inventories are regularly conducted by SFD personnel at Station 10.

Photos from HazMat responses are retained on a secured “O” drive, only accessible to
members of Unit 77. A new policy will be developed to track and log all disclosures of Unit 77
records to law enforcement agencies.

Regarding FaceTime technology: Apple creates a unique ID for each FaceTime user, ensuring
FaceTime calls are routed and connected properly. No other user information is stored for
FaceTime and Apple cannot retrieve the data for any other purpose (it is stored in a hash
format). No location information is ever used or stored during FaceTime registration or a
FaceTime conversation. Additionally, the entire FaceTime conversation stream itself is
encrypted.

Regarding use of iPad technology: iPad supports WPA2 Enterprise to provide authenticated
access to your enterprise wireless network. WPA2 Enterprise uses 128-bit AES

encryption, giving users the highest level of assurance that their data will remain protected
when they send and receive communications over a Wi-Fi network connection. In addition to
your existing infrastructure each FaceTime session is encrypted end to end with unique session
keys. Apple creates a unique ID for each FaceTime user, ensuring FaceTime calls are routed and
connected properly.

The two iPads and monitor are contained in a secure compartment located on the HazMat
apparatus. Only Unit 77 members can access the compartment. The iPads and Mifi also
require passwords known only to Unit 77 members. No check-out is required prior to use, only
a login to the iPad and MiFi.

6.0 Data Sharing and Accuracy

Operational Policy: In the event that an IC determines the resulting video should be shared
with law enforcement for investigation and potential litigation, Unit 77 may share data with
SPD’s Arson & Bomb Squad (ABS) and Narcotics Unit and the Seattle branch of the Federal
Bureau of Investigation (FBI).

SFD personnel may encounter information at incident scenes that is evidence of unlawful
activity. For example, a “meth lab” response where Unit 77 would enter the incident scene first
to ensure the safety of the scene. Photos and video would then be shared with law
enforcement partners as evidence of potential criminal activity.

7.0 Equity Concerns

Operational Policy: The Hazardous Materials camera is used sparingly, and only in specific
HAZMAT responses by a specialty team of the Seattle Fire Department. It is possible that an
individual could be seen by the camera during an incident response. However, since the
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video is not retained, it cannot be used to target specific individuals or populations. As such,
there is no discernable effect on racial equity with regard to the HazMat camera.

The Community Fire Safety Advocates (CFSA Program) are a great resource for communicating
with communities across the City, including those who speak languages other than English.

These advocates can be used to translate fire prevention messages and educate SFD personnel
on appropriate ways to interact with their communities.

Type of Strategy
(program, policy,
partnership)

Description of
Strategy

Percent complete of
implementation

Describe successes
and challenges with
strategy
implementation

Program/Partnership

The Community Fire
Safety Advocate
(CFSA) program was
developed to
effectively meet the
specific fire safety
needs of Seattle’s
immigrant and
refugee
communities.
Initiated after a tragic
fire in 2010, this
program has
expanded to provide
fire prevention
services to multiple
language and cultural
groups. SFD practices
are also
communicated to
vulnerable
populations via these
advocates.

100%

Over 24,000
immigrant/refugee
community members
have received safety
messages, including
carbon monoxide
poisoning, home fire
evacuation planning
and cooking, and
heating fire safety
since the program
began.
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