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Cybersecurity: Ransomware Recovery

Memorial Day cybersecurity event occurred on 

Saturday, May 25, known as a “ransomware attack.”

Ransomware: 

“Malicious software—or malware—that prevents you 

from accessing computer files, systems, or networks and 

demands you pay a ransom for their return.” (FBI.gov)



First Action Steps

Containment

➢ Shut down Library systems; severed connections with City systems

Assessment

➢ Organized Library Critical Response Team

➢ Engaged cybersecurity consultants 

Communication

➢ Alerted Seattle Police, FBI and City partners

➢ Deployed phone tree to alert staff

➢ Identified secure communication platforms



Early Understandings

Longer-term event with significant impacts

No way to process returned materials = backlog

Some core services could continue

➢ Open hours

➢ Community programs

➢ Physical checkouts

New interim solutions needed



Operating Offline
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Systems & Service Recovery

Hardening Library systems

➢ Cloud migration

➢ Multifactor authentication

➢ Systemwide password reset

➢ Re-imaging of all SPL computers

Bringing services securely back online

➢ Many integrated systems

➢ Proper sequencing critical



Processing Materials



Public Services Impacted and Restored

Patron account services
• Library card applications
• Holds

Book access
• E-books/e-audiobooks
• Online catalog/catalog computers
• Peak Picks
• Interlibrary loan
• 24/7 pickup lockers

In-building services
• Wi-Fi
• Printing/scanning/faxing
• Meeting room reservations
• Public computers
• Microfilm/microfiche

Digital information and
learning services
• SPL.org website
• Online tutoring
• Digital newspapers/magazines
• Research databases
• Streaming services
• Ask Us chat
• Digital special collections
• Museum Pass



Data Impacts and Investigation

• Conducting digital forensics investigation

• Working with a forensics specialist consultant

• Will take several more weeks to complete



After Action Report

• To ensure transparency about the event actions taken

• Will include recovery costs

• Available later this year



Library Strategic Plan



New Fall Hours



Questions


