Surveillance Ordinance Overview

Seattle IT: Data Privacy, Accountability, and Compliance
(DPAC) Division
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Data Privacy, Accountability and Compliance

DPAC, a division in the IT Department, provides structure and guidance for
City departments to build trust and confidence in how the City collects
and manages the public’s information.
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Surveillance Ordinance Historical Overview
e 2013: Ordinance 124142 created new SMC Chapter 14.18 - Acquisition And Use Of Surveillance Technologies

e 2017: Ordinance 125376 took effect Sept 4™, revising the law addressing technologies with potential to
impact civil liberties

e 2017: Clerk File 320558 - Master List of Surveillance Technologies: 28 technologies identified in use by 4 depts
(Seattle City Light, Seattle Dept. of Transportation, Seattle Fire Dept. Seattle Police Dept.)

e Revisions: Clerk File 321002 (2018); Clerk File 321516 (2019); Clerk File 314484 (2021)

e 2018: Ordinance 125679 amended Ordinance 125376 and Chapter 14.18 of the Seattle Municipal Code;
added Community Surveillance Working Group

* 9/23/19: Ordinance 125936 approved Group 1 SDOT SIR legislation (closed-circuit television traffic cameras
and license plate readers)

« 7/26/21: Designation of Facial Recognition Technology as Surveillance Technology (CF 314479)

e 2020 - 2023: Submitted additional Council Bills for all Surveillance Impact Reports for the technologies

e 2022-2023: Updated the Seattle IT Surveillance Policy (POL-203), Surveillance Impact Report Playbook
resource for departments, and the Surveillance Impact Report template from initial version

e 2024 and beyond: New technology reviews and material changes
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https://clerk.seattle.gov/search/ordinances/124142
http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=ID|Text|&Search=125376
https://clerk.seattle.gov/~CFS/CF_320558.pdf
https://clerk.seattle.gov/~CFS/CF_321002.pdf
https://clerk.seattle.gov/~CFS/CF_321516.pdf
http://legistar2.granicus.com/seattle/attachments/b62be3c1-b834-4397-99da-098ab0f3f32b.pdf
http://seattle.legistar.com/LegislationDetail.aspx?ID=3380220&GUID=95404B0E-A22D-434E-A123-B3A0448BD6FA&Options=ID|Text|&Search=119218
http://seattle.legistar.com/LegislationDetail.aspx?ID=3950734&GUID=344D530B-A19D-436C-B833-AFBCCC63E634&Options=ID|Text|&Search=125936
https://seattle.legistar.com/LegislationDetail.aspx?ID=5034258&GUID=884BBAF4-D2DD-4F01-978A-6F07B237C1F2&Options=ID|Text|&Search=314479

Surveillance Criteria

Definition: Technology whose primary purpose is to observe or analyze the movements, behavior, or actions

of identifiable individuals in a manner that is reasonably likely to raise concerns about civil liberties, freedom
of speech or association, racial equity or social justice. Identifiable individuals also include individuals whose
identity can be revealed by license plate data when combined with any other record.

e Consents to provide the data * Disparately impacts disadvantaged groups
* Opt-out notice  Pll shared with non-City entities that will use the
« Body-worn cameras data for a purpose other than providing the City

: : with a contractually agreed-upon service
* Police vehicle cameras

e Cameras installed pursuant to state law...or to
record traffic violations

* Collects data that is personally identifiable even
if obscured, de-identified, or anonymized after
collection

e Security cameras _ _ o

. Citv infrastruct tecti * Raises reasonable concerns about impacts to civil
'ty Infrastructure protection cameras liberty, freedom of speech or association, racial

e Technology that monitors only City employees equity, or social justice
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Surveillance Impact Report (SIR) Process

e Submitted for all retroactive and
newly proposed technologies that
meet the definition and have no
exclusion criteria

Privacy Impact Assessment

Financial Information

Racial Equity Toolkit

e Created by the Departments with
project management from IT

Public Engagement Comments and Analysis

Privacy and Civil Liberties Impact Assessment

CTO Response

28 total
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SIR Appendices & Supporting Documentation
S &

completed
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Surveillance Impact Report (SIR) Process

1) Draft & Review 2) Public (;omment 3) Public Comment 4) Worklr)g Group 5) CTO Response 6) Execgtlve 7 e Fesfa
SIRs Period Analysis Review Overview

Staff from the
department
requesting the
technology completes
SIR content using the
SIR template
document.

3/13/24

The initial draft released
for public review and
comment. One or more
public meetings will take
place to solicit feedback.

City staff compiles public
comments and finalizes
the SIR content.

Seattle Information Technology

The Community
Surveillance Working
Group reviews each SIR
and completes a privacy
and civil liberties impact
assessment for each SIR.

The CTO responds to
the privacy and civil
liberties impact
assessment.

City staff creates
additional Executive
Overview version of the
SIR for submission to
Council (formerly called
the Condensed SIR —
CSIR)

City Council will decide
on the use of the
surveillance
technology, by full
Council vote.
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Compliance Requirements

* City staff must submit a Privacy and Surveillance Assessment (PSA) before new non-
standard technology may be acquired. The assessment is used to determine if a given
technology meets the City’s definition of "surveillance technology" as defined by the City’s
Surveillance Policy.

* Prior to acquisition, obtain Council ordinance approval of the acquisition and a surveillance
impact report for the technology.

e CTO Quarterly Surveillance Technology Determination Report of all technologies
reviewed submitted to Council.

e Annual Surveillance Technology Community Equity Impact Assessment and Policy Guidance
Report

* Annual Audit Report of approved technologies: OIG for SPD, City Auditor’s Office for non-
SPD
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2024 Upcoming Actions

e Council committee action for two remaining SIR Council Bills from 2023 (Callyo, Hostage
Negotiation Throw Phone)

Council Appointments for the Community Surveillance Working Group

Transmit updated Clerk File to clean up the Master List of Surveillance Technologies file

Public Safety Committee:
e Material Update Council Bill for the Automated License Plate Recognition (ALPR) (Fleet-Wide) SIR

* New Surveillance Impact Report Council Bills for the Technology Assisted Crime Prevention Pilot Project
* Closed-Circuit Television (CCTV) System
* Acoustic Gunshot Location System (AGLS)
* Real-Time Crime Center (RTCC)

Material Update SIR Council Bills

* Some previously adopted Council Bills may require an amended Council Bill because of a material update
to an SIR, such as to change the purpose or manner in which a surveillance technology may be used, shall
be by ordinance.
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