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From: Catherine Lester, Director, Human Services Department

Subject: Human Services Department Response to City Council Green Sheet 262-1-A-1, a proviso on

spending for the Homeless Management Information System scan card project

As part of the 2018 Adopted Budget, the City Council adopted Green Sheet 262-1-A-1 and imposed a proviso
on 2018 appropriations for the Homeless Management Information System (HMIS) scan card project pending
an assessment of the project, including analysis of its potential effectiveness and compliance with the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) and other privacy standards. The Green Sheet
requested the analysis include consultation with at least three service or health care providers that serve a
diversity of populations experiencing homelessness. Please find the analysis of potential effectiveness and
compliance with HIPAA and other privacy standards enclosed.

Summary
In the Seattle-King County Continuum of Care, HMIS is administered by the King County Department of

Community and Health Services. As the administrator, King County decided to adopt the use of scan card
technology to: 1) provide easier use and enhanced customer service for people experiencing homelessness;
2) decrease the administrative burden for providers who are freed up to interact with clients; and, 3) increase
the accuracy of HMIS data collection for high volume programs, including shelters and day centers. Two
programs, Compass Housing Alliance and Friends of Youth, piloted the implementation of scan cards in 2016
and provided feedback to improve the success of system-wide implementation. King County determined that
scan cards would be implemented throughout the continuum in first quarter 2018.

The King County Continuum of Care maintains strenuous privacy and security protocols to ensure the integrity
of data stored in HMIS. In addition to best practice standards for passwords, HMIS uses two-factor
authentication, and security training and extensive protocol safeguards. The process to enter client data into
HMIS does not differ for HIPAA-covered entities due to the consent requirement and the rigorous security
protocols in place.

Background
HMIS is a database application used by the city and county staff to confidentially aggregate data on

demographics and services for persons experiencing homelessness. HMIS data is also used to match people
with housing and other resources, measure program effectiveness, identify patterns of service use, and
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guantify the number of persons experiencing homelessness. HSD uses HMIS data to provide updates to
Council questions on the efficacy of city investments, as well.

HMIS participation is a requirement for local communities to receive funding from the Office of Housing and
Urban Development (HUD) to serve homeless populations. The City of Seattle and King Country were awarded
Continuum of Care funds to address homelessness in the amount of $35,146,190 through HUD’s NOFA process
in 2017.

Scan Card Project Goals

HMIS scan card implementation is designed to make HMIS easier to use for providers by reducing their
administrative burden and improving data quality, and free up agency staff to focus on client-centered
interactions.

Improve Client-Centered Interactions: Scan cards will reduce the amount of time clients spend waiting in line
to be checked in to shelters and day centers. When they do check in, staff are able to engage them in a
conversation and personal interaction, rather than focusing on entering their service

information into HMIS. During the pilot program, Compass Housing Alliance reported that implementing scan
cards in their shelter program greatly increased staff interaction with clients and reduced wait times. Salvation
Army has implemented scan cards in one of their shelters and reports that it has saved their staff five to six
hours a week on data entry, which freed up more time to work with their clients on housing needs
assessments and connecting clients with resources. We anticipate similar benefit at all high-volume shelter
and day center programs that opt to adopt scan cards.

Reducing Administrative Burden: Currently in our community, staff who work at shelters and day centers
manually input into HMIS a daily record of each person that uses their facility. Manual entry involves opening
each client’s record in HMIS to record their attendance, which can result in long lines of clients waiting to be
checked in at shelters and day centers. Scan cards offer a more efficient and person-centered alternative.
After a client’s record is created in HMIS and their scan card is issued, agency staff can use a wireless barcode
scanner to check clients in to shelters and day centers. The scanning process takes a matter of seconds. Staff
can scan clients in while greeting them and engaging in personal connection, rather than from behind the
barrier of a computer terminal.

Improving Data Quality: Scan cards also improve data quality by reducing duplicate records in HMIS. Clients
can opt to be deidentified in HMIS, which means their name, date of birth and other personally identifying
information is omitted from the system. An unintended consequence of deidentification is that individual
clients often have different HMIS records at each of the different programs they use. For example, one
deidentified client may have separate HMIS records at two different shelters and three different day centers.
Records are also duplicated if two programs spell a client’s name slightly differently. Scan cards will allow a
program to pull up the correct existing profile for a client and enter services, rather than potentially creating a
new profile. These duplications skew estimates of the number of people who utilize shelter and day center
services in our community, and give program staff an incomplete picture of which resources their clients may
be accessing.

Scan card implementation should also improve data quality more generally, in addition to reducing duplicate
records through deidentification. Shelter and day center staff sometimes report difficulty maintaining current
data in HMIS due to the demanding nature of their work and the high volume of clients. We anticipate that
scan cards will resolve this problem by eliminating the need for manual data entry.



Implementation

To ensure that programs were able to utilize scan card technology without incurring additional costs, Council
authorized use of 2017 federal Community Development Block Grant (CDBG) funds to purchase HMIS scan
card equipment for homeless services agencies in Seattle and King County. The use of this funding for the
equipment purchase was authorized by Seattle City Council through the adoption of the 2017 Annual Action
Plan of the 2014-2017 Consolidated Plan. The equipment package includes scan card printers and handheld
wireless barcode scanners. The printers print durable plastic cards with a barcode; similar to library cards or
the cards one might use to check in at a health club. The printers can be used to replace lost or damaged cards
at no charge. However, the pilot program found that very few clients lost their cards. The handheld wireless
barcode scanners enable shelter and day center staff to intake clients quickly without being behind a
computer and entering each service while the client waits to enter the program. The wireless scanners that
were purchased have a 30-foot range, allowing them to be used throughout a facility rather than having to be
stationed near a computer. Webcams, document scanners and USB ports were also purchased to facilitate
scan card use.

Although participation in the scan card project is optional for provider agencies and their clients, 13 agencies
in Seattle and King County have opted to implement scan cards immediately. It is anticipated that additional
agencies will opt to use the technology in the coming year. Five three-hour trainings have been planned to
give agencies hands-on training with scan cards. The trainings are being coordinated by King County and will
be offered starting in February. Participating agencies will be able to pick up their equipment after at least one
staff member completes training.

Analysis of Effectiveness

On January 16, 2018, HSD convened a meeting for homeless service providers to share their feedback on scan
cards and ask questions about the program. The meeting was attended by staff from 11 agencies including the
Accelerator YMCA, Catholic Community Services, Chief Seattle Club, Compass Housing Alliance, Elizabeth
Gregory Home, Evergreen Treatment Services, Friends of Youth, the Low Income Housing Institute, Peace for
the Streets by Kids from the Streets, the Salvation Army and YouthCare. DESC, Lake City Partners Ending
Homelessness, Mary’s Place, and Nexus Youth and Families were also invited but were unable to attend. Two
of the agencies in attendance, Compass Housing Alliance and Friends of Youth, piloted the use of scan cards
over the past year.

Green Sheet 262-1-A-1 also requested outreach with health care providers such as International Community
Health Services and Country Doctor Community Health Centers. However, those agencies are not publicly
funded for homeless services in our community and subsequently do not use HMIS. Therefore, they are not
familiar with the HMIS system and are not candidates for HMIS scan card implementation.

Provider Identified Benefits

Data Accuracy and Easier Intake

Agencies attending the meeting expressed enthusiasm for the benefits of scan card implementation including
more accurate data to better reflect their program outcomes; reduced staff time needed for data entry; fewer
duplicate records in HMIS and less staff time spent cleaning up duplicate records; and the ability to track
deidentified clients across programs for the purposes of connecting them with Coordinated Entry and other
housing resources. Other benefits listed by agencies included more accurate data, easier intakes for clients
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who are not comfortable sharing their names and cannot remember their deidentified HMIS record number,
having data available in real time, and freeing up staff from having to manually enter daily attendance data.

Access to Client Housing Assessments

Another system benefit agencies specifically discussed is better access to housing assessment records for
deidentified clients. Currently, it is common for deidentified clients to receive services from multiple agencies
and to have multiple records in HMIS. Once someone in that situation completes a VI-SPDAT assessment for
housing placement, the record of their assessment and their score is only linked to one of their records in
HMIS. Scan cards will link their deidentified records and make their housing assessment score viewable to all
of the providers they receive services from. This will help providers support deidentified clients attempting to
get placed into housing and prevent assessors from administering multiple VI-SPDATSs to the same individual.

Provider Identified Questions and Concerns

Agencies also expressed some questions and concerns about scan card implementation, shared here with
analysis:

» Youth and young adult (YYA) provider agencies often provide services for both homeless and non-
homeless youth in need of services. YYA providers expressed the concern that issuing HMIS scan cards
only to homeless youth could be stigmatizing and also expressed that there was no incentive to keep
youth and young adults from losing their cards. They offered the solution to include some kind of
incentive for scan card participation, such as being able to check out library books with the card. The
incentive would make having and retaining the card attractive to all program participants.

Analysis: HSD and King County intend to explore potential additional services to link to scan card
use in the coming year. Other communities have expanded to allow the card to work in libraries
or transit. Participation in scan will remain optional for clients, YYA agencies and all other
providers.

> Friends of Youth, who helped to pilot this technology, shared that investing the time to train staff on
making and using scan cards may be less beneficial for smaller programs, which have a less significant
data entry burden. They also shared that the technology felt somewhat clunky to staff who were not as
comfortable with HMIS and that additional staff resources were needed as they learned the process.

Analysis: HSD acknowledges that this technology may have fewer benefits for programs with
lower participation. The other agency that participated in the pilot, Compass Housing Alliance, is
a large provider and implemented scan cards in one of their shelters and day centers. Compass
reported that the technology was easy to use, and that scan cards significantly reduced staff
time spent on HMIS data entry. Their staff were comfortable with the use of HMIS prior to
implementing scan cards, so the addition of technology was not challenging for them.
Implementing this tool enabled their staff to spend more time checking in with clients arriving at
shelter to assess their well-being and service needs. Most providers requesting to participate in
the program at this time are higher participation shelters and day centers, and we believe the
program will have significant and immediate benefits for those agencies. Participation in the



scan cards program is voluntary, and smaller agencies may choose not to participate if they find
the benefits are less applicable.

In addition, King County is continuing to provide regular training and support for providers in
our community who find the HMIS database technology challenging to use via our HMIS vendor,
Bitfocus. Bitfocus offers an email helpdesk, technical support using an online chat feature,
regular webinar trainings, and “office hours” to provide agencies one-on-one support with
questions. Bitfocus will continue to seek provider input on the content and accessibility of HMIS
training opportunities.

» Other attendees expressed needing resources to help explain the benefits of this program to
colleagues in their agency, requested hands-on training opportunities, and expressed the need for
ongoing training resources to troubleshoot any equipment issues arise at individual program sites.

Analysis: Five hands-on trainings are being planned for February and March. The trainings are
open to all interested agency staff and will include an overview of the benefits of scan cards
staff can share with colleagues. Staff from Compass Housing Alliance have agreed to consult
with programs and answer their implementation and program planning questions. In addition,
the resources made available through Green Sheet 262-1-A-1 will be allocated to provide
ongoing training opportunities and to make staff available to troubleshoot any equipment
issues agencies encounter at their program sites.

HMIS Privacy Standards

The King County Continuum of Care maintains strenuous privacy and security protocols to ensure the integrity
of data stored in HMIS. HMIS users are required to have a unique username and password. Passwords must be
at least eight characters in length, and they must contain an upper and lower-case letter, a number and a
special character. HMIS has also just implemented an added security feature called two factor authentication.
Users must now select a second way to identify themselves, such as a code emailed to their email address on
file, prior to being allowed into the system. This increased security will better protect client data. It also allows
users easier access to HMIS from mobile devices so that programs such as outreach workers can enter data in
real time.

Each HMIS user is also required to submit a signed receipt of the User Policy and Code of Ethics prior to system
access. The User Policy and Code of Ethics outlines individual user requirements designed to ensure data
security, such as:
e My username and password are for my use only and will not be shared with anyone.
e | will not use the browser capacity to remember passwords. | will enter the password each time | open
HMIS.
e | will only view, obtain, disclose, or use the database information that is necessary to perform my job.
e | will log off the HMIS before leaving my work area.
e | will keep my computer monitor positioned so that persons not authorized to use the HMIS cannot
view it.
e | will not transmit confidential client information in email form.
e | will not discuss HMIS confidential Client information on the telephone in any areas where the public
might overhear my conversation.



Each HMIS participant agency must also designate a Security Officer to oversee HMIS privacy and security. This
individual is charged with assessing HMIS security compliance and must complete an HMIS Privacy and
Security training. His or her tasks include conducting security audits for any workstation that will be used for
HMIS data collection or entry; ensuring each workstation used for HMIS data collection or entry is adequately
protected by a firewall and antivirus software; and completing and signing the King County Semi-Annual
Compliance Certification Checklist. The King County Semi-Annual Compliance Certification Checklist, confirms
adherence to the following security safeguards:

e An HMIS Privacy Statement is visibly posted at each HMIS workstation.

e Each HMIS workstation computer is in a secure location where only Authorized Persons have access.

e Each HMIS workstation computer is password-protected and locked when not in use.

e Documents printed from HMIS are sent to a printer in a secure location where only Authorized Persons
have access.

e Non-authorized persons are unable to view any HMIS workstation computer monitor.

e Each HMIS workstation computer has antivirus software with current virus definitions, and each HMIS
workstation computer has had a full system scan within the past week.

e Each HMIS workstation computer has and uses a hardware or software firewall.

e Unencrypted protected personal information (“PPI”) — defined as client-level identifying information,
including information about names, birth dates, gender, race, social security number, phone number,
residence address, photographic likeness, employment status, income verification, public assistance
payments or allowances, food stamp allotments, or other similar information — has not been
electronically stored or transmitted in any fashion (including hard drive, flash drive, email, etc.).

e Hard copies of PPI (including client files, intake forms, printed reports, etc.) are stored in a physically
secure location.

e Each HMIS workstation computer password information, including each Authorized Person’s user
identification information, is kept electronically and physically secure.

There are also safeguards specific to client consent. All clients must be given a notification form that explains
HMIS and why their personal information is being collected, and clients must give written consent to have any
personal information stored in HMIS. Client consent forms are currently available on Bitfocus’s website in
Ambharic, Arabic, English, Khmer, Korean, Laotian, Mandarin, Punjabi, Russian, Somali, Spanish, Ukrainian and
Vietnamese.

If a client does not consent to have personal information stored in HMIS, special data entry protocol is
followed. The protocol for entering deidentified records in HMIS includes entering zeros for the social security
numbers; typing ‘Consent’ for the client’s first name and ‘Refused’ for their last name; and entering January
1st for the birth month and day and entering a year that is one or two years older or younger than the client’s
actual birth year. Currently in our system approximately 30% of participants refuse consent to be identified in
HMIS. In addition to clients who elect not to have personal information stored in HMIS, personal information
for clients fleeing domestic violence clients, participating in Housing Opportunities for People with AIDS
programs and/or unaccompanied minors may not be entered in HMIS under any circumstances.

The process to enter client data into HMIS does not differ for HIPAA-covered entities due to the consent
requirement and the rigorous security protocols in place.

The scan card implementation will not impact any of the HMIS privacy and security measures. The scan cards
themselves do not contain any information other than the client’s name and optional photo (both omitted for
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clients who do not consent) and a barcode. The barcodes will be scanned to record client attendance when
they arrive at a shelter or day center. The record of their attendance is stored in HMIS and not captured on the
physical card, so there is no risk of a client’s HMIS data being compromised if their card is lost or stolen. If a
client or program elects not to use scan cards, the client information will still be entered manually into HMIS.

In addition, Scan Cards may increase client privacy because provider agency staff will no longer need to have a
computer with HMIS open at the front desk to check clients in upon arrival. Agency staff will be able to use
their barcode scanners to quickly scan clients in upon arrival. During the pilot program, scan cards enabled
Compass Housing Alliance to move their computer from the front desk to a secure office in the back of their
facility.

A full Privacy Impact Assessment for HMIS is being prepared by Seattle IT, in consultation with HSD, per the
specifications in Council Statement of Legislative Intent 287-1-A-1-2018. This will be delivered to the City of
Seattle Governance, Equity, and Technology Committee no later than May 30, 2018.

Next Steps
Ongoing funds will be needed to purchase equipment and provide training as additional agencies opt-in to the

program, replenish scan card blanks and lanyards for programs as needed, replace equipment that ages due to
routine wear and tear, provide supplemental training opportunities to participating agencies that experience
staff turnover, and provide occasional on-site assistance troubleshooting any equipment issues that arise.
With Council authorization, HSD proposes that funds under proviso in Green Sheet 262-1-A-1 be allocated for
equipment and training needs associated with the Scan Card implementation.

Cc: Tiffany Washington, Division Director, HSI
Dusty Olson, Strategic Advisor, HSI
Alan Lee, Council Central Staff



