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Submitting Department Memo

Memo

Date: April 29, 2019

To: City Council

From:Deputy Chief GarthGreen, Seattle Police Department
Subject: Cover Memg; 9-1-1 Logging Recorder

Description

The NICE Systemsdldl Logging Recorder is an application that automatically records all telephone calls
NEOSAQGSR o0& GKS { SI-TiicCerer as dvéll As@bradio Fdffic Delwdes digh@st
and SPD patrol officers. This technology audimords 91-1 and noremergency telephone calls and

police radio traffic for evidentiary and public disclosure purposes.

Purpose

The mission of the Seattle Police Department is to prevent crime, enfbe law, and support quality

public safety by delivering respectful, professional, and dependable police services. Audio recordings of

9-1-1 calls and police radio traffic can provide critical evidence to officers and detectives who investigate
crimes ad the prosecutors who prosecute offenders. These recordings also provide transparency and
accountability for SPD, as they record in real time the interactions betweeh 8all takers and callers,

and the radio traffic between-2-1 dispatchers and pokcofficers. The NICE system also supports the 9

1M OSYGSNDa YAaairzy 27F ljdaOlite RSISN¥YAYyAYy3a GKS yI
they need as quickly as possible with high quality, consistent and professional services.

Benefits to the Public

The 91-1 Logging Recorder supportsthd® / SY 4§ SNR&a YA daizy 2F LINPOARAY3
and professional dispatch and call taking services. These recordings provide transparency,

accountability, and quality assurance to the publcrecording reatime interactions between 4-1 call

takers and callers, and all radio traffic between patrol officers and dispatchers.

Privacy and Civil Liberties Considerations

During the public comment period SPD heard concerns about privacy fnmmmenity members. They
raised concerns about lack of clarity on data retention in the NICE Systérhd 8gging Recorder and

how SPD may share information from the recordings with third parties. Recordings in the NICE system
are retained for 90 days. Retlings requested for law enforcement and public disclosure are
downloaded and saved within other SPD systems for the retention period related to the incident type to
which the recording is related.
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SPD recognizes that the content and nature of the phailis to the 91-1 Center may include highly

sensitive information and that callers may report personalgntifying information about third parties

without providing notice to those individuals. No person, outside of SPD and Seattle IT authorized users,

has direct access to data in the NICE system. Specific data, including call audio, time stamps for start and

end of calls, staff position of the individual answering the call, duration of the call, and the phone

number and/or radio channels used to cont&el-1, is shared with outside entities, such as Seattle City
FdG2NYySeQa hTFAOST YAy3a [/ 2dzydieée tNRaSOdziAy3da ! Gi2NYy
and private defense attorneys, etc., in connection with criminal prosecutions. Audiamegsrare

made available to the public only via the Public Disclosure Request process.

Summary

The mission of the Seattle Police Department is to prevent crime, enforce the law, and support quality
public safety by delivering respectful, professional, and dependable police services. Audio recordings of
9-1-1 calls and police radio traffic can prowidritical evidence to officers and detectives who investigate
crimes and the prosecutors who prosecute offenders. These recordings also provide transparency and
accountability for SPD, as they record in real time the interactions betweleh 8all takersand callers,

and the radio traffic between-2-1 dispatchers and police officers.

The most important unintended possible consequence related to the continued utilization of the NICE 9

1-1 Logging Recorder by SPD is the unintentional release of prisiscyAdl users of the NICELAL

Logging Recorder must be CJIS certified, maintain Washington State ACCESS certification, and follow SPD
policies including SPD Policy 12.080 which addresses department records access, inspection, and
dissemination.
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Q“S City of Seattle

SurveillancdmpactReport 6 & { Lvergiaw 2

About the QurveillanceOrdinance

TheSeattleCity CouncilpassedOrdinancel25376 al2

NB T S NNESRrveifladce | a

u a
Ordinanceé¢  Septemberl, 2017.SMC14.18.020.b.1 charges tt@iyQa S E S Odzi A @S 6 A i
developing a process to identify surveillance technologies subject to the ordinGeattlelT,
on behalf of the executive, developed and implemented a process through which a privacy and
surveillance review is completed prior to thegagsition of new technologies. This requirement,
and the critera used in the review process, are documente&aattleit policy pr02, the

G a dzNIFSORSt L2 f A O ¢ @
How thisDocumentis Completed

This document is completed by the requesting department staff, support and coordinated by
the SeattleinformationtechnologydS LJI NI S&aflgité @dBeattleit and department staff
complete the document, theghouldkeep the following in mind.

1. Responses to questions should be in the text or check boxesadhbgher information
(questions, descriptions, etc.) Shouldt be edited by the department staff completing

this document.

2. All content in this report will be available externally to the public. With this in mind,
avoid using acronyms, slang, or other terms which may not beknmellvn to external
audiences. Additionally, responses should be written using pafigipontechnical
language to ensure they are accessible to audiences unfamiliar with the topic.

SurveillanceOrdinance Review Process

The followingis a highlevel outline of thecompleteSIReview process.

. Open
fUpcom_lng Initial Draft Comment
or Review St

upcoming for draft of theSIRs  the SIRand
review, but the currently supporting
department has underway. materials have

not begun drafting
the surveillance
impact report

(SIB.

this time, oneor
more public

Working Council
Group Review

The initial draft of = During this stage

the SIRincluding
collection of all
public comments

been released for = related to the
public review and = specific
comment. During | technology, is

being compiled
and finalized.

meetings will take

place to solicit
feedback.
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group will review | of the surveillance
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complete a civil

liberties and

privacy
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will then be

included with the

SIRand submitted

to Council
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Privacylmpact Assessment

Purpose

APrivacy Impact AssessmanBilA i3 a method for collecting and documenting detailed
information collected in order to conduct an-tepth privacy review of a program or proje.
PlAasks questions about the collection, use, sharing, security and access controls for data that
is gathered using a technology or program. It also requests information about policies, training
and documentation that govern use of the technology. Ph&responses are used to

determine privacy risks associated with a project and mitigations that may reduce some or all of
those risks. In the interests of transparency about data collection ancagement, theCity of
Seattlehas committed to publishing &fllAs on an outward facing website for public access.

When is aPrivacylmpact Assessmat Required?

APIAmay be required in two circumstances.
1. When aproject, technology, or other review has beéflagged as having a high privacy
risk.
2. When a technology is required to complete the surveillance impact report process. This
is one deliverable that comprises the report.

1.0 Abstract

1.1 Please provide a brief description (one paragraph) of tharpose and proposed use of the
project/technology.

TheNICE 9-1 Logging Recordaudiorecordsl f t St SLIK2y-B1 Ol f f &
communications center and all radio traffic between dispatchers and patrol officers.

1.2 Explain the reason the project/technology is being created or updated and why Bidis
required.

This application automatically records telephone calls received by-tli& Bommunications
center. The content and nature of those phone calls may indhiglely sensitive informatior
adzOK a GKS OFftfSNRa ylFYST LK2YyS ydzyo SN
conditions, detailed information about suspects, witnesses, or victims of a crime or othe
emergency events, and potentially other personaigntifiable information. Callers may
report personallyidentifying information about third parties without providing notice to
those individuals. While most of this information is consciously volunteered by callers, ¢
of the information may be stowkfor future reference in emergency situations, for quality
assurance purposes, or as evidence in a criminal investigation.
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2.0Project / TechnologyOverview

Provide an overview of the project or technology. The ovengess the context and
backgroundhecessary to understand the purpose, mission and justification for the project /
technology proposed

2.1 Describethe benefits of the projeciftechnology.

This technology audicecords 91-1 and noremergency telephone calls and police radio
traffic for evidentiary and public disclosure purposes. Audio recordings are routinely us
criminal prosecutions and are routinely used within thé&-@ Center for training and quality
control purposes.

Recordings of 9-1 calls and radio traffic are routinely provided to detective units to assis
criminal investigations. In addition, SPD provides approximately 5000 recordings to the
Seattle Law Department each year to support lgaceedings Recordings are also used ¢
quality assurance measure to review calls to ensure that call takers and dispatchers are
following SPD policies and procedures and to ensure SPD practices meet or exceed inc
standards.

2.2 Provide any dat or research demonstrating anticipated benefits.

¢KS blraGA2y It 9YSNHSY Al PsARPoEidSafetyy ndverihg Pbih
Equipment Standards, a standard that defines PSAP equipment requirements for provic
9-1-Mm a SNIA OSdmininduin ledcSENE @G faf Ydzad 6S NBO2|
(https://cdn.ymaws.com/www.nena.org/resource/resmgr/standards/nes&-027.3

2018 20180702.pqf
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The mission of the Seattle Police Department is to prevent crime, enforce the law, and
support quality public safety by delivering respectful, professional, and depengakite
services. Audio recordings ofl9l calls and police radio traffic can provide critical eviden:
to officers and detectives who investigate crimes and the prosecutors who prosecute
offenders. These recordings also provide transparency and atatality for SPD, as they
record in real time the interactions between191 call takers and callers, and the radio traf
between 91-1 dispatchers and police officers. The NICE system also supportd-the 9
OSYidSNRa YAaaaizy 2raturk ozhéchlfadd getBgititeNaer thel v =
assistance they need as quickly as possible with high quality, consistent and profession
services.

2.5Who will be involved with the deployment and use of the pject / technology?

{t5Qa I dzii K2 NNICE®R1 lamggisd\FecoidicludeqoBce communications
analystswho routinely capture audio recordings germane to police investigations and
forward those recordings to detective units, outside legal entities such as the Cit (i G 2
hFFAOSET GKS YAy3a [/ 2dzyieé tNRaSOdzi2zNDa ht¥
Supervisors and Analysts routinely listen to audio recordings for Quality Assurance pury
The 91-1 Recordings Office is overseen by the-9® Admnistrative Manager.

Additionally, Seattle IT provides client serviees operational support for IT technologies
and applications. In gporting SPD systems, operatioreid application services deploy ant
service SPD technology systems. Details about the IT departmefuLene in the appendix
of this SIR.

Allauthorizedusers ofthe NICE 9-1 Logging Recordare Criminal Justice Information
ServicegCJISgertified and naintain Washington State ACCEA& entral Computerized
Enforcement Service Systen®rtification More information on CJIS compliantey be
found atthe CJIS Security Poliggbsite Additional information about ACCESS may be fo
2y OGKS 21 aKAy3Iveksye {GFGS t I ONRE Qa
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3.0Use Governance

Provide an outline of any rules that will govern the uséhefproject / technology. Please noteon-City
entities contracting with theCityare bound by restrictions specified in the surveillance ordinance and
privacy principles and must provide written procedures for how the entity will comply with any
restrictions identified.

3.1 Describe the processes that are required prior to each usegaress to/ of the project /
technology, such as a notification, or cheak checkout of equipment.

The technology is used two distinct ways. Primarily it automatically records all calls into
9-1-1 system, police noemergency phone line, and poé radio trafficSecondarily, it is
used to retrieverecordings by authorized personnel.

Authorized SPD users may access the recordings by logging into the-NIAE§ging
Recorder utilizing a unique user name and password. Access for personnel into the sys
predicated on state and federal law governing access to criminal justicenafamn systems.
This includes thorough background investigations for each user, appropriate access an
permissions dependent on the personnel role, and an audit of access and transaction Ic
within the system.

For information regarding CJIS security anthpliance policies, see Appeaads K and/ of
this SIR.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

The technology is used to record all telephone calls between the public andtHeCenter,
and police radio traffic. This is triggered when a community member contacts the
department by calling9-1 or the departments noemergency numbers, including all
outbound calls placed by-8-1 call takers and dispatchers and all radio trafetvieen
dispatchers and police personnel including police officers, parking enforcement officers
police detectives utilizing the police radio system.

Requests for audio recordings are initiated by detective units investigating a crime, lega
counseland other outside entities. Recordings may also be initiated by the public using
Public Disclosure Process.

In addition, RCW 9.73.090 permits police, fire, emergency medical service, emergency
communication center, and poison control center persehto record incoming telephone
calls to police and fire stations, licensed emergency medical service providers, emerger
communication centers, and poison centers.

Retroactive Technology Request BEATTLE POLIt  Privacy Impact Assessmégn8urveillance Impact Report11 LOGGING RECORL
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3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

Only authorized SPD users can actleesystem, technologyr the data. Access to the
application is limited to SPRersonnel via passwordrotected login credentialsSupervisors
and commanding officers are responsible for ensuring compliance with SPD policies.

Dataisa SOdzNBt & Ay Lzl | vy Rpratedt&Retvosk with icse@silimitel té
authorized detectives and identified supervisory personnel.

All SPmployees are backgrounded and access is controlled by SPD Manual Title 12
provisions governing Department Information Systems inclu@iRg Policy 12.040
DepartmentOwned Computers, Devices & Softwa@D Policy 1250 - Criminal Justice
Information SystemsSPD Policy 12.0&Department Records Access, Inspact&
DisseminationSPD Policy 12.1Use of Department{ail & Internet Systems, aréPD
Policy 12.11% Use of Cloud Storage Services.

SPD Policy 5.146rbids biasbased policing and outlines processes for reporting and
documenting any suspected biaased behavior, as well as accountability measudisSPD
employees must adhere to laws, City policy, and Departmern¢yP@PD Policy 5.0pland
any employees suspected of being in violation of laws or policy or other misconduct are
subject to discipline, as outlined 8PD Policy 5.002

SPD Communications Section Policy 3®Btployee Conduct.

ITD client services interaction with SPD systems is govéyte terms of the 2018
Management Control Agreemée(@CA} between ITD and $R which states that:

Gt dzNEdzt yad G2 {SFGGtS adzyAOALIE / 2RS 6{ a
systems, services and support to SPD and is there fore required to support, enable, entf
and comply with SPD policy requirements, including the FBtsr@t Justice Information

{ SNDAOS&ax o6/ WL{0 {SOdzNAGe& t2fA0e dé

The MCA document may be found Appendix IPer the CJIS security policy, records of
individual basic security awareness training and specific information system security tra
shall be documented, kept current, and maintained. Details of the compliance program
Appendix |
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4.0 Data Qollection and Use

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems, systems of record, commercial data aggregators,
publicly available data and/or otheCity departments.

No informationis collected from a source other than individual who calls®or from the
officers and dispatchers.

4.2 What measures are in place to minimize inadvertent or improper collection of data?

The 91-1 audio recordings do not verify whether the information that was collected is
accurate. They record, in real time, conversations betw@drl callers and call takers. Only
calls to the 91-1 system and specific designated phone lines are loggddecorded. Calls
to other SPD phone lines are not recorded by this system. The telephone lines which S
recordsare 9-1,(0 KS RS LI NIi Y Sy de@érgenddrurhberiakidtie y 2 y
RS LJ NJIi Y Spyihlished 1adigitydirect line to SPD dispatch. Theskephone lines are
used by the public to report crimes to the department and/or request police services. TI
system does not record conversations on any desk phone assigned to specific individue
within the department. Audio recordings that have notnerequested within 90 days of
their capture are deleted. Recordings requested for law enforcement and public disclos
are downloaded and maintained for the retention period related to the incident type.

Use of the technology other than the recordingaalls to and from 9-1, police radio traffic,
and retrieval of those recordings for law enforcement or public disclosure purposes is ol
policy and subject to SPD disciplinary action.

4.3How and when will the project / technology be deploykor used”y whom? Who will
determine whenthe project / technology is deployed and used?

TheNICE 9-1 Logging Recordéautomaticallyusedto recordall calls into thed-1-1
system, police no®mergency phone line, and police radio traffolicecommunications
analystsalso routinely use th&lICE 9-1 Logging Recordén capture audio recordings
germane to police investigations and forward those recordings to detective units, outsid
f SAFt SYydAdASa &adzOK | & { Krfgy Céubty Riodecufors /Offiae,2
and defense attorneys. Police Communications Supervisors and Analysts routinely list
audio recordings for Quality Assurance purposes. Fhd Recordings Office is overseen
the 9-1-1 Administrative Manager.

4.4 How often will the technology be in operation?
The 91-1 audio recordings are automatic and are ongainga 24/7 basis

4.5What is the permanence of the installationi it installed permanentlyor temporarily?

Retroactive Technology Request BEATTLE POLIt  Privacy Impact Assessmégn8urveillance Impact Report11 LOGGING RECORL
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TheNICE 9-1 Logging Recordés apermanent installation.

4.61sa physical object collecting data or imagesible to the publicAWhat are the markings
to indicate that it is in use?hat sighageis used to determine department ownershipnd
contact information?

Per Washington Stataw, RWC 9.73.03Ccommunications of an emergency nature are nc
included in the requirement to obtaining consent to recofdidio recordings are made
available to the public only vidaé Public Disclosure Request process. Audio recordings 1
are not requested within 90 days of their capture are deleted.

4.7 How will data that is collected be accessed and by whom?

Only authorized SPD users can actlessystem, technologyr thedata. Access to the
application is limited to SPRersonnel via passwordrotected login credentials.

Dataisd SOdzNBf & Ay Llzi | y Rpratesgt&iRetv@osk with iceeQsilimitel té
authorized detectives and identified supervisory personnel.

Per the CJIS security Policy:

dThe agency shall configure the application, service, or information system to provide or
essential capabilities and shall specifically prohibit and/or restrict the use of specified
functions, ports, protocols, and/@ervices

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12
provisions governing Department Information Systems inclugi@ Policy 12.040
DepartmentOwned Computers, Devices & Softwgd€&D Policy 12.05Criminal Justice
Information Systems3PD Policy 12.0&Department Recorsl Access, Inspection &
DisseminationSPD Policy 12.11Use of Department{ail & Internet Systems, artdPD
Policy 12.11% Use of Cloud Storage Services.

Incidental data access may be necessary through delivery of techndlegyservices. All
ITD employees are required to comply with appropriate regulatory requirements regardi
security and background review. ITD CJIS Rdlieyemote access policynd information on
ITD client services support roles related to thigiealogycan be found ilAppendcesKand
M.

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Control Agreement between ITD arid, $/ich states that:

Gt dzNERdzE yad G2 { S GGt SITA pnidedihfadndtion teéhRofogyd { a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNBAOS&as o6/ WL{O {SOdaNRi(l& t2fA0e dé

The MCA document maglsobe found inAppendix |
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4.81f operated or used by another entity on behalf of th@ity, provide details abotiaccess,
and applicable protocols.

This application is used by Seattle Police staff and occasionally Seattle Fire Departmen
when they are in place at their backugl9l positions located at West Police Precinct. The
software vendor NICE is given escorted access as needed (on\sae@mote Web Ex
connection) to help triage problems, configure system settings, and resolve technical is:
There is an annual maintenance contract with NICE for this system support. This syste
not accessible by any outside entity without makangpecific request to the Seattle Police
Department through official means.

As mentioned, Seattle IT Department personnel have administrative access to the syste
support services. As such, incidental data access may occur through delivery of égghno
client services.

4.9What are acceptable reasons for access to the equipment @mddata collected?

Verified users access the system to capture and disseminate audio recordings based ol
requests received from detective units, outside legal eesitiand the public.

Incidental data access may occur through delivery of technology client services. All ITD
employees are required to comply with appropriate regulatory requirements regarding
security and background review.

ITD client servicesteraction with SPD systems is governed according to the terms of the
2018 Management Control Agreement between ITD arid, 8fich states that:

Gt dzNEdzt yad G2 {SFGGtS adzyAOALIE /2RS 6{ a
systems, services and suppto SPD and is therefore required to support, enable, enforce
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNDAOS&ax o6/ WL{0 {SOdzNAGe& t2fA0e dé

Incidental access to the data may also odzyikvay of ITD serviceshe CJIS remote access
policy is applicable here and can be found in the appendices of this document.

4.10What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audifltfviewer logging, modification
logging, etc.)?

Retroactive Technology Request BEATTLE POLIt  Privacy Impact Assessmégn8urveillance Impact Report11 LOGGING RECORL
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Onlyauthorized SPD users can acddgssystem, technologyr the data. Access to the
application is limited to SPRersonnel via passworgdrotected login credentialsLogs of
system activity are kepbf both automatic system functions and user actions which provi
an audit trail to safeguard against potential unauthorized access to stored information.

Dataisa SOdzNBt & Ay Lzl | vy Rpratedt&Retv@osk with icse@silimitel té
authorizeddetectives and identified supervisory personnel.

The entire system is located on the SPD network which is protected by industry standar
firewalls. The Seattle IT Department performs routine monitoring of the SPD network.

All SPD employees are backgroaddnd access is controlled by SPD Manual Title 12
provisions governing Department Information Systems inclu@iRg Policy 12.040
DepartmentOwned Computers, Devices & Softwa@D Policy 12.05@riminal Justice
Information Systems3PD Policy 12.0&Department Records Access, Inspectton
DisseminationSPD Policy 12.1Use of Department{ail & Internet Systems, aréPD
Policy 12.11% Use of Cloud Storage Services.

{t5Qa !'dzRAGZ t 2Ff A 08 cancehdustsdabdit NIEhK any &hdall A 2
systems at any time. He Office of Inspector General and the federal monitor amoaccess
all data and audit for compliance at any time

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Contrédigreement between ITD and BRvhich states that:

Gt dzNEdzt yad G2 {SFGGtS adzyAOALIE /2RS 6{ a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy négements, including the FBIs Criminal Justice Information
{ SNDAOS&ax o6/ WL{0 {SOdz2NAGe& t2fA0e dé

This MCA document may be foundAppendix |

Additionally, per the CJIS Security Policy, the following safeguards are in place:

1 The agency shall establigtentifier and authenticator processes.

1 Twofactor authentication employs the use of two of the following three factors of
authentication: something you know (e.g. 08/16/2018 CJIEEDOG081405.7 37
password), something you have (e.g. hard token), stingtyou are (e.g. biometric).
The two authentication factors shall be unique (i.e. password/token or
biometric/password but not password/password or token/token).

1 Unsuccessful login attemptdhe system shall enforce a limit of no more than 5
consecutivanvalid access attempts by a user (attempting to access CJl or systen
with access to CJI). The system shall automatically lock the account/node for a 1
minute time period unless released by an administrator.
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1 When CJl is transmitted outside the boundafythe physically secure location, the
data shall be immediately protected via encryption. When encryption is employec
the cryptographic module used shall be FIPS2A4@rtified and use a symmetric
cipher key strength of at least 128 bit strength to prot CJI.

1 When CJl is at rest (i.e. stored digitally) outside the boundary of the physically se
location, the data shall be protected via encryption. When encryption is employel
agencies shall either encrypt CJI in accordance with the standard ior58cD.1.2.1
above, or use a symmetric cipher that is FIPS 197 certified (AES) and at least 2&
strength.

1 Intrusion Detection Tools/Techniques such as monitor inbound and outbound
communications for unusual or unauthorized activities, send indivishiralsion
detection logs to a central logging facility where correlation and analysis will be
accomplished as a system wide intrusion detection effort, employ automated too
support neafreattime analysis of events in support of detecting systewelattacks.

1 Audit- Each agency shall be responsible for complying with all audit requirement
use of CJIS Systems. Each CSO is responsible for completing a triennial audit o
I 3SyOASa gAGK | O0O0Saa G2 /WwWL{ {eadSvya

T ¢ KS | drfoyfratomsystem shall produce, at the application and/or operating
system level, audit records containing sufficient information to establish what eve
occurred, the sources of the events, and the outcomes of the events. The agenc
periodicallyreview and update the list of agendgfined auditable events. In the
event an agency does not use an automated system, manual recording of activiti
shall still take place.

1 A personally owned information system shall not be authorized to access, pyroces
store or transmit CJI unless the agency has established and documented the spe
terms and conditions for personally owned information system usage.

Publicly accessible computers shall not be used to access, process, store or transmit C
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5.0 Data Sorage, Retention andDeletion

5.1 How will data be securely stored

The data is stored in the NICE system, much of the NICE system is physically housed ¢
SPD 4-1 center, with some of the servers hosted virtually on SPD network in SPD secti
0KS OAGe& RIFEGF OSyYyidSN® 5F 0 nG@ abbve Ddationsa
Extracted data is stored on file shares for SPD and City Law (these reside SPD Networl|
Storage or Law storage system managed by Seattle ITD). Extracted data is electronical
to Law, Discovery or as redacted material in respdandeDR (posted to the City PDR syste
GOVQA).

Per the CJlSecurity Policyfound inAppendix |

Security- Each agency is responsible for appropriate security measures as applicable to
physical security of terminals and telecommunication lingssonnel security to include
background screening requirements; technical security to protect against unauthorized
data security to include Il use, dissemination, and logging; and security of criminal histc
08/16/2018 CJISIISDOE081405.7 D3 records. Additionally, each CSO must ensure the
all agencies establish an information security structure that provides for an ISO and cor
with the CJIS Security Policy.

Network Diagrams Network diagrams, i.e. topological drawings, are an esserdidlql

solid network security. Through graphical illustration, a comprehensive network diagrarn
LINE @A RS & ( K&nabling\ngtworkim@nagkad  guickly ascertain the
interconnecting nodes of a network for a multitude of purposes, including traligeting
and optimization. Network diagrams are integral to demonstrating the manner in which «
agency ensures criminal justice data is afforded appropriate technical security protectio
and is protected during transit and at rest

5.2 How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requirements?

{t5Qa !'dzZRAGZ t 2t A0Oe& cdanycendustsudandit NOhE any éhdall A 2
systems at any timeln addition, the Office of Inspector Gaa¢ and the federal monitor car
access all data and audit for compliance at any time

The 2017 Technical Security Audit for CJIS Compliance for SPD can be Aqpehutix |
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5.3What measures will be used to destroy improperly collected data?

SPDpolicy contains multiple provisions to avoid improperly collecting daiD Policy 7.010
governs the submission of evidence and requires that all collected evidence be docume
in a GO ReportSPD Policy 7.0%pecifically govas the collection and submission of
photographic evidenceEvidence is submitted to the Evidence Unit and associated with ¢
specificGO Number and investigation. Ari&RD Policy 7.1Xbverns the collection and
submission of audio recorded statementsrdtjuires that officers state their name, the
Department name, the General Offense number, date and time of recording, the name
interviewee, and all persons present at the beginning of the recording.

Additionally,SPD Policy 5.146rbids biasbased policing and outlines processesreporting
and documenting any suspected biaased behavior, as well as accountability measures.

All SPD employees must adhere to laws, City policy, and Department B&l2yPlicy
5.001), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&iPD Policy 5.005PD Policy 5.0Glso
ensures that communication on the systems subject to collection on this system is offici
nature.

Per the CJIS security policy:

5.8.3 Digital Media Sanitization and Disposal The agency shall sanitizs, thagrwrite at
least three times or degauss digital media prior to disposal or release for reuse by
unauthorized individuals. Inoperable digital media shall be destroyed (cut up, shredded,
The agency shall maintain written documentation of thepstéaken to sanitize or destroy
electronic media. Agencies shall ensure the sanitization or destruction is witnessed or ¢
out by authorized personnel.

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when nc
required, using formal procedures. Formal procedures for the secure disposal or destrut
of physical media shall minimize the risk of sensitive information compromise by
unauthorized individuals. Physical media shall be destroyed by shredding or incineratiol
Agencies shall ensure the disposal or destruction is withessed or carried out by authori:
personnel.
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5.4Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Unit managers are responsible for ensuring compliance with data retention requirement
within SPD. Audit, Policy & Research Section personnel can also conduct audits of all «
collection software and systems. Additionally, any appropriate auditoydintg) the Office
of Inspector General and the federal monitor can audit for compliance at any time.

The CJIS security policyAppendix bf this SIR includes applicable data retention
requirements associated with the CAD system. The MCA betweenn8RDais the inter
departmental agreement that ensures compliance with the CJIS Security, Rolicgan be
found in AppendiesKand M.
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6.0 Data Sharingand Accuracy

6.1 Which entity or entities inside and external to th&itywill be data sharing partners?

No person, outside of SRId Seattle IThas direct access to the application or the data.

As Seattle IT supports the NICE system on behalf of SPD, a Management Control Agre
exists between SPD and Seattle IT. Theegent outlines the specifications for complianc
and enforcement related to supporting the NICE system through-thé@artmental
partnership. The MCA can be found in the appendices of this SIR.

Data obtained from the system may be shared outside SEDthe other agencies, entities,
or individuals within legal guidelines or as required by law.

Datamay be shared with outside entities in connection with criminal prosecutions:

 Seattle/ A& ! dG2NySeQa h¥FFAaA0oS

YAY3 [/ 2dzyieé tNRaSOdziaAy3a ! iG2NySeQa h
KingCounty Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

Similar entities where prosecution is in Federal or other State jurisdictions

=4 =4 -4 -4 -4 -

Data may be made available to requesters pursuant to the WgshrinPublic Records Act,
Chapter 4256 RCWat w! ¢ 0d {t5 gAff LI & | LILIX AOL
disclosing to a requestelndividuals have the right to inspect crimirmas$tory record
information maintained by the departmenRCW 10.97.03GPD Policy 12.0r0dndividualsan
access their own information by submitting a public disclosure request.

PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, anc
NBaLR2yRAYy3I (G2 NBljdzSada aF2NI DSYySNI € h¥¥
other law enforcement agencies, aswelk FTNRBY Ay adzNl} yOS O2 YL

Discrete pieces of data collected by CAD may be shared with other law enforcement ag
in wanted bulletins, and in connection with law enforcement investigations jointly condu
with those agencies, or in responseremuests from law enforcement agencies investigatil
criminal activity as governed I8PD Policy 12.0%nd12.11Q All requests for data from

Federal Immigration and Customs Enforcement (ICE) authorities are referréd3o ta | &
Office Legal Counsel in accordance with the Mayoral Directive, dated February 6, 2018

SPD shares data with authorized researchers pursuant to properly execute research an
confidentiality agreements as provide BYD Policy 12.055his sharing may include
discrete pieces of data related to specific investigative files collected by ttensys
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6.2Why is data sharing necessary?

Data sharing is not an automatic component of thé-1 recording system. Instead, discret
recordings may be shared only within the context of the situations outlined in 6.1.

6.3 Are there any restrictions omon-City data use?

YesH No?d
6.3.11F &2dz ' Ya¢gSNBR &85Sax LINPOGARS | O2Lk 27F (F
for ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to tf
requirements of28 CFR Part 2@egulating criminal justice information systenis.

addition, Washington State law enforcement agencies are subject to théspyos of
WAC 4480-260(auditing and dissemination of criminal history record informatior
systems)andRCW Chaptet0.97(Washington State Criminal Records Privacy. Act

Once disclosed in response to PRA request, there are no restrictions edityotata
use; however, applicable exemptions will be applied prior to disclosure to any
requestor who is not authorized to receive exempt content.

6.4 How does the project/tecmology review and approve information sharing agreements,
memorandums of understandingnew uses of the information, new access to the system by
organizations withinCity of Seattleand outside agencies?

Research agreements must meet the standards redi@éat SPD Policy 12.05baw
enforcement agencies receiving criminal history information are subject to the requirem
of 28 CFR Part 2(n addition, WashingtoState law enforcement agenciese subject to the
provisions ofWAC 44620-260, andRCW Chapter 10.97

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why

The SPD business users typically inform IT support if the calls are not present or appea
inaccurate in any manner. These phone lines are isolate@1et traffic or Communications
Center business needs only. The few lines that are businesghatesome into the VIPER
system are also being recorded. The recorded phone lines are identified and mapped tc
indicate which ones are-2-1 lines and which ones are not.

6.6 Describe any procedures that allow individuals to access their information aodect
inaccurate or erroneous information.

Individuals may request records pursuant to the PRA, adigiduals have the right to inspect
criminal history record information maintained by the departmeRtOW 10.97.03GPD Policy
12.050. Individualscan access their own information by submitting a public disclosure reque
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7.0LegalObligations, Risksand Canpliance

7.1What specific legal authoritiesand/or agreements permit and define the collection of
information by the project/technology?

{ t 5uSedf 91-1 audio recordings is governed by RCW 9.73, other legal requirements,
policies as outlined in 3.1, 3.2, 3.3, 4.2, 4.6, and 5.3 of this SIR.

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

SPD Policy 12.0%fandates that all employeagceive Security Awareness Training (Level
and all employees also receive City Privacy Traidih@PD employees must adhere to law
City policy, and Department PolicyKD Policy 5.0pImany of which contain specific privac
requirements. Ay employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outlinec&iD Policy 5.002

The CJIS training requirements can be found in the appendices of this document, as we
question 3.3, above

7.3 Gven the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was itigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information inatled.

Privacy risks may arise when information is collected about citizens, unrelated to a spec
incident. These concerns are mitigated by policy and procedures. In additleh,a@idio
recordings may capture highly sensitive and private incidentsriodmation.

SMC 14.12ndSPD Paty 6.060RA NBOG Fff {t5 LISNR2YYSt I
AYVF2NXIEGAZ2Y O2yOSNYyAy3I | LISNB2Y Q& &SEdz
religious activities must be for a relevant reason and serve a legitimate law enforcemen
LJdzN1LJ2 & Sianally, dficeRsRidisiitake car@when photographing demonstrations or
20KSNI £ gFdzt LIREAGAOIE | OGAGAGASAD® LT F
photograph themg

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting «
documenting any suspected biaased behavior, as well as accountability measures.

Finally, see 5.3 for a detailed discussiopntiprocedures related to noncompliance.
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7.41s there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

The privacy risks outlined in 7.3 above are mitigated by legal requirements and auditing
processes (i.e., maintenance of all requests, copies of consent forms/statements and
warrants) that allow for any auditor, including the Office of Inspector Genewhtlaanfederal
monitor, to inspect use and deployment ofl91 audio recordings.

The largest privacy risk is the-anthorizedrelease 0©-1-1 audio recordingshat contained
information deemed private or offensive in the RCY@ mitigate this risk, theechnologyfalls

under the current SPD policies around dissemination of Department data and information
reflected in 6.1.
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8.0 Monitoring and Enforcement

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

PerSPD Policy 12.08the Crime Records Unit is responsible to receive and record all

requea 14 aF2NJ DSYSNIt hF¥FFSyaS wSLR2NIa FNR
SYF2NOSYSyd F3SyOAaSas Fa ¢Sttt a FNRY A
F2NJ LIMzoft AO RA&Of2adzNS NBF f233SR o0eed{t5
subsequently in response to subpoenas is then tracked through a log maintained by the
''YAUGD tdzof AO RAAOf2adzNBE NBljdzSada | NBE N
Response System, and responses to Public Disclosure Requests, includingivesggcords
provided to a requestor, are retained by SPD for two years after the request is complete

All requests for data from Federal Immigration and Customs Enforcement (ICE) authori
I NE NBFSNNBR (2 GKS al &2 nBwaith thefMajo@lDirdctve] |
dated February 6, 2018.

8.2What auditing measures are in place to safeguard the information, and policies that

pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts slf-audits, third party audits or reviews.

{t5Qa ! dzZRAGZ t 2t AidathdrizédRto corfldciditalak invgsSgativel 2
data collection software and systenia addition, the Office of Inspector General and the
federal monitor can condudaudits of the software, and its use, at any tim@dudit data is
available to the public via Public Records Request.

The latest CJIS technical security audit from 2017 can be foukgbendix of this SIR.
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Financiallnformation

Purpose

This sectiomprovides adescription of the fiscal impact of the surveillance technolag/
required by the surveillance ordinance

1.0Hscallmpact

Provide a description of the fiscal impact of the project/technology by answering the questions
below.

1.1 Current orpotential sources of funding:nitial acquisition costs

CurrentH potentialf

Date of initial Date of go Direct initial ~ Professional Other Initial
acquisition  live acquisition  services for  acquisition  acquisition
cost acquisition  costs funding
source
12/20/2013  N/A $116,729.23 $97,002.03 Tax: General
$20,304.47  Fund,
partially
reimbursed
by King
County E 9-
1
Notes:
N/A

1.2 Qurrent or potential sources of funding: mv-going operating costs, including maintenance,
licensing, personnellegal/compliance use auditing, data retention and security costs.

CurrentH potentialf

Annual Legal/compliance Department IToverhead Annual funding
maintenance and audit, data overhead source
licensing retention and
other security
costs
$98,495 ITD for SPD
Notes:

"NICE GOLD System Support for the period 11/01100731/18. KC E911 Reimbursable up
75%. Annual Renewal of NICE System Recorder at Comm Center NICE System Servic
Agreement (audio Recordér1-1) for D"
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1.3 Gost savinggpotential through use of the technology

These are not quantified; however, potential cost savings may result from enhancemen
9-1-1 center response through training and quality assurance practices.

1.4 Qurrent or potential sources of funding includingubsidies or free products offered by
vendors or governmental entities

KC E911 Reimbursable up to 75%.
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Expertise andReferences

Purpose

The following information is provided to ensure th@buncihas a group of experts to reference

GKAETS NBEOGASGAYI (GKS 02 YLISRIBR 'aiENIISYR X @ NWFRORH fAdY
referenced must be made aware ahead of publication that their information has been included.
All materials must be availabter Councilto access or review, without requiring additional

purchase or contract.
1.0 Other Government References

Please list any other government bodies that have implemented this technology and can speak
to the implementation of this technology.

Agency, municipality, etc. Primary contact Description of current use

None None None

2.0 Academicsonsultants, andOther Experts

Please list any experts in the technology under consideration, or in the technical completion of the
service or functiorthe technology is responsible for.

Agency, municipality, etc.  Primary contact Description of current use

None None None

3.0 White Papers orOther Documents

Please list any authostive publication, report or guide that is relevant to the usehi$ technology or
this type of technology.

Title Publication Link

None None None
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RacialEquity Toolkit 6 a w Grgd &Engagement forPublic
Comment Worksheet

Purpose

Departments submitting &IRare required to complete an adapted version of fRecial Equity
T2 2 f RET i arder o:
1 Provide a framework for the mindful completion of tl8#Rn a way that is sensitive to
the historic exclusion of vulnerable and historically underrepresented communities.
Particularly, to inform the public engagement efforts departments will complete as part
of the surveillance impact repart
1 Highlight and migate any impacts on racial equity from the adoption and the use of the
technology.
1 Highlight and mitigate any disparate impacts on individuals or vulnerable communities.
1 Fulfill the public engagement griirements of the surveillance impact report

Adaptaion of the RETor Surveillance Impact Reports

TheRETwas adapted for the specific use by tBeattlelnformation TechnologyDS LJ- NIi Y Sy i a Q
0 SeattlelTé BrivacyTeam, theOffice of GvilRA 3 K OGR (0 XxChiangiedeam members from

SeattlelT, SeattleCityLight, SeattleFHre Department, SeattlePolice Department, andSeattle

Department of Transpotation.

RacialEquity Toolkit Overview

The vision of theSeattleRace andSocial usticelnitiative 6 & w {is\idLeiminate raciahiequity

in the community To do this requires ending individual racism, institutional racism and
structural racism. ThRETays out a process and a set of questions to guide the development,
implementation and evaluation of policies,tiatives, programs, and budget issues tideess

the impacts on racial equity.

1.0 St Outcomes

1.1. SeattleCity Councilhas defined the following inclusiowriteria in the surveillance
ordinance andthey serve as important touchstones for the risks departments are being
asked to resolve and/omitigate. Which of the following inclusion criteria apply to this
technology?

5 The technology disparately impaatiésadvantaged groups.

5 There is a high likelihood that personally identifiable information will be shared withQ@ion
entities thatwill use the data for a purpose other than providing Bywith a contractually
agreedupon service.

'H The techology collects data that is personally identifiable even if obscureddeiatified, or
anonymized after collection.

5 The technology raises reasonable concerns about impacts to civil liberty, freedom of speech
or association, racial equity, or soguastice.
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1.2What are the potential impacts on civil liberties through the implementation of this
technology?How is the dertment mitigating these risks?

Some personally identifiable information (PIl) gathered during emergency responses cc
used to identify individuals, such as their name, home address or contact

information. Victims of criminal activity may also besidified during incident responses,
whose identities should be protected in accordance viRtb\W 42.56.24andRCW 70.02

1.3 What are the risks for racial or ethnicitpased biaghrough each use or deployment of
this technology? How is the department mitigating these risks?

Include a description of any issues that may arise such as algorithmic bieespassibilityfor
ethnic bias toemerge in people and/or system decistoraking.

The mission of the Seattle Police Department is to prevent crime, enforce the law, and
suppot quality public safety by delivering respectful, professional and dependable polict
services. While race and ethnicity information of individuaésy berecorded by theNICE 9
1-1 audio recording systen$PD Policy 5.146rbids biasbased policing and outlines
processes for reporting and documenting any suspectedigaged behavior, as well as
accountability measures.

1.4 Where in the @y is the technologyused or deploye@
'H all Seattle neighborhoods

i Ballard A Northwest

i Belltown A Madison Park / Madison Vait
i Beacon Hill A Magnolia

n Capitol Hill N Rainier Beach

n CentralDistrict N Ravenna/ Laurelhurst

i Columbia City N SouthLakeUnion/ Eastlake
N Delridge N Southeast

A First Hill A Southwest

N Georgetown A Souh Park

i Greenwood/ Phinney A Wallingford / Fremont

N InternationalDistrict N West Seattle

N Interbay i King county (outside Seattle)
N North i Outside King County.

i Northeast

If possible, please includey maps or visualizations of historical deployments / use.
N/A

Retroactive Technology Request BEATTLE POLI wk OALFf 9ljdzade ¢22f A0 0daw9 ¢t WorkshegR
DEPARTMEN Surveillance Impact Report9l1l LOGGING RECOR[pE&e 28


http://app.leg.wa.gov/rcw/default.aspx?cite=42.56.240
http://app.leg.wa.gov/RCW/default.aspx?cite=70.02.020
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing

U\
Att 1¢ 911 Logging Recorder SIR le CIty Of Seattle

V2

1.4.1 What are the racial demographics of those living in this area or impacted by
theseissues?

The demographics for the City of Seattle: Whi&9.5%; Black or African American
7.9%; Amer. Indian & Alaska Nati@8%; Asian 13.8%; Native Hawaiian & Other
Pac. Islander0.4; Other race 2.4%; Two or more race$.1%; Hispanic or tiao
ethnicity (of any race): 6.6%; Persons of color: 33.7%.

1.4.2 How does the Department t@nsure diverse neighborhoods€ommunities, or
individualsare not specifically targetedhrough the use or deployment of this
technology?

Thethe NICE 4-1 Logging Recordeyr used to record all calls placed td4 and the
police noremergency numbers without regard to where the call originates from.
There is no distinction in the levels of service this system provides to the various
diverse neighborhods, communities, or individuals within the city.

1.5How do decisios around data sharing have the potential fatisparate impact on
historically targeted communities? What is the department doing to mitigate those risks?

The Aspen Institute on CommiymiChange definestructural racismt & & X LJdzo £ A C
institutional practices, cultural representations and other norms [which] work in various,
2FGSY NBAYTF2NOAYy3I g &a G 2DatdShadidd insiztheip&entil
to be a contrbuting factor to structural racism and thus creating a disparate impact on
historically targeted communities. In an effort to mitigate this possibility, SPD has establ
policies regarding the dissemination of data in connection with criminal prosetwjtio
Washington Public Records ACihapter 42.56 RC)\and other authorized researchers.

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting
documenting any suspected biaased behavior, as well as accountability measures.

No person outside of SPD has direct access to the application dathgecorded byhe
NICE 9-1 audio recording systenData obtained by the system may be shared outside S
with the other agencies, entities, or individuals within legal guidelines or as required by

1.6 How do decisions around data storaged retention have the potential for disparate

impact on historically targeted communities? What is the department doing to mitigate those
risks?

Like decisions around data sharing, data storage and retention have similar potential fo
disparate impact on histazally targeted communitie$SPD Policy 5.140rbids biasbased
policing and outlines processes for reporting and documenting any suspectebdsiad
OSKI@GA2NE a ¢Sttt +a | O0O02dzyadloAatAate YSI
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1.7 What are potential unintended consequences (both negative and positive potential

impact)?What proactive steps can you can / have you taken to ensure these consequences
do not occur.

The most important unintended possible consequence related to the continued utilizati
the the NICE 4-1 Logging Recordéry SPD is the unintentional release ofvagy dataAll
users ofthe the NICE 9-1 Logging Recordenust be CJIS certified and maintain
Washington State ACCESS certificatiod existing SPD policies mitigate the risks of
unintentional release of information.
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2.0 PublicOutreach

2.1 Organizations who received agpsonalinvitation to participate.

Q“S City of Seattle

Please include a list afl organizations specifically invited to provide feedback on this technology

: . : 3. Planned Parenthood Votes
1. ACLU of Washington 2. Ethiopian Community Center Northwest and Kwaii
4. ACRS (Asian Counselling and o - i Action Network 6. PROVAIL
Referral Service)
7. API Chaya 8. Filipino Advisory Council (SPI 9. Real Change
10. API Coalition of King County | 11. Friends of Little Saigon 12. SCIPDA
. . . 15. SeattleJapanese American
13. API Coalition of Pierce County 14. Full Life Care Citizens League (JACL)
16. CAIR 17. Garinagu HounGua 18. Seattle Neighborhood Group
19. CARE 20. Helping Link 21. Senior Center of West Seattle
22. Cen_tral International DIStr.'Ct. 23. Horn of Africa 24. Seniors in Action
Business Improvement Distrig
25. Church Council dkreater 26. International IMCDA 27. Somali Family Safety Task
Seattle Force
28. City of Seattle Community 29. John T. Williams Organizing | 30. South East Effective
Police Commission (CPC) Committee Development
31. City of Seattle Community . : 33. South Park Information and
Technology Advisory Board 32. Kin OnCommunity Health Car Resource Center SPIARC
34. City of_SgattIe Human Rights 35. Korean Advisory Council (SPI 36. STEMPaths Innovation
Commission Network
37. Coalition for Refugees from | 38. Latina/o Bar Association of | 39. Universityof Washington
Burma Washington Women's Center
40. Community Passageways 41. Latino Civic Alliance 42. United Ir_1d|ans of All Tribes
Foundation
43. Council of American Islamic | 44. LELO (Legacy of Equality,
Relations Washington Leadership, and Organizing) 45. Urban League
46. (ESastD,)Afrlcamdwsory Council 47. Literacy Source 48. Wallingford Boys & Girls Club
49, East_Afrlcan Community 50. Millionair Club Charity 51. Wz_slshlngton Association of
Services Criminal Defense Lawyers
. 53. Native American Advisory .
52. Education for All Council (SPD) 54. Washington Hall
55 E| Centro de la Raza 56. Nor_thwest Immigrant Rights | 57. West Afrlcan Community
Project Council
58. Entre Hermanos 59. OneAmerica 60. YouthCare
61. US Transportation expertise | 62. Local 27 63. Local 2898
64. (SPD) Demographic Advisory| 65. South Seattle Crime 66. CWAC
Councll Prevention CoalitioiSSCPC) '
67. NAAC
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2.2 Additional Outreach Efforts

Q“S City of Seattle

Department | Outreach Area Description

ITD Social Media Directed Tweets and Posts related to Open Public Comment P¢g
Outreach Plan: for Group 2 Technologies, as well as the BKL event.
Twitter
SPD, SFD, Social Media Tweets and Retweets regarding Group 2 comment period and/d
OPCD, OCR, | Outreach Plan: BKL event.
SPL, SDOT, Twitter
SPR, SDCI, SC
OLS, Seattle
City Council
ITD Press Release Press release sent to several Seattle media outlets.
ITD EthnicMedia Press | Press Release sent to specific ethnic media publications.
Release

ITD Social Media Seattle IT paid for boosted Facebook posts for their BKL event.
Outreach Plan:
Facebook Event Pos

ITD CTAB Presented and utilized the Community Technoléglyisory Board
(CTAB) network and listserv for engaging with interested memb
of the public

ITD Blog Wrote and published a Tech Talk blog post for Group 2
technologies, noting the open public comment period, BKL ever
and links to the onlinsurvey/comment form.

ITD Technology Videos | Seattle IT worked with the Seattle Channel to produce several s
informational/high level introductory videos on group 2
technologies, which were posted on seattle.gov/privacy. And us
at a number of Departm@ of Neighborhoodded focus groups.
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2.3 Sheduled blic meeting(s)

Meeting notes, sigiin sheetsall comments receivednd questiongrom the publicwill be included in
AppendixB,C,D, E, F, GJandl. Comment analysis will mmarizedn section 3.0 Public Comment
Analysis.

Location Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Time February 27, 2018; 6 p.m.8 p.m.
Capacity 100+

Link to URL Invite BKL Event Invitation
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2.4 Scheduledrocus Group Meeting(s)

Meeting 1
Community Council on Americatslamic RelationsWashington (CAH/A)
Engaged
Date Thursday, February 21, 2019

Meeting 2
Community Entre Hermanos
Engaged
Date Thursday, February 28, 2019

Meeting 3
Community Byrd Barr Place
Engaged
Date Thursday, February 28, 2019

Meeting 4

Community Friends of Little Saigon
Engaged
Date Wednesdayfebruary 27, 2019
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3.0Public Comment Analysis

3.1Summary of Response Volume

Number of Public Participants

74 ‘ s
Neighborhood Az
Ballard 15
Central District

Total Public Comments Capitol Hill 2
First Hill 4
46 Ravenna/ Laurelhurst
West Seattle
Beacon Hill
Belltown
Participation Method Northeast

Rainier Beach

31

Beacon Hill, Southeast

Greenwood / Phinney
19 / Y
Interbay

International District

Delridge 1
Queen Anne 1

8
6 6
- 4 Southeast
= £ 3% 3 3a 5% Prefer not to identify 13

King County (outside Seat.. 4 Ly |l . §
Outside King County 2

Gender Age Ethnicity

47% 43%

26%
20%

23%
18% 19,
9%
] E
19%
- -

3.2Question One: What concerns, if any, do you have about the use of this technology?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please seéppendix Hor all comments received from the public
about this technology.

3.3 Question Two What value, if any, do you see in the use of this technol@gy

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please seéppendix Hor all comments eceived from the public
about this technology.

3.4 Question ThreeWhat do you want City leadership to consider about the use of this
technology?

Due to the low volume of responses received about this technology, a comment analys
not ableto be compgeted. Please sefppendix Hor all comments received from the public
about this technology.
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3.5Question FourDo you have any other comments?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please segppendix Hor all comments received from the public
about this technology.
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4.0 Equity Annual Reporting

4.1 What metricsfor this technologybe reported to the CTO for the annual equity
assessments

The Seattle Police Department is currently workingjrialize these metrics.
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Privacyand Civil Liberties Assessment

Purpose

This section shall be completadter public engagement haoncludedand the department has

completed the racial equity toolk#fection aboveTheprivacy andivil libertiesassessmenis completed

bytheO2 YYdzy Aie &dzZNBSAT I yO$8 dztajeiiie suyellarde®dirdcedvtich2 NJ A y 3
states that the working groughal:

oProvideto the executive and th€ityCouncila privacy and civil liberties impact assessment for €ziéh
that must be included with any departmental request for surveilatechnology acquisition or inse
approval. The impact assessment shall include a description of the potential impact of the surveillance
technology on civil rights and liberties and potential disparate impacts on communities of color and
other marginalizd communities. Th€TGshall share with the working group a copy of Bithat shall
also be posted during the period of public engagement. At the conclusion of the public engagement
period, theCTGshall share the final proposeslRwith the working goup at least six weeks prior to
submittal of theSIRo Councilfor approval. The working group shall provide its impact assessment in
writing to the executive and th€ity Councilfor inclusion in theSIRwithin six weeks of receiving the

final proposedSIR If the working group does not provide the impact assessment before such time, the
working group must ask for a twweek extension of time t&ity Councilin writing. If the working

group fails to submit an impact statement within eight weeks of nng theSIR the department and
CityCounciimay proceed with ordinance approval withatlie impact statement

Working Group Privacy andQvil Liberties Assessment

¢KS 22NJAy3 DNRdJzZLIQ&a t NAQDIF O&8 YR [/ A@DAflogyfis\ 0 S
below, and is also included in the Ordinance submission package, available as an attachment.
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From: Seattle Community Surveillance Working Group

(CSWG) T&eattle Chief Technolog9fficer

Date:July 102019

Re:Privacy and Civil Liberties IngtaAssessment for NICELQL LoggindRecorder

Executive Summary

On June 4, 2019, the CSWG received the Surveillance Impact Report (SIR) on the-NICE 9

Logging Recorder, a surveillance technology included in Group 2 of the Seattle Surveillance
Ordinancegl SOKy 2f 238 NB@ASH LINRPOS&Zad ¢KA&a R20dzySyi
Impact Assessment for this technology as set forth in SMC 14.18.080(B)(1), which we provide

for inclusion in the final SIR submitted to the City Council.

This document first preides our recommendations to the Council, then provides
background information, key concerns, and outstanding questions on the Logging
Recorder technology.

Our assessment of the Logging Recorder focuses on three major issues rendering
protections around tis technology inadequate:

1. There is no clear policy defining the purpose and allowable uses of the Logging Recorder
data.

2. The 90day data retention period for Logging Recorder data is lengthy and is not
clearly justified in the&SIR.

3. There is no clear desigtion of what data collected by the Logging Recorder is shared
with third parties and for whapurposes.

Recommendations

The Council should adopt clear and enforceable rules that ensure, at the minimum, the
following:

1. The purpose and allowable uses of thagging Recorder data must be clearly
defined,and both SPD and NICE (the vendor of the technology) must be restricted to
thoseuses.

2. NICE must delete all Logging Recorder data afteys.

3. There must be a clear designation of what data collected by tgging Recorder is
shared with third parties and for whaturposes.

4. NICE or any other third party that has access to Logging Recorder data must be held
to the same restrictions as SPD, including industry best practice sestarityards.

Retroactive Technology Request BEATTLE POLIt  Privacy and Civil Liberties Assessnje@itirveillance Impact Reportg11 LOGGINC
DEPARTMEN RECORDHpage 39



U\
Att 1¢ 911 Logging Recorder SIR le CIty Of Seattle
V2

Background

The 91-1 Logging Recorder is a technology provided by the company NICE Ltd. and used
by the Seattle Police Department (SPD) to automatically angiord all telephone calls

NBE OS A @S R-1-b @entérasin@lBas ap radio traffic between dispatchers and SPD
patrol officers. Theseecordings are then used for evidentiary purposes by officers,
detectives, and prosecutors, and within theld Center for training and quality control
purposes:

Data storage is described in the SIR as follows:

G ¢ KS R {inthé NICES®yst2rNJifR much of the NICE system physically
K2dza SR Ilim {{tS5GEB N {2YS aSNBISNE FNB K2aGSR
{t50Qa aSOlAz2y 2F GKS OAGe RIFGF OSYyGSNX® 510
extracted data are st@d on file shares for SPD and City tahese reside in SPD
Network Storage or Law storage system managed by Seattle IT. Extracted data is
electronically sent to Law, Discovery, or as redacted material in response to Public
5Aa0ft2ad2NE wSljdzSaiaodé

Key privay and civil liberties concerns relate to purpose of use, data retention, and data

shared with third parties. Because the content and nature of phone calls to-h& Genter

may include highly sensitive and/or personatlgntifying information, it is irportant that

such information is used only for a specifically defined purpose, retained only for the length

of time necessary to fulfill that purpose, and data shared with third parties is limited to

fulfilling the defined purpose.

Key Concerns

1. There is naclear policy defining the purpose and allowable uses of the Logging
Recorder dataWith a 9Gday retention policy and with SPD receiving 900,000 calls per
year; there are about 220,000 audio recordings existing at any given time. This volume
of datais large enough to be repurposed for data mining or other unauthorizeduses.
SPD, NICE, and third parties must be prohibited from using Logging Recorder data for any
purpose beyond evidentiary, SPD officer training, quality control for thel alls
sygem, and public disclosungurposes>

2. The 90day data retention period for Logging Recorder data is lengthy and is not clearly
justified in the SIRA memo in the SIR from SPD Deputy Chief Garth Green (dated April
29, 2019 states:

1Privacy Impact Asssment, Surveillance Impact Report, 911 Logging Recorder, SPD, page 8.

2privacy Impact Assessment, Surveillance Impact Report, 911 Logging Recorder, SPD, page 16.

3Submitting Department Memo, Surveillance Impact Report, 911 Logging Recorder, SPB4page 3
“https://www.seattle.gov/police/aboutus/aboutpolicing/9-1-1-center

5 Appendix G: Letters from Organizations or Commissions, Surveillance Impact Report, 91 Reggiider, page 114.
®Privacy Impact Assessment, Surveillance Impact Report, 911 Logging Recorder, SPD, page 7.

"Submitting Department Memo, Surveillance Impact Report, 911 Logging Recorder, SPB4page 3
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GwSO2NRAY3Ia Ay UKS fob9 Ha9s. Reéoiings questedforlB G I A Yy SR
enforcement and public disclosure are downloaded and saved within other SPD systems
F2NJ GKS NBGSYyGA2y LISNA2R NBftFGSR (2 GKS AyoO
But as stated above, this massive voluofielata could be repurposed, and a shorter
retention period would help alleviate thncern.
3. There must be a clear designation of what data collected by the Logging Recorder is
shared with third parties and for what purposesSection 6.0 of the SIR &ta that
GRAAONBGS LIASOSa 2F RIGLé NB aKINBR gAlUK 2
elaborate further. The April 29 memo from Deputy Chief Garth Green provides examples
of specificdata shared with outside entities (e.g., call audio, timergta for start and
end of calls, staff position of the individual answering the call, duration of the call, and
the phone number and/or radio channels used to contadt®), but it is not clear that
these examples constitute an exhaustive list. A moreesyatic and comprehensive
catalogue of what third parties may receive data from the system, and for what purpose,
should be created to ensure consistency and guard against mission creep.

4. NICE has a concerning history of data breachassevere vulnerabiltdiscovered in
Hamn | ff26SR dzyl dzi K2NAT SR dzaSNB TFdzZ t | O0Saa
recordings’ Again, in 2017, a NI@Rvned server was set up with public permissions,
exposing phone numbers, names, and PINs of 6 million Verizon custéht®igen this
history, it is even more important to ensure that best practice data security is
implemented on this sensitivéata.

Outstanding Questions

The following information should be included in an update to thieBLogging Recorder SIR:

1. Isthere a policy defining the allowed uses 614 Logging Recorder data BYCE?
2.2 KIF{d 2dzad A F A Salaydata/re@efiagmpeticdy 30 K&  dn
3. What are types of data may be shared with third parties and under wihaimstances?

The answers to thesguestions can further inform the content of any binding policy the
Council chooses to include in an ordinance on this technology, as recommended above.
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8 Appendix G: Letters from Organizations or Commissions, Surveillance Impact Report, 911Regyider, page 114.

https://krebsonsecurity.com/2014/05/backdoein-calkmonitoring-surveillancegear/

10https://www.techspot.com/news/70106énice-systemsexposesl4-million-verizoncustomersopen.html
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CTO Response
Memo

Date: 11/17/2020

To: Seattle City Council, Transportation and Utilities Committee

From: Saad Bashir

Subject: CTO Response to the Surveillance Working Géddp.ogging Record&IR Review

To the Council Transportation and Utilities Committee Members,

I look forward to continuing to work togethavith Counciland City departmentt ensure continued
transparency about the use of surveillance technologies and finding a mutually agressdosto use
technology to improve City services while protectihg privacy and civil rights of the residents we
serve.

As provided in the Surveillance Ordinang®]C 14.18.08ahis memo outles the Chief Technology
h F F A& StNiIShanse to the Surveillance Working Gragsessmenbn the Surveillance Impact
ReportF 2 NJ { SFGdtS t2f A0S 5SLINILIYSyidiQa cdmm [23FIAy3I wS

Background

The Information Technology Department (ITD) is dedicaigtie Privacy Principles and Surveillance
Ordinance objectives to provide oversight and transparency about the use and acquisition of specialized
technologies with potential privacy and civil liberties impadd.City departments have a shared

missionto protect lives and property while balancitechnology use and data collectiovith negative

impacts to individualsThis requires ensuring the appropriate use of privacy invasive technologies
through technology limitations, policy, training and deparinted oversight.

¢tKS /¢hQa NRtS Ay (KS { lahCityddpRrihénis are ¢ompliantondhShe (2 Sy a
Surveillance Ordinance requirements.a LJ- NIi 2F GKS NBOGASS 62N)] F2N adz
Privacy Office has facilitatetie creation of the Surveillance Impact Repdwtumentation,

includingcollecting comments and suggestions from the Working Group and members of the public

about these technologies. IT and City departments have also worked collaboratively with the Working

Group to answer additional questions that came up during their review process.

Technology Purpose

This application automatically records telephone calls received by-hé Bommunications center. The

content and nature of those phone calls may inGud KA 3 Kf & aSyaArAdA@S Ay F2NNIF (A;
name, phone number, address from which they are calling, medical conditions, detailed information

about suspects, witnesses, or victims of a crime or other emergency events, and potentially other

personaly identifiable information. Callers may report personally identifying information about third

parties without providing notice to those individuals. While most of this information is consciously
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volunteered by callers, some of the information may be stivi@ future reference in emergency
situations, for quality assurance purposes, or as evidence in a criminal investigation.

Recordings of4-1 calls and radio traffic are routinely provided to detective units to assist in criminal
investigations. In additn, SPD provides approximately 5000 recordings to the Seattle Law Department
each year to support legal proceedings Recordings are also used as a quality assurance measure to
review calls to ensure that call takers and dispatchers are following SPRgald procedures and to
ensure SPD practices meet or exceed industry standards.

Working Group Concerns
In their review, theWorking Group raisedoncernsabout this technology being used in a privacy
impacting way, including issues relating to gpecification, retention, and data sharing and security.
The concerns are:

1. Lack of clear policy defining the purpose and allowable uses of the Logging Relzteder

2. Justification for the 9@lay data retention period for Logging Recorder data.

3. Lack of cldty about thirdparty data sharing content and purpose or justification.

We believe that policy, training and technology limitatiogisacted by Seattle Police Department and
outlined in the SIR provide adequate mitigation for fieential privacy

andcivil libertiesconcerngraisedby the Working Groupbout the use of thigmportant operational
technology.
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Response to Specific Concerns: 911 Logging Recorder

ConcernThere is no clear policy defining the purpose and allowable uses of the Logging
Recorderdata.

CTO Assessmerithe uses for this technology are outlined in the SIR. It is used to record all incoming
calls to the 91-1 system, noremergency calls and police radio traffic for use later in investigations, legal
action, and public recals requests. Access and security of the information and system is assured
through access controls and security measures as required by Criminal Justice Information Systems
Security Policy. The responses in the appropriate sections of the SIR providendekstailed

information about the laws and policies regarding the use and access to this system.

SIR Response:
Section 3.1Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or chéokcheckout of equipment.

The technology is used in two distinct ways. Primarily it automatically records alhtalise 9-1-1
system, police noemergency phone line, and police radio traffic. Secondarily, it is used to retrieve
recordings by authorized personnel.

Authorized SPD users may access the recordings by logging into the NIAB§ging Recorder utiligj

a unique username and password. Access for personnel into the system is predicated on state and
federal law governing access to criminal justice information systems. This includes thorough background
investigations for each user, appropriate access nnissions dependent on the personnel role, and

an audit of access and transaction logs within the system.

Section 3.2List the legal standards or conditions, if any, that must be met before the project /
technology is used.

The technology is used tecord all telephone calls between the public and th&-9 Center, and police
radio traffic. This is triggered when a community member contacts the department by calliigo®

the departments noremergency numbers, including all outbound calls place@iy call takers and
dispatchers and all radio traffic between dispatchers and police personnel including police officers,
parking enforcement officers, and police detectives utilizing the police radio system.

Requests for audio recordings are initiateyl detective units investigating a crime, legal counsel, and
other outside entities. Recordings may also be initiated by the public using the Public Disclosure Process.

In addition, RCW 9.73.090 permits police, fire, emergency medical service, emecgemoynication

center, and poison control center personnel to record incoming telephone calls to police and fire
stations, licensed emergency medical service providers, emergency communication centers, and poison
centers.
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ConcernThe 90day data retentian period for Logging Recorder data is lengthy and is not clearly
justified in the SIR.

CTO Assessmerithe data retention for the information collected through this system provides
adequate time for any investigation, review, audit or litigation that may occur regarding the recordings.
A shorter period of time for data retention is not required or advidadaddition, the SIR provides

details and policy information about data deletion and governance of the data collected.

SIR Response:
Section 5.3What measures will be used to destroy improperly collected data?

SPD policy contains multiple provisionsatmid improperly collecting dat&PD Policy 7.0dbverns the
submission of evidence and requires that all collected evidence be documiende@O ReporEPD

Policy 7.09Gpecifically governs the collection and submission of photographic evidence. Evidence is
submitted to theEvidence Unit and associated with a specific GO Number and investigatiorsAnd,
Policy 7.11@overns the collection and submission of aurkcorded statements. It requires that

officers state their name, the Department name, the General Offense number, date and time of
recording, the name of the interviewee, and all persons present at the beginning of the recording.

Additionally,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting and
documenting any suspected biassed behavior, as well as accountapitheasures.

All SPD employees must adhere to laws, City policy, and Department BéligyPolicy 5.0pland any
employees suspected of beifgviolation of laws or policy or other misconduct are subject to discipline,
as outlined iNSPD Plicy 5.002 SPD Policy 5.0@lso ensures that communication on the systems
subject to collection on this system is official in nature.

Per theCJIS security policy:

5.8.3 Digital Media Sanitization and Disposal The agency shall sanitize, that is, overwrite at least three
times or degauss digital media prior to disposal or release for reuse by unauthorized individuals.
Inoperable digital media stl be destroyed (cut up, shredded, etc.). The agency shall maintain written
documentation of the steps taken to sanitize or destroy electronic media. Agencies shall ensure the
sanitization or destruction is witnessed or carried out by authorized personnel

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when no longer required,
using formal procedures. Formal procedures for the secure disposal or destruction of physical media
shall minimize the risk of sensitive informatiomgaromise by unauthorized individuals. Physical media
shall be destroyed by shredding or incineration. Agencies shall ensure the disposal or destruction is
witnessed or carried out by authorized personnel.

ConcernThere is no clear designation of what datallected by the Logging Recorder is shared with
third parties and for whatpurposes.

CTO AssessmersPD provides clear and adequate details about third party agencies with whom the

911 logging recording data is shared and for what purposes. Speoffigatd compliance to the

agreements between departments and agencies are provided in the SIR, including information about the
Washington Public Records Act and possible redaction or exemptions.
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SIR Response:
Section 6.1Which entity or entities insidand external to the City will be data sharing partners?
No person, outside of SPD and Seattle IT, has direct access to the application or the data.

As Seattle IT supports the NICE system on behalf of SPD, a Management Control Agreement exists
between SPD and Seattle IT. The agreement outlines the specifications for compliance, and enforcement
related to supporting the NICE system through irdepartmental partnership. The MCA can be found

in the appendices of the SIR.

Data obtained from the system may be shared outside SPD with the other agencies, entities, or

individuals within legal guidelines or as required by law. Data may be shared with censitiies in

connection with criminal prosecutions:

{SraatsS /AGe 'GG2NySeQa h¥FFAaAOS

YAYy3 [/ 2dzyGe tNRaSOdziaAy3a ' Gi2NySeQa hF¥Faos
King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

Similar eatities where prosecution is in Federal or other State jurisdictions

=A =4 =4 4 -4 A 4

Data may be made available to requesters pursuant to the Washington Public Recoidsaiter
nH®pc w/ SPwilltapply applidable exemptions to the data before disclosing to a requester.
Individuals have the right to inspect criminal history record information maintained by the department
(RCW 10.97.03GPD Policy 12.0h0ndividuals can access their own information by submitting a public
disdosure request.

PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, and reegdodi
NBljdzSada aF2NI DSYSNIf hFFSyasS wSLRNIa FTNRY 20KSNJ
F3SyOASaz a ¢Sttt a FNRY AyadaNI yoOS O2YLI yASade

Discrete pieces of data collected by CAD may be shared with other law enforcement agencies in wanted
bulletins, and in connection with law enforcement investigations jointly conducted with those agencies,

or in response to requests from law enforcement agencies investigating criminal activity as governed by

SPD Policy 12.0%Md 12.110 All requests for data from Federal Immigration and Customs Enforcement

OL/ 90 FdziK2NAGASAE NBE NBFSNNBR (2 GKS al@&2NnRa h¥¥
Directive, dated February 6, 2018.

SPD shares data with authorizesbearchers pursuant to properly execute research and confidentiality
agreements as provide [BPD Policy 12.05%his shdng may include discrete pieces of data related to
specific investigative files collected by the system.

Section 6.1Data sharing is not an automatic component of th&-9 recording system. Instead, discrete
recordings may be shared only within the cextt of the situations outlined in 6.1.

Section 6.3.1Are there any restrictions on ne@ity data use?
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Law enforcement agencies receiving criminal history information are subject to the requiremétis of
CER Part 2@egulating criminal justice information systems. In addition, Washington State law
enforcement agencies are subject to the provision8\@fC 44620-260 (auditing and dissemination of
criminal history record information system&ndRCW Chapter 10.97 (Washington State Criminal
Records Privacy AcOnce disclosed in response to PRA request, there are no restrictions edityon

data use; however, applicable exemptions will be applied prior to disclosure to any requestor who is not
authorized to receive exempt content.

Concern:Securityof systemand protection from data breach

CTO Assessmerniito computer system is completely immune from potential data breach however, SPD
and Seattle IT have implemented industry best practices regarding access controls, intrusion detection
tools, multifactor autrentication, audit logs, and firewalls per CJIS regulatory requirements to ensure
the security of the data collected by this and all other SPD systems. The relevant SIR responses below
provide details about the measures in place to secure data at colleétigransit and at rest.

SIR Response:

Section 4.10What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification logging,
etc.)?

Only authorized SPD users can access the system, technology, or the data. Access to the application is
limited to SPD personnel via passwgmabtected login credentials. Logs of system activity are kept for
both automatic system functions and user actiortsiah provide an audit trail to safeguard against
potential unauthorized access to stored information. In addition, the following security measures are in
place to ensure data and system security:

T 5F0F A& aSOdz2NBf & Ay Lldgirotectefl Retwdzk \BtR acgess linfitedicdQ d LI 3 & &
authorized detectives and identified supervisory personnel.

1 The entire system is located on the SPD network which is protected by industry standard
firewalls. The Seattle IT Department performs routine monitoring of the SPD network.

1 All SPD employees are backgrounded and access is controlled by SPD Manuapiatksibns
governing Department Information Systems includé®D Policy 12.04@epartmentOwned
Computers, Devices & Softwarg?D Policy 12.05riminal Justice Information Systers$D
Policy 12.08@ Department Records Access, Inspection & Dissemingtieb, Policy 12.110
Use of Departmentnail & Internet Systems, arfePD Policy 12.1XlUse of Cloud Storage
Services.

T {t5Qa !'dzZRAGEZ t2fA08 FYR wSASINODK {SOlAz2y o!t w{
at any time. The Office of Inspector General andféteral monitor can also access all data and
audit for compliance at any time.

9 ITD client services interaction with SPD systems is governed according to the terms of the 2018
Management Control Agreement between ITD and SPD, which states that:
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1 &t dzM&od3eattle Municipal Code (SMC) 3.23, ITD provides information technology systems,
services and support to SPD and is therefore required to support, enable, enforce and comply
with SPD policy requirements, including the FBIs Criminal Justice InforrSativices, (CJIS)

{ SOdzNR (& t2fA0e ¢
9 This MCA document may be foundAppendix I

CJIS Security Policy
Additionally, per the CJIS Security Policy, the following safeguards are in place:

1 The agency shall establish identifier and authenticator processes.

1 Twofactor authentication employs the use of two of the following three factors of
authentication: something you know (e.g. 08/16/2018 CJdIEED0OC081405.7 37 password),
something you have (e.g. hard token), something you are (e.g. biometric). The two
authentication factors shall be unique (i.e. password/token or biometric/password but not
password/password or token/token).

1 Unsuccessful login attemptghe system shall enforce a limit of no more than 5 consecutive
invalid access attempts by a user éattpting to access CJl or systems with access to CJI). The
system shall automatically lock the account/node for ari@ute time period unless released
by an administrator.

1 When CJl is transmitted outside the boundary of the physically secure locatiamgtdoshall be
immediately protected via encryption. When encryption is employed, the cryptographic module
used shall be FIPS 12Qertified and use a symmetric cipher key strength of at leastii®?8
strength to protect CJI.

1 When ClJl is at rest (i.e. stal digitally) outside the boundary of the physically secure location,
the data shall be protected via encryption. When encryption is employed, agencies shall either
encrypt CJl in accordance with the standard in Section 5.10.1.2.1 above or use a symmetric
cipher that is FIPS 197 certified (AES) and at leasbi2S&ength.

9 Intrusion Detection Tools/Techniques such as monitor inbound and outbound communications
for unusual or unauthorized activities, send individual intrusion detection logs to a central
logging facility where correlation and analysis will be accomplished as a system wide intrusion
detection effort, employ automated tools to support nemaktime analysis of events in
support of detecting systerevel attacks.

1 Audit- Each agency shall lbesponsible for complying with all audit requirements for use of CJIS
Systems. Each CSO is responsible for completing a triennial audit of all agencies with access to
/ WL{ {e&aiSya GKNRBdJAK (GKS /{hQa ftAySao

f ¢KS | 3Sy0eQa AyTz2N)YI lthepplicatiénaid®dnopetafint gystemLINRE RdzOS =
level, audit records containing sufficient information to establish what events occurred, the
sources of the events, and the outcomes of the events. The agency shall periodically review and
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update the list of ageneglefined auditable events. In the event an agency does not use an
automated system, manual recording of activities shall still take place.

1 A personally owned information system shall not be authorized to access, process, store or
transmit CJI unless the agency has established and documented the specific terms and
conditions for personally owned information system usage.

91 Publicly accessiblemputers shall not be used to access, process, store or transmit CJI.
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AppendixA: Glossary

Accountable:(taken from the racial equity toolkitResponsive to the needs and concerns of those most
impacted by the issues you are working on, particularlgaimmunities of color and those historically
underrepresented in the civic process.

Communityoutcomes:(taken from the racial equity toolkithe specific result you are seeking to
achieve that advances racial equity.

Contracting equity(taken from the acial equity toolkit. Efforts to achieve equitable racial outcomes in
the way theCityspends resources, including goods and services, consultants and contracting.

DONG RSLI NI YSyild 2& ySAIKo2ZNK22RaA

Immigrantand refugee access to servicdtaken fromthe racial equity toolkit.xsovernment services
and resources are easily available and understandable &ealitleresidents, including nonative
English speakers. Full and active participation of immigrant and refugee communities eSststi &
civic, economic and cultural life.

Inclusive outreach and public engagemeiftaken from the racial equity toolkitBrocesses inclusive of
people of diverse races, cultures, gender identities, sexual orientations andesmriomic status.

Access to informi@on, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individualracism:(taken from the racial equity toolkitBrejudgment, bias, stereotypes about an
individual or group based amace. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional racism:(taken from the racial equity toolkitQrganizational programs, policies or
procedures that worko the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

OCH Office of Avil Rghtsé

Opportunity areas:(taken from the racial equity toolkitPneof seven issue areas tlggty of Seattleis
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: education, health, community development, criminal justice, jobs, hoasimghe
environment

Racialequity: (taken from the racial guity toolkit.) When social, economic and political opportunities
FNE y20 LINBRAOGSR oF&aSR dz2lRy | LISNER2YyQa NI OSo
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Racialinequity: (taken from the racial equity toolkitWhen

I LISNA2YQa NI OS Oly [aNndSRAC
political opportunities ad outcomes.

REW aNI OAlf SldzadGe G222t 1A

Seattleneighborhoods (taken from the racial equity toolkit
neighborhood) Boundaries defined for the purpose of
understanding geographic areasSeattle

Stakeholders{taken from the racial equity toolkitThose
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: specific racial/ethnic groups, other institutions like
Seattlehousing authority, schools, communibased
organizations, cange teamsCityemployees, unions, etc.

Structuralracism:(taken from the racial equity toolkit-Jhe
interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and conditio
for communities of color comparety white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance ordinanceSeattleCity Councilpassed
ordinancel25376al2 NBFSNNBR (2 | &
ordinance¢

B Area Shared by Two Districts
QO Neighborhood Service Centers

SIR ésurveillance impact repoft a document which captures the fulfillment of t@®uncHdefined
survdllance technology review process, agu@ed byordinancel25376

Workforce equity:(taken from the racial equity toolkitBnsure theCitys workforce diversity reflects
the diversity ofSeattle

502y 2 YA
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AppendixB: Meeting Notice(s)

City Surveillance
Technology Fair

February 27, 2018
6:00 p.m. -8:00 p.m.

Bertha Knight Landes Room, 1% Floor City Hall
600 4™ Avenue, Seattle, WA 98104

Join us for a public meeting to comment on a few
of the City’s surveillance technologies:

Seattle City Light Seattle Fire Department
e Binoculars e Computer Aided Dispatch
e Sensorlink Ampstik Seattle Police Department
e Sensorlink Transformer Meter e 911 Call Logging Recorder
Seattle Department of Transportation e Computer Aided Dispatch
e Acyclica e (Coplogic

Can’t join us in person?

Visit www.seattle.gov/privacy to leave an online comment or send your
comment to Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. The Open Comment period is from
February 5 - March 5, 2019.

Please let us know at Surveillance@seattle.gov if you need any
accommodations. For more information, visit Seattle.gov/privacy.

Surveys, sign-in sheets and photos taken at this event are considered a public record and may be subject to
public disclosure. For more information see the Public Records Act RCW Chapter 42.56 or visit
Seattle.gov/privacy. All comments submitted will be included in the Surveillance Impact Report.
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Giam Sat Thanh Pho
Hoi Cho Cong Nghé

ngay 27 thang 2 nam 2019
6 :00 gi® chiéu — 8:00 gi® chiéu

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Hay tham gia cuc}p hop c{)ng cdng cung chung
téi dé nhan xét vé mét s6 céng nghé giam sat
cua Thanh phé:

Seattle City Light Seattle Fire Department (S& Phong Chay Chira
o Ong nhom quan sat Chay Seattle)
o Sensorlink Ampstik e Hé Théng Théng Tin Biéu Van C6 May
o Ddng hd do may bién ap ctia Sensorlink Tinh Tre Giup
Seattle Department of Transportation (S& Giao  Seattle Police Department (S& Canh Sat
Thong Van Tai Seattle) Seattle) . X
e Acyclica e Hé Th{)ng Ghi Am Cuéq Goi 911
e Hé Thong Théng Tin Diéu Van Cé May
Tinh Trg Gidp
e Coplogic

Quy vi khéng thé t&i tham duw trwc tiép cung
chung t6i?
Hay truy cap www.seattle.gov/privacy va dé lai nhan xét trwc tuyén hodc guvi
y kién cta quy vi t¢i Surveillance and Privacy Program, Seattle IT, PO

Box 94709, Seattle, WA 98124. Giai doan Gop Y M& twr
Ngay 5 thang 2 - Ngay 5 thang 3 nam 2019.

Vui ldng théng bao cho chang téi tai Surveillance@seattle.gov néu
quy vi can bat ky diéu chinh nao. Dé cé thém thong tin, hdy truy cap
Seattle.gov/privacy.

Cac khado sat, danh sach dang ky va anh chup tai sw kién nay dwoc coi la théng tin cong cong va cé thé dwoc
tiét 16 cong khai. Dé biét thém théng tin, hay tham khao Public Records Act (Pao Luat H5 So Céng Céng)
RCW Chuwong 42.56 hodc truy cap Seattle.goviprivacy. Tat ca cac y kién déng gép ma quy vi givi dén sé duoc
dwa vao Bao Cao Tac Bong Giam Sat.
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Eksibisyon ng Teknolohiya Sa
Pagmamatyag sa Lungsod

Pebrero 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Samahan kami para sa isang pampublikong
pagpupulong upang magbigay ng komento sa ilan sa
mga teknolohiya sa pagmamanman ng Lungsod:

Seattle City Light Seattle Fire Department (Departamento para sa

e Mga Binocular Sunog ng Seattle)

e Sensorlink Ampstik o Pagdispatsa sa Tulong ng Computer

e Sensorlink Transformer Meter Seattle Police Department (Departamento ng Pulisya
Seattle Department of Transportation ng Seattle)
(Departamento ng Transportasyon ng Seattle) e Rekorder ng Pagtawag sa 911

e Acyclica e Pagdispatsa sa Tulong ng Computer

e Coplogic

Hindi kami masasamahan nang personal?

Bumisita sa www.seattle.gov/privacy upang mag-iwan ng online na komento o
ipadala ang iyong komento sa Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124. Ang panahon ng Bukas na Pagkomento ay sa
Pebrero 5 - Marso 5, 2019.

Mangyaring ipaalam sa amin sa Surveillance@seattle.gov kung kailangan mo ng anumang
tulong. Para sa higit pang impormasyon, bumisita sa Seattle.gov/privacy.

Itinuturing na pampublikong rekord ang mga survey, papel sa pag-sign-in at mga larawan na makukuha sa pangyayaring ito at
maaaring mapasailalim sa paghahayag sa publiko. Para sa higit pang impormasyon, tingnan ang Public Records Act (Batas sa Mga
Pampublikong Rekord) RCW Kabanata 42.56 o bumisita sa Seattle.gov/privacy. Isasama ang lahat ng isinumiteng komento sa
Surveillance Impact Report (Ulat sa Epekto ng Pagmamanman).

Retroactive Technology Request BEATTLE POLIr Appendix B: Meeting Notice(k)Surveillance Impact Reportg11 LOGGINC
DEPARTMEN RECORDHpage 55



U\ e
Att 1¢ 911 Logging Recorder SIR Gli\ CIty Of Seattle
V2

Feria de tecnologia de
vigilancia ciudadana

27 febrero de 2019
De 6:00 p. m. a 8:00 p. m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Acompanenos en la reunidn publica para dar su
opinidn sobre algunas de las tecnologias de vigilancia
de la ciudad:

Seattle City Light Seattle Fire Department (Departamento de

e Binoculars Bomberos de Seattle)

e Sensorlink Ampstik e Computer Aided Dispatch

e Sensorlink Transformer Meter Seattle Police Department (Departamento de Policia
Seattle Department of Transportation de Seattle)
{Departamento de Transporte de Seattle) e 911 Call Logging Recorder

e Acyclica e Computer Aided Dispatch

e Coplogic

é¢No puede asistir en persona?

Visite www.seattle.gov/privacy para dejar un comentario en linea o enviar sus
comentarios a Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. El periodo de comentarios abiertos es desde el
5 de febrero al 5 de marzo de 2019.

Avisenos en Surveillance@seattle.gov si necesita adaptaciones especiales. Para
obtener mas informacion, visite seattle.gov/privacy.

Las encuestas, las planillas de asistencia y las fotos que se tomen en este evento se consideran de dominio publico y
pueden estar sujetas a la difusion publica. Para obtener mas informacion, consulte la Public Records Act (Ley de
Registros Publicos), RCW capitulo 42.56, o visite Seattle.gov/privacy. Todos los comentarios enviados se incluiran en el
Informe del efecto de la vigilancia.
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Kormeerida Bandhigga
Tiknoolajiyada ee Magaalada

Feebaraayo 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Nagulasoo biir bandhigga dadweynaha si fikir looga dhiibto dhawr
kamid ah aaladaha tiknoolajiyada ee City surveillance:

Seattle City Light Seattle Fire Department
e Binoculars (Waaxda Dab damiska ee Seattle)
e Sensorlink Ampstik e Adeeg Qaybinta Kumbuyuutarka loo
¢ Sensorlink Cabiraha mitirka Gudbiyaha adeegsado
Seattle Department of Transportation Seattle Police Department
(Waaxda Gaadiidka ee Seattle) (Waaxda Booliiska ee Seattle)
e Acyclica e Qalabka Duuba Wicitaanada 911
e Computer Aided Dispatch
e Coplogic

Nooguma imaan kartid miyaa si toos ah?

Booqo barta www.seattle.gov/privacy si aad fikirkaaga oonleen ahaan uga dhiibato
Surveillance and Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124.
Mudada Fikrad Dhiibashadu furantahay waxay kabilaabanaysaa
Feebaraayo 5 - Maarso 5, 2019.

Fadlan noogusoo gudbi ciwaankaan Surveillance@seattle.gov hadaad
ubaahantahay hooy laguusii gabto. Wixii macluumaad dheeri ah,
booqo Seattle.gov/privacy.

Xog aruurinada, waraagaha lasaxixaayo iyo sawirada lagu qaado munaasabadaan waxaa loo agqoonsanayaa diiwaan
bulsho waxaana suuragal ah in bulshada lagu dhex faafiyo. Wixii macluumaad dheeri ah kafiiri Public Records Act
{Sharciga Diiwaanada Bulshada) RCW Cutubkiisa 42.56 ama booqo Seattle.gov/privacy. Dhammaan fikradaha ladhiibto
waxaa lagusoo darayaa Warbixinta ugu danbaysa ee Saamaynta Qalabka Muraagabada.
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Y NEY S

V2

2019 &£ 2 A 27 H
T4 6:00 24 8:00

Bertha Knight Landes Room, 1%t Floor City Hall
600 4" Avenue, Seattle, WA 9810

TAIABRAIRI ARSIV, B T EX
A2 RBEEAREN:

41

Seattle City Light Seattle Fire Department (P HEEJH )
o HEEH o IMENAHENEE
e Sensorlink Ampstik Seattle Police Department (PHHEEIEZLE)
e Sensorlink ZFEE5F% o 911 BIHIEEFHH

Seattle Department of Transportation (¥ o HENEHENEE

BB IS e CopLogic

e Acyclica

TIESRE AR ?
Tilal www. seattle. gov/privacy KRELIFILBHERE N KIER
Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. JFikiTit il

2019 %2 2 H 5 HZ 3 AH 5 H.

MR B TFELAMEERS, L Surveillance@seattle. gov BRARRANT.
FERBELER, 1BV Seattle. gov/privacy.

WUGEAPFHIEE. SRRAB AN AILIETR, TRESWAFHE. AREZREE, BSM Public
Records Act (5 BATFE) RCW & 42.56 =Bk Seattle. gov/privacy. A ITA B NAPE O SEKIER
M3 5 P
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V2

Al ZAl

Jl= B2

201949 2 & 27 &
L= 6:00 - 2= 8:00

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

SHZ2 0 Z2HOGIAIL, TAl ZAl D=1 2& st
o|lAS -E-%EH FHA2L.

Seattle Fire Department(AlOHE
HEH XNE &3 XAl

A=)

s

Seattle City Light
o MO A o
e Sensorlink Ampstik Seattle Police Department(AlOHE ZH & =)
e Sensorlink B2 J] 0/H e 911 &3l JIE 53]
Seattle Department of Transportation(Al O £ o AFH XA &S XAl
nE2) e Coplogic
e Acyclica

>I

s& HF0HII HARKAIIR?
o|AZE I AIHLE Surveillance and
= J.|:|OH

www.seattle.gov/privacy € BHEGIA M 2212l
= =0

Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 = 2| A
Jlzt2 2019 28 52 - 38 5 2LICH

=T N e e S R e
2 Surveillance@seattle.gov 2 22|oH Z=A|J| HIELICH

HolALEH0| 2 R58tAl &
KtAI8t 8 2 & Seattle.gov/privacy & &0 FAAIL.
HIIEez =0 2etdl SHE +~ USLICH

I|O_T|_

2 AU A TS A2 ZAL B AN L AIRIS 2
TLAIEE ALt Public Records Act(%%)]%%%") RCW BE 42.56 2 & ZX3tA|HLE, Seattle.gov/privacy 2
SL25LAID| HIZLICH RIEE 22 A2 2Al Z& BN =SELICL
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S B
R EE

V2

201942 A 27 H
T4 6:00 2 4 8:00

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

TIARMI AT ER - B NEH
HLITHEESRFATEY R A,

Seattle City Light Seattle Fire Department ( FEFEE]HEGE )
o IR o SRR
o Sensorlink Ampstik Seattle Police Department ( PHIEEE 2 )
o Sensorlink SEAZR T o 011 MBREACHERR SR
Seattle Department of Transportation ( FETEEACEE) o FESERISsE
o Acyclica o CopLogic

AR BRI ?
iE5 www.seattle.gov/privacy 28R 4R _FaFam el REYE REZE ZE Surveillance and

Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 - BaiG amHl ¢
20192 H5HE3H5H -

WRAER B A{EAAR TS » 5558 Surveillance@seattle.gov HE&E AT - S
BN F5iEEH Seattle.gov/privacy e

BEROEENTRYEE - FARTIGR B R A H4CHE - TIREE B ABAIKEE - ARIE 2 &R - 55ER Public Records
Act CEIAEEE) RCW 25 42.56 B Seattle.goviprivacy  JRCHIFTA ﬁ%%ﬂ%@%ﬁﬁ"ﬁ%/%ﬁﬁﬁzm
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AppendixC Meeting Sgn-in Sheet(s)

Neighborhood
[ Ballard

[J Belltown

[ Beacon Hill

OJ Capitol Hill

[ Central District
[J Columbia City
] Delridge

[J First Hill

(1 Georgetown
[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[X] Asian

[J Black or African American

[J Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

X1 White

[ Prefer not to Identify

Neighborhood
[J Ballard

[1 Belltown

[] Beacon Hill

[ capitol Hill

U] Central District
] Columbia City
[ Delridge

I First Hill

[ Georgetown
] Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[J Asian

[ Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

[ White

[ prefer not to Identify

Twnelde, Wade Sdem

Retroactive Technology Request BEATTLE POLIr

[ International District

O interbay

[ North

[J Northeast

[ Northwest

[J Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

L] Under 18

(A 18-44

[ 45-64

[ 65+

[ Prefer not to identify

[J International District

I Interbay

[J North

(] Northeast

[J Northwest

[0 Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

(] Under 18

-18-44

[ 45-64

[ 65+

[ Prefer not to identify

DEPARTMEN

CﬁlS City of Seattle

[J Southeast ‘
O Southwest '

7

[J South Park

1 wallingford / Fremont

[ West Seattle

O King county (outside Seattle)
L Outside King County

O Prefer not to identify

Gender

[J Female

¢ Male

[0 Transgender

[ Prefer not to identify

[J Southeast ‘ \
[J Southwest b\
[J South Park l

[ Wallingford / Fremont

[J West Seattle

% King county (outside Seattle)
Outside King County

Gender
Female
O Male
[J Transgender
[J Prefer not to identify
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Neighborhood

[ Ballard

[J Belltown
Beacon Hill

[J Capitol Hill

[ Central District

[ Columbia City

[J Delridge

CJ First Hill

[J Georgetown

[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
(] Asian
;@@Iack or African American

[J Hispanic or Latino

[ Native Hawaiian or other Pacific
Islander

] White

LI Prefer not to Identify

Neighborhood
[J Ballard

[ Belltown

[J Beacon Hill

[ capitol Hill

[J Central District
[ Columbia City
[ Delridge

[ First Hill

[ Georgetown
[J Greenwood / Phinney

Race/Ethnicity
[0 American Indian or Alaska Native
] Asian
"B Black or African American
[ Hispanic or Latino
[J Native Hawaiian or other Pacific
Islander
[J white
L] Prefer not to ldentify

[ International District

[ Interbay

[J North

[J Northeast

[J Northwest

[J Madison Park / Madison Valley
[ Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

[J Under 18

518-44

[ 45-64

O 65+

[ Prefer not to identify

[J International District

O Interbay

[J North

[ Northeast

[J Northwest

[J Madison Park / Madison Valley
[0 Magnolia

[J Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age
[J Under 18
~518-44
[J45-64
[J 65+
O Prefer not to identify

[J Southeast
[J Southwest
[J South Park

CﬁlS City of Seattle

i

L] wallingford / Fremont

[J West Seattle

[ King county (outside Seattle)
[J Outside King County

O Prefer not to identify

Gender
Female
O Male

[J Transgender
L] Prefer not to identify

[ Southeast
O Southwest
[J South Park

\
\
)

[J wallingford / Fremont

v est Seattle

“ 0 King county {outside Seattle)
[J Outside King County
[ Prefer not to identify

Gender
[J Female

“HMale

[ Transgender
[ Prefer not to identify
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Neighborhood
UJ Ballard

[ Belltown

7 Beacon Hill

] Capitol Hill

L] Central District
[J Columbia City
] Delridge

U First Hill

[J Georgetown
U Greenwood / Phinney

Race/Ethnicity
O American Indian or Alaska Native
U Asian
lack or African American
O Hispanic or Latino
[ Native Hawaiian or other Pacific
Islander
[ White
U Prefer not to Identify

Neighborhood
[ Ballard

[ Belltown

[] Beacon Hill

[ Capitol Hill

[ Central District
[] Columbia City
[ Delridge

[ First Hill

[] Georgetown
[J Greenwood / Phinney

Race/Ethnicity

gﬁmerican Indian or Alaska Native
" Asian

[] Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

] White

[ Prefer not to Identify

Retroactive Technology Request BEATTLE POLI

[ International District
O Interbay
[ North
[J Northeast
[J Northwest
L Madison Park / Madison Valley
[J Magnolia
ainier Beach
[J Ravenna / Laurelhurst
[J South Lake Union / Eastlake

Age

[J Under 18
MfT38-44

[J 45-64

[ 65+

U Prefer not to identify

[J International District

[J Interbay

[J North

[] Northeast

[J Northwest

[] Madison Park / Madison Valley
[J Magnolia

[J Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

[ Under 18
Igé‘-rm

0 45-64

[J 65+
[ Prefer not to identify

DEPARTMEN

CﬁlS City of Seattle

[J Southeast ‘ \
J Southwest \
([ South Park l '
1 wallingford / Fremont

[J West Seattle

LI King county (outside Seattle)

[J Outside King County

U Prefer not to identify

Gender

ale
[ Male
[J Transgender
I Prefer not to identify

[ Southeast ‘ \
[] Southwest ’\
[J South Park l

[ wallingford / Fremont

E}/est Seattle -
King county (outside Seattle)

[J Outside King County

Gender
] Eeémale
Male
[ Transgender
[ Prefer not to identify
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Neighborhood
[ Ballard

A Belltown

[J Beacon Hill

O Capitol Hill

[ Central District
[ Columbia City
[ Delridge

[ First Hill

[ Georgetown
[ Greenwood / Phinney

Race/Ethnicity

[0 American Indian or Alaska Native
A Asian

[ Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific

Islander

O White

[ prefer not to Identify

Neighborhood

(] Ballard

(] Belltown

[J Beacon Hill

%Capitol Hill
Central District

[J Columbia City

[ Delridge

[ First Hill

[J Georgetown
[ Greenwood / Phinney

Race/Ethnicity

[ American Indian or Alaska Native
NAsian

[0 Black or African American

[ Hispanic or Latino

[ Native Hawaiian or other Pacific

Islander
M \Ahita

Retroactive Technology Request BEATTLE POLIr

[ International District

O Interbay

[ North

[J Northeast

O Northwest

[J Madison Park / Madison Valley
[ Magnolia

[J Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

[J Under 18

[J18-44

“25-64

O 65+

[ Prefer not to identify

[ International District

O Interbay

[ North

[ Northeast

[ Northwest

[0 Madison Park / Madison Valley
] Magnolia

[ Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

[J Under 18

N, 18-44

J 45-64

[J 65+

[J Prefer not to identify

DEPARTMEN

[ Southeast
[J Southwest
[J South Park

\l
G city of Seattle
O wallingford / Fremont

\
A\
G

[ King county (outside Seattle)
[ Outside King County

Gender
O Female
HAMale
[ Transgender
[ prefer not to identify

[J Southeast
[ Southwest I

="/

[0 South Park

[ wallingford / Fremont

[ West Seattle

[ King county (outside Seattle)
[J Outside King County

Gender

@QEemaIe

I Male

[J Transgender

O prefer not to identify
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