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Memo 
 
Date:  April 24, 2019 
To:  City Council 
From: Deputy Chief Marc Garth Green, Seattle Police Department 
Subject:  Computer Aided Dispatch (CAD) 
 
 

Description 

¢ƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ф-1-1 Center is the primary Public Safety Answering Point (PSAP) for 
emergency 9-1-1 calls placed within the City of SeattleΦ {t5Ωǎ /ƻƳǇǳǘŜǊ !ƛŘŜŘ 5ƛǎǇŀǘŎƘ ό/!5ύ ǎȅǎǘŜƳ 
consists of a set of servers and software deployed on dedicated terminals in the 9-1-1 center, on SPD 
ŎƻƳǇǳǘŜǊǎΣ ŀǎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǇŀǘǊƻƭ ǾŜƘƛŎƭŜǎΩ ƳƻōƛƭŜ Řŀǘŀ ŎƻƳǇǳǘŜǊǎ όa5/ǎύΣ ŀƴŘ ƻƴ ǎƻƳŜ ƻŦŦƛŎŜǊǎΩ 
smart phones. It assists 9-1-1 Center call takers and dispatchers process requests for police services, 
collect information from 9-1-1 callers, and provide dispatchers with real-time patrol unit availability so 
dispatchers may dispatch appropriate patrol resources to requests for police service. CAD software also 
provides real-ǘƛƳŜ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǎŜǊǾƛŎŜΣ 
including relevant information obtained by responding officers. The Seattle Police 9-1-1 Center is staffed 
24 hours per day, 365 days per year, receives approximately 900,000 calls resulting in the creation of 
approximately 250,000 CAD events per year. Approximately 135,000 additional CAD events are initiated 
by police officers during their normal patrol activities. 

Purpose 

Developed in the 1960s, Computer Aided Dispatch (CAD) systems are used by virtually all modern police 
departments. SPD uses the CAD system to assist in the coordination and documentation of the 
department response to requests for police services. There are two main functions of the CAD system: to 
initiate and log the appropriate police response, and to document the assignment and response of the 
correct police resources. CAD is the real-time record-ƪŜŜǇƛƴƎ ǎȅǎǘŜƳ ŦƻǊ ƻŦŦƛŎŜǊǎΩ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭls for 
ǎŜǊǾƛŎŜΣ ǘƘŜǊŜōȅ ŘƻŎǳƳŜƴǘƛƴƎ {t5Ωǎ ŀŎǘƛƻƴǎ ǊŜƭŀǘŜŘ ǘƻ ŜŀŎƘ ƻŦ ǘƘƻǎŜ ǊŜǉǳŜǎǘǎ ƛƴ ŀƴ ƻǊƎŀƴƛȊŜŘ ŀƴŘ 
reportable method.  
 

Benefits to the Public 

The mission of the Seattle Police Department is to prevent crime, enforce the law, and support quality 
public safety by delivering respectful, professional, and dependable police services. CAD is a technology 
that supports this mission by ensuring that police resources are efficiently and appropriately dispatched to 
address emergencies and by documenting the police response to those emergencies. The system allows 
for increased efficiencies in dispatching responses to emergencies. CAD also provides information that 
allows SPD to allocate patrol resources effectively while reducing response times. 
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Privacy and Civil Liberties Considerations 

During the privacy review of CAD and the public comment period, the perceived concerns that arose 
about the system were limited to how long data was kept in the CAD system and how securely. SPD 
acknowledges the most important unintended possible consequence related to the continued utilization 
of the CAD system is the unintentional release of privacy data. The policies in place requiring ACCESS and 
CJIS certification by all CAD users and the data security processes in place mitigate the likelihood of this 
occurring. 
 
5ŀǘŀ ŜƴǘŜǊŜŘ ƛƴǘƻ {t5Ωǎ /!5 ǎȅǎǘŜƳ ƛǎ ǊŜǘŀƛƴŜŘ ƛƴŘŜŦƛƴƛǘŜƭȅ ƻƴ {ŜŀǘǘƭŜ L¢ ƳŀƴŀƎŜŘ ǎŜǊǾŜǊǎ ŘŜŘƛŎŀǘŜŘ ǘƻ 
the CAD system. No data is deleted; however, updates are made as necessary to records. The entire CAD 
system resideǎ ƻƴ ǘƘŜ {t5Ωǎ ƴŜǘǿƻǊƪ ƳŀƴŀƎŜŘ ōȅ {ŜŀǘǘƭŜ L¢5 ŀƴŘ ƛǎ C.L /ǊƛƳƛƴŀƭ WǳǎǘƛŎŜ LƴŦƻǊƳŀǘƛƻƴ 
Services (CJIS) certified. 
 
All authorized users of CAD must be CJIS certified and must maintain Washington State ACCESS 
certification. SPD Policy 12.050 mandates that all employees receive Security Awareness Training (Level 2), 
and all employees also receive City Privacy Training. All SPD employees must adhere to laws, City policy, 
and Department Policy (SPD Policy 5.001), many of which contain specific privacy requirements. Any 
employees suspected of being in violation of laws or policy or other misconduct are subject to discipline, 
as outlined in SPD Policy 5.002. 
 

Summary 

CAD is a critical component which allows for SPD to act on its mission to prevent crime, enforce the law, 
and support quality public safety by delivering respectful, professional, and dependable police services. 
Approximately 385,000 CAD events are created each year by 9-1-1- call takers, dispatchers, and patrol 
officers in the City of Seattle. The CAD system provides efficient and necessary support to the SPD 
response to calls for service, providing dispatchers with real-time unit availability, dispatching the 
ŀǇǇǊƻǇǊƛŀǘŜ {t5 ǊŜǎƻǳǊŎŜǎΣ ŀƴŘ ŘƻŎǳƳŜƴǘƛƴƎ {t5Ωǎ ǊŜǎǇƻƴǎŜΦ  
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Upcoming 
for Review

Initial Draft
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Comment 
Period

Final Draft
Working 
Group

Council 
Review

Surveillance Impact Report όά{Lwέύ ƻverview 

About the Surveillance Ordinance 
The Seattle City Council passed Ordinance 125376, alsƻ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ άSurveillance 
Ordinance,έ ƻƴ September 1, 2017. SMC 14.18.020.b.1 charges the CityΩǎ ŜȄŜŎǳǘƛǾŜ ǿƛǘƘ 
developing a process to identify surveillance technologies subject to the ordinance. Seattle IT, on 
behalf of the executive, developed and implemented a process through which a privacy and 
surveillance review is completed prior to the acquisition of new technologies. This requirement, 
and the criteria used in the review process, are documented in Seattle it policy pr-02, the 
άǎǳǊǾŜƛƭƭŀƴŎŜ ǇƻƭƛŎȅέΦ  

How this Document is Completed 
This document is completed by the requesting department staff, support and coordinated by the 
Seattle information technology dŜǇŀǊǘƳŜƴǘ όάSeattle itέύΦ As Seattle it and department staff 
complete the document, they should keep the following in mind. 

1. Responses to questions should be in the text or check boxes only; all other information 
(questions, descriptions, etc.) Should not be edited by the department staff completing 
this document.  

2. All content in this report will be available externally to the public. With this in mind, avoid 
using acronyms, slang, or other terms which may not be well-known to external 
audiences. Additionally, responses should be written using principally non-technical 
language to ensure they are accessible to audiences unfamiliar with the topic. 

Surveillance Ordinance Review Process 
The following is a high-level outline of the complete SIR review process. 
 
 
 
 

The technology is 
upcoming for 
review, but the 
department has 
not begun drafting 
the surveillance 
impact report 
(SIR). 

Work on the initial 
draft of the SIR is 
currently 
underway. 

The initial draft of 
the SIR and 
supporting 
materials have 
been released for 
public review and 
comment. During 
this time, one or 
more public 
meetings will take 
place to solicit 
feedback. 

During this stage 
the SIR, including 
collection of all 
public comments 
related to the 
specific 
technology, is 
being compiled 
and finalized. 

The surveillance 
advisory working 
group will review 
each SIRΩǎ final 
draft and 
complete a civil 
liberties and 
privacy 
assessment, which 
will then be 
included with the 
SIR and submitted 
to Council. 

City Council will 
decide on the use 
of the surveillance 
technology, by full 
Council vote. 

http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf
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Privacy Impact Assessment  

Purpose 
A Privacy Impact Assessment όάPIAέύ is a method for collecting and documenting detailed 
information collected in order to conduct an in-depth privacy review of a program or project. A 
PIA asks questions about the collection, use, sharing, security and access controls for data that is 
gathered using a technology or program. It also requests information about policies, training and 
documentation that govern use of the technology. The PIA responses are used to determine 
privacy risks associated with a project and mitigations that may reduce some or all of those risks. 
In the interests of transparency about data collection and management, the City of Seattle has 
committed to publishing all PIAs on an outward facing website for public access.  

When is a Privacy Impact Assessment Required? 
A PIA may be required in two circumstances. 

1. When a project, technology, or other review has been flagged as having a high privacy 
risk.  

2. When a technology is required to complete the surveillance impact report process. This is 
one deliverable that comprises the report. 
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1.0 Abstract  

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the 
project/technology. 

¢ƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ф-1-1 Center is the primary Public Safety Answering Point 
(PSAP) for emergency 9-1-1 calls placed within the City of Seattle.  Computer Aided Dispatch 
(CAD) is a software package utilized by the {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ 9-1-1 Center. It assists 
9-1-1 Center call takers and dispatchers with receiving requests for police services, collecting 
information from 9-1-1 callers, and providing dispatchers with real-time patrol unit 
availability so dispatchers may dispatch appropriate patrol resources to requests for police 
service. CAD software also enables real-time documentation of the Seattle Police 
5ŜǇŀǊǘƳŜƴǘΩǎ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǎŜǊǾƛŎŜ, including relevant information obtained by 
responding officers.  

The Seattle Police 9-1-1 Center, staffed 24 hours per day, 365 days per year, receives 
approximately 900,000 calls resulting in the creation of approximately 250,000 CAD events 
per year. Approximately 135,000 additional CAD events are initiated by police officers during 
their normal patrol activities.   

Calls requiring a fire or medical response that do not also require a police response are 
transferred to the Seattle Fire Alarm Center for appropriate resource deployment and are not 
ŜƴǘŜǊŜŘ ƛƴǘƻ {t5Ωǎ /!5 ǎȅǎǘŜƳ.   

1.2 Explain the reason the project/technology is being created or updated and why the PIA is 
required.  

The CAD system automatically receives the telephone number, name (if available), and 
location of the caller (if available) from the West VIPER telephone system for calls placed to 
9-1-1. Non-emergency calls, and associated phone numbers, are not automatically entered 
into CAD. If the call is determined to be a request for police services, call takers and 
dispatchers then manually enter additional information into CAD, such as the nature of the 
emergency, and create a CAD event to facilitate a police response. Call takers and dispatchers 
may add supplemental information into CAD regarding scene safety, descriptions of 
individuals, vehicles, and premises.  Much of the privacy-sensitive information entered into 
CAD is provided by 9-1-1 or non-emergency callers or by officers or dispatchers who input 
information into the CAD system when responding to a call.  

All of the information and data that is entered into CAD is viewable and retrievable.  Some 
information from one call may be used for subsequent calls at the same location or involving 
the same individuals.    
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2.0 Project / Technology Overview 
Provide an overview of the project or technology. The overview gives the context and 
background necessary to understand the purpose, mission and justification for the project / 
technology proposed 

2.1 Describe the benefits of the project/technology. 

CAD is the system used by SPD to coordinate and document, in real-time, requests for police 
ǎŜǊǾƛŎŜ ŀƴŘ {t5Ωǎ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘƻǎŜ ǊŜǉǳŜǎǘǎΦ ¢ƘŜ ǘŜŎƘƴƻƭƻƎȅ ƛǎ ǳǎŜŘ by 9-1-1- call takers to 
document information reported by a 9-1-1 caller and then assists 9-1-1 dispatchers with 
prioritizing emergency calls and assigning appropriate police resources to incidents.  CAD is 
also used to document patrol officersΩ proactive policing όάƻƴ-viewsέ), such as initiating a 
traffic stop.  About 250,000 CAD events are created from the approximately 900,000 calls 
received by the 9-1-1 center annually, and approximately 135,000 CAD events are created 
ŀƴƴǳŀƭƭȅ ŦǊƻƳ ǇŀǘǊƻƭ ƻŦŦƛŎŜǊǎΩ ƻƴ-viewing an incident such as a traffic violation.   

Developed in the 1960s, CAD systems are used by virtually all modern police departments. 
Computer aided dispatch allows for increased efficiencies in dispatching responses to 
emergencies. CAD also provides information that allows SPD to allocate patrol resources 
effectively while reducing response times.  CAD is the real-time record-keeping system for 
ƻŦŦƛŎŜǊǎΩ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǎŜǊǾƛŎŜΣ ǘƘŜǊŜōȅ ŘƻŎǳƳŜƴǘƛƴƎ {t5Ωǎ ŀŎǘƛƻƴǎ ǊŜƭŀǘŜŘ ǘƻ ŜŀŎƘ ƻŦ 
those requests in an organized and reportable method. 
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2.2 Provide any data or research demonstrating anticipated benefits. 

aŎ9ǿŀƴΣ ¢ƻƳΦ Ŝǘ ŀƭΦ ά/ƻƳǇǳǘŜǊ !ƛŘŜŘ 5ƛǎǇŀǘŎƘ ƛƴ {ǳǇǇƻǊǘ ƻŦ /ƻƳƳǳƴƛǘȅ tƻƭƛŎƛƴƎΣ Cƛƴŀƭ 
wŜǇƻǊǘΦέ bŀǘƛƻƴŀƭ LƴǎǘƛǘǳǘŜ ƻŦ WǳǎǘƛŎŜΦ CŜō нллпΦ   

This 2004 research project studied the effects CAD systems have in the support of 
community policing objectives at several police departments throughout the United 
States. The benefits provided by CAD outlined in this article include; reporting access 
to recorded data, location of resource data, data on call types received, better crime 
analysis, department problem solving information, and resource allocation measures. 
The article also provided suggestions for enhancements, such as better integration 
with other data systems and more robust remote access for real-time CAD data by 
officers in the field, which have largely been implemented by CAD system developers 
in the years since.    

άVersadex PoliceCADέ Law and Order: The Magazine for Police Management.  Volume:56 
Issue:7. July 2008 Pages:38-40,42,43 

The Versadex PoliceCAD article details the history of the development of the 
Computer Aided Dispatch system created by Versadex. The style of CAD they 
developed was more streamlined and easier to integrate with other law enforcement 
data systems including records management systems. Effective CAD systems should 
άƛƳǇǊƻve delivery (of services) and boost the speed ŀƴŘ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ ŎŀƭƭŜǊΩǎ 
ŎǊƛǘƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜ ŜƳŜǊƎŜƴŎȅ ǊŜǎǇƻƴŘŜǊΦέ 

A study by the Illinois Department of Transportation on the impact of CAD systems: 
https://utc.uic.edu/wp-content/uploads/Strategic-Project-Plan-Computer-Assisted-
Scheduleing-and-Dispatch1.pdf  

This study by the Urban Transportation Center at the University of Illinois at Chicago, 
looks at the impact of CAD systems on the operation and coordination of paratransit 
services in the state of Illinois. Though this research was not specifically relevant to 
the dispatch of law enforcement services, the study provides insight into cost-savings 
and service improvements which are provided by the implementation of CAD 
systems.  

 

https://utc.uic.edu/wp-content/uploads/Strategic-Project-Plan-Computer-Assisted-Scheduleing-and-Dispatch1.pdf
https://utc.uic.edu/wp-content/uploads/Strategic-Project-Plan-Computer-Assisted-Scheduleing-and-Dispatch1.pdf
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2.3 Describe the technology involved. 

CAD (Computer Aided Dispatch) software, made by Versaterm, consists of a set of servers 
and software deployed on dedicated terminals in the 9-1-1 center, on SPD computers, and as 
an application on ǇŀǘǊƻƭ ǾŜƘƛŎƭŜǎΩ mobile data computers (MDCs) and on some officerǎΩ smart 
phones.   

When a request for police service is initiated by a 9-1-1 call or an officer on-viewing an 
incident, a CAD event is created by the 9-1-1 Center staff, and a unique CAD event ID number 
is automatically generated. Information related to that CAD event is entered into the CAD 
system. A call taker assigns the CAD event a specific type code and priority associated with 
the type of police service requested. The location of the event is entered and CAD validates 
the address, locates the address electronically, and then plots it on a map. Based on this 
information, the call taker routes the CAD call to the appropriate dispatcher. The dispatcher 
then assigns patrol officers to the service request and records this information in the CAD 
event. Each of the assigned patrol officers then log their activities related to that request for 
service into CAD using established codes. When the request for service is completed, the 
primary officer assigned closes the CAD call. Based upon the codes used to close the CAD call, 
the system then automatically routes the information recorded into SPDΩǎ wŜŎƻǊŘǎ 
Management System (RMS) where additional information, such as police reports and 
supplementary material, is stored.  

2.4 Describe Ƙƻǿ ǘƘŜ ǇǊƻƧŜŎǘ ƻǊ ǳǎŜ ƻŦ ǘŜŎƘƴƻƭƻƎȅ ǊŜƭŀǘŜǎ ǘƻ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ Ƴƛǎǎƛƻƴ. 

The mission of the Seattle Police Department is to prevent crime, enforce the law, and 
support quality public safety by delivering respectful, professional, and dependable police 
services. CAD is a technology that supports this mission by ensuring that police resources are 
efficiently and appropriately dispatched to address emergencies and by documenting the 
police response to those emergencies. 

2.5 Who will be involved with the deployment and use of the project / technology? 

{t5Ωǎ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎ ƻŦ /!5 include all sworn personnel, 9-1-1 Center staff, and other civilian 
staff whose business needs require access to this data. 

Additionally, Seattle IT provides client services and operational support for IT technologies and 
applications. In supporting SPD systems, operational and application services deploy and 
service SPD technology systems. Details about the IT department are found in the appendix of 
this SIR. 

All authorized users of CAD are Criminal Justice Information Services (CJIS) certified and 
maintain Washington State ACCESS (A Central Computerized Enforcement Service System) 
certification. More information on CJIS compliance may be found at the CJIS Security Policy 
website.  !ŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ !//9{{ Ƴŀȅ ōŜ ŦƻǳƴŘ ƻƴ ǘƘŜ ²ŀǎƘƛƴƎǘƻƴ {ǘŀǘŜ tŀǘǊƻƭΩǎ 
website.  

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
http://www.wsp.wa.gov/_secured/access/access.htm
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3.0 Use Governance  
Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City 
entities contracting with the City are bound by restrictions specified in the surveillance ordinance and 
privacy principles and must provide written procedures for how the entity will comply with any 
restrictions identified. 
 

3.1 Describe the processes that are required prior to each use, or access to/ of the project / 
technology, such as a notification, or check-in, check-out of equipment. 

 

Access for personnel into the system is predicated on state and federal law governing access 
to Criminal Justice Information Services (CJIS).  This includes pre-access background 
information, appropriate role-based permissions as governed by the CJIS security policy 
found in Appendix I, and audit of access and transaction logs within the system. All users of 
CAD must be CJIS certified and maintain Washington State ACCESS certification.  

3.2 List the legal standards or conditions, if any, that must be met before the project / 
technology is used.  

This technology is used each time the 9-1-1 Center receives a request for police service or 
when a police officer assigns themselves to an incident which was self-ƛƴƛǘƛŀǘŜŘ όŀƴ άƻƴ-
ǾƛŜǿέύ ǎǳŎƘ ŀǎ ŀ ǘǊŀŦŦƛŎ ǎǘƻǇΦ  !ōƻǳǘ нрл,000 CAD events are created from the approximately 
900,000 calls received by the 9-1-1 center annually, and approximately 135,000 CAD events 
ŀǊŜ ŎǊŜŀǘŜŘ ŀƴƴǳŀƭƭȅ ŦǊƻƳ ǇŀǘǊƻƭ ƻŦŦƛŎŜǊǎΩ ƻƴ-viewing an incident such as a traffic violation.   
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3.3 Describe the policies and training required of all personnel operating the project / 
technology, and who has access to ensure compliance with use and management policies. 

Supervisors and commanding officers are responsible for ensuring compliance with policies.   

All SPD employees must adhere to laws, City policy, and Department Policy (SPD Policy 
5.001), and any employees suspected of being in violation of laws or policy or other 
misconduct are subject to discipline, as outlined in SPD Policy 5.002.   

All authorized users of CAD must be CJIS certified and must maintain Washington State 
ACCESS certification.  SPD Policy 12.050 defines the proper use of criminal justice information 
systems. 

Outside of SPD, Seattle Information Technology Department (ITD) client services interaction 
with SPD systems is governed according to the terms of the 2018 Management Control 
Agreement (MCA) between ITD and SPD, which states that: 

άtǳǊǎǳŀƴǘ ǘƻ {ŜŀǘǘƭŜ aǳƴƛŎƛǇŀƭ /ƻŘŜ ό{a/ύ оΦноΣ L¢5 ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ 
systems, services and support to SPD and is therefore required to support, enable, enforce 
and comply with SPD policy requirements, including the FBIs Criminal Justice Information 
{ŜǊǾƛŎŜǎΣ ό/WL{ύ {ŜŎǳǊƛǘȅ tƻƭƛŎȅΦέ 

The MCA document may be found in Appendix I. 

Additionally, per the CJIS security policy, records of individual basic security awareness 
training and specific information system security training shall be documented, kept current, 
and maintained. Details of the compliance program in Appendix I. 

http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
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4.0 Data Collection and Use 

4.1 Provide details about what information is being collected from sources other than an 
individual, including other IT systems, systems of record, commercial data aggregators, publicly 
available data and/or other City departments. 

When an individual places a call to 9-1-1, the telephone number they are calling from, the 
location they are calling from, the name associated with the phone number (if available from 
the phone company), and the type of telephone service (landline, cell phone, VOIP phone) 
are provided by the West VIPER telephone system and automatically entered into CAD when 
a CAD call is initiated by the call taker.   

Additionally, private information may be entered into a CAD call by SPD officers requesting 
information, such as a warrant check, while responding to a request for service. 

4.2 What measures are in place to minimize inadvertent or improper collection of data? 

A CAD call is initiated when someone requests police services. All users of the CAD system are 
trained in its use to ensure the data collected is entered appropriately. Authorized users of 
the CAD system are required to be CJIS certified and adhere to the CJIS security policy, found 
in the appendices of this document. 

4.3 How and when will the project / technology be deployed or used? By whom? Who will 
determine when the project / technology is deployed and used? 

The Seattle Police 9-1-1 Center is the primary Public Safety Answering Point (PSAP) for 
emergency 9-1-1 calls placed within the City of Seattle. CAD is in continual use by police 
communications dispatchers.  When a call is entered into CAD, a radio dispatcher 
communicates to police resources in the field, maintaining contact with those resources and 
coordinating responses.   

4.4 How often will the technology be in operation?  

The CAD system is in continuous use 24 hours a day, 365 days a year. 

4.5 What is the permanence of the installation? Is it installed permanently, or temporarily? 

CAD software is permanently installed.   

4.6 Is a physical object collecting data or images visible to the public? What are the markings to 
indicate that it is in use? What signage is used to determine department ownership and contact 
information? 

The CAD software has no physical or visual indicator that it is in use.  The software itself runs 
24 hours a day, 7 days a week, 365 days a year. 
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4.7 How will data that is collected be accessed and by whom?  

Within SPD, only authorized users can access the system, technology, or the data. Access to 
the application requires SPD personnel to log in with password-protected login credentials 
which are granted to employees with business needs to access CAD. These employees are 
ACCESS and CJIS certified.   

Data is entered into CAD from both the West VIPER telephone system and from information 
manually entered by SPD personnel. It is accessed ŀƴŘ ǳǎŜŘ ƻƴ {t5Ωǎ ǇŀǎǎǿƻǊŘ-protected 
network with access limited to authorized personnel as described in 2.5, above. 

!ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ /WL{ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎȅΣ άThe agency shall configure the application, service, or 
information system to provide only essential capabilities and shall specifically prohibit and/or 
restrict the use of specified functions, ports, protocols, and/or services.έΦ 

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 
provisions governing Department Information Systems including SPD Policy 12.040 - 
Department-Owned Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice 
Information Systems, SPD Policy 12.080 ς Department Records Access, Inspection & 
Dissemination, SPD Policy 12.110 ς Use of Department E-mail & Internet Systems, and SPD 
Policy 12.111 ς Use of Cloud Storage Services.  

Data with regards to response times, response locations, crime trends, and general statistics 
is managed by the Data Driven Policing unit within SPD.   

Additionally, incidental data access may occur through delivery of technology client services. 
All ITD employees are required to comply with appropriate regulatory requirements 
regarding security and background review. Information on the ITD roles associated with 
client services for City Departments can be found in Appendix I; applicable CJIS compliance 
policies are found in Appendix I. 

ITD client services interaction with SPD systems is governed according to the terms of the 
2018 Management Control Agreement between ITD and SPD, which states that: 

άtǳǊǎǳŀƴǘ ǘƻ {ŜŀǘǘƭŜ aǳƴƛŎƛǇŀƭ /ƻŘŜ ό{a/ύ оΦноΣ L¢5 ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ 
systems, services and support to SPD and is therefore required to support, enable, enforce 
and comply with SPD policy requirements, including the FBIs Criminal Justice Information 
{ŜǊǾƛŎŜǎΣ ό/WL{ύ {ŜŎǳǊƛǘȅ tƻƭƛŎȅΦέ 

The MCA document may be found in Appendix I. 

4.8 If operated or used by another entity on behalf of the City, provide details about access, 
and applicable protocols.  

CAD is operated and used primarily by SPD personnel. Seattle IT Department personnel have 
administrative access to the system for support services as outlined in 4.7. 

  

http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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4.9 What are acceptable reasons for access to the equipment and/or  data collected?  

Authorized SPD users, as described in 2.5, may have access to the system to document, 
review, or report on police activity pursuant to law and policy, to extract information for use 
in court or administrative proceedings as required by law, to respond to appropriate requests 
for information, to make aggregate information available to the public, and to provide 
information to oversight bodies on issues such as stop and detention rates, for example. 

Incidental access may occur from ITD through delivery of technology client services. All ITD 
employees are required to comply with appropriate regulatory requirements regarding 
security and background review. Information on the ITD roles associated with client services 
for City Departments can be found in Appendix I. 

ITD client services interaction with SPD systems is governed according to the terms of the 
2018 Management Control Agreement between ITD and SPD, which states that: 

άtǳǊǎǳŀƴǘ ǘƻ {ŜŀǘǘƭŜ aǳƴƛŎƛǇŀƭ /ƻŘŜ ό{a/ύ оΦноΣ L¢5 ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ 
systems, services and support to SPD and is therefore required to support, enable, enforce 
and comply with SPD policy requirements, including the FBIs Criminal Justice Information 
{ŜǊǾƛŎŜǎΣ ό/WL{ύ {ŜŎǳǊƛǘȅ tƻƭƛŎȅΦέ 

This MCA document between Seattle IT and SPD may be found in Appendix I. 

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption, 
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification 
logging, etc.)? 
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Only authorized SPD users can access the system, technology, or the data.  Access to the 
application is limited to SPD personnel via password-protected login credentials.  All activity 
within CAD (including timeline of commands issued) generates a log that is auditable. 

5ŀǘŀ ƛǎ ǎŜŎǳǊŜƭȅ ƛƴǇǳǘ ŀƴŘ ǳǎŜŘ ƻƴ {t5Ωǎ ǇŀǎǎǿƻǊŘ-protected network with access limited to 
authorized users. 

The entire system is located on the SPD network that is protect by industry standard 
firewalls. ITD performs routine monitoring of the SPD network. 

The CAD system is CJIS compliant. More information on CJIS compliance may be found at the 
CJIS Security Policy website. 

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 
provisions governing Department Information Systems including SPD Policy 12.040 - 
Department-Owned Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice 
Information Systems, SPD Policy 12.080 ς Department Records Access, Inspection & 
Dissemination, SPD Policy 12.110 ς Use of Department E-mail & Internet Systems, and SPD 
Policy 12.111 ς Use of Cloud Storage Services.  

{t5Ωǎ !ǳŘƛǘΣ tƻƭƛŎȅ ŀƴŘ wŜǎŜŀǊŎƘ {ŜŎǘƛƻƴ ό!tw{ύ can conduct an audit of the any system at 
any time.  The Office of Inspector General and the federal monitor can also access all data 
and audit for compliance at any time.    

ITD client services interaction with SPD systems is governed by the terms of the 2017 
Management Control Agreement between ITD and SPD, which states that: 

άtǳǊǎǳŀƴǘ ǘƻ {ŜŀǘǘƭŜ aǳƴƛŎƛǇŀƭ /ƻŘŜ ό{a/ύ оΦноΣ L¢5 ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘechnology 
systems, services and support to SPD and is therefore required to support, enable, enforce 
and comply with SPD policy requirements, including the FBIs Criminal Justice Information 
{ŜǊǾƛŎŜǎΣ ό/WL{ύ {ŜŎǳǊƛǘȅ tƻƭƛŎȅΦέ 

The MCA document may be found in Appendix I. 

Additionally, policy requires the following safeguards to be in place: 

¶ The agency shall establish identifier and authenticator processes. 

¶ Two-factor authentication employs the use of two of the following three factors of 

authentication: something you know (e.g. 08/16/2018 CJISD-ITS-DOC-08140-5.7 37 

password), something you have (e.g. hard token), something you are (e.g. biometric). 

The two authentication factors shall be unique (i.e. password/token or 

biometric/password but not password/password or token/token). 

¶ Unsuccessful login attempts - the system shall enforce a limit of no more than 5 

consecutive invalid access attempts by a user (attempting to access CJI or systems 

with access to CJI). The system shall automatically lock the account/node for a 10-

minute time period unless released by an administrator. 

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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¶ When CJI is transmitted outside the boundary of the physically secure location, the 

data shall be immediately protected via encryption. When encryption is employed, 

the cryptographic module used shall be FIPS 140-2 certified and use a symmetric 

cipher key strength of at least 128-bit strength to protect CJI. 

¶ When CJI is at rest (i.e. stored digitally) outside the boundary of the physically secure 

location, the data shall be protected via encryption. When encryption is employed, 

agencies shall either encrypt CJI in accordance with the standard in Section 5.10.1.2.1 

above, or use a symmetric cipher that is FIPS 197 certified (AES) and at least 256-bit 

strength. 

¶ Intrusion Detection Tools/Techniques such as monitor inbound and outbound 

communications for unusual or unauthorized activities, send individual intrusion 

detection logs to a central logging facility where correlation and analysis will be 

accomplished as a system wide intrusion detection effort, employ automated tools to 

support near-real-time analysis of events in support of detecting system-level attacks. 

¶ Audit - Each agency shall be responsible for complying with all audit requirements for 

use of CJIS Systems. Each CSO is responsible for completing a triennial audit of all 

agencies with access to CJIS {ȅǎǘŜƳǎ ǘƘǊƻǳƎƘ ǘƘŜ /{hΩǎ ƭƛƴŜǎΦ 

¶ ¢ƘŜ ŀƎŜƴŎȅΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ ǎƘŀƭƭ ǇǊƻŘǳŎŜΣ ŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘκƻǊ ƻǇŜǊŀǘƛƴƎ 

system level, audit records containing sufficient information to establish what events 

occurred, the sources of the events, and the outcomes of the events. The agency shall 

periodically review and update the list of agency-defined auditable events. In the 

event an agency does not use an automated system, manual recording of activities 

shall still take place. 

¶ A personally owned information system shall not be authorized to access, process, 

store or transmit CJI unless the agency has established and documented the specific 

terms and conditions for personally owned information system usage. 

Publicly accessible computers shall not be used to access, process, store or transmit CJI. 
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5.0 Data Storage, Retention and Deletion  

5.1 How will data be securely stored? 

All of the data in CAD are held in SPD/ITD servers, located on City premises on SPD networks. 
Access to these networks is as specified in 4.1. All data that goes to mobile clients are 
encrypted to FIP 140-2 standards and is therefore CJIS compliant. 

Per the CJIS Security Policy (see Appendix I): 

άSecurity - Each agency is responsible for appropriate security measures as applicable to 

physical security of terminals and telecommunication lines; personnel security to include 

background screening requirements; technical security to protect against unauthorized use; 

data security to include III use, dissemination, and logging; and security of criminal history 

08/16/2018 CJISD-ITS-DOC-08140-5.7 D-3 records. Additionally, each CSO must ensure that 

all agencies establish an information security structure that provides for an ISO and complies 

with the CJIS Security Policy. 

Network Diagrams - Network diagrams, i.e. topological drawings, are an essential part of 
solid network security. Through graphical illustration, a comprehensive network diagram 
ǇǊƻǾƛŘŜǎ ǘƘŜ άōƛƎ ǇƛŎǘǳǊŜέ ς enabling network managers to quickly ascertain the 
interconnecting nodes of a network for a multitude of purposes, including troubleshooting 
and optimization. Network diagrams are integral to demonstrating the manner in which each 
agency ensures criminal justice data is afforded appropriate technical security protections 
and is protected during transit and at rest.έ 

5.2 How will the owner allow for departmental and other entities, to audit for compliance with 
legal deletion requirements? 

{t5Ωǎ !ǳŘƛǘΣ tƻƭƛŎȅ ŀƴŘ wŜǎŜŀǊŎƘ {ŜŎǘƛƻƴ ό!tw{ύ can conduct an audit of the any system at 
any time.  In addition, the Office of Inspector General and the federal monitor can access all 
data and audit for compliance at any time.   

The 2017 Technical Security Audit for CJIS Compliance for SPD can be found in Appendix I  
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5.3 What measures will be used to destroy improperly collected data?  

SPD policy contains multiple provisions to avoid improperly collecting data. SPD Policy 7.010 
governs the submission of evidence and requires that all collected evidence be documented 
in a GO Report.  SPD Policy 7.090 specifically governs the collection and submission of 
photographic evidence.  Evidence is submitted to the Evidence Unit and associated with a 
specific GO Number and investigation.  And, SPD Policy 7.110 governs the collection and 
submission of audio recorded statements.  It requires that officers state their name, the 
Department name, the General Offense number, date and time of recording, the name of the 
interviewee, and all persons present at the beginning of the recording.   

Additionally, SPD Policy 5.140 forbids bias-based policing and outlines processes for reporting 
and documenting any suspected bias-based behavior, as well as accountability measures.   

All SPD employees must adhere to laws, City policy, and Department Policy (SPD Policy 
5.001), and any employees suspected of being in violation of laws or policy or other 
misconduct are subject to discipline, as outlined in SPD Policy 5.002.   

Per the CJIS Security Policy: 

ά5.8.3 Digital Media Sanitization and Disposal The agency shall sanitize, that is, overwrite at 

least three times or degauss digital media prior to disposal or release for reuse by 

unauthorized individuals. Inoperable digital media shall be destroyed (cut up, shredded, etc.). 

The agency shall maintain written documentation of the steps taken to sanitize or destroy 

electronic media. Agencies shall ensure the sanitization or destruction is witnessed or carried 

out by authorized personnel.  

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when no longer 

required, using formal procedures. Formal procedures for the secure disposal or destruction 

of physical media shall minimize the risk of sensitive information compromise by 

unauthorized individuals. Physical media shall be destroyed by shredding or incineration. 

Agencies shall ensure the disposal or destruction is witnessed or carried out by authorized 

personnel.έ 

5.4 Which specific departmental unit or individual is responsible for ensuring compliance with 
data retention requirements?  

http://www.seattle.gov/police-manual/title-7---evidence-and-property/7010---submitting-evidence
http://www.seattle.gov/police-manual/title-7---evidence-and-property/7090---photographic-evidence
http://www.seattle.gov/police-manual/title-7---evidence-and-property/7110---recorded-statements
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
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Unit supervisors are responsible for ensuring compliance with data retention requirements 
within SPD.  Audit, Policy & Research Section personnel can also conduct audits of all data 
collection software and systems.  Additionally, any appropriate auditor, including the Office 
of Inspector General and the federal monitor can audit for compliance at any time. 

 

The CJIS security policy in Appendix I of this SIR includes applicable data retention 
requirements associated with the CAD system.  The MCA between SPD and ITD (see Appendix 
I) is the inter-departmental agreement that ensures compliance with the CJIS Security Policy. 

6.0 Data Sharing and Accuracy  

6.1 Which entity or entities inside and external to the City will be data sharing partners? 
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No person, outside of SPD and Seattle IT, has direct access to the application or the data.   

As Seattle IT supports the CAD system on behalf of SPD, a Management Control Agreement 
exists between SPD and Seattle IT. The agreement outlines the specifications for compliance, 
and enforcement related to supporting the CAD system through inter-departmental 
partnership. The MCA can be found in the appendices of this SIR. 

Data obtained from the system may be shared outside SPD with the other agencies, entities, 
or individuals within legal guidelines or as required by law. 

Data may be shared with outside entities in connection with criminal prosecutions:  

¶ Seattle /ƛǘȅ !ǘǘƻǊƴŜȅΩǎ hŦŦƛŎŜ 

¶ YƛƴƎ /ƻǳƴǘȅ tǊƻǎŜŎǳǘƛƴƎ !ǘǘƻǊƴŜȅΩǎ hŦŦƛŎŜ 

¶ King County Department of Public Defense 

¶ Private Defense Attorneys 

¶ Seattle Municipal Court 

¶ King County Superior Court 

¶ Similar entities where prosecution is in Federal or other State jurisdictions 

 
Data may be made available to requesters pursuant to the Washington Public Records Act, 
Chapter 42.56 RCW όάtw!έύΦ {t5 ǿƛƭƭ ŀǇǇƭȅ ŀǇǇƭƛŎŀōƭŜ ŜȄŜƳǇǘƛƻƴǎ ǘƻ ǘƘŜ Řŀǘŀ ōŜŦƻǊŜ 
disclosing to a requester.  Individuals have the right to inspect criminal history record 

information maintained by the department (RCW 10.97.030, SPD Policy 12.050). Individuals can 
access their own information by submitting a public disclosure request. 
 
Per SPD Policy 12.080, the Crime Records Unit is responsible for receiving, recording, and 
ǊŜǎǇƻƴŘƛƴƎ ǘƻ ǊŜǉǳŜǎǘǎ άŦƻǊ DŜƴŜǊŀƭ hŦŦŜƴǎŜ wŜǇƻǊǘǎ ŦǊƻƳ ƻǘƘŜǊ /ƛǘȅ ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ŦǊƻƳ 
ƻǘƘŜǊ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ŀƎŜƴŎƛŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ŦǊƻƳ ƛƴǎǳǊŀƴŎŜ ŎƻƳǇŀƴƛŜǎΦέ   

Discrete pieces of data collected by CAD may be shared with other law enforcement agencies 
in wanted bulletins, and in connection with law enforcement investigations jointly conducted 
with those agencies, or in response to requests from law enforcement agencies investigating 
criminal activity as governed by SPD Policy 12.050 and 12.110.  All requests for data from 
CŜŘŜǊŀƭ LƳƳƛƎǊŀǘƛƻƴ ŀƴŘ /ǳǎǘƻƳǎ 9ƴŦƻǊŎŜƳŜƴǘ όL/9ύ ŀǳǘƘƻǊƛǘƛŜǎ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƻ ǘƘŜ aŀȅƻǊΩǎ 
Office Legal Counsel in accordance with the Mayoral Directive, dated February 6, 2018. 

 
SPD shares data with authorized researchers pursuant to properly execute research and 
confidentiality agreements as provide by SPD Policy 12.055.  This sharing may include 
discrete pieces of data related to specific investigative files collected by the system.   

6.2 Why is data sharing necessary? 

http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97.030
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
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Data sharing is not an automatic component of the CAD system.  Instead, discrete pieces of 
data may be shared with outside agencies and individuals only within the context of the 
situations outlined in 6.1.  Data sharing may be necessary for SPD to provide coordinated, 
rapid responses to 911 incidents, particularly reducing the amount of time needed to contact 
individuals, thereby improving outcomes.   

6.3 Are there any restrictions on non-City data use?  

Yes Ἠ No δ  

6.3.1 IŦ ȅƻǳ ŀƴǎǿŜǊŜŘ ȅŜǎΣ ǇǊƻǾƛŘŜ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ǇǊƻŎŜŘǳǊŜǎ ŀƴŘ ǇƻƭƛŎƛŜǎ 
for ensuring compliance with these restrictions. 

Law enforcement agencies receiving criminal history information are subject to the 
requirements of 28 CFR Part 20, regulating criminal justice information systems. In 
addition, Washington State law enforcement agencies  are subject to the provisions of 
WAC 446-20-260 (auditing and dissemination of criminal history record information 
systems), and RCW Chapter 10.97 (Washington State Criminal Records Privacy Act). 

Once disclosed in response to PRA request, there are no restrictions on non-City data 
use; however, applicable exemptions will be applied prior to disclosure to any 
requestor who is not authorized to receive exempt content.   

6.4 How does the project/technology review and approve information sharing agreements, 
memorandums of understanding, new uses of the information, new access to the system by 
organizations within City of Seattle and outside agencies?  

Research agreements must meet the standards reflected in SPD Policy 12.055. Law 
enforcement agencies receiving criminal history information are subject to the requirements 
of 28 CFR Part 20. In addition, Washington State law enforcement agencies are subject to the 
provisions of WAC 446-20-260, and RCW Chapter 10.97. 

6.5 Explain how the project/technology checks the accuracy of the information collected. If 
accuracy is not checked, please explain why. 

The CAD system documents information provided by the participants and witnesses in the 
event being reported, as input by SPD personnel.  The system itself does not check for 
accuracy of the information that is provided by personnel.  Instead, the Department may 
later determine that the information provided was not accurate and can provide updated 
information.   

 

https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
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6.6 Describe any procedures that allow individuals to access their information and correct 
inaccurate or erroneous information. 

SPD cannot delete any information in CAD. Updates to information may be added to 
individual CAD events by SPD personnel with access to CAD.   
 
Individuals may request records pursuant to the PRA, and individuals have the right to inspect 

criminal history record information maintained by the department (RCW 10.97.030, SPD Policy 
12.050). Individuals can access their own information by submitting a public disclosure request. 

  

http://app.leg.wa.gov/rcw/default.aspx?cite=10.97.030
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
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7.0 Legal Obligations, Risks and Compliance 

7.1 What specific legal authorities and/or agreements permit and define the collection of 
information by the project/technology? 

CAD data is not legally constrained at the local, state, or federal level.  Instead, retention of 
data is restricted.  SPD retains CAD data that is not case specific (i.e. not related to an 
investigation) for 90 days. 

Case specific data is maintained for the retention period applicable to the specific case type. 

7.2 Describe what privacy training is provided to users either generally or specifically relevant 
to the project/technology. 

SPD Dispatchers undergo training on the use of CAD, which includes privacy training.   

All authorized users of CAD must be CJIS certified and must maintain Washington State 
ACCESS certification.   

SPD Policy 12.050 mandates that all employees receive Security Awareness Training (Level 2), 
and all employees also receive City Privacy Training. All SPD employees must adhere to laws, 
City policy, and Department Policy (SPD Policy 5.001), many of which contain specific privacy 
requirements. Any employees suspected of being in violation of laws or policy or other 
misconduct are subject to discipline, as outlined in SPD Policy 5.002.  

The CJIS training requirements can be found in the appendices of this document, as well as in 
question 3.3, above. 

7.3 Given the specific data elements collected, describe the privacy risks identified and for each 
risk, explain how it was mitigated. Specific risks may be inherent in the sources or methods of 
collection, or the quality or quantity of information included. 

¢ƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘΩǎ Ƴƛǎǎƛƻƴ ǿƛƭƭ ƛƴŜǾƛǘŀōƭȅ ƭŜŀŘ ƛǘ ǘƻ ŎƻƭƭŜŎǘ ŀƴŘ Ƴŀƛƴǘŀƛƴ 
information many may believe to be private and potentially embarrassing. Minimizing privacy 
risks revolve around disclosure of personally identifiable information.   

SMC 14.12 and SPD Policy 6.060 ŘƛǊŜŎǘ ŀƭƭ {t5 ǇŜǊǎƻƴƴŜƭ ǘƘŀǘ άŀƴȅ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ 
ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴŎŜǊƴƛƴƎ ŀ ǇŜǊǎƻƴΩǎ ǎŜȄual preferences or practices, or their political or 
religious activities must be for a relevant reason and serve a legitimate law enforcement 
ǇǳǊǇƻǎŜΦέ  !ŘŘƛǘƛƻƴŀƭƭȅΣ ƻfficers must take care άwhen photographing demonstrations or 
other lawful political actiǾƛǘƛŜǎΦ LŦ ŘŜƳƻƴǎǘǊŀǘƻǊǎ ŀǊŜ ƴƻǘ ŀŎǘƛƴƎ ǳƴƭŀǿŦǳƭƭȅΣ ǇƻƭƛŎŜ ŎŀƴΩǘ 
photograph them.έ 

Further, SPD Policy 5.140 forbids bias-based policing and outlines processes for reporting and 
documenting any suspected bias-based behavior, as well as accountability measures.   

Finally, see 5.3 for a detailed discussion about procedures related to noncompliance.     

 

http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
http://clerk.ci.seattle.wa.us/~public/toc/14-12.htm
http://www.seattle.gov/police-manual/title-6---arrests-search-and-seizure/6060---collection-of-information-for-law-enforcement-purposes
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
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7.4 Is there any aspect of the project/technology that might cause concern by giving the 
appearance to the public of privacy intrusion or misuse of personal information?  

The privacy risks outlined in 7.3 above are mitigated by legal requirements and auditing 
processes (i.e., activity logs) that allow for any auditor, including the Office of Inspector 
General and the federal monitor, to inspect use and deployment of CAD.   

The largest privacy risk is the un-authorized release of personally identifiable information 
deemed private or offensive in the RCW. To mitigate this risk, the technology falls under the 
current SPD policies around dissemination of Department data and information reflected in 6.1. 
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8.0 Monitoring and Enforcement 

8.1 Describe how the project/technology maintains a record of any disclosures outside of the 
department. 

Per SPD Policy 12.080, the Crime Records Unit is responsible to receive and record all 
ǊŜǉǳŜǎǘǎ άŦƻǊ DŜƴŜǊŀƭ hŦŦŜƴǎŜ wŜǇƻǊǘǎ ŦǊƻƳ ƻǘƘŜǊ /ƛǘȅ ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ŦǊƻƳ ƻǘƘŜǊ ƭŀǿ 
ŜƴŦƻǊŎŜƳŜƴǘ ŀƎŜƴŎƛŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ŦǊƻƳ ƛƴǎǳǊŀƴŎŜ ŎƻƳǇŀƴƛŜǎΦέ  !ƴȅ ǎǳōǇƻŜƴŀǎ ŀƴŘ ǊŜǉǳŜǎǘǎ 
ŦƻǊ ǇǳōƭƛŎ ŘƛǎŎƭƻǎǳǊŜ ŀǊŜ ƭƻƎƎŜŘ ōȅ {t5Ωǎ [ŜƎŀƭ ¦ƴƛǘΦ  Any action taken, and data released 
subsequently in response to subpoenas is then tracked through a log maintained by the Legal 
¦ƴƛǘΦ tǳōƭƛŎ ŘƛǎŎƭƻǎǳǊŜ ǊŜǉǳŜǎǘǎ ŀǊŜ ǘǊŀŎƪŜŘ ǘƘǊƻǳƎƘ ǘƘŜ /ƛǘȅΩǎ DƻǾv! tǳōƭƛŎ wŜŎƻǊŘǎ 
Response System, and responses to Public Disclosure Requests, including responsive records 
provided to a requestor, are retained by SPD for two years after the request is completed.   

8.2 What auditing measures are in place to safeguard the information, and policies that pertain 
to them, as well as who has access to the audit data? Explain whether the project/technology 
conducts self-audits, third party audits or reviews. 

{t5Ωǎ !ǳŘƛǘΣ tƻƭƛŎȅ ŀƴŘ wŜǎŜŀǊŎƘ {ŜŎǘƛƻƴ is authorized to conduct audits of all investigative 
data collection software and systems. In addition, the Office of Inspector General and the 
federal monitor can conduct audits of the software, and its use, at any time.   Audit data is 
available to the public via Public Records Request. 

The latest CJIS technical security audit from 2017 can be found in Appendix I of this SIR. 

 

  

http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
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Financial Information 

Purpose 
This section provides a description of the fiscal impact of the surveillance technology, as required 
by the surveillance ordinance. 

1.0 Fiscal Impact 
Provide a description of the fiscal impact of the project/technology by answering the questions 
below.  

1.1 Current or potential sources of funding: initial acquisition costs. 

Current Ἠ potential ἦ 

Date of initial 
acquisition 

Date of go 
live 

Direct initial 
acquisition 
cost 

Professional 
services for 
acquisition 

Other 
acquisition 
costs 

Initial 
acquisition 
funding 
source 

N/A N/A N/A N/A N/A General 
Obligation 
Bonds, King 
County 
Voter-
Approved 
Levy, Capitol 
Project Fund, 
and IT 
Operating 
Funds. 

Notes: 

The existing CAD system has been in place for more than 10 years.  The documents related to 
this legacy technology project ǿŜǊŜ ǇǳǊƎŜŘ ŀŦǘŜǊ ǎƛȄ ȅŜŀǊǎΣ ǇŜǊ ǘƘŜ /ƛǘȅΩǎ ǊŜǘŜƴǘƛƻƴ ǎŎƘŜŘǳƭŜ, 
so we are unable to find specific information related to the initial cost of acquiring CAD. The 
City appropriated $3,228,000 in 2004 for the acquisition of the existing CAD system. 

1.2 Current or potential sources of funding: on-going operating costs, including maintenance, 
licensing, personnel, legal/compliance use auditing, data retention and security costs. 

Current Ἠ potential ἦ 

Annual 
maintenance and 
licensing  

Legal/compliance, 
audit, data 
retention and 
other security 
costs 

Department 
overhead 

IT overhead Annual funding 
source 

$333,757 N/A N/A N/A N/A 
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Notes: 
 

¢Ƙƛǎ ƛǎ ŦǳƴŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ /ƛǘȅΩǎ DŜƴŜǊŀƭ CǳƴŘΦ  ¢ƘŜ YƛƴƎ /ƻǳƴǘȅ 9 ф-1-1 Program Office 
reimburses the City up to 50% of the initial purchase and maintenance costs for CAD, up to 
100% of 9-1-1 call taking modules, and up to 25% of data storage costs are reimbursable.   

1.3 Cost savings potential through use of the technology 

These are not quantified; however, the use of CAD systems is standard practice in emergency 
response in the United States and has been for decades. Prior to the development of this 
type of system, 9-1-1 Center call takers wrote the specifics of emergency calls on paper 
notecards which were delivered to dispatchers on a conveyer belt. The cost savings provided 
using CAD technology is measured by its impact on efficiencies. 

1.4 Current or potential sources of funding including subsidies or free products offered by 
vendors or governmental entities 

The King County E 9-1-1 Program Office reimburses the City up to 50% of the initial purchase 
and maintenance costs for CAD, up to 100% of 9-1-1 call taking modules, and up to 25% of 
data storage costs are reimbursable.   
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Expertise and References  

Purpose 
The following information is provided to ensure that Council has a group of experts to reference 
ǿƘƛƭŜ ǊŜǾƛŜǿƛƴƎ ǘƘŜ ŎƻƳǇƭŜǘŜŘ ǎǳǊǾŜƛƭƭŀƴŎŜ ƛƳǇŀŎǘ ǊŜǇƻǊǘ όάSIRέύΦ !ƴȅ ƛƴŘƛǾƛŘǳŀƭǎ ƻǊ ŀƎŜƴŎƛŜǎ 
referenced must be made aware ahead of publication that their information has been included. 
All materials must be available for Council to access or review, without requiring additional 
purchase or contract. 

1.0 Other Government References 
Please list any other government bodies that have implemented this technology and can speak to 
the implementation of this technology. 

Agency, municipality, etc. Primary contact Description of current use 

Numerous other agencies use 
Versaterm, including the 
Anaheim Police Department, the 
Austin Police Department, the 
Bellingham Police Department, 
the Minneapolis Police 
Department, the San Jose Police 
Department, and the Salt Lake 
City Police Department. 

No available Not available 

2.0 Academics, Consultants, and Other Experts 
Please list any experts in the technology under consideration, or in the technical completion of the service 
or function the technology is responsible for.   

Agency, municipality, etc. Primary contact Description of current use 

Versaterm 480-663-7739 

infoUSA@versaterm.com 

¢ŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ ŦƻǊ {t5Ωǎ 
use of Versaterm 

3.0 White Papers or Other Documents 
Please list any authoritative publication, report or guide that is relevant to the use of this technology or 
this type of technology.  
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Title Publication Link 

Standard Functional 
Specifications for Law 
Enforcement Computer 
Aided Dispatch (CAD) 
Systems 

Law Enforcement Information 
Technology Standards Council 
(LEITSC) 

https://it.ojp.gov/documents
/LEITSC_Law_Enforcement_C
AD_Systems.pdf 

 

Racial Equity Toolkit όάw9¢έύ and Engagement for Public 
Comment Worksheet 

Purpose 
Departments submitting a SIR are required to complete an adapted version of the Racial Equity 
Tƻƻƭƪƛǘ όάRETέύ in order to: 

¶ Provide a framework for the mindful completion of the SIR in a way that is sensitive to the 
historic exclusion of vulnerable and historically underrepresented communities. 
Particularly, to inform the public engagement efforts departments will complete as part of 
the surveillance impact report. 

¶ Highlight and mitigate any impacts on racial equity from the adoption and the use of the 
technology. 

¶ Highlight and mitigate any disparate impacts on individuals or vulnerable communities.   

¶ Fulfill the public engagement requirements of the surveillance impact report. 

Adaptation of the RET for Surveillance Impact Reports 
The RET was adapted for the specific use by the Seattle Information Technology DŜǇŀǊǘƳŜƴǘǎΩ 
όάSeattle ITέύ Privacy Team, the Office of Civil RƛƎƘǘǎ όάOCRέύΣ ŀƴŘ Change Team members from 
Seattle IT, Seattle City Light, Seattle Fire Department, Seattle Police Department, and Seattle 
Department of Transportation. 

Racial Equity Toolkit Overview 
The vision of the Seattle Race and Social Justice Initiative όάw{WLέύ is to eliminate racial inequity in 
the community. To do this requires ending individual racism, institutional racism and structural 
racism. The RET lays out a process and a set of questions to guide the development, 
implementation and evaluation of policies, initiatives, programs, and budget issues to address the 
impacts on racial equity.  

1.0 Set Outcomes 

1.1. Seattle City Council has defined the following inclusion criteria in the surveillance 
ordinance, and they serve as important touchstones for the risks departments are being asked 
to resolve and/or mitigate. Which of the following inclusion criteria apply to this technology? 

 δThe technology disparately impacts disadvantaged groups.  

https://it.ojp.gov/documents/LEITSC_Law_Enforcement_CAD_Systems.pdf
https://it.ojp.gov/documents/LEITSC_Law_Enforcement_CAD_Systems.pdf
https://it.ojp.gov/documents/LEITSC_Law_Enforcement_CAD_Systems.pdf
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 δThere is a high likelihood that personally identifiable information will be shared with non-City 
entities that will use the data for a purpose other than providing the City with a contractually 
agreed-upon service.  

Ἠ The technology collects data that is personally identifiable even if obscured, de-identified, or 
anonymized after collection.  

 δThe technology raises reasonable concerns about impacts to civil liberty, freedom of speech or 
association, racial equity, or social justice. 

1.2 What are the potential impacts on civil liberties through the implementation of this 
technology? How is the department mitigating these risks? 

Some personally identifiable information (PII) gathered during emergency responses could be 
used to identify individuals, such as their name, home address or contact information.   
Victims of criminal activity may also be identified during incident responses, whose identities 
should be protected in accordance with RCW 42.56.240 and RCW 70.02. 

1.3 What are the risks for racial or ethnicity-based bias through each use or deployment of this 
technology? How is the department mitigating these risks? 

Include a description of any issues that may arise such as algorithmic bias or the possibility for 
ethnic bias to emerge in people and/or system decision-making.  

 The mission of the Seattle Police Department is to prevent crime, enforce the law, and 
support quality public safety by delivering respectful, professional and dependable police 
services. While race and ethnicity information of individuals is recorded in the CAD system, 
there are no means within the system through which and ethnic bias may emerge. CAD is the 
real-time record-ƪŜŜǇƛƴƎ ǎȅǎǘŜƳ ŦƻǊ ƻŦŦƛŎŜǊǎΩ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǇƻƭƛŎŜ ǎŜǊǾƛŎe and its users 
ŀǊŜ ǎǳōƧŜŎǘ ǘƻ {t5Ωǎ ŜȄƛǎǘƛƴƎ ǇƻƭƛŎƛŜǎ ǇǊƻƘƛōƛǘƛƴƎ ōƛŀǎ-based policing. Further, SPD Policy 5.140 
forbids bias-based policing and outlines processes for reporting and documenting any 
suspected bias-based behavior, as well as accountability measures. 

1.4 Where in the City is the technology used or deployed?  

Ἠ all Seattle neighborhoods 

ἦ Ballard 

ἦ Belltown 

ἦ Beacon Hill 

ἦ Capitol Hill 

ἦ Central District 

ἦ Columbia City 

ἦ Delridge 

ἦ First Hill 

ἦ Georgetown 

ἦ Greenwood / Phinney 

ἦ Northwest 

ἦ Madison Park / Madison Valley 

ἦ Magnolia 

ἦ Rainier Beach 

ἦ Ravenna / Laurelhurst 

ἦ South Lake Union / Eastlake 

ἦ Southeast 

ἦ Southwest 

ἦ South Park 

ἦ Wallingford / Fremont 

http://app.leg.wa.gov/rcw/default.aspx?cite=42.56.240
http://app.leg.wa.gov/RCW/default.aspx?cite=70.02.020
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
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ἦ International District 

ἦ Interbay 

ἦ North 

ἦ Northeast 

ἦ West Seattle 

ἦ King county (outside Seattle) 

ἦ Outside King County. 

 
If possible, please include any maps or visualizations of historical deployments / use. 

N/A 

 

1.4.1 What are the racial demographics of those living in this area or impacted by these 
issues? 

City of Seattle demographics: White - 69.5%; Black or African American - 7.9%; Amer. 
Indian & Alaska Native - 0.8%; Asian - 13.8%; Native Hawaiian & Pacific Islander - 0.4; 
Other race - 2.4%; Two or more races - 5.1%; Hispanic or Latino ethnicity (of any race): 
6.6%; Persons of color: 33.7%.  

King County demographics: White ς 70.1%; Black or African American ς 6.7%; 
American Indian & Alaskan Native ς 1.1%; Asian, Native Hawaiian, Pacific Islander ς 
17.2%; Hispanic or Latino (of any race) ς 9.4%  

1.4.2 How does the Department to ensure diverse neighborhoods, communities, or 
individuals are not specifically targeted through the use or deployment of this 
technology?  

The CAD system is used to assist in the dispatch of police resources and document 
SPDs response to requests for service throughout the city of Seattle. There is no 
distinction in the levels of service this system provides to the various and diverse 
neighborhoods, communities, or individuals within the city.   

1.5 How do decisions around data sharing have the potential for disparate impact on 
historically targeted communities? What is the department doing to mitigate those risks?  

The Aspen Institute on Community Change defines structural racism ŀǎ άΧǇǳōƭƛŎ ǇƻƭƛŎƛŜǎΣ 
institutional practices, cultural representations and other norms [which] work in various, 
often reinforcing wayǎ ǘƻ ǇŜǊǇŜǘǳŀǘŜ ǊŀŎƛŀƭ ƎǊƻǳǇ ƛƴŜǉǳƛǘȅΦέ1 Data sharing has the potential to 
be a contributing factor to structural racism and thus creating a disparate impact on 
historically targeted communities. In an effort to mitigate this possibility, SPD has established 
policies regarding the dissemination of data in connection with criminal prosecutions, 
Washington Public Records Act (Chapter 42.56 RCW), and other authorized researchers.   

http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
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Further, SPD Policy 5.140 forbids bias-based policing and outlines processes for reporting and 
documenting any suspected bias-based behavior, as well as accountability measures.   

Data entered into CAD may be shared outside SPD with the other agencies, entities, or 
individuals within legal guidelines or as required by law. See section 6.0 for more details 
about data sharing. 

1.6 How do decisions around data storage and retention have the potential for disparate 
impact on historically targeted communities? What is the department doing to mitigate those 
risks?  

Like decisions around data sharing, data storage and retention have similar potential for 
disparate impact on historically targeted communities. CAD is the real-time record-keeping 
ǎȅǎǘŜƳ ŦƻǊ ƻŦŦƛŎŜǊǎΩ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǇƻƭƛŎŜ ǎŜǊǾƛŎŜ ŀƴŘ ƛǘǎ ǳǎŜǊǎ ŀǊŜ ǎǳōƧŜŎǘ ǘƻ {t5Ωǎ 
existing policies prohibiting bias-based policing. Further, SPD Policy 5.140 forbids bias-based 
policing and outlines processes for reporting and documenting any suspected bias-based 
behavior, as well as accountability measures.   

1.7 What are potential unintended consequences (both negative and positive potential 
impact)? What proactive steps can you can / have you taken to ensure these consequences do 
not occur. 

The most important unintended possible consequence related to the continued utilization of 
the CAD system by SPD is the unintentional release of privacy data. The policies in place 
requiring ACCESS and CJIS certification by all CAD users and the data security processes in 
place mitigate the likelihood of this occurring.  

  

http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
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2.0 Public Outreach  

2.1 Organizations who received a personal invitation to participate.  

Please include a list of all organizations specifically invited to provide feedback on this 
technology. 

1. ACLU of Washington 2. Ethiopian Community Center 
3. Planned Parenthood Votes 

Northwest and Hawaii 

4. ACRS (Asian Counselling and 
Referral Service) 

5. Faith Action Network 6. PROVAIL  

7. API Chaya 8. Filipino Advisory Council (SPD) 9. Real Change 

10. API Coalition of King County 11. Friends of Little Saigon 12. SCIPDA 

13. API Coalition of Pierce County 14. Full Life Care 
15. Seattle Japanese American 

Citizens League (JACL) 

16. CAIR 17. Garinagu HounGua 18. Seattle Neighborhood Group  

19. CARE 20. Helping Link  21. Senior Center of West Seattle 

22. Central International District 
Business Improvement District 

23. Horn of Africa 24. Seniors in Action 

25. Church Council of Greater 
Seattle 

26. International ImCDA 
27. Somali Family Safety Task 

Force  

28. City of Seattle Community 
Police Commission (CPC) 

29. John T. Williams Organizing 
Committee 

30. South East Effective 
Development  

31. City of Seattle Community 
Technology Advisory Board 

32. Kin On Community Health Care 
33. South Park Information and 

Resource Center SPIARC 

34. City of Seattle Human Rights 
Commission 

35. Korean Advisory Council (SPD) 
36. STEMPaths Innovation 

Network 

37. Coalition for Refugees from 
Burma 

38. Latina/o Bar Association of 
Washington 

39. University of Washington 
Women's Center 

40. Community Passageways  41. Latino Civic Alliance 
42. United Indians of All Tribes 

Foundation  

43. Council of American Islamic 
Relations - Washington 

44. LELO (Legacy of Equality, 
Leadership, and Organizing) 

45. Urban League 

46. East African Advisory Council 
(SPD) 

47. Literacy Source  48. Wallingford Boys & Girls Club  

49. East African Community 
Services  

50. Millionair Club Charity  
51. Washington Association of 

Criminal Defense Lawyers 

52. Education for All 
53. Native American Advisory 

Council (SPD) 
54. Washington Hall 

55. El Centro de la Raza 
56. Northwest Immigrant Rights 

Project 
57. West African Community 

Council 

58. Entre Hermanos 59. OneAmerica 60. YouthCare  

61. US Transportation expertise 62. Local 27 63. Local 2898 

64. (SPD) Demographic Advisory 
Council 

65. South Seattle Crime 
Prevention Coalition (SSCPC) 

66. CWAC 

67. NAAC   
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2.2 Additional Outreach Efforts 

Department Outreach Area Description 

SPD Meeting: South 
Seattle Crime 
Prevention Council 

Deputy Chief GarthGreen presented the three SPD Group 2 
surveillance technologies. One-page summaries and event flyer 
were distributed. DC GarthGreen and Policy Advisor fielded 
questions about the technologies. Attendees were directed to the 
public BKL event and seattle.gov/privacy to provide comment. No 
physical comment sheets were collected at the event.  

SPD Meeting: Fabulous 
Forum 

Officer Ritter presented this meeting to approximately 40 members 
of the public. The public meeting flyer was distributed, paired with 
a brief introduction to the information around SPD's technologies 
currently open for public comment through 3-5.  The Fabulous 
Forums are designed to provide valuable educational information 
to the public regarding a variety of topics ranging from the SPD's 
cultural history, to how the SPD works at enhancing the 
relationships between Seattle's police and population it serves, 
employment opportunities, hate crimes education, self defense and 
much more. 

SPD Meeting: East African 
Advisory Council 

A brief presentation on SPD's group 2 surveillance technologies was 
given. One-page overviews of the technologies were handed out as 
resources in both English and translated into Somali. Attendees 
were directed to seattle.gov/privacy to provide comments on the 
technologies. 

SPD Meeting East African Community Senior Lunch  

SPD Meeting: East 
Precinct Advisory 
Council at Seattle 
University 

A high level overview of the Surveillance Ordinance was provided. A 
brief introduction to SPD's group 2 technologies (CopLogic, CAD, 
911 Logging Recorder) was also provided. One page overviews of 
each technology were distributed and attendees were directed to 
seattle.gov/privacy to provide public comment on the technology. 

ITD Social Media 

Outreach Plan: 

Twitter 

Directed Tweets and Posts related to Open Public Comment Period 

for Group 2 Technologies, as well as the BKL event. 

SPD, SFD, 

OPCD, OCR, 

SPL, SDOT, 

SPR, SDCI, SCL, 

OLS, Seattle 

City Council 

Social Media 

Outreach Plan: 

Twitter 

Tweets and Retweets regarding Group 2 comment period and/or 

BKL event. 

ITD Press Release Press release sent to several Seattle media outlets. 
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ITD Ethnic Media Press 

Release 

Press Release sent to specific ethnic media publications. 

ITD Social Media 

Outreach Plan: 

Facebook Event Post 

Seattle IT paid for boosted Facebook posts for their BKL event. 

ITD CTAB Presented and utilized the Community Technology Advisory Board 

(CTAB) network and listserv for engaging with interested members 

of the public 

ITD Blog Wrote and published a Tech Talk blog post for Group 2 

technologies, noting the open public comment period, BKL event, 

and links to the online survey/comment form. 

ITD Technology Videos Seattle IT worked with the Seattle Channel to produce several short 

informational/high level introductory videos on group 2 

technologies, which were posted on seattle.gov/privacy. And used 

at a number of Department of Neighborhoods-led focus groups. 
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2.3 Scheduled public meeting(s). 

Meeting notes, sign-in sheets, all comments received, and questions from the public will be 
included in Appendix B, C, D, E, F, G, H and I. Comment analysis will be summarized in section 3.0 
Public Comment Analysis. 

Location Bertha Knight Landes Room, 1st Floor City Hall 

600 4th Avenue, Seattle, WA 98104 

Time February 27, 2018; 6 p.m. ς 8 p.m. 

Capacity 100+ 

Link to URL Invite BKL Event Invitation 

  

http://www.seattle.gov/Documents/Departments/Tech/Group2_Merged_English(0).pdf
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2.4 Scheduled focus Group Meeting(s) 

Meeting 1 

Community 
Engaged 

Council on American-Islamic Relations - Washington (CAIR-WA) 

Date Thursday, February 21, 2019 

Meeting 2 

Community 
Engaged 

Entre Hermanos 

Date Thursday, February 28, 2019 

Meeting 3 

Community 
Engaged 

Byrd Barr Place 

Date Thursday, February 28, 2019 

Meeting 4 

Community 
Engaged 

Friends of Little Saigon 

Date Wednesday, February 27, 2019 

  



Att 4 ς Computer-Aided Dispatch (CAD) SIR 
V2 

 

 Retroactive Technology Request By: SEATTLE POLICE 
DEPARTMENT 

wŀŎƛŀƭ 9ǉǳƛǘȅ ¢ƻƻƭƪƛǘ όάw9¢έύ ŀƴŘ 9ƴƎŀƎŜƳŜƴǘ ŦƻǊ tǳōƭƛŎ /ƻƳƳŜƴǘ ²ƻǊƪǎƘŜŜǘ | 
Surveillance Impact Report | COMPUTER-AIDED DISPATCH |page 41 

 

3.0 Public Comment Analysis 

3.1 Summary of Response Volume 

 

3.2 Question One: What concerns, if any, do you have about the use of this technology? 

Due to the low volume of responses received about this technology, a comment analysis was 
not able to be completed. Please see Appendix E for all comments received from the public 
about this technology. 

3.3 Question Two: What value, if any, do you see in the use of this technology? 

Due to the low volume of responses received about this technology, a comment analysis was 
not able to be completed. Please see Appendix E for all comments received from the public 
about this technology. 

3.4 Question Three: What do you want City leadership to consider about the use of this 
technology? 
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Due to the low volume of responses received about this technology, a comment analysis was 
not able to be completed. Please see Appendix E for all comments received from the public 
about this technology. 

3.5 Question Four: Do you have any other comments? 

Due to the low volume of responses received about this technology, a comment analysis was 
not able to be completed. Please see Appendix E for all comments received from the public 
about this technology. 
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4.0 Equity Annual Reporting  

4.1 What metrics for this technology be reported to the CTO for the annual equity 
assessments?  

Respond here.   
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Privacy and Civil Liberties Assessment 

Purpose 
This section shall be completed after public engagement has concluded and the department has 
completed the racial equity toolkit section above. The privacy and civil liberties assessment is completed 
by the ŎƻƳƳǳƴƛǘȅ ǎǳǊǾŜƛƭƭŀƴŎŜ ǿƻǊƪƛƴƎ ƎǊƻǳǇ όάǿƻǊƪƛƴƎ ƎǊƻǳǇέύΣ per the surveillance ordinance which 
states that the working group shall: 

άProvide to the executive and the City Council a privacy and civil liberties impact assessment for each SIR 
that must be included with any departmental request for surveillance technology acquisition or in-use 
approval. The impact assessment shall include a description of the potential impact of the surveillance 
technology on civil rights and liberties and potential disparate impacts on communities of color and other 
marginalized communities. The CTO shall share with the working group a copy of the SIR that shall also be 
posted during the period of public engagement. At the conclusion of the public engagement period, the 
CTO shall share the final proposed SIR with the working group at least six weeks prior to submittal of the 
SIR to Council for approval. The working group shall provide its impact assessment in writing to the 
executive and the City Council for inclusion in the SIR within six weeks of receiving the final proposed SIR. 
If the working group does not provide the impact assessment before such time, the working group must 
ask for a two-week extension of time to City Council in writing.   If the working group fails to submit an 
impact statement within eight weeks of receiving the SIR, the department and City Council may proceed 
with ordinance approval without the impact statement.έ 

Working Group Privacy and Civil Liberties Assessment 

¢ƘŜ ²ƻǊƪƛƴƎ DǊƻǳǇΩǎ tǊƛǾŀŎȅ ŀƴŘ /ƛǾƛƭ [ƛōŜǊǘƛŜǎ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘ ŦƻǊ ǘƘƛǎ ǘŜŎƘƴƻƭƻƎȅ ƛǎ 
below, and is also included in the Ordinance submission package, available as an 
attachment. 
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From: Seattle Community Surveillance Working Group 
(CSWG) To: Seattle City Council 

Date: June 4, 2019 

Re: Privacy and Civil Liberties Impact Assessment for Computer-Aided Dispatch (Seattle 
Police Department) 

Executive Summary 
On April 25, 2019, the CSWG received the Surveillance Impact Report (SIR) on Computer-Aided 
Dispatch (CAD), a surveillance technology used by the Seattle Police Department (SPD) 
included in Group 2 of the Seattle Surveillance Ordinance technology review process. This 
ŘƻŎǳƳŜƴǘ ƛǎ /{²DΩǎ tǊƛǾŀŎȅ ŀƴŘ /ƛǾƛƭ [ƛōŜǊties Impact Assessment for this technology as set 
forth in SMC 14.18.080(B)(1), which we provide for inclusion in the final SIR submitted to the 
City Council. 

This document first provides recommendations in this executive summary, then provides 
background information, key concerns, and outstanding questions on CAD technology 
(SPD). 

Our assessment of CAD (SPD) focuses on three major issues rendering protections 
around this technology inadequate: 

(1) No specific policies defining purpose of use. 
(2) Lack of clarity on data retention in CAD system. 
(3) Lack of clarity on internal and third party access to CAD data. 

 

Recommendations 
We recommend that SPD adopt clear and enforceable rules that ensure, at a minimum, the 
following: 

(1) The purpose of use must be clearly defined as emergency operations, and the operation and 
data collected by the tool must be explicitly restricted to that purpose only. 

(2) Data retention within CAD, to the extent there is any, must be limited to the time needed to 
effectuate the emergency operations purpose defined. 

(3) Data sharing with third parties, if any, must be limited to those held to the same restrictions. 
(4) Clear policies must govern operation, and all operators should be trained in those policies. 



Att 4 ς Computer-Aided Dispatch (CAD) SIR 
V2 

 

 Retroactive Technology Request By: SEATTLE POLICE 
DEPARTMENT 

Background on Computer-Aided Dispatch (CAD) (Versaterm)ς Seattle Police 
Department (SPD) | Surveillance Impact Report | COMPUTER-AIDED DISPATCH |page 

46 

 

Background on Computer-Aided Dispatch (CAD) (Versaterm)ς 
Seattle Police Department (SPD) 
 

CAD1 is a software package, provided by Versaterm,2 ǳǘƛƭƛȊŜŘ ōȅ ǘƘŜ {t5Ωǎ ф-1-1 Center to assist 
9-1-1 Center call takers and dispatchers with receiving requests for police services, collecting 
information from 9-1-1 callers, and providing dispatchers with real-time patrol unit availability. 
The technology consists of a set of servers and software deployed on dedicated terminals in 
the 9-1-м ŎŜƴǘŜǊΣ ƛƴ {t5 ŎƻƳǇǳǘŜǊǎΣ ŀƴŘ ŀǎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǇŀǘǊƻƭ ǾŜƘƛŎƭŜǎΩ Ƴƻōile data 
ŎƻƳǇǳǘŜǊǎ ŀƴŘ ƻƴ ǎƻƳŜ ƻŦŦƛŎŜǊǎΩ ǎƳŀǊǘ ǇƘƻƴŜǎΦ ¢ƘŜ /!5 ǎȅǎǘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊŜŎŜƛǾŜǎ ǘƘŜ 
telephone number, and if available, the name and location of the caller from the West VIPER 
telephone system3 for calls placed to 9-1-1. Non-emergency calls and associated phone 
numbers are not automatically entered into CAD. If the call is determined to be a request for 
police services, call takers and dispatchers then manually enter additional information into 
CAD, such as the nature of the emergency, and create a CAD event to facilitate a police 
response. 

¢ƘŜ ǎȅǎǘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊƻǳǘŜǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜŎƻǊŘŜŘ ōȅ /!5 ƛƴǘƻ {t5Ωǎ wŜŎƻǊŘǎ 
Management System (RMS) where additional information, such as police reports and 
supplementary material, is stored.4

 

Overall, our major concerns focus on the use of CAD and/or collected data for purposes 
other those intended, over-retention of data, and data sharing with third parties (e.g., law 
enforcement agencies). 

 

 

 

 

 

 

 

 
1 https://www.versaterm.com/vcad 

2 https://www.versaterm.com/ 

3 https://www.west.com/safety-services/public-safety/call-handling-suite/ 

4 2019 Surveillance Impact Report SPD Computer-Aided Dispatch, Section 2.3, page 9. 

https://www.versaterm.com/vcad
https://www.versaterm.com/
https://www.west.com/safety-services/public-safety/call-handling-suite/
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Key Concerns 
(1) There is no policy defining the purpose of the technology and limiting its use to that purpose. 

SPD appears to have no specific policy defining the purpose of use for CAD and limiting its use 
to that purpose. 

(2) Lǘ ƛǎ ǳƴŎƭŜŀǊ ǿƘŜǘƘŜǊ ŀƴŘ ǿƘŀǘ Řŀǘŀ ƛǎ ǊŜǘŀƛƴŜŘ ǿƛǘƘƛƴ /!5 ŀƴŘ {t5Ωǎ wŜŎƻǊŘǎ aŀƴŀƎŜƳŜƴǘ 
System (RMS). While the SIR makes clear that CAD data is automatically transferred to St5Ωǎ 
RMS, it is unclear what data, if any, the CAD system itself retains and for how long. If the CAD 
system does retain some data (for example, call logs) independent of the RMS, and that data is 
accessible to the vendor, appropriate data protections should be put in place. 

(3) Lǘ ƛǎ ǳƴŎƭŜŀǊ ǿƘƛŎƘ ƛƴǘŜǊƴŀƭ ŀƴŘ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ {t5Ωǎ /!5 ŘŀǘŀΦ Section 2.5 of the 
{Lw ǎǘŀǘŜǎΥ ά{t5Ωǎ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎ ƻŦ /!5 ƛƴŎƭǳŘŜ ŀƭƭ ǎǿƻǊƴ ǇŜǊǎƻƴƴŜƭΣ ф-1-1 Center staff, and 
other civilian staff whose business needs rŜǉǳƛǊŜ ŀŎŎŜǎǎ ǘƻ ǘƘƛǎ ŘŀǘŀΦέ άhǘƘŜǊ ŎƛǾƛƭƛŀƴ ǎǘŀŦŦέ ŀƴŘ 
ǘƘŜ άōǳǎƛƴŜǎǎ ƴŜŜŘǎέ ǊŜǉǳƛǊƛƴƎ ŀŎŎŜǎǎ ǘƻ /!5 Řŀǘŀ ŀǊŜ ƴƻǘ ŎƭŜŀǊƭȅ ŘŜŦƛƴŜŘΣ ŀƴŘ ƛǘ ǿƻǳƭŘ ōŜ ƘŜƭǇŦǳƭ 
to ensure access to CAD data (to the extent any is stored in CAD) clearly tracks with personnel 
who have a defined need to access such data. In addition, if any third parties access that data, 
those third parties are not delineated, nor are any parameters or restrictions for their access 
and/or use laid out. 

 

Outstanding Questions 
¶ Does the CAD system itself store data? If so, what data and for how long? Who can access 

that data? 
¶ ²ƘƛŎƘ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ {t5Ωǎ /!5 ŘŀǘŀΣ ŀƴŘ ŦƻǊ ǿƘŀǘ ǇǳǊǇƻǎŜǎ Ƴŀȅ ǘƘŜȅ ǳǎŜ it? 
¶ Why are public comments from ACLU-WA and CTAB not included in the SIR transmitted to 

the CSWG? 
 

Depending on the answers to the questions above, the recommendations above may be 
modified and/or additional recommendations added. 
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CTO Response 

Memo 
Date:    11/17/2020   

To:   Seattle City Council, Transportation and Utilities Committee  

From:  Saad Bashir  

Subject:   CTO Response to the Surveillance Working Group SPD Computer Aided Dispatch (CAD) 

SIR Review 

  
To the Council Transportation and Utilities Committee Members,  
 
I look forward to continuing to work together with Council and City departments to ensure continued 
transparency about the use of surveillance technologies and finding a mutually agreeable means to use 
technology to improve City services while protecting the privacy and civil rights of the residents we 
serve.   
 
As provided in the Surveillance Ordinance, SMC 14.18.080, this memo outlines the Chief Technology 
hŦŦƛŎŜǊΩǎ ό/¢hΩǎύ response to the Surveillance Working Group assessment on the Surveillance Impact 
Report ŦƻǊ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ /ƻƳǇǳǘŜǊ !ƛŘŜŘ 5ƛǎǇŀǘŎƘ ό/!5ύΦ 
 

 
Background  
The Information Technology Department (ITD) is dedicated to the Privacy Principles and Surveillance 
Ordinance objectives to provide oversight and transparency about the use and acquisition of specialized 
technologies with potential privacy and civil liberties impacts. All City departments have a shared 
mission to protect lives and property while balancing technology use and data collection with negative 
impacts to individuals. This requires ensuring the appropriate use of privacy invasive technologies 
through technology limitations, policy, training and departmental oversight.   
  
¢ƘŜ /¢hΩǎ ǊƻƭŜ ƛƴ ǘƘŜ {Lw ǇǊƻŎŜǎǎ Ƙŀǎ ōŜŜƴ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ all City departments comply with Surveillance 
Ordinance requirements.  !ǎ ǇŀǊǘ ƻŦ ǘƘŜ ǊŜǾƛŜǿ ǿƻǊƪ ŦƻǊ ǎǳǊǾŜƛƭƭŀƴŎŜ ǘŜŎƘƴƻƭƻƎƛŜǎΣ L¢5Ωǎ tǊƛǾŀŎȅ hŦŦƛŎŜ 
has facilitated the creation of the Surveillance Impact Report documentation, including collecting 
comments and suggestions from the Working Group and members of the public about these 
technologies. IT and City departments have also worked collaboratively with the Working Group to 
answer additional questions that came up during their review process.   
 

Technology Purpose  
¢ƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ф-1-1 Center is the primary Public Safety Answering Point (PSAP) for 

emergency 9-1-1 calls placed within the City of Seattle. Computer Aided Dispatch (CAD) is a software 

ǇŀŎƪŀƎŜ ǳǘƛƭƛȊŜŘ ōȅ ǘƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ф-1-1 Center. It assists 9-1-1 Center call takers and 

dispatchers with receiving requests for police services, collecting information from 9-1-1 callers, and 

providing dispatchers with real-time patrol unit availability so dispatchers may dispatch appropriate 

patrol resources to requests for police service. CAD software also enables real-time documentation of 

https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.18ACUSSUTE_14.18.010DE
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ǘƘŜ {ŜŀǘǘƭŜ tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǎŜǊǾƛŎŜΣ ƛƴŎƭǳŘƛƴƎ ǊŜƭŜvant information obtained by 

responding officers. 

The CAD system automatically receives the telephone number, name (if available), and location of the 

caller (if available) from the West VIPER telephone system for calls placed to 9-1-1. Non-emergency 

calls, and associated phone numbers, are not automatically entered into CAD. If the call is determined to 

be a request for police services, call takers and dispatchers then manually enter additional information 

into CAD, such as the nature of the emergency, and create a CAD event to facilitate a police response. 

Call takers and dispatchers may add supplemental information into CAD regarding scene safety, 

descriptions of individuals, vehicles, and premises. Much of the privacy-sensitive information entered 

into CAD is provided by 9-1-1 or non-emergency callers or by officers or dispatchers who input 

information into the CAD system when responding to a call. 

Working Group Concerns  
In their review, the Working Group has raised concerns about: 

(1) No specific policies defining purpose of use.  

(2) Lack of clarity on data retention in CAD system. 

(3) Lack of clarity on third party access to CAD data. 
 
I have addressed each of these concerns individually below, providing the overall assessment and 
references to the appropriate responses in the SIR documentation.  
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Response to Specific WG Concerns: SPD Computer Aided Dispatch 
 
Concern: Defining purpose and policies of data use 
 
CTO Assessment: SPD policies and limitations pertaining to the purpose and use of data collected 
through the CAD system are clearly outlined in the SIR response, the details of which are provided in the 
SIR excepts below. The purpose of the data collected by the CAD system is clearly stated in the SIR. In 
summary, the information collected by the SPD CAD system provides dispatchers with information to 
enable appropriate resources as needed. CAD software also enables real-time documentation of the 
Seattle tƻƭƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ǊŜǎǇƻƴǎŜ ǘƻ Ŏŀƭƭǎ ŦƻǊ ǎŜǊǾƛŎŜΣ ƛƴŎƭǳŘƛƴƎ ǊŜƭŜǾŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ƻōǘŀƛƴŜŘ ōȅ 
responding officers that may be used for internal and external audit review, legal action, and public 
records requests. Details of this is provided below: 
 
SIR Response:  
Section 4.1: Provide details about what information is being collected from sources other than an 

individual, including other IT systems, systems of record, commercial data aggregators, publicly available 

data and/or other City departments.  

When an individual places a call to 9-1-1, the telephone number they are calling from, the location they 

are calling from, the name associated with the phone number (if available from the phone company), 

and the type of telephone service (landline, cell phone, VOIP phone) are provided by the West VIPER 

telephone system and automatically entered into CAD when a CAD call is initiated by the call taker. 

Additionally, private information may be entered into a CAD call by SPD officers requesting information, 

such as a warrant check, while responding to a request for service. 

Section 4.2: What measures are in place to minimize inadvertent or improper collection of data?  

A CAD call is initiated when someone requests police services. All users of the CAD system are trained in 

its use to ensure the data collected is entered appropriately. Authorized users of the CAD system are 

required to be CJIS certified and adhere to the CJIS security policy, found in the appendices of the SIR. 

Concern: Lack of clarity about data retention 

CTO Assessment: It is our assessment that SPD has established adequate and clear policy and procedure 
to adhere to all applicable legal obligations around data retention. Data retention and data handling 
requirements are dictated by state and municipal law and further based on regulatory Criminal Justice 
Information Security (CJIS) policy requirements. The specifics about retention of data collected by law 
enforcement are clearly provided in the SIR.   SPD does not have authority to change or adjust these 
requirements. In summary, unit supervisors are responsible for ensuring compliance and SPD internal 
and external agencies are part of the audit process to provide oversight. The State of Washington 
retention schedule for law enforcement agencies may be found online 
https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-
schedule-v.7.2-(january-2017).pdf .  

 
SIR Response:  

https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf
https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf
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Section 5.4: Which specific departmental unit or individual is responsible for ensuring compliance with 
data retention requirements? 
 
Unit supervisors are responsible for ensuring compliance with data retention requirements within 
SPD.  ¢ƻ ŜƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜǎŜ ƭŜƎŀƭ ƻōƭƛƎŀǘƛƻƴǎΣ {t5Ωǎ !ǳŘƛǘΣ tƻƭƛŎȅ ϧ wŜǎŜŀǊŎƘ {ŜŎǘƛƻƴ 
personnel can also conduct audits of all data collection software and systems. Additionally, any 
appropriate auditor, including the Office of Inspector General and the federal monitor can audit for 

compliance at any time.  
The Criminal Justice Information Security (CJIS) security policy provided in Appendix I of the SIR includes 

applicable data retention requirements associated with the CAD system. The MCA between SPD and 

ITD (see Appendix I) is the inter-departmental agreement that ensures compliance with the CJIS Policy.  

Concern:  Lack of clarity about third party access and data sharing 
 
CTO Assessment: Access to CAD data is limited to authorized SPD personnel, those agencies involved in 
incident response, and as allowed by the State Public Records Act RCW 42.56. Details about legal 
obligations, SPD policy and technology access controls for data access and sharing are provided in the 
SIR, and follow below: 
 
SIR Response:  
Section 4.10: What safeguards are in place, for protecting data from unauthorized access (encryption, 

access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification logging, 

etc.)? 

¶ Only authorized SPD users can access the system, technology, or the data collected by the CAD 

system.  Access to the application itself is limited to SPD personnel via password-protected login 

credentials.  All activity within CAD (including timeline of commands issued) generates an 

auditable log providing detail about user access. 

¶ 5ŀǘŀ ƛǎ ǎŜŎǳǊŜƭȅ ƛƴǇǳǘ ŀƴŘ ǳǎŜŘ ƻƴ {t5Ωǎ ǇŀǎǎǿƻǊŘ-protected network with access limited to 

authorized users.  

¶ The entire system is located on the SPD network that is protect by industry standard 

firewalls. ITD performs routine monitoring of the SPD network.  

Criminal Justice Information Security (CJIS) Compliance 

The CAD system is CJIS compliant, requirements that outline access control for the data 

collected. More information on CJIS compliance may be found at the CJIS Security 

Policy website.  CJIS policy requires the following safeguards to be in place:  

¶ All SPD employees must undergo a background check and access is controlled by SPD Manual 

Title 12 provisions governing Department Information Systems including SPD Policy 12.040 - 

Department-Owned Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice 

Information Systems, SPD Policy 12.080 ς Department Records Access, Inspection & 

Dissemination, SPD Policy 12.110 ς Use of Department E-mail & Internet Systems, and SPD 

Policy 12.111 ς Use of Cloud Storage Services.    

¶ The agency shall establish identifier and authenticator processes.  

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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¶ Two-factor authentication employs the use of two of the following three factors of 

authentication: something you know (e.g. 08/16/2018 CJISD-ITS-DOC-08140-5.7 37 password), 

something you have (e.g. hard token), something you are (e.g. biometric). The two 

authentication factors shall be unique (i.e. password/token or biometric/password but not 

password/password or token/token).  

¶ Unsuccessful login attempts - the system shall enforce a limit of no more than 5 consecutive 

invalid access attempts by a user (attempting to access CJI or systems with access to CJI). The 

system shall automatically lock the account/node for a 10-minute time period unless released 

by an administrator.  

¶ When CJI is transmitted outside the boundary of the physically secure location, the data shall be 

immediately protected via encryption. When encryption is employed, the cryptographic module 

used shall be FIPS 140-2 certified and use a symmetric cipher key strength of at least 128-

bit strength to protect CJI.  

¶ When CJI is at rest (i.e. stored digitally) outside the boundary of the physically secure location, 

the data shall be protected via encryption. When encryption is employed, agencies shall either 

encrypt CJI in accordance with the standard in Section 5.10.1.2.1 above or use a symmetric 

cipher that is FIPS 197 certified (AES) and at least 256-bit strength.  

¶ Intrusion Detection Tools/Techniques such as monitor inbound and outbound communications 

for unusual or unauthorized activities, send individual intrusion detection logs to a central 

logging facility where correlation and analysis will be accomplished as a system wide intrusion 

detection effort, employ automated tools to support near-real-time analysis of events in 

support of detecting system-level attacks.  

Audit  

There are extensive provisions for auditability of the CAD system, including: 

¶ Each CJIS compliant agency using the CAD system is responsible for complying with all audit 

requirements for use of CJIS Systems. Each CSO is responsible for completing a triennial audit of 

ŀƭƭ ŀƎŜƴŎƛŜǎ ǿƛǘƘ ŀŎŎŜǎǎ ǘƻ /WL{ {ȅǎǘŜƳǎ ǘƘǊƻǳƎƘ ǘƘŜ /{hΩǎ ƭƛƴŜǎΦ  

¶ {t5Ωǎ !ǳŘƛǘΣ tƻƭƛŎȅ ŀƴŘ wŜǎŜŀǊŎƘ {ŜŎǘƛƻƴ ό!tw{ύ can conduct an audit of the any system at any 

time.  The Office of Inspector General and the federal monitor can also access all data and audit 

for compliance at any time.      

¶ ¢ƘŜ ŀƎŜƴŎȅΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ ǎƘŀƭƭ ǇǊƻŘǳŎŜΣ ŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘκƻǊ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ 

level, audit records containing sufficient information to establish what events occurred, the 

sources of the events, and the outcomes of the events. The agency shall periodically review and 

update the list of agency-defined auditable events. In the event an agency does not use an 

automated system, manual recording of activities shall still take place.  

¶ A personally owned information system shall not be authorized to access, process, store or 

transmit CJI unless the agency has established and documented the specific terms and 

conditions for personally owned information system usage.  

¶ Publicly accessible computers shall not be used to access, process, store or transmit CJI.  

Section 6.1: Which entity or entities inside and external to the City will be data sharing partners? 

Data access and sharing are governed by the following legal and policy agreements:  
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¶ No person, outside of SPD and Seattle IT, has direct access to the application or the data.    

¶ As Seattle IT supports the CAD system on behalf of SPD, a Management Control Agreement 

exists between SPD and Seattle IT. The agreement outlines the specifications for compliance, 

and enforcement related to supporting the CAD system through inter-departmental 

partnership.    

άtǳǊǎǳŀƴǘ ǘƻ {ŜŀǘǘƭŜ aǳƴƛŎƛǇŀƭ /ƻŘŜ ό{a/ύ оΦноΣ L¢5 ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ ǎȅǎǘŜƳǎΣ 

services and support to SPD and is therefore required to support, enable, enforce and comply 

with SPD policy requirements, including the FBIs Criminal Justice Information Services, (CJIS) 

{ŜŎǳǊƛǘȅ tƻƭƛŎȅΦέ  The MCA document may be found in Appendix I of the SIR.  

¶ Data obtained from the system may be shared outside SPD with the other agencies, entities, or 

individuals within legal guidelines or as required by law.  

¶ Data may be shared with outside entities in connection with criminal prosecutions:   

o Seattle /ƛǘȅ !ǘǘƻǊƴŜȅΩǎ hŦŦƛŎŜ  

o YƛƴƎ /ƻǳƴǘȅ tǊƻǎŜŎǳǘƛƴƎ !ǘǘƻǊƴŜȅΩǎ Office  

o King County Department of Public Defense  

o Private Defense Attorneys  

o Seattle Municipal Court  

o King County Superior Court  

o Similar entities where prosecution is in Federal or other State jurisdictions  

¶ Data may be made available to requesters pursuant to the Washington Public Records 

Act, Chapter 42.56 RCW όάtw!έύΦ {t5 ǿƛƭƭ ŀǇǇƭȅ ŀǇǇƭƛŎŀōƭŜ ŜȄŜƳǇǘƛƻƴǎ ǘƻ ǘƘŜ Řŀǘŀ ōŜŦƻǊŜ 

disclosing to a requester.  Individuals have the right to inspect criminal history record 

information maintained by the department (RCW 10.97.030, SPD Policy 12.050). Individuals can 

access their own information by submitting a public disclosure request.  

¶ Per SPD Policy 12.080, the Crime Records Unit is responsible for receiving, recording, and 

responding ǘƻ ǊŜǉǳŜǎǘǎ άŦƻǊ DŜƴŜǊŀƭ hŦŦŜƴǎŜ wŜǇƻǊǘǎ ŦǊƻƳ ƻǘƘŜǊ /ƛǘȅ ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ŦǊƻƳ 

ƻǘƘŜǊ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ŀƎŜƴŎƛŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ŦǊƻƳ ƛƴǎǳǊŀƴŎŜ ŎƻƳǇŀƴƛŜǎΦέ    

¶ Discrete pieces of data collected by CAD may be shared with other law enforcement agencies in 

wanted bulletins, and in connection with law enforcement investigations jointly conducted with 

those agencies, or in response to requests from law enforcement agencies investigating criminal 

activity as governed by SPD Policy 12.050 and 12.110.  All requests for data from Federal 

LƳƳƛƎǊŀǘƛƻƴ ŀƴŘ /ǳǎǘƻƳǎ 9ƴŦƻǊŎŜƳŜƴǘ όL/9ύ ŀǳǘƘƻǊƛǘƛŜǎ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƻ ǘƘŜ aŀȅƻǊΩǎ hŦŦƛŎŜ [ŜƎŀƭ 

Counsel in accordance with the Mayoral Directive, dated February 6, 2018.  

¶ SPD shares data with authorized researchers pursuant to properly execute research and 

confidentiality agreements as provide by SPD Policy 12.055.  This sharing may include discrete 

pieces of data related to specific investigative files collected by the system.    

 

 

  

http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97.030
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
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Appendix A: Glossary 
Accountable: (taken from the racial equity toolkit.) Responsive to the needs and concerns of those most 
impacted by the issues you are working on, particularly to communities of color and those historically 
underrepresented in the civic process. 

Community outcomes: (taken from the racial equity toolkit.) The specific result you are seeking to 
achieve that advances racial equity. 

Contracting equity: (taken from the racial equity toolkit.) Efforts to achieve equitable racial outcomes in 
the way the City spends resources, including goods and services, consultants and contracting. 

DON: άŘŜǇŀǊǘƳŜƴǘ ƻŦ ƴŜƛƎƘōƻǊƘƻƻŘǎ.έ  

Immigrant and refugee access to services: (taken from the racial equity toolkit.) Government services 
and resources are easily available and understandable to all Seattle residents, including non-native 
English speakers. Full and active participation of immigrant and refugee communities exists in SeattleΩǎ 
civic, economic and cultural life. 

Inclusive outreach and public engagement: (taken from the racial equity toolkit.) Processes inclusive of 
people of diverse races, cultures, gender identities, sexual orientations and socio-economic status. 
Access to information, resources and civic processes so community members can effectively engage in 
the design and delivery of public services. 

Individual racism: (taken from the racial equity toolkit.) Pre-judgment, bias, stereotypes about an 
individual or group based on race. The impacts of racism on individuals including white people 
internalizing privilege, and people of color internalizing oppression. 

Institutional racism: (taken from the racial equity toolkit.) Organizational programs, policies or 
procedures that work to the benefit of white people and to the detriment of people of color, usually 
unintentionally or inadvertently. 

OCRΥ άOffice of Civil Rights.έ 

Opportunity areas: (taken from the racial equity toolkit.) One of seven issue areas the City of Seattle is 
working on in partnership with the community to eliminate racial disparities and create racial equity. 
They include: education, health, community development, criminal justice, jobs, housing, and the 
environment. 

Racial equity: (taken from the racial equity toolkit.) When social, economic and political opportunities 
ŀǊŜ ƴƻǘ ǇǊŜŘƛŎǘŜŘ ōŀǎŜŘ ǳǇƻƴ ŀ ǇŜǊǎƻƴΩǎ ǊŀŎŜΦ 
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Racial inequity: (taken from the racial equity toolkit.) When 
ŀ ǇŜǊǎƻƴΩǎ ǊŀŎŜ Ŏŀƴ ǇǊŜŘƛŎǘ ǘƘŜƛǊ ǎƻŎƛŀƭ, economic, and 
political opportunities and outcomes. 

RETΥ άǊŀŎƛŀƭ Ŝǉǳƛǘȅ ǘƻƻƭƪƛǘέ 

Seattle neighborhoods: (taken from the racial equity toolkit 
neighborhood.) Boundaries defined for the purpose of 
understanding geographic areas in Seattle. 

Stakeholders: (taken from the racial equity toolkit.) Those 
impacted by proposed policy, program, or budget issue who 
have potential concerns or issue expertise. Examples might 
include: specific racial/ethnic groups, other institutions like 
Seattle housing authority, schools, community-based 
organizations, change teams, City employees, unions, etc. 

Structural racism: (taken from the racial equity toolkit.) The 
interplay of policies, practices and programs of multiple 
institutions which leads to adverse outcomes and conditions 
for communities of color compared to white communities 
that occurs within the context of racialized historical and 
cultural conditions. 

Surveillance ordinance: Seattle City Council passed 
ordinance 125376, alsƻ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ άǎǳǊǾŜƛƭƭŀƴŎŜ 
ordinance.έ 

SIR: άsurveillance impact reportέ, a document which captures the fulfillment of the Council-defined 
surveillance technology review process, as required by ordinance 125376.  

Workforce equity: (taken from the racial equity toolkit.) Ensure the City's workforce diversity reflects 
the diversity of Seattle. 

  

http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
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