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Submitting Department Memo

Memo

Date: April 29, 2019

To: City Council

From:Deputy Chief GarthGreen, Seattle Police Department
Subject: Cover Memao CopLogic

Description

CopLogic is a crime reporting software ttwdt allows members of the public to submit police reports

online through a wekbased interface. CopLogic is a Software as a Service (SaaS) owned and maintained
by LexisNexis. SPD utilizes this technology in two ways: 1) An online public interfacendilaisals to

report a lowlevel crime in which no known or describable suspect is available, and for which individuals
may need proof of police reporting (i.e., for insurance purposes), without waiting for an officer to
dispatch and take a report; 2) Amlone passworeprotected interface allows retailers to enter

information about retail theft on their property in which a suspect is known and suspect information is
available.

Purpose

CopLogic allows for the user, either an individual or a retail storeegort crimes at their own

convenience. CopLogic is available 24 hours per day, seven days per week. When users decide that they
do not need a police officer to respond to the scene, they may still reap the benefits of reporting an
incident, for instanceobtaining a case number for insurance purposes or requesting criminal charges for
a theft in their business. CopLogic also eliminates the need for individuals telealt®@report a crime

and have a report taken. In 2017, 14,356 crimes were repoti@eplLogic, freeing resources in the 9

1-1 Center, ensuring that-2-1 call takers and SPD officers are available for more serious incidents.

Benefits to the Public

CopLogic benefits both the community and the Seattle Police Department by freeingaesdauihe 9

1-1 center, eliminating the need for patrol officers to respond in person to take some crime reports, and
providing community members with a secure, convenient, and timely way to interact with police.
Community members also receive a-oost ©py of their police report when they complete their report
with the CopLogic system. CopLogic saves over 20,000 patrol officer hours annually, freeing patrol
resources for more serious incidents and saving the Department over $1,000,000 each year.

Privacy and Civil Liberties Considerations

During the public comment period, SPD heard concerns about privacy from community members. They
raised concerns around the perceived ability for the public to make complaints about specific people or
communities througtthe system, the lack of access to online reporting for marginalized communities,
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what kinds of crimes can be reported using the system, how long records are retained, how secure the
collected information is, and who has access to the informatiparticuarly what access the vendor,
LexisNexis, has to the information collected by the CopLogic system.

By not allowing the community to report crimes with known or describable suspects via the CopLogic
system, SPD has mitigated the concerns that the systiEwsfor collection of information and

malicious reporting directed at specific individuals or communities. The agreement between SPD and
LexisNexis limits the use and storage of all information collected by or on behalf of the City to only
purposes usedor providing the service in the CopLogic contract and consultant agreement. They are
prohibited from using City data or personal information collected by the system to engage or enable
another party to engage in marketing or targeted advertising. Additignno access or information

shall be provided to any employee or agent of any federal immigration agency without prior review and
consent of the City. Additionally, per the agreement between SPD and LexisNexis, reports that are
generated inthe CopLogice 81 SY I NB AYLRNISR Ayid2 {t5Qa -NBO2NRa
deleted from the LexisNexis servers after 120 days. Reports that are rejected by the SPD officers who
review the reports are deleted immediately and notification is sent to the comipumémber.

SPD acknowledges that there are barriers to online reporting for some community members. The
CopLogic system is, like much of the City of Seattle web presence, not translated into other languages.
The system requires the reporter to have acdesthe internet on either a computer or smart phone

and have an email address, both of which may not be available to all members of the community,
particularly among traditionally marginalized communities and homeless individuals. Kiosk computers
have bea installed at SPD precincts which allow community members access to CopLogic online
reporting, and the system is available from other pulalicess computers like those available at

libraries. The CopLogic online crime reporting system does not replhee methods of contacting SPD
for services and reporting crimes. Community members who need services in languages other than
English, do not have access to the internet or an email address, or are uncomfortable making a report
online are still able to coact SPD via the telephone or by making a report at an SPD Precinct.

Summary

CopLogic is an o online crime reporting system that benefits the community, SPD, thd Zenter,

and the City of Seattle. CopLogic saves over 20,000 patrol officer hmually, freeing patrol

resources for more serious incidents and saving the Department and the City over $1,000,000 each year.
Online reporting allows community members to report certain crimes in a secure, convenient, and frees
resources in the 9-1 Cener, ensuring that 9-1 call takers are available for more serious incidents.

Only authorized SPD personnel can access the information provided by the individuals through the
online reporting tool and all activity in the system is logged and auditablevdidor, LexisNexis,

cannot access the information for any reason other than providing SPD with the online reporting

services and is not permitted to share the information with any third party.
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About the QurveillanceOrdinance

TheSeattleCity CouncilpassedOrdinancel25376 al2

NB T S NNESRrveifladce | a

u a
Ordinanceé¢  Septemberl, 2017.SMC14.18.020.b.1 charges @ity a S E S Odzi A @S 6 A i
developing a process to identify surveillance technologies subject to the ordinGeattlelT,
on behalf of the executive, developed and implemented a process througthvahprivacy and
surveillance review is completed prior to the acquisition of new technologies. This requirement,
and the critera used in the review process, are documente&aattleit policy pr02, the
GadzNBSAf I yOS LRftAOes D

How thisDocumentis Completed

This document is completed by the requesting department staff, support and coordinated by
the SeattleinformationtechnologydS LJI NI S&aflgité @dBeattleit and department staff
complete the document, theghouldkeep the following in mind.

1. Responses to questions should be in the text or check boxesadhbgher information
(questions, descriptions, etc.) Shouldt be edited bythe department staff completing

this document.

2. All content in this report will be available externally to the public. With this in mind,
avoid using acronyms, slang, or other terms which may not beknmellvn to external
audiences. Additionally, responssisould be written using principally neechnical
language to ensure they are accessible to audiences unfamiliar with the topic.

SurveillanceOrdinance Review Process

The followingis a highlevel outline of thecompleteSIReview process.

. Open
fUpcom_lng Initial Draft Comment
or Review St

Thetechnology is = Work on the initial The initial draft of

upcoming for draft of theSIRs  the SIRand
review, but the currently supporting
department has underway. materials have
not begun drafting been released for
the surveillance public review and
impact report comment. During
(SIR. this time, oneor

more public
meetings will take
place to solicit
feedback.

Working Council
Group Review

During this stage
the SIRincluding
collection of all
public comments
related to the
specific
technology, is
being compiled
and finalized.
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Privacylmpact Assessment

Purpose

APrivacy Impact AssessmanBilA i3 a method for collecting and documenting detailed
information collected in order to conduct an-tepth privacy review of a program or proje&.
PlAasks questions about the collection, use, sharing, security and access controls for data that
is gathered using a technology or program. It also requests information about policies, training
and documentation that govern use of the technology. Ph&responses are used to

determine privacy risks associated with a project and mitigations that may reduce some or all of
those risks. In the interests of transparency about data collection and managemeijtyloé
Seattlehas committed to publishing @fllAson an outward facing website for public access.

When is aPrivacylmpact Assessmat Required?

APIAmay be required in two circumstances.
1. When aproject, technology, or other review has been flagged as having a high privacy
risk.
2. When a technology is gpiired to complete the surveillance impact report process. This
is one deliverable that comprises the report.

1.0 Abstract

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

CopLogic is crime reporting tool that allows individuals to submit police reports online. .
utilizes this technology for two purposes: (1) community members may report specific Ic
level, noremergency crimes that have occurred within the Seattle eiyjtd, in which there
are no known suspects or additional information that would allow for investigation of the
cime;and (2)SGF Af o0dzaAySaasSa GKFG LI NIOAOALI (¢
level thefts that occur in their businesses wheey have identified a suspect. CopLogic
provides efficient customer service to community members who may need proof of polic
reporting (i.e., for insurance purposes) without needing to @dlt1 then waiting for an
officer to respond and take a reporCopLogic frees resources in tid-1 Center ensuring
that 9-1-1 call takers are available for more serious incidents and frees pédfioéo
resources by eliminatinthe need for a police officer to be dispatched for the sole purpos:
taking a polie report.

1.2 Explain the reason the project/technology is being created or updated and why Biéis
required.

CopLogic is an o system; it is used only when an individual chooses to utilize it.
However, individuals may enter personaitientifying information about third parties
without providing notice to those individuals, and there is no immediate, systemeithod to
verify the accuracy of information that individuals provide about those third parties.
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2.0Project / TechnologyOverview

Provide an overview of the project or technology. The ovengess the context and
background necessary to understatie purpose, mission and justification for the project /
technology proposed

2.1 Describethe benefits of the projeciftechnology.

CopLogic has two tracks:

1) An online public interface allows individuals to report a crime in which no known
suspect is available, and for which individuals may need proof of police reporting
for insurance purposes), without waiting for an officer to dispatch and take a repc

2) An online passworgrotected interface allows retailers to enter information about
retail theft on their property in which a suspect known and suspect information is
available.

CopLogic allows for the user, either an individual or a retail store, to report crimes at the
own convenience. CoplLogic is available 24 hours per day, seven days per week. Whe
decide that they do not need a police officer to respond to the scémey may still reap the
benefits of reporting an incident, for instance, obtaining a case number for insurance
purposes or requesting criminal charges for a theft in their business. CopLogic also
eliminates the need for individuals to céill-1to report a crime and have a report taken.
Last year, 14,356 crimes were reported via CopLogic which is 14,356%dwiecalls taken
by the9-1-1 Center This technology frees resources in fhg-1 Center ensuring thad-1-1
call takers are available for m®serious incidents.
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2.2 Provide any data or research demonstrating anticipated benefits.

Research Studies:

1 Loss Prevention Tanology Case Studising Technology to Enhance the
wStFOGA2YyAaKALI 0SG6SSy [2aa t NB@SyiaAzy

T ¢NX A& ¢l yAIdzOKA YR [/ KNRAG2LIKSNI { ¢
w S LJ2 NI A y drhe] PeligeliChi8a(Mide 2015): 452.
http://www.policechiefmagazine.org/citizeperceptionsof-online-crime-reporting-
systems/?ref=3e3a108ad4f36c878bb398b470385dcc

Research shows thatlowingindividuals to report certain noairgent crimes and for trained
retail loss prevention employees streamline the shoplifting reporting process provided
through online tools such as CopLogic delivers benefits to both the department by
eliminating the need for patrol officers to respond in person to take such reports, and
providing community members i a secure, convenient, and timely way to interact with
police.

AAAAA

{t5 KlFIa O2ffSOGSR RFGI Fo2dzi /2L 23A0Q4
increased each year, and it saves numerous police hours by eliminating the need for a |
officer to respond. The data shows:

Reports Hours Saved Money Saved
2012 7,652 11,478 $573,900.00
2013 9,527 14,290 $714,525.00
2014 12,575 18,862 $943,125.00
2015 12,365 18,547 $927,375.00
2016 13,379 20,068 $1,003,425.00
2017 14,356 21,534 $1,076,700.00
2018 13,571 20,356 $1,017,825.00

*(2018 Data is calculated through the end of October.)
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2.3 Describe the technology involved

CopLogic is a Software aseavice(SaaS) owned and maintained by LexisNé&xisused in
two ways:

1)t dzof AO LYGSNFI OSY LYRAQGARdzZ ta 6AaKAY
Online Reporting pagétips://www.seattle.gov/police/needhelp/online-reporting)
and follow the prompts to enter information about lel@vel, noremergency crimes
for which no known suspects exist. CopLogic then generates a report and the
reporter receives a temporary uniqueddtification number. An SPD employee, the
reviewer, verifies that the report is sufficient and complete. If further information ¢
clarification is needed, the reviewer generates a generic email to the reporter,
informing them that the report is missingformation that must be included before
the file is officially submitted, and providing a link to follow for updates. Once a
reviewer determines that the report is complete, the information is electronically
GNF YAFSNNBR Ayid2 {t5mandxkBedesdBeheraydifghse=
(GO) number. This GO number is then provided to the reporter for their records ¢
for insurance purposes.

2) wWSUOFAf ¢KSTG LYGSNFIFOSY wSihlFAf SNB 6K
Retail Theft Program and wish report a theft first contact the Seattle Police
5 S LI NIi Y Semér@eacy gughlyer to receive a case number. Then, they acce
the Retail Theft online page with unique passwrdtected login information and fil
out the Retail Theft online report, vith includes information about the retailer, the
theft, and the suspect. In most circumstances, retailer security has detained the
suspect and includgcopies of identification with the report that they then submit
online.

After a report is made into thBublic Interface or the Retail Theft Interfap®lice officers
assigned to the Internet and Telephone Reporting UnitRU)og in to the CopLogiweb
portal, utilizing individual user lem IDs, to access the submitted reports. Once the report
screened by an officer in theTRU unitSPD utilizes an integration serverttansfer reports
generated in the CopLogictoolire {t 5Q& wSO2NR&a al yl 3SYS:
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24DescribeK2 ¢ G KS LINRP2SOG 2NJ dzaS 2F G(SOKy2f 238 NBf

{t5Qa YAaarzy A& (2 LINBOSYyG ONARYS:sS SyTz2
delivering respectful, professional, and dependable police services. CopLogic allows fc
user, either an individual or a retail store, to report crimes at th&naonvenience.
CopLogic is available 24 hours per day, seven days per week. When users decide that
not need a police officer to respond to the scene, they may still benefit from reporting ar
incident, for instance, by quickly obtaining a casenber for insurance purposes or
requesting criminal charges for a theft in their business. CopLogic also eliminates the r
for individuals to cal®-1-1to report a crime and have a report taken. Last year, 14,356
crimes were reported via CopLogic which is 14,356 f@akd calls taken by th®-1-1

Center This technology frees resources in fhg-1 Center ensuring tha®-1-1 call takers,
and then parol officers, are available for more serious incidents.

2.5 Who will be involved with the deployment and use of the pject / technology?

SPD reviewerwithin the FTRU unihave access to the reports for the purposes of verifyin
accuracy and initiamg the process of transferring the approved reports into the records
management system with a case number (as is assigned to all SPD reports).

Additionally, Seattle IT provides client services apdrational support for IT technologies
and applicationsln sipporting SPD systems, operatioreid application services deploy ant
service SPD technology systems. Details about the IT departmefuLene in the appendix
of this SIR.
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3.0Use Governance

Provide an outline of any rules that will govern treewf the project / technology. Please noten-City
entities contracting with theCityare bound by restrictions specified in the surveillance ordinance and
privacy principles and must provide written procedures for how the entity will comply with any
restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or cheak checkout of equipment.

CopLogic is used by the public, including retailers, and, ttsusse is triggered whenever ar
individual instigates the submission of an online report. The SPD reviewer checks the
submission for completion and does one of the following:

1) Sends a generic email to the submitter asking for additional information; or
2) t dzZa KSa (GKS NBLRNI (2 {t5Q& NBO2NRA Y
DSYSN}IYf hF¥FFSyaS 6aDhé0 ydzYoSNE 6 KAOK

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology isused.

Individuals may use CopLogic to report a crime online when:

1) The crime is within one of these categories of crime:
a. Property crimes including property destruction, graffiti, car break ins, theft
auto accessories, theft, shoplifting; or
b. Drug activiy, harassing phone calls, credit card fraud, wage theft, identity
theft, or lost property
2) The situation is noemergent
3) The crime occurred within Seattle city limits (exception for identity theft); and
4) No known suspects or information about the crime wiballow for additional
investigation.

Retailers may use CopLogic to report a retail theft on their property when:
1) ¢KS NBGFAESNI LI NOHAOALI GSa Ay {t5Qa w
identifier and password;
2) They have detained theuspect;
3) The suspect does not have any outstanding warrants; and
4) ¢KSe OSNATe GKS ARSYUAFTAOIGAZ2Y 2F (K
identification, if available.
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3.3 Describe the policies and training required of all personnel operatitng tproject /
technology, and who has access to ensure compliance with use and management policies.

Only authorized SPD users can actleesystem, technologyr the data. Access to the
application is limited to SPRersonnel via passwordrotected login credentials.

Once @tais input by individuals and retail users of CopLogic on the pfading website, it
isaccessetl Y R dzAa SR 2y -fratebt€iznetkdrka 4 ¢ 2 NR

All SPD employees are backgrounded and acsasmirolled by SPD Manual Title 12
provisions governing Department Information Systems inclu@iR® Paly 12.040
DepartmentOwned Computers, Devices & Softwa@D Policy 12.05@riminal Justice
Information Systers, SPD Policy 12.0&Department Records Access, Inspection &
DisseminationSPD Policy 12.1Use of Department{ail & Internet Systems, aréPD
Policy 12.11% Use of Cloud Storage Services.

SPD Policy 5.146rbids biasbased policing and outlines processes for reporting and
documenting any suspected biaased behavior, as well as accountability measures.

All SPD employees must adhere to laws, City policy, and Department B&l2yP0licy
5.007), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&D Policy 5.002

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Contréigreement(MCA)between ITD and SR which states that:

Gt dzNEdzt yad G2 {SFGGtS adzyAOALIE /2RS 6{ a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPPolicy requirement® this MCA document may be foundAppendix |
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http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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4.0 Data ollection and Use

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems, systems of record, commercial data aggregators,
publicly available data and/or otheCity departments.

No information is collected from a source other than the individual instigating the submi:
of a report.

4.2 \What measures are in place to mimize inadvertent or improper collection of data?

Before anyone is permitted to file a report online, they are prompted to answer a series
questions to determine if online reporting is appropriate for the event they wish to repor
addition, the ®attle Police Department provides guidelinesndividuals reporting an event
about what information they will need to submit to file a report onlin€inally, an authorizet
SPD employee reviews each submission before accepting the report to ensure that
appropriate and adequate information has been provided.

Retail security collectsnly information that isnecessary to document and investigate the
crime as requirean the Retail Theft Reporting formo other information is requested.

4.3How and when will the project / technology be deployed or used® whom? Who will
determine whenthe project / technology is deployed and used?

CopLogic is an online portal that is available for individuals to utilize at any time. It was
implemented in the fall 02011.

Retailers have access to a Retail Theft portal with unique passwotdcted login
information.

CopLogic ia Software as aévice It utilizesserver integratiorsoreportscan be transferred
G2 {t5Qa wSO2NRa&a alyl3aSySyid {eaiSvyo

4.4 How often will the technology be in operation?

The online portal is continuously in operation, so individuals can instigate and submit re
at any time.

4.5What is the permanence of the installationi it installed permanentlyor temporarily?

CopLogic is a permanent installation.
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4.61sa physical object collecting data or imagesible to the publicAWhat are the markings
to indicate that it is in use®hat signageis used to determine department ownershiand
contact information?

CopLogi is an online portainot a physical object. As such, the portal is visible to the pub
when they visit the online pagéitps://www.seattle.gov/police/needhelp/online-

reporting), but is not otherwise visible. The online page contains City of Seattle and SP
branding and contadnhformation. There is also specific text on the web page letting the
public know what kind of crimes they may report using this technology.

4.7 How will data that is collected be accessed and by whom?

Only authorized SPD users can actiessystem, technologyr the data. Access to the
application is limited to SPRersonnel via passwordrotected login credentials.

Collected @taissecurelyiewedon{ t 5 Q& L{irofedten 2audRrk with access limited
to authorized detectives and identified supervisory persomwighin the FTRU unitOnce a
reported incident has been reviewed by SPD persannisl electronically transferred into
the SPD recals management system.

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12
provisions governing Department Information Systems inclu@if@ Policy 12.040
DepartmentOwned Computers, Devices & Softwgd€D Policy 12.05Criminal Justice
Information Systems3PD Policy 12.0&Depariment Records Access, Inspection &
DisseminationSPD Policy 12.11Use of Department{ail & Internet Sgtems, andSPD
Policy 12.11% Use of Cloud Storage Services.

Incidental data access magcurthrough delivery of technology client services. All ITD
employees are required to comply with appropriate regulatory requirements regarding
security and background revievnformation on thelTDroles that may beassociated with
client services for Citpepartments can be found ppendix I

ITD client services interaction with SPD systems is govéyte terms of the 2018
Management Control AgreemefMCA)between ITD and EPThe MCA document may be
found inAppendix |

4.81f operated or used by another entity on behalf of th€ity, provide details abotiaccess,
and applicable protocols.

CopLogic is owned and maintained by Lexis Nexis. There are no data sharing agreeme
between SPD and any other entities for CopLogic datdhé&r, the contract between the

/| AGé& YR [SEA&bSEAE LINPOARSE GKFG [ SEAA
reproduce, display, and store the City Data solely for the purposes of (i) providing the
Services as contemplated in [its contracthwthe City]; and (ii) enforcing its rights under [th
O2y (NI} OG8 d¢ I fAYy]l G2 GKS [SEA&bSEAE L
https://risk.lexisnexis.com/privacpolicy

4.9What are acceptable reasons for access to the equipment @nddata collected?
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https://www.seattle.gov/police/need-help/online-reporting
https://www.seattle.gov/police/need-help/online-reporting
http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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SPD reviewers must access the reports to check for accuracy and approve reports so tl
NEBLEZ2NI OFy 6S GNIYaFSNNBR Ayid2 {t5Qa NE
assigned case number. Once the information is entered into the records maeagiem
system, the information can be accessedayhorizedSPD personnel at any time, as it
relates to aspecificinvestigation, just as is the case with any information stored within the
records management system.

Incidental data access may occur throwgiivery of technology client services. All ITD
employees are required to comply with appropriate regulatory requirements regarding
security and background reviemformation on the ITD roles associated with client servic
for City Departments can bedad inAppendix I

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Control Agreement between ITD ard, 8Rich states that:

Gt dzNERdzE ya G2 {SFOGGtS adzyA OALJ f techhdo8y 6 { a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNBAOS&as o6/ WL{O0O {SOdz2NR(l& t2fA08 d¢

The MCA document may be fourid Appendix I
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4.10What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging, etc.)?

CopLogic data is stored remotely and managed by the technology provider, Lexid_Bbagis
Nexis iPrivacy Shield Certifieahd adheres to th&ELX Group Privacy Shield PrincipRey
Lexis Nex¥ Weluse a variety of administrative, physical and technical security measure
help safeguard yourJSNB 2 Yy I £ AYTFT2NNf 05 DF0OH2y LI RRDOGA ;
AyOfdzRSa | OflFdzAS F2NJ I dZRAGE Ay BKAOK
governmental agency funding the Work, to inspect and audit all pertinent books and
NBEO2 NRa& ®¢

D personnel can only access CopLogic data when authorized and provided a userna
password for the system. CopLogic creates an audit log that records all activity in the sy
with usernames and timestamps.

ITD client services interaction with SBBtems is governed according to the terms of the
2018 Management Control Agreement between ITD and SPD, which states that:

Gt dzNERdz- yad G2 {SFGGtS adzyAOALIE /2RSS 6{ a
systems, services and support to SPD and is fhereequired to support, enable, enforce
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNBAOS&as o6/ WL{O0O {SOdaNRi(l& t2fArlde dé

The MCA document may be foundAppendix |
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5.0 Data Sorage, Retention andDeletion

5.1 How will data be securely stored

CopLogic is a welosted solution provided by Lexis Nexis and all information entered int
the system is stored on thieexisNexiplatform. Per_exis Nex¥ Weéiuse a variety of
administrative, physical and technical security measures to help safeguard your person
AYVF2NNIEGA2Y ©E I RIRi%ady/SRigld-Cerfifitaid adh&és xo0dh&BLXE A
Group Privacy Shield Principles

5.2How will the owner allow for departmental and other entities, to audit for compliance
with legal deletion requiements?
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{t5Qa ! dzZRAGEZ t 2f A 0@ canycBhdustBudabdit NIt any ¢
system at any time. he Office of Inspector General and the federal monitor car
alsoaccess all data anchnaudit for compliance at any time

I RRA U A 2 ydohtrackvith L{exisINExés includes a clause for audit, in whic
KS a/2yadzZ GFyid akKlFft LISNYAG GKS /7

KS 22N] = G2 AyaLlsSod FyR |dzZRAG | ff

[ et @ni-N

\ ;: Seattle
| Information Technology

City of Seattle Information Technology Department
With
Lexis Mexis Risk Solutions
CONSULTANT AGREEMENT

Title: Project Management for Lexis Nexis

AGREEMENT NUMBER: C3-0201-18

This Agreement is made and entered into by and between the City of Seattle (“the City™). a Washington
municipal corporation, through its Department of Information Technology as represented by the Chief
Technology Officer; and Lexis Mexis Risk Solutions ("Consultant™), a corporation of the State of
Pennsylvania, and authorized to do business in the State of Washington.

The purpose of this contract is to provide the City of Seattle with Project Management Services for Lexis
Mexis Desk Officer Reporting System Interface Implementation for Mark43 Cobalt RMS. This project is
wvalued less than $52,000.00. As a result, the Department selected this Consultant through Direct Select.

In consideration of the terms, conditions, covenants and performance of the Scope of Work contained
herein, the City and Consultant mutually agree as follows:

1. TERM OF AGREEMENT.
The term of this Agreement begins when fully executed by all parties and ends on October 31, 2018
unless amended by written agreement or terminated earlier under termination provisions.

2. TIME OF BEGINNING AND COMPLETION.

The Consultant shall begin the work outlined in Quote 20180427 - “Scope of Work™ ("Work™) upon receipt
of written notice o proceed from the City. The City will acknowledge in writing when the Work is complete.
Time limits established under this Agreement shall not be extendad because of delays for which the
Consultant is responsible, but may be extended by the City, in writing. for the Cily's convenience or
conditions beyond the Consultant’s control

3. SCOPE OF WORK.
The Scope of Work for this Agreement and the time schedule for completion of such Work are described
in Attachment A, which is attached to and made a part of this Agreement.

The Waork is subject to City review and approval. The Consultant shall confer with the City periodically and
prepare and present information and materials (e.g. detailed outline of completed Work) requested by the
City to determine the adequacy of the Work or Consultant's progress.

4. EXPANSION FOR NEW WORK.

This Agreement scope may be expanded for new work. Any expansion for Mew Work (work not specified
within the oniginal Scope of Work Section of this Agreement, andior not specified in the original RFP as
intended work for the Agreement) must comply with all the following limitations and requirements: {a) the

1| Page
Project Management for Lexis Nexis Revised March 2018
Agreement No. C3-0201-18
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5.3What measures will be used to destroy improperly collected data?

SPD policy contains multiple provisions to avoid improperly collecting 8&ta.Policy 7.010
governs the submission of evidence and requires that all collected evidence be docume
in a GO ReportSPD Policy 7.0%pecifically governs the collection and submission of
photographic evidenceEvidence is submitted to the Evidence Unit ansbagated with a
specificGO Number and investigation. Ari&RD Policy 7.1Xbverns the collection and
submission of audio recorded statement$requires that officers state their name, the
Department name, the General Offense number, date and time of recording, the name
interviewee, and all persons present at the beginning of the recording.

Additionally,SPD Policy 5.146rbids biasbased policing and outlines processes for report
and documenting any suspected biaased behavior, as well as accountability measures.

All SPmployees must adhere to laws, City policy, and Department P8R Policy
5.007), and any employees suspected of being in violation of lawslarypor other
misconduct are subject to discipline, as outline&D Policy 5.002

5.4Which spedic departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Unit supervisors are responsible for ensuring compliance with data retention requiremel
within SPD. Audit, Policy & Research Section personnel can also conduct audits of all «
collection software and systems. Additionally, any appropriate auditohiding the Office
of Inspector General and the federal monitor can audit for compliance at any time.
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http://www.seattle.gov/police-manual/title-7---evidence-and-property/7010---submitting-evidence
http://www.seattle.gov/police-manual/title-7---evidence-and-property/7090---photographic-evidence
http://www.seattle.gov/police-manual/title-7---evidence-and-property/7110---recorded-statements
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
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6.0 Data Sharingand Accuracy

6.1 Which entity or entities inside and external to th&itywill be data sharing partners?
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SPD has no data sharipgrtners for CopLogic. No person, outside of SPD, has direct ac
to the application or the datand all requests for information from CopLogic precessed
based orexisting SPPolicies, legal guidelines, and as required by. law

As Seattle IT suppis the CopLogisystem on behalf of SPD, a Management Control
Agreement exists between SPD and Seattle IT. The agreement outlines the specificatio
compliance, and enforcement related to supporting tBepLogisystem through inter
departmental partership. The MCA can be found in the appendices of this SIR.

Discrete pieces of informatioobtained from the system may be shared outside SPD with
other agencies, entities, or individuals within legal guidelines or as required by law.

Datamay be shaed with outside entities in connection with criminal prosecutions:

{SradatsS /AGe 1GG2NySeQa hTFAOS

YAY3A [/ 2dzyGeée tNRaSOdziAy3d ' Gi2NySeQa h¥TFa
King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superi@ourt

Similar entities where prosecution is in Federal or other State jurisdictions

=4 =4 -4 8 8 _a 9

Data may be made available to requesters pursuant to the Washington Public Records
Chapter 4256 RCWat w! ¢ 0d {t5 gAff LI & | LIIX AOL
disclosing to a requesteindividuals have the right to inspect criminal history record
information maintained by the departmenRCW 10.97.03GPD Policy 12.0r0dndividualsan
access their own information by submitting a public disclosure request.

PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, anc
NBalLR2yRAY3I (2 NBIldzSada aF2N) DSYSNIf h¥T¥
20KSNI g SyYyF2NOSYSyld 3ISyOArASaszs |a ¢Stf¢
Discrete pieces ahformation collected by CopLogic may be shared with other law
enforcement agencies in wanted bulletins, and in connection with law enforcement
investigations jointly conducted with those agencies, or in response to requests from la
enforcement agencies inves#gng criminal activity as governed By D Policy 12.0%hd
12.11Q All requests for data from Federal Immigration and Customs Enforcement (ICE
I dzGK2NAGASAa | NBE NBEFTSNNBR (2 (KSithahe Mayotad &
Directive, dated February 6, 2018.

SPD shares data with authorized researchers pursuant to properly execute research an
confidentiality agreements as provide BYD Policy 12.055This sharing may include
discrete pieces of data related to specific investigative files collected by the system.

SPD shares data with authorized researchers pursuant to propentytxeesearch and
confidentiality agreements as provide BYD Policy 12.055his sharing may include
discrete pieces of data related to specific investigative files collected by the system.

6.2Why is data sharing necessary?
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http://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97.030
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
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Data sharing is not an automatic component of CopLogic reporting. Instead, discrete pi
of information gleaned from the reports are shared only within the context of the situatic
outlined in 6.1.

6.3 Are there any restrictions on norCity data use?
YesH No?d

6.3.11F &2dz ' Ya¢gSNBR &85Sax LINPOGARS | O2Lk 27F (F
for ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to tf
requirements of28 CFR Part 2@egulating criminal justice information systenis.

addition, Washington State law enforcement agencies are subject to the provisic
WAC 4480-260(auditing and dissemination of criminal history record informatior
systems)andRCW Chapter 10.9Washngton State Criminal Records Privacy Act)

Once disclosed in response to PRA request, there are no restrictions edityotata
use; however, applicable exemptions will be applied prior to disclosure to any
requestor who is not authorized to receive exeingpntent.

6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understandingnew uses of the information, new access to the system by
organizations withinCity of Seattleand outside agencies?

Researclagreements must meet the standards reflectedsiRD Policy 12.05kaw
enforcement agencies receiving criminal history infotima are subject to the requirements
of 28 CFR Part 2(n addition, WashingtoState law enforcement agenciese subject to the
provisions ofWAC 44620-260, andRCW Chapter 10.97

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why

The CopLogic system does not automatically check for accuracy. Instead, a reviewer fl
I-TRU unit ensures that all fields are completed appropriately by those submitting the re
before assigning a GerarOffense number and approving the report. If necessary
information has not been included, the reviewer will contact the reporting party to obtair
FRRAGAZ2YIFE AYyF2NXIFGA2Y 0STF2NB GKS RFGI
management system.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

Individuals may request records pursuant to the PRA, adigiduals have the right to inspect
criminal history recordnformation maintained by the departmenRCW 10.97.03GPD Policy
12.050. Individualscan access their own information by submitting a public disclosure reque
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https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
http://www.seattle.gov/police-manual/title-12---department-information-systems/12055---criminal-justice-research
https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97.030
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems

‘ ]
Att 5¢ CopLogic SIR QIS City of Seattle

V2

7.0LegalObligations, Risksand Canpliance

7.1What specific legal authoritiesand/or agreements permit and define the collection of
information by the project/technology?

{t5Qa dzaS 2F /2L 23A0 Aa 3I20SNYySR oe f &
3.3, 4.2, 4.6, and 5.3 of this SIR.

7.2 Describe what privacy training is provided to users either generally or specifycadlevant
to the project/technology.

SPD Policy 12.050andates that all employeegceive Security Awareness Training (Leve
and all employees also receive City Privacy Traidih@PD employees must adhere to law
City policy, and Department PolicyKD Policy 5.0pImany of which contain specific privac
requirements. Ay employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outlinec&iD Policy 5.002

7.3 Gven the specific data elements collected, describe the privacy risks identified and for
each risk, explai how it was nitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included

Privacy risks may arise when information is collected about citizens, unrelated to a spec
incident. Thee concerns are mitigated lye requirement that # SPD employees are
backgrounded and access is controlled by SPD Manual Title 12 provisions governing
Department Information Systems includiggD Policy 12.04@epartmentOwned
Computers, Devices & Softwaf@RD Policy 12.05Criminal Justice Information Systems,
SPD Policy 12.0&Department Records Access, Inspection & DissemingdiBd, Policy
12.110¢ Use of Deprtment Email & Internet Systems, aréiPD Policy 12.1X1Use of Cloud
Storage Services.

CopLogic is to be utilized undgpecific circumstances, as outlined in 3.2 above. Each rej
is reviewed to ensure both the accuracy of the report, as well as that it meets the
requirements of online reporting (again, as outlined in 3.2 above).

Additionally,SMC 14.12ndSPD Policy 6.0@firectl t £ {t 5 LISNER2Yy Yy St
R20O0dzYSy A2y 2F AYF2NXIGA2Y O2yOSNYyAyYy:=
political or religious activities must be for a relevant reason and serve a legitimate law
SYF2NOSYSy i LldzNLIckrSnaust take lcaRavien phatggraphingg = 2
demonstrations or other lawful political activities. If demonstrators are not acting unlawfi
LI2f A0S O yQU ¢LIK2G323INI LK GKSYO®

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting
documenting any suspected btaased behavior, as well as accountability measures.

Finally, see 5.3 for a detailed discussion about procedwlased to noncompliance.
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http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://clerk.ci.seattle.wa.us/~public/toc/14-12.htm
http://www.seattle.gov/police-manual/title-6---arrests-search-and-seizure/6060---collection-of-information-for-law-enforcement-purposes
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
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7.41s there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of personal information?

The privacy risks outlined in 7.3 above are mitigated by legal requirements and auditing
processes that allow for any auditor, including the Office of Inspector General and the fe
monitor, to inspect use and deployment of CopLogic.

The largest privey risk is the wauthorizedrelease of reportednformation deemed private or
offensive in the RCWI'o mitigate this risk, the technologplls under the current SPD policies
around dissemination of Department data and information reflected in 6.1.
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8.0 Monitoring and Enforcement

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

PerSPD Policy 12.08the Crime Records Unit is responsible to receive and record all
NEB lj dzS & (i #ral@ffedsdRdp@ty from other City departments and from other law
SYF2NOSYSyd F3SyOAaSas Fa ¢Sttt a FNRY A
F2NJ LIMzoft AO RA&Of2adzNS NBF f233SR o6& {t5
subsequeltly in response to subpoenas is then tracked through a log maintained by the
''YAUGD tdzof AO RAAOf2adzNBE NBljdzSada | NBE N
Response System, and responses to Public Disclosure Requests, including responsdive
provided to a requestor, are retained by SPD for two years after the request is complete

8.2What auditing measures are in place to safeguard the information, and policies that
pertain to them, as well as who has access to the audit data? Explawetiver the
project/technology conducts setaudits, third party audits or reviews.

{t5Qa& ! dzZRAGZ t 2f Aiauthdrizédrto aorildctiditdhelnK invgsBoativel 2
data collection software and systenia addition, the Office of Inspector Gera¢ and the
federal monitor can conduct audits of the software, and its use, at any tidedit data is
available to the public via Public Records Request
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Financiallnformation

Purpose

Q“S City of Seattle

This section providesdescription of the fiscal impact of the surveillance technolag/

required by the surveillance ordinance

1.0Hscallmpact

Provide a description of the fiscal impact of the project/technology by answering the questions

below.

1.1 Current or potentialsources of funding:nitial acquisition costs

CurrentH potentialf

Date of initial Date of go Direct initial

acquisition  live acquisition
cost

2010 2010 $33000

Notes:

N/A

Professional Other Initial

services for  acquisition  acquisition

acquisition  costs funding
source

N/A N/A SPD Budget

1.2 Qurrent or potential sources of funding: m-going operating costs, including maintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.

CurrentH potentialf

Annual Legal/compliance Department IToverhead Annual funding
maintenance and audit, data overhead source
licensing retention and
other security
costs
$10,365 N/A N/A N/A SPD Budget
Notes:

2018 Cost (aftetax) per the Contracts Renewal Log
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1.3 Gost savinggpotential through use of the technology

A ¥ 4 A X

{t5 KlFla O2tftSOGSR RIFdlF Foz2dzi /2L 23A0Qa
increased each year, and it saves numerous police hours. The data shows:
Reports HoursSaved Money Saved
2012 7,652 11,478 $573,900.00
2013 9,527 14,290 $714,525.00
2014 12,575 18,862 $943,125.00
2015 12,365 18,547 $927,375.00
2016 13,379 20,068 $1,003,425.00
2017 14,356 21,534 $1,076,700.00
2018 13,571 20,356 $1,017,825.00

*(2018 Data is calculated through the end of October.)

1.4 Qurrent or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

This question is not applicable.
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Expertise andReferences

Purpose

The following information is provided to ensure th@buncihas a group of experts to reference
GKAES NBOASHAYT (GKS 02 YLISRIECR 1a@ENIISAR X & NVFORI AdY
referenced must be made aware ahead of publication thair information has been included.

All materials must be available f@ouncilto access or review, without requiring additional

purchase or contract.

1.00ther Government References

Please list any other government bodies that have implemented thism@olgy and can speak
to the implementation of this technology.

Agency, municipality, etc. Primary contact Description of current use
YAy 3 [ 2dzy i@ { King County Sheriff's Office King County uses CopLogic
Communications Center similarly to SPD, allowing the

Phone: (206) 2963311 public to report specific non

Fax: (206)205-7956 emergency crimes to the
' { KSNATFQa h¥T¥

2.0 Academicsonsultants, andOther Experts

Please list any experts in the technology under consideratioim, thre technical completion of the
service or function the technology is responsible for.

Agency, municipality, etc.  Primary contact Description of current use
N/A N/A N/A

3.0 White Papers orOther Documents

Please list any authostive publication, report or guide that is relevant to the use of this technology or
this type of technology.
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Title Publication Link

Using Technology to Loss Prevention Magazine. LPPORTAL.COM
Enhance the Relationship  (SeptOct. 2015)

between Loss Prevention at

Local Law Enforcement

Citizen Perceptions of Onlin The Police Chi&R (June http://www.policechiefmagaz

Crime Reporting Systems  2015): 4852. ine.org/citizenperceptions
of-online-crime-reporting-
systems/?ref=3e3al108ad4f3
c878bb398b470385dcc

RacialEquity Toolkit 6 & w Grgd &Engagement forPublic
Comment Worksheet

Purpose

Departments submitting &IRare required to complete an adapted version of fRecial Equity
T2 2 f RET i drder o:
1 Provide a framework for the mindful completion of tl8#Rn a way that is sensitive to
the historic exclusion of vulnerable and historically underrepresented communities.
Particularly, to inform the public engagement efforts departments will complete #s pa
of the surveillance impact repart
1 Highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.
1 Highlight and mitigate any disparate impacts on individuals or vulnerable communities.
1 Fulfill the public engageméanequirements of the surveillance impact report

Adaptation of the RETor Surveillance Impact Reports

TheRETwas adapted for the specific use by tBeattleinformation TechnologyDS LJ- NIi YSy G a Q
0 SeattlelTé BrivacyTeam, theOffice of QvilRA 3 K OGR 10 XiChiangeéeam members from

SeattlelT, SeattleCity Light, SeattleFre Department, SeattlePolice Department, andSeattle

Department of Transpotation.

RacialEquity Toolkit Overview

The vision of theSeattleRace andSocial usticelnitiative 6 & w {is\idLeiminate raciahiequity

in the community To do this requires ending individual racism, institutional racism and
structural racism. ThRETays out a process and a set of questions to guide the development,
implementation and evaluationfgolicies, iniatives, programs, and budget issues to address
the impacts on racial equity.
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1.0 St Outcomes

1.1. SeattleCity Councilhas defined the following inclusiowriteria in the surveillance
ordinance andthey serve as important touchstonefr the risks departments are being
asked to resolve and/or mitigateWhich of the following inclusion criteria apply to this
technology?

5 The technology disparately impaatiésadvantaged groups.

5 There is a high likelihood that personally identifie information will be shared with ne@ity
entities that will use the data for a purpose other than providing @ig/with a contractually
agreedupon service.

'H The techhology collects data that is personally identifiable even if obscutedglentified, or
anonymized after collection.

5 The technology raises reasonable concerns about impacts to civil liberty, freedom of speech
or association, racial equity, or sodiastice.

Retroactive Technology Request BEATTLE POLI Racial Equity Toolkit a w9 ¢ £ 0 Yy R 9y 3 3SYSyi
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1.2What are the potential impacts on civil liberties througthe implementation of this
technology?How is the department mitigating these risks?

The potential impacts of this system on civil liberties are minimal. The risk with this
technology is that this information could be disseminated for use in ways thadl coul
YySIAFGA@St e AYLI OG LIS2 LI San®ystor; dis dsedionlyonbent
individual chooses to utilize it. However, individuals may enter persaoiahtifying
information about third parties without providing notice to thosalividuals, and there is no
immediate, systemic method to verify the accuracy of information that individuals provid
about those third parties.

Data entered into CopLogic is reviewed by trained SPD pers@ih8PD employees are
backgrounded and accesscontrolled by SPD Manual Title 12 provisions governing
Department Information Systems includi&gD Blicy 12.046 DepartmentOwned
Computers, Devices & Softwaf@RD Policy 12.05@riminal Justice Information Sgsts,
SPD Policy 12.0&Department Records Access, Inspection & DissemingdiBd, Policy
12.110¢ Use of Department-nail & Internet Systems, arféiPD Policy 12.1X1Use of Cloud
Storage Services.

Additionally, SPD has established policies regarding the dissemination of data in conne
with criminal progcutions, Washington Public Records Atitgpter 42.56 RC)\and other
data sharing

1.3 What are the risks for racial or ethnicitpased biaghrough each use or deployment of
this techndogy? How is the department mitigating these risks?

Include a description of any issues that may arise such as algorithmic bieespassibilityfor
ethnic bias toemerge in people and/or system decisioraking.

Because the information received through the CopLogic portal comes from community
members there is a risk that racial or ethnieligsed biased information may be entered. A
the information entered is screened by authorized and trained SPD pers@fBl Policy
5.140forbids biasbased policing and outlines processes for reporting and documenting «
suspected biabased behavior, as well as accouritiyp measures.

All SPD employees must adhere to laws, City policy, and Department B&l2yPlicy
5.007), and any employees suspected of beimgiolation of laws or policy or other
misconduct are subject to discipline, as outline&iD Paty 5.002
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http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
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http://www.seattle.gov/police-manual/title-5---employee-conduct/5001---standards-and-duties
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http://www.seattle.gov/police-manual/title-5---employee-conduct/5002---responsibilities-of-employees-concerning-alleged-policy-violations
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Q“S City of Seattle

1.4 Where in the City is the technologysed or deploye@

'H all Seattle neighborhoods
n Ballard

Belltown

Beacon Hill

Capitol Hill
CentralDistrict
Columbia City
Delridge

First Hill
Georgetown
Greenwood/ Phinney
International District
Interbay

North

Northeast

i & S & e & i & e B S & i & S & S & i & Ji S & Ji B S

1 D D1 50 50 50 50 51 5 5 51 51 5

Northwest

Madison Park / Madison Vel
Magnolia

Rainier Beach

Ravenna / Laurelhurst
SouthLakeUnion/ Eastlake
Southeast

Southwest

Souh Park

Walllingford / Fremont

West Seattle

King county (outside Seattle)
Outside King County.

If possible, please includeny maps or visualizations of historical deployments / use.

N/A

1.4.1 What are the racial demographics of those livinghis area or impacted by

these issues?

The demographics for the City of Seattle: WRi&0.5%; Black or African American
7.9%; Amer. Indian & Alaska Nativ@8%; Asian 13.8%; Native Hawaiian & Other
Pac. Islander0.4; Other race 2.4%; Two or ma@ races 5.1%; Hispanic or Latino
ethnicity (of any race): 6.6%; Persons of color: 33.7%.

1.4.2 How does the Department to ensure diverse neighborhoods, communities, or

individuals are not specifically targeted through the use or deployment of this

technology?

This technology is webased and available for use by anyone within the city of
Seattle with access to the internet, including mobile devices.

Retroactive Technology Request BEATTLE POLIr
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1.5How do decisios around data sharing have the potential fatisparate impact on
historically targeed communities? What is the department doing to mitigate those risks?

The Aspen Institute on Community Change defstesctural racisnt & & X LJdzo f A C
institutional practices, cultural representations and other norms [which] work in various,
oftenNBAY F2NOAY I gl &a G2 LISNIas shddhgihds thepot@itial
to be a contributing factor to structural racism and thus creating a disparate impact on
historically targeted communities. In an effort to mitigate this possibiBfyD has establishe
policies regarding the dissemination of data in connection with criminal prosecutions,
Washington Public Records ACthiapter 42.56 RC)M\and other authorized researcher

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting
documenting any suspected biaased behavior, asell as accountability measures.

No person outside of SPD has direct access tcCihelogicata. Data obtained by the
system may be shared outside SPD with the other agencies, entities, or individuals with
legal guidelines or as required by la8ee section 6.0 for more details abal#ta sharing.

1.6 How do decisions around data storaged retentionhave the potential for disparate

impact on historically targeted communities? What is the department doing to mitigate those
risks?

Likedecisions around data sharing, data storage and retention have similar potential for
disparate impact on historically targeted communities. Because the use of this technolo
an optin decision by its community users, the risks of improper or biasegeuaee limited.
All information, once reviewed by authorized SPD employees, is electronically transferr:
AyiGd2 {t5Qa NBO2NRa YIylFr3aSySyid aeaidSyo ¢
bound by SPD policies pertaining to electronic communicationspatenand data usage,
and biasbased policing.

1.7 What are potential unintended consequences (both negative and positive potential

impact)?What proactive steps can you can / have you taken to ensure these consequences
do not occur.

The potential uninteded consequences include individuals using the CopLogic system
incorrectly in attempt to contact SPD (for example: when an emergency response is
appropriate), and the dissemination of information through negligence or misconduct
(intentional and unintentioal). These are mitigated by documentation and function withi
the public website portal, review of entered information by SPD personnel, and the
application of existing SPD policy.

11315y LyadgAddzS w2dzyRiGFIo6tS 2y [/ 2YYdzyAdGe [/ KFEy3aSd wnnyd 6

2F /KFy3Sdé 2FaKAy3Ii2y 50/ oY ¢KS | 4LISY LyadAaddzSo
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2.0 PublicOutreach

2.1 Organizations who received agpsonalinvitation to participate.

Q“S City of Seattle

Please include a list afl organizations specifically invited to provide feedback on this technology

: . : 3. Planned Parenthood Votes
1. ACLU of Washington 2. Ethiopian Community Center Northwest and Hawaii
4. ACRS (Asian Counselling and o - i Action Network 6. PROVAIL
Referral Service)
7. API Chaya 8. Filipino Advisory Council (SPI 9. Real Change
10. API Coalition of King County | 11. Friends of Little Saigon 12. SCIPDA
. . . 15. Seattle Japanese American
13. API Coalition of Pierce County 14. Full Life Care Citizens Leagu@ACL)
16. CAIR 17. Garinagu HounGua 18. Seattle Neighborhood Group
19. CARE 20. Helping Link 21. Senior Center of West Seattle
22. Cen_tral International DIStr.'Ct. 23. Horn of Africa 24. Seniors in Action
Business Improvement Distrig
25. Church Council of Greater 26. InternationallmCDA 27. Somali Family Safety Task
Seattle Force
28. City of Seattle Community 29. John T. Williams Organizing | 30. South East Effective
Police Commission (CPC) Committee Development
31. City of Seattle Community . . 33. South Parknformation and
Technology Advisory Board 32. Kin On Community Health Ca Resource Center SPIARC
34. City of_SgattIe Human Rights 35. Korean Advisory Council (SPI 36. STEMPaths Innovation
Commission Network
37. Coalition for Refugees from | 38. Latina/o Bar Association of | 39. University of Washington
Burma Washington Women's Center
40. Community Passageways 41. Latino Civic Alliance 42. United Ir_1d|ans of All Tribes
Foundation
43. Council of American Islamic | 44. LELO (Legacy of Equality,
Relations Washington Leadership, and Organizing) 45. Urban League
46. (ESastD,)Afrlcan Advisory Council 47. LiteracySource 48. Wallingford Boys & Girls Club
49, East_Afrlcan Community 50. Millionair Club Charity 51. Wz_slshlngton Association of
Services Criminal Defense Lawyers
. 53. Native American Advisory .
52. Education for All Council (SPD) 54. Washington Hall
55 E| Centro de la Raza 56. Nor_thwestlmmlgrant Rights | 57. West Afrlcan Community
Project Council
58. Entre Hermanos 59. OneAmerica 60. YouthCare
61. US Transportation expertise | 62. Local 27 63. Local 2898
64. (SPD) Demographic Advisory| 65. South Seattle Crime 66. CWAC
Councll Prevention Coalition (SSCPC] "
67. NAAC
Retroactive Technology Request BEATTLE POLI wk OALf 9ljdzAaide ¢22f A0 604aw9c¢éD
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2.2 Additional Outreach Efforts

Department | Outreach Area Description
ITD Social Media Directed Tweets and Posts related to Open Public Comment P¢g
Outreach Plan: for Group 2 Technologies, as well as the BKL event.
Twitter
SPD, SFD, Social Media Tweets and Retweets regarding Group 2 comment period and/d
OPCD, OCR, | Outreach Plan: BKL event.
SPL, SDOT, Twitter
SPR, SD@ECL,
OLS, Seattle
City Council
ITD Press Release Press release sent to several Seattle media outlets.
ITD Ethnic Media Press | Press Releassent to specific ethnic media publications.
Release
ITD Social Media Seattle IT paid for boosted Facebook posts for their BKL event.

Outreach Plan:
Facebook Event Pos

ITD CTAB Presented and utilized the Community Technology Advisory Bo
(CTAB) network anistserv for engaging with interested member
of the public

ITD Blog Wrote and published a Tech Talk blog post for Group 2

technologies, noting the open public comment period, BKL ever
and links to the online survey/comment form.

ITD Technology Videos | Seattle IT worked with the Seattle Channel to produce several s
informational/high level introductory videos on group 2
technologies, which were posted on seattle.gov/privacy. And us
at a number of Department of Neighborhoolisl focus groups.
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2.3 Additional Department Meetings

Q“S City of Seattle

Department | Date Meeting Number in | Description of Engagement
Name Attendance
SPD 2/6/2019 | South 8 Deputy Chief GarthGreen presented the thr¢
Seattle SPD Group 2 surveillance technologies.-On
Crime page summaries and event flyer were
Prevention distributed. DC GarthGreen and Policy Advi
Council fielded questions about the technologies.
Attendees were directed to the public BKL
event and seattle.gov/privacy to provide
comment. No physical comment sheets wer
collected at the event.
SPD 2/7/2019 | Fabulous | 40 Officer Ritter presented this meeting to
Forum approximately 40 members of the public. Th
public meeting flyer wadistributed, paired
with a brief introduction to the information
around SPD's technologies currently open f
public comment through-%. The Fabulous
Forums are designed to provide valuable
educational information to the public
regarding a variety of taps ranging from the
SPD's cultural history, to how the SPD work|
at enhancing the relationships between
Seattle's police and population it serves,
employment opportunities, hate crimes
education, self defense and much more.
SPD 3/14/2019 | East 7 A brief presentation on SPD's group 2
African surveillance technologies was given. Qrage
Advisory overviews of the technologies were handed
Council out as resources in both English and
translated into Somali. Attendees were
directed to seattle.gov/privacy tprovide
comments on the technologies.
SPD 2/19/2019 | NA East African Community Senior Lunch
SPD 2/28/2019 | East 17 A high level overview of the Surveillance
Precinct Ordinance was provided. A brief introductiof
Advisory to SPD's group 2 technologies (CopLogic, C
Council at 911 Logging Recorder) was also provided. ¢
Seattle page overviews of each technology were
University distributed and attendees were directed to
seattle.gov/privacy to provide public
comment on the technology.
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2.3 Sheduled blic meeting(s)

Meeting notes, sigiin sheetsall comments receivednd questiongrom the publicwill be included in
AppendixB,C,D, E, F, GJandl. Comment analysis will mmarizedn section 3.0 Public Comment
Analysis.

Location Bertha Knightandes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Time February 27, 2018; 6 p.m.8 p.m.
Capacity 100+

Link to URL Invite BKL Evernvitation
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2.4 Scheduled Focus Group Meeting(s)

Meeting 1
Community Council on Americatslamic RelationsWashington (CAH/A)
Engaged
Date Thursday, February 21, 2019

Meeting 2
Community Entre Hermanos
Engaged
Date Thursday, February 28, 2019

Meeting 3
Community Byrd Barr Place
Engaged
Date Thursday, February 28, 2019

Meeting 4

Community Friends of Little Saigon
Engaged
Date Wednesday, February 27, 2019
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3.0Public Comment Analysis

3.1 Summary of Response Volunaad Demographic Information

Number of Public Participants

74

Neighborhood
Ballard
4 Central District

Total Public Comments Capitol Hill

First Hill
46 Ravenna/Laurelhurst

West Seattle
Beacon Hill

™
15

Belltown
Participation Method Northeast
Rainier Beach
31 Beacon Hill, Southeast
Delridge
Greenwood / Phinney

I
)

Interbay
International District

L S B R SR N T T R (OB VI TV SO S 1)1

Queen Anne
Southeast

IS

Wallingford / Fremont
Prefer not to identify
King County (outside Seat..

~.°°
us.
oup 3

"

©

Gr

Public
eeting

,,
Meet
Focus

Focus

Survey
Wonkey
ul
Group
Group 1

I

Outside King County

Gender Age Ethnicity

47% 43%

14% 339
. = L
%
E—

26%

Whiteor Asianor Blackor Multiple His
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3.2Question One: What concerns, if any, do you have about the use of this technology?

Question 1

What concerns, if any, do you have about the use of this technology?

Data Management: Concerns expressed on
any part of the data lifecycle, including third s
party use, storage, and retention I

General: Nondescript concern or a concern
that is not applicable to the specific
technology

Government Overreach and Civil Liberties:
Concerns expressed with government
unnecessarily or oversurveilling in a way that
could impact individual rights and civil liberties

Unconcerned: Expressed a lack of concern
around technology use or interestin
expansion of use

10%
Lnira pariy racial equity
Policy, Enforcement, and Oversight: = misuse criminalization
Concerns related to department and City = X g P e L 2
i ; s 5% bias access controls predictive policing pdr
policy, oversight, accountability, =5 S =
transparency, audit and policy enforcement - essibility government overreach

disparate impactprivacyrights infringement

public misusedata security

AAtA ArrAce FAvAantinA

"While there are some incidents in which this is useful, such as needing a police report for insurance to
prove your car was broken into, removing human interaction from this process is concerning...”
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(ﬁls City of Seattle

3.3 Question Two: What value, if any, do you see in the use of this techndbogy

Question 2
What value, if any, do you see in the use of this technology?

Efficiency and City Finance: Value related to
an increase in City operational capacity and
results in cost savings, revenue generation,
innovation, or better service

Public Safety: All applications of public
safety from traffic and transit, to
emergency response, and law enforcement

General: Nondescript value or avalue thatis
not applicable to the specific technology

Data Management: Expressed a value of any
part of the data lifecycle, including accuracy,
deletion, and retention.

efficiency

- B

transparency
emergency response nonvalue
cost savings public safetypublic service

"It gives us a chance of reporting crimes in a timely fashion.”
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3.4 Question ThreeWhat do you want Cityeadership to consider about the use of this
technology?

Question 3
What do you want City leadership to consider about the use of this technology?

Increase policy, enforcement, and oversight:

Recommendations related to department and —
City policy, oversight, accountability, :
transparency, audit, and policy enforcement.

Improve data management:

Recommendations to improve approach to

data lifecycle management, including third 1%

party use, storage, and retention

Weigh Alternatives: Use a cost benefit

analysis to determine if City budget should

be used for these technologies, or other 23%

priorities.

Increase public safety resources: Investin
tools and resources for public
safety,including additional officers or
additional technology deployment.

cost savings transparency
emergency responsenonvalue
efficiencypublic safetypublic service

”Generally, making it more accessible to more community members”
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3.5Question FourDo you have any other comments?

Question 4

Do you have any other comments?

Policy, Enforcement, and Oversight:
Comments related to department and City
policy, oversight, accountability,
transparency, audit and policy enforcement

Government Overreach and Civil Liberties:
Comments related to government
unnecessarily or oversurveilling in a way
that could impact individual rights and civil
liberties

Data Management: Comments related to all

things data throughout data lifecycle
including third party use

misuse

Cﬁls City of Seattle

40%

public oversight

rights infringement

reportin

(@]
(

ta

"Would like to see statistics on all reports collected by this tech. What gets most reported, any
follow-up upon review, by reviewing any improvements, etc.”
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4.0 EquityAnnual Reporting

4.1 What metricsfor this technologybe reported to the CTO for the annual equity
assessments

The Seattle Police Department is currently working to finalize these metrics.
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Privacyand Civil Liberties Assessment

Purpose

This section shall be completadter public engagement haoncludedand the department has

completed the racial equity toolk#fection aboveTheprivacy andivil libertiesassessmenis completed

bytheO2 YYdzy Aie &dzZNBSAT I yOS ¢@Niesulallamd®diddcedtich2 NJ A y 3
states that the working pup shal:

oProvideto the executive and th€ityCouncila privacy and civil liberties impact assessment for €ziéh
that must be included with any departmental request for surveillance technology acquisitiorusein
approval. The impact assessment shall include a description of the potential impact of the surveillance
technology on civil rights and liberties and potial disparate impacts on communities of color and
other marginalized communities. TI&I Gshall share with the working group a copy of Bithat shall
also be posted during the period of public engagement. At the conclusion of the public engagement
period, the CTGshall share the final proposeslRwith the working group at least six weeks prior to
submittal of theSIRo Councilfor approval. The working group shall provide its impact assessment in
writing to the executive and th€ity Counciffor indusion in theSIRwithin six weeks of receiving the

final proposedSIR If the working group does not provide the impact assessment before such time, the
working group must ask for a twweek extension of time t&ity Councilin writing. If the working

group fails to submit an impact statement within eight weeks of receivingSifigthe department and
CityCounciimay proceed with ordinance approval withatlie impact statement

Working Group Privacy andQvil Liberties Assessment
¢ KS 2 2NJ A YigacyRDMEwilLi0eities IMidact Assessment for this technology i

below, and is also included in the Ordinance submission package, available as an
attachment.
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From: Seattle Community Surveillance Working Group
(CSWG) To:Seattle Chief Technolo@fficer

Date: July 72019

Re: Privacy and Civil Liberties Impact Assessmer€émlogic

Executive Summary

On June 4, 2019, the CSWG received the Surveillance Impact Report (SIR) for CopLogic, a
surveillance technology included in Group 2 of the Se&tleveillance Ordinance

0§SOKy2f 238 NBOASS LINRPOSaadad ¢KAA R20dzySyid Aa |/
Assessment for this technology as set forth in SMC 14.18.080(B)(1), which we provide for

inclusion in the final SIR submitted to the City Council.

This document first provides our recommendations to the Council, then provides background
information, key concerns, and outstanding questions on CopLogic technology.

Our assessment of CopLogic focuses on three key issues rendering protections
around thistechnology inadequate:

1. Therg are no spgcific policies regarding retention of data collected by CopLogic or
[ SEAAbSEAATI YR y2¢ &ddzOK RIFGF Attt 0SS AyidS3
Management SystenMark43.

2. The retail track of CopLogic raises significawit liberties concerns, including the

potential for retailers to obtain and enter identifying information into CopLogic on the
basis of mere suspicion of criminality, without conviction or gracess.

3. LexisNexis is not clearly prohibited from retain@gpLogic data or sharing it with
third parties.

Recommendations

The Council should adopt clear and enforceable rules that ensure, at a minimum, the
following:

1. CopLogic data may be used only for purposes of allowing community members to file
police reportsor investigating and, as appropriate, prosecutomngnes.
2. The contract between the City of Seattle and LexisNexis must include the following
minimum provisions:
a. LexisNexis may not use CopLogic data for any purpose other than providing the
CopLogic tool tthe City of Seattle and interfacing it wikhark43.
b. LexisNexis must immediately delete all CopLogic data after that data has been
GNF yAFSNNBR (G2 {t5Qa NBO2NRa& YIyl3aSySyid ae
CopLogic data within 30 days of its creattegardless of whether such a transfer has
takenplace.

c. LexisNexis must not share CopLogic data with any plairtyy.
d. LexisNexis and any third party that has access to CopLogic data must be held to the
same purpose and use restrictions@RD.
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3. The retailtrack of CopLogic must be discontinued. Retailers should still be allowed to
access and use CopLogic to provide information as any other member of the public
would.

Background

CopLogic (otherwise known as the LexisNexis Desk Officer Reporting Sigstamine

reporting software tool owned and maintained by LexisNexis, and used by the Seattle Police
Department (SPD) to allow members of the public to submit police reports online through a
web- based interface. CopLogic targets two types of users:

1. Individuds who wish to report a crime in which no known suspect is available, and for
which they may need proof of police reporting (e.g., for insurance purposes). These
individuals can report crimes via an online public interface without waiting for an officer
to dispatch andake areport.

2. wSGIFAf o6dzaAySaasSa GKFG LI NLGAOALI GS -Ay {t5Qa
level thefts occurring in their businesses when they suspect an individual of shoplifting,
via an online passworgdrotectedinterface.

Thistechnology is used by SPD to reduce the need for a police officer to be dispatched for the
a2t S LzN1}22asS 2F GF1Ay3 | L2t AlQASenteBDad NI = FNBSA

O2fft SOGSR o6& GKS /2L 23A0 aeéailsyYsysten, bitNI y & S NN
may also be retained in the CopLogic sysiiself.

While SPD states that it does not allow members of the public (the first type of user) to report
ONAYSa 6A0K 1y26y 2N RSaONARolofS &adzalLlSota GAl
Theft Program (the second type of user) can still do so.

Key Concerns

1. There are no specific policies regarding retention of data collected by CopLogic or
[ SEAaAabSEAAYI YR K2g &dzOK RIGF ¢Whiéthed S Ay (S3
contract betweerthe City of Seattle and LexisNexis for CopLogic itself has not been
provided, neither the contract between the City of Seattle and LexisNexis for interfacing
GKFG G22ft 6A0GK alNlno y2N [ SEAAbSEAAQE t NAD
how long ©@pLogic/LexisNexis retains collected data. While a memo from SPD Deputy
Chief Garth Greer{dated April 29, 2019) states that once reports generated in the
[ 2L 23A0 aeadsSYy IINBX AYLRNISR Ayid2z {t5Qa NBO
deleted fromthe SEA &b SEA & aASNBUSNE | FGSNI mHn RIE&azé
policy or contractual provision provided that supports this deletion. Confusingly, the
G5+ a1 wSiSyiAz2yéof aSOGA2Yy 2y LI IS wmpn

Lhttps://risk.lexisnexis.com/products/desgfficer-reporting-system

2Submitting Department Memo, Surveillance Impact Report, CopLogic, SPD$age 3
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GKS {Lw AYUINRRdzOS& GKS {SN)YaaLASERRYWI SN INSNIR>
YR aNBE2SOGSR NBLR2NIE YR adza3aSaidia RAFTFSNBY
further context defining these different types of reports or clear policies enshrining the

different retention periods:Finally, there is a lack of clarion how the CopLogic data

will be integrated with and analyzed within Mark43, when it is implemented, and to

which third parties it might be made available.

2. The retail track of CopLogic raises significant civil liberties concerns, including the
potential for retailers to obtain and enter identifying information into CopLogic on the
basis of mere suspicion of criminality, without conviction or due proceshis raises civil
liberties concerns around due process, because individuals merely suspected of
commiting a crime or infraction will be automatically entered into a law enforcement
database, with no application of any legal standard, by a private entity, with no due
process or even notice. By blurring the line between private entities and law
enforcement the retail track of CopLogic also raises concerns of mission creep and
misuse. It is unclear what training retailers are required to have before acquiring a
CopLogic login. And because consumer racial profiling by retailers is a widespread and
well-docunented practice, it is likely that people of color will be disproportionately
apprehended and entered via the retail track@fpLogi¢:®

3. LexisNexis is not clearly prohibited from retaining CopLogic data or sharing it with third
parties. It is not cleawhat data CopLogic retains, if any, after SPD has imported it into its
RMS no contract for the CopLogic tool itself has been provided in the SIR. The provided
contract between City of Seattle and LexisNexis for interfacing CopLogic with Mark43
actually albws sharing of the CopLogic data with third parties for purposes of fulfilling
GKS O2y(iN} Ol odzi AlGQa y20 OtsBsubldstmiing [ SEA&D
should be prohibited.
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3 Appendix |: Supporting Policy Documentation, Surveildngpact Report, CopLogic, page 154.
“https://www.aclu.org/blog/raciafjustice/raceand-criminakjustice/shoppingwhile-blackharmsgo-deeperyour-think

St AGUYEFYZ /& wamMT® G{K2LILAY3I gKAES . f+01¢Y .t 01 O2yadzySNa
settings.

Journ%l of Consumer Cultutgtps://doi.org/10.1177/1469540517717777

6Contract between City of Seattle Information Technology Department with LexisNexis (Agreement nurfB6d-C3).

/ £+ dzAS wTY a5FdF 'asséd ' grAtroftS LAY
http://www.seattle.gov/Documents/Departments/Tech/Lexis Nexis Consutlant Agreement.pdf
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Outstanding Questions

The following information should be included in an update to the CopLogic SIR:

1. Is there a written contract for the provision of the CopLogic tool to the City of Seéttle?
so, that should be included in the SIR, and if not, there shoutthbe

221 NB KSNB gNRGOISY YR SyFTF2NOStoftS RIFEGIF NBGS
retention of CopLogidata?

3. Are there written and enforceable policies restricting LexisNexis from sharing CopLogic
data with thirdparties?

4. What training do retailers receive, if any, prior to participating in the retailer
track of CopLogic?

5. Is there any way tw@erify or correct inaccurate information entered into the CopLogic
system?

6. How will CopLogic data be integrated wittark43?

The answers to these questions can further inform the content of any binding policy the
Council chooses to include in ardinance on this technology, as recommended above.
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CTO Response
Memo

Date: 11/17/2020

To: Seattle City Councilransportation and Utilities Committee

From: Saad Bashir

Subject: CTO Response to the Surveillance Working G@&aplogiSIRReview

To the Council Transportation and Utilities Committee Members,

I look forward to working togethewith Counciland City departmentto ensure continued transparency
about the use of surveillance technologies and finding a mutually agreesadasto use technology to
improve City services while protecting the privany civil rights of the residents we ser&pecific
concerns in the Working Group commeatsout CopLogiare addressed in thattacheddocument.

As provided in the Surveillance Ordinan8®]C 14.18.08ahis memo outlines the Chief Technology
h F F A& StNiIShanse to the Surveillance Working Gragsessmenbn the Surveillance Impact
ReportF 2 NJ { SFGidtS t2f A0S 5SLINIYSyidQa /2L 234200

Background

The Information Technology Department (ITD) is dedicated to the Privacy Principles and Surveillance
Ordinance objectives to provide oversight and transparency about thangecquisition of specialized
technologies with potential privacy and civil liberties impagté City departments have a shared

mission to protect lives and property while balanciaghnology use and data collectigvith negative
impacts to individua. This requires ensuring the appropriate use of privacy invasive technologies
through technology limitations, policy, training and departmental oversight.

¢tKS /¢hQa NRtS Ay (KS { lahCityddpRrihénis are ¢omplianidtiStley (2 Sy &
Surveillance Ordinance requirementsa  LJ NIi 2F GKS NBGASS 62N)] F2NJ adz
Privacy Office has facilitatele creation of the Surveillance Impact Repdocumentation,

includingcollecting comments and suggestions frone Working Group and members of the public

about these technologies. IT and City departments have also worked collaboratively with the Working

Group to answer additional questions that came up during their review process.

Technology Purpose

CopLogic isrime reporting tool that allows individuals to submit police reports online. SPD utilizes this
technology for two purposes: (1) community members may report specifiddeal, nonemergency

crimes that have occurred within the Seattle city limits, inchihthere are no known suspects or

additional information that would allow for investigation of the crime; and (2) retail businesses that

LI NOIAOALI GS Ay {t5Qa& wS {evehttieftsthitScEUr in th&kBDBiNdssEs whdne NI LI
they have idatified a suspect. CopLogic provides efficient customer service to community members

who may need proof of police reporting (i.e., for insurance purposes) without needing teX:altBen

waiting for an officer to respond and take a report. CopLogicsfresources in the-2-1 Center,
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ensuring that 91-1 call takers are available for more serious incidents and frees patrol officer resources
by eliminating the need for a police officer to be dispatched for the sole purpose of taking a police
report. Lastyear, 14,356 crimes were reported via CopLogic which is 14,356 fetvércalls taken by

the 91-1 Center.

Working Group Concerns

In their review, theWorking Group has raisembncernsabout these devices being used in a privacy
impacting way, includindata retention and sharing, and civil liberties concerns raised by retailer use,
and integrations with other SPD systems. Their specific concerns are:

1. Lack of specific policies regarding retention of data collected by CopLogic
2. Significant civil libertiesoncerns regarding the retail track of CopLogic
3. Lack of prohibition about LexisNexis retaining CopLogic data or sharing it with third parties.

We believe that policy, training and technology limitatiogrsacted by Seattle Police Department
provide adequge mitigation for thepotential privacy anctivil libertiesconcerngaisedby the Working
Groupabout the use of thismportant operational technologyDetails about this are provided below:

Response to Specific Concerns: CopLogic

ConcernlLack of specific policies regarding retention of data collected by CoplLogic

CTO AssessmentlVe believe that there is sufficient policy, technical controls and security measures in
place to manage the data collected, retained, and deleted throughsiistem. SPD has adequately
addressed the policies and practices in place regarding data retention for the information collected
through CopLogic. Data collected through the CopLogic system is reviewed and validated by detectives
and assigned personnel ihg course of criminal investigations. Police policy, the federal monitor, and
Office of Inspector General are included in the list of auditing entities that provide oversight to ensure
compliance. In addition to the access controls and compliance assumaasures, SPD follows the

state legal requirements for retaining data. The retention of data collected by SPD is governed by
Washington State law and may be found here
https://www.sos.wa.gov/_assets/archives/recordsmanagementAanforcementrecordsretention-
schedulev.7.2(january2017).pdf

SIR Response:

Section 4.7How will data that is collected be accedsand by whom?

/| 2t t SOGSR RFGF Aa as o0 dphaiedtedl ne@vbrk with acegsyimiteditcs Qa LI 4 & ¢ 2
authorized detectives and identified supervisory personnel within fRRU unit. Once a reported

incident has been reviewed by SPD personnd,étectronically transferred into the SPD records

management system.

Section 5.4Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Unit supervisors are responsible for ensuring compliance with data retention requirements within SPD.
Audit, Policy & Research Section personnel can also conduct audits of all data collection software and
systems. Additionally, any appropriate auditegluding the Office of Inspector General and the federal
monitor can audit for compliance at any time.
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ConcernsSignificant civil liberties concerns regarding the retail track of CopLogic

CTOAssessment:2 LJ 23A 0 LINBZGARSa | YSIya F2NJNBiOGIAET 26y SN
Program, to report a variety of criminal activities through an online reporting portal. The SIR outlines

how this information is validated through the investigative procesghat information provided

through the system is reviewed and validated by trained SPD investigative personnel. This important

step mitigates the potential for bias or civil liberties infringement through raw information provided by

residents into Coplgic.

SIR Response:

Section 4.9What are acceptable reasons for access to the equipment and/or data collected?

SPD reviewers must access the reports to check for accuracy and approve reports so that the report can
0S (NI yaT¥FSNNB Rmahagdmant ysted @igh alNdppbapriddBIyiassigned case number.

Once the information is entered into the records management system, the information can be accessed
by authorized SPD personnel at any time, as it relates to a specific investigation, jubkasaise with

any information stored within the records management system.

Section 3.1Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or checkcheckout of equipment.

CopLogic is used by the public, including retailers, and, thus, its use is triggered whenever an individual
instigates the submission of an online report. The SPD reviewer checks the submission for completion
and does one of the following:

3) Sends a generiemail to the submitter asking for additional information; or
4) t dzaKSa (GKS NBLRNI G2 {t5Qa NBO2NRa YIlIyl3aSyYySyi
6aDhé¢Vv ydzYoSNE ¢6KAOK A& GKSy aSyd ol Ol G2 G4KS
Section 3.2Individuals may use CopLogicéport a crime online when:
5) The crime is within one of these categories of crime:
a. Property crimes including property destruction, graffiti, car break ins, theft of auto
accessories, theft, shoplifting; or
b. Drug activity, harassing phone calls, credit daadd, wage theft, identity theft, or lost
property
6) The situation is noemergent
7) The crime occurred within Seattle city limits (exception for identity theft); and
8) No known suspects or information about the crime would allow for additional investigation.
Retailers may use CopLogic to report a retail theft on their property when:

5 ¢KS NBGIFIATSNI LINIGAOALI GSa Ay {t5Qa wSalAf ¢K
identifier and password;
6) They have detained the suspect;
7) The suspect does not have any oatsting warrants; and
8) ¢ KS8& @GSNATE (UKS ARSYGAFTAOIGAZ2Y 2F (KS &daLISO
identification, if available.
ConcernlexisNexis is not clearly prohibited from retainirfi¢popLogidata or sharing it with third
parties.
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CTO Assessmerithe information provided through CopLogic is reviewed through the criminal
investigative process. Data use policies and limitations to data access is detailed in the SIR responses
below. There are no data sharing partners for this infororatnd all information is used and accessed

by SPD personnel for investigative purposes. Discrete pieces of information may be shared through the
criminal prosecution process with appropriate entities, and through the Washington Public Records Act
as outlned in the SIR responses excerpted below:

SIR Response:
Section 3.3Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

1 Only authorized SPD users can access the system, technology, or the data. Access to the
application is limited to SPD personnel via passwiatected login credentials.
1 One datais input by individuals and retail users of CopLogic on the gablimgwebsite, it is
I 00S&daaSR | yR dza Sprotedtad ndiviork.Qa LJF 4 & 6 2 NR
Section 6.1Which entity or entities inside and external to the City will be data sharing partners?

9 SPD has no data sharing partners for CopLogic. No person, outside of SPD, has direct access to
the application or the data and all requests for information from CopLogic are processed based
on existing SPD policies, legal guidelines, and as required by law

1 As Seattle IT supports the CopLogic system on behalf of SPD, a Management Control Agreement
exists between SPD and Seattle IT. The agreement outlines the specifications for compliance,
and enforcement related to supporting the CopLogic system throoigi-departmental
partnership. The MCA can be found in the appendices of this SIR.

9 Discrete pieces of information obtained from the system may be shared outside SPD with the
other agencies, entities, or individuals within legal guidelines or as requirkhby

1 Data may be shared with outside entities in connection with criminal prosecutions:

o {SIHadtsS /Ade 1'GG2NySeQa hFFAOS

King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

Similar entities where prosecution is in Federal or other State jurisdictions

O O 0O 0O o0 oo

1 Data may be made available to requesters pursuant to the Washington Public Records Act,
Chapter 4256 RCWat w! ¢ 0 ® {t5 gAff LI & | LIIXAOFKOES
to a requester. Individuals have the right to inspect criminal history record information
maintained by the departmen§CW 10.97.03GPD Policy 12.0r0ndividuals can access their
own informaion by submitting a public disclosure request.

1 PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, and

YAY3 [/ 2dzyie& tNRaASOdziAy3a ! 1G2NySeQa h¥FFAOS

NBalLRyRAYy3 (2 NBIljdzSada aF2NI DSYySNIf h¥FSyasS wSs

20KSNJ f+g SYyF2NOSYSyd |3SyOaSaz a ¢Sttt I a
9 Discrete pieces of inforation collected by CopLogic may be shared with other law enforcement

agencies in wanted bulletins, and in connection with law enforcement investigations jointly

conducted with those agencies, or in response to requests from law enforcement agencies
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investgating criminal activity as governed %D Policy 12.0%Md12.110Q All requests for data
from Federal Immigration and Customs Enforcement (ICE) authorities are referred to the
al@2NRa& hTFFAOS [anc withthe MaypfahBréctiva, datetl elr@alyag, 2018.

1 SPD shares data with authorized researchers pursuant to properly execute research and
confidentiality agreements as provide ByYD Policy 12.05%his sharing may include discrete
pieces of data related to specific investigative files collected by\tstem.

1 SPD shares data with authorized researchers pursuant to properly execute research and
confidentiality agreements as provide BYD Policy 12.05%his sharing may include discrete
pieces of data related to specific investigative files collected by the system.
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AppendixA: Glossary

Accountable:(taken from the racial equity toolkitResponsive to the needs andncerns of those most
impacted by the issues you are working on, particularly to communities of color and those historically
underrepresented in the civic process.

Communityoutcomes:(taken from the racial equity toolkithe specific result you are dérg to
achieve that advances racial equity.

Contracting equity(taken from the racial equity toolkitEfforts to achieve equitable racial outcomes in
the way theCityspends resources, including goods and services, consultants and contracting.

DON ¢ R &rtndent of neighborhoods

Immigrantand refugee access to servicdtaken from the racial equity toolkit(sovernment services
and resources are easily available and understandable &ealitleresidents, including nonative
English speakers. Full and active participation of immigrant and refugee communities eSststi &
civic, economic and cultural life.

Inclusive outreach and public engagemeiftaken from the racial equity toolkitBrocesses inclusive of
people of dverse races, cultures, gender identities, sexual orientations and-sgoigomic status.

Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individualracism:(taken from the racial equity toolkitPrejudgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional racism:(taken from the racial equity toolkitQrganizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

OCH Office of Avil Rghtsé

Oppatunity areas:(taken from the racial equity toolkitneof seven issue areas tlggty of Seattleis
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: education, health, community devetamnt, criminal justice, jobs, housinand the
environment

Racialequity: (taken from the racial equity toolkitWhen social, economic and political opportunities
FNE y20 LINBRAOGSR oF&aSR dz2lRy | LISNER2YyQa NI OSo
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Racialinequity: (taken from the racial equity toolkitWhen

I LISNA2YQa NI OS Oly [aNndSRAC
political opportunities and outcomes.

REW aNI OAlf SldzadGe G222t 1A

Seattleneighborhoods (taken from the racial equity toolkit
neighborhood) Boundaries @fined for the purpose of
understanding geographic areasSeattle

502y 2 YA

Stakeholders{taken from the racial equity toolkitThose
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: pecific racial/ethnic groups, other institutions like
Seattlehousing authority, schools, communibased
organizations, change teanSityemployees, unions, etc.

Structuralracism:(taken from the racial equity toolkit-Jhe
interplay of policies, praates and programs of multiple
institutions which leads to adverse outcomes and conditio
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance ordinanceSeattleCity Councilpassed
ordinancel25376al2 NBFSNNBR (2 | &
ordinance¢

B Area Shared by Two Districts
QO Neighborhood Service Centers

SIR ésurveillance impct report, a document which captures the fulfillment of t@®uncHdefined
survdllance technology review process, as requireshyinancel25376

Workforce equity:(taken from the racial equity toolkitBnsure theCitys workforce diversity reflects
the diversity ofSeattle
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AppendixB: Meeting Notice(s)

City Surveillance
Technology Fair

February 27, 2018
6:00 p.m. -8:00 p.m.

Bertha Knight Landes Room, 1% Floor City Hall
600 4™ Avenue, Seattle, WA 98104

Join us for a public meeting to comment on a few
of the City’s surveillance technologies:

Seattle City Light Seattle Fire Department
e Binoculars e Computer Aided Dispatch
e Sensorlink Ampstik Seattle Police Department
e Sensorlink Transformer Meter e 911 Call Logging Recorder
Seattle Department of Transportation e Computer Aided Dispatch
e Acyclica e (Coplogic

Can’t join us in person?

Visit www.seattle.gov/privacy to leave an online comment or send your
comment to Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. The Open Comment period is from
February 5 - March 5, 2019.

Please let us know at Surveillance@seattle.gov if you need any
accommodations. For more information, visit Seattle.gov/privacy.

Surveys, sign-in sheets and photos taken at this event are considered a public record and may be subject to
public disclosure. For more information see the Public Records Act RCW Chapter 42.56 or visit
Seattle.gov/privacy. All comments submitted will be included in the Surveillance Impact Report.
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Giam Sat Thanh Pho
Hoi Cho Cong Nghé

ngay 27 thang 2 nam 2019
6 :00 gi® chiéu — 8:00 gi® chiéu

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Hay tham gia cuc}p hop c{)ng cdng cung chung
téi dé nhan xét vé mét s6 céng nghé giam sat
cua Thanh phé:

Seattle City Light Seattle Fire Department (S& Phong Chay Chira
o Ong nhom quan sat Chay Seattle)
o Sensorlink Ampstik e Hé Théng Théng Tin Biéu Van C6 May
o Ddng hd do may bién ap ctia Sensorlink Tinh Tre Giup
Seattle Department of Transportation (S& Giao  Seattle Police Department (S& Canh Sat
Thong Van Tai Seattle) Seattle) . X
e Acyclica e Hé Th{)ng Ghi Am Cuéq Goi 911
e Hé Thong Théng Tin Diéu Van Cé May
Tinh Trg Gidp
e Coplogic

Quy vi khéng thé t&i tham duw trwc tiép cung
chung t6i?
Hay truy cap www.seattle.gov/privacy va dé lai nhan xét trwc tuyén hodc guvi
y kién cta quy vi t¢i Surveillance and Privacy Program, Seattle IT, PO

Box 94709, Seattle, WA 98124. Giai doan Gop Y M& twr
Ngay 5 thang 2 - Ngay 5 thang 3 nam 2019.

Vui ldng théng bao cho chang téi tai Surveillance@seattle.gov néu
quy vi can bat ky diéu chinh nao. Dé cé thém thong tin, hdy truy cap
Seattle.gov/privacy.

Cac khado sat, danh sach dang ky va anh chup tai sw kién nay dwoc coi la théng tin cong cong va cé thé dwoc
tiét 16 cong khai. Dé biét thém théng tin, hay tham khao Public Records Act (Pao Luat H5 So Céng Céng)
RCW Chuwong 42.56 hodc truy cap Seattle.goviprivacy. Tat ca cac y kién déng gép ma quy vi givi dén sé duoc
dwa vao Bao Cao Tac Bong Giam Sat.
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Eksibisyon ng Teknolohiya Sa
Pagmamatyag sa Lungsod

Pebrero 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Samahan kami para sa isang pampublikong
pagpupulong upang magbigay ng komento sa ilan sa
mga teknolohiya sa pagmamanman ng Lungsod:

Seattle City Light Seattle Fire Department (Departamento para sa

e Mga Binocular Sunog ng Seattle)

e Sensorlink Ampstik o Pagdispatsa sa Tulong ng Computer

e Sensorlink Transformer Meter Seattle Police Department (Departamento ng Pulisya
Seattle Department of Transportation ng Seattle)
(Departamento ng Transportasyon ng Seattle) e Rekorder ng Pagtawag sa 911

e Acyclica e Pagdispatsa sa Tulong ng Computer

e Coplogic

Hindi kami masasamahan nang personal?

Bumisita sa www.seattle.gov/privacy upang mag-iwan ng online na komento o
ipadala ang iyong komento sa Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124. Ang panahon ng Bukas na Pagkomento ay sa
Pebrero 5 - Marso 5, 2019.

Mangyaring ipaalam sa amin sa Surveillance@seattle.gov kung kailangan mo ng anumang
tulong. Para sa higit pang impormasyon, bumisita sa Seattle.gov/privacy.

Itinuturing na pampublikong rekord ang mga survey, papel sa pag-sign-in at mga larawan na makukuha sa pangyayaring ito at
maaaring mapasailalim sa paghahayag sa publiko. Para sa higit pang impormasyon, tingnan ang Public Records Act (Batas sa Mga
Pampublikong Rekord) RCW Kabanata 42.56 o bumisita sa Seattle.gov/privacy. Isasama ang lahat ng isinumiteng komento sa
Surveillance Impact Report (Ulat sa Epekto ng Pagmamanman).
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Feria de tecnologia de
vigilancia ciudadana

27 febrero de 2019
De 6:00 p. m. a 8:00 p. m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Acompanenos en la reunidn publica para dar su
opinidn sobre algunas de las tecnologias de vigilancia
de la ciudad:

Seattle City Light Seattle Fire Department (Departamento de

e Binoculars Bomberos de Seattle)

e Sensorlink Ampstik e Computer Aided Dispatch

e Sensorlink Transformer Meter Seattle Police Department (Departamento de Policia
Seattle Department of Transportation de Seattle)
{Departamento de Transporte de Seattle) e 911 Call Logging Recorder

e Acyclica e Computer Aided Dispatch

e Coplogic

é¢No puede asistir en persona?

Visite www.seattle.gov/privacy para dejar un comentario en linea o enviar sus
comentarios a Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. El periodo de comentarios abiertos es desde el
5 de febrero al 5 de marzo de 2019.

Avisenos en Surveillance@seattle.gov si necesita adaptaciones especiales. Para
obtener mas informacion, visite seattle.gov/privacy.

Las encuestas, las planillas de asistencia y las fotos que se tomen en este evento se consideran de dominio publico y
pueden estar sujetas a la difusion publica. Para obtener mas informacion, consulte la Public Records Act (Ley de
Registros Publicos), RCW capitulo 42.56, o visite Seattle.gov/privacy. Todos los comentarios enviados se incluiran en el
Informe del efecto de la vigilancia.
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Kormeerida Bandhigga
Tiknoolajiyada ee Magaalada

Feebaraayo 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Nagulasoo biir bandhigga dadweynaha si fikir looga dhiibto dhawr
kamid ah aaladaha tiknoolajiyada ee City surveillance:

Seattle City Light Seattle Fire Department
e Binoculars (Waaxda Dab damiska ee Seattle)
e Sensorlink Ampstik e Adeeg Qaybinta Kumbuyuutarka loo
¢ Sensorlink Cabiraha mitirka Gudbiyaha adeegsado
Seattle Department of Transportation Seattle Police Department
(Waaxda Gaadiidka ee Seattle) (Waaxda Booliiska ee Seattle)
e Acyclica e Qalabka Duuba Wicitaanada 911
e Computer Aided Dispatch
e Coplogic

Nooguma imaan kartid miyaa si toos ah?

Booqo barta www.seattle.gov/privacy si aad fikirkaaga oonleen ahaan uga dhiibato
Surveillance and Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124.
Mudada Fikrad Dhiibashadu furantahay waxay kabilaabanaysaa
Feebaraayo 5 - Maarso 5, 2019.

Fadlan noogusoo gudbi ciwaankaan Surveillance@seattle.gov hadaad
ubaahantahay hooy laguusii gabto. Wixii macluumaad dheeri ah,
booqo Seattle.gov/privacy.

Xog aruurinada, waraagaha lasaxixaayo iyo sawirada lagu qaado munaasabadaan waxaa loo agqoonsanayaa diiwaan
bulsho waxaana suuragal ah in bulshada lagu dhex faafiyo. Wixii macluumaad dheeri ah kafiiri Public Records Act
{Sharciga Diiwaanada Bulshada) RCW Cutubkiisa 42.56 ama booqo Seattle.gov/privacy. Dhammaan fikradaha ladhiibto
waxaa lagusoo darayaa Warbixinta ugu danbaysa ee Saamaynta Qalabka Muraagabada.
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2019 &£ 2 A 27 H
T4 6:00 24 8:00

Bertha Knight Landes Room, 1%t Floor City Hall
600 4" Avenue, Seattle, WA 9810

TAIABRAIRI ARSIV, B T EX
A2 RBEEAREN:

41

Seattle City Light Seattle Fire Department (P HEEJH )
o HEEH o IMENAHENEE
e Sensorlink Ampstik Seattle Police Department (PHHEEIEZLE)
e Sensorlink ZFEE5F% o 911 BIHIEEFHH

Seattle Department of Transportation (¥ o HENEHENEE

BB IS e CopLogic

e Acyclica

TIESRE AR ?
Tilal www. seattle. gov/privacy KRELIFILBHERE N KIER
Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. JFikiTit il

2019 %2 2 H 5 HZ 3 AH 5 H.

MR B TFELAMEERS, L Surveillance@seattle. gov BRARRANT.
FERBELER, 1BV Seattle. gov/privacy.

WUGEAPFHIEE. SRRAB AN AILIETR, TRESWAFHE. AREZREE, BSM Public
Records Act (5 BATFE) RCW & 42.56 =Bk Seattle. gov/privacy. A ITA B NAPE O SEKIER
M3 5 P
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Al ZAl

Jl= B2

201949 2 & 27 &
L= 6:00 - 2= 8:00

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

SHZ2 0 Z2HOGIAIL, TAl ZAl D=1 2& st
o|lAS -E-%GH FHA2L.

Seattle Fire Department(A|OHE A BH=)
o ZTEH X2 &= XAl

Seattle Police Department(AlOHE ZH & =)
e 911 &3 I8 53|

Seattle City Light
o HOrA
e Sensorlink Ampstik
e Sensorlink B2 J] 0/H

Seattle Department of Transportation(Al O £ o AFH XA &S XAl
nE2) e Coplogic
e Acyclica

>I

s F0II 0ARAIIR?

www.seattle.gov/privacy & BHE28IAHMN 2212l oA 2 =D AIHLE Surveillance and
Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 = 2|HA= &2k

= ST

FADI HIELICH S04 2/A =8 J12t2 20192 23 52 -3 & 5 gLICH

B OALEH0| 2 26HA AL Surveillance@seattle.gov & =2|all =Al2| BF&LICE
AtAI8t 82 &= Seattle.gov/privacy & EE0H FAAIL.

BALUIA =TS A2 ZAL B AEN L AR B JISLZ 250 LEt SIHE = USLICEH
&t Public Records A(:t(-cT,——cT‘,—J]g ) RCW HE 42.56 2 ZZE6IAIHLE, Seattle.gov/privacy =
S20tAID| HIZLICH RIEE 22 A2 2A| d& B0M0 =S=LIC

(=R}
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201942 A 27 H
T4 6:00 2 4 8:00

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

TIARMI AT ER - B NEH
HLITHEESRFATEY R A,

Seattle City Light Seattle Fire Department ( FEFEE]HEGE )
o IR o SRR
o Sensorlink Ampstik Seattle Police Department ( PHIEEE 2 )
o Sensorlink SEAZR T o 011 MBREACHERR SR
Seattle Department of Transportation ( FETEEACEE) o FESERISsE
o Acyclica o CopLogic

AR BRI ?
iE5 www.seattle.gov/privacy 28R 4R _FaFam el REYE REZE ZE Surveillance and

Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 - BaiG amHl ¢
20192 H5HE3H5H -

WRAER B A{EAAR TS » 5558 Surveillance@seattle.gov HE&E AT - S
BN F5iEEH Seattle.gov/privacy e

BEROEENTRYEE - FARTIGR B R A H4CHE - TIREE B ABAIKEE - ARIE 2 &R - 55ER Public Records
Act CEIAEEE) RCW 25 42.56 B Seattle.goviprivacy  JRCHIFTA ﬁ%%ﬂ%@%ﬁﬁ"ﬁ%/%ﬁﬁﬁzm
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AppendixC Meeting Sgn-in Sheet(s)

Neighborhood
[ Ballard

[J Belltown

[ Beacon Hill

OJ Capitol Hill

[ Central District
[J Columbia City
] Delridge

[J First Hill

(1 Georgetown
[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[X] Asian

[J Black or African American

[J Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

X1 White

[ Prefer not to Identify

Neighborhood
[J Ballard

[1 Belltown

[] Beacon Hill

[ capitol Hill

U] Central District
] Columbia City
[ Delridge

I First Hill

[ Georgetown
] Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[J Asian

[ Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

[ White

[ prefer not to Identify

Twnelde, Wade Sdem

[ International District

O interbay

[ North

[J Northeast

[ Northwest

[J Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

L] Under 18

(A 18-44

[ 45-64

[ 65+

[ Prefer not to identify

[J International District

I Interbay

[J North

(] Northeast

[J Northwest

[0 Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

(] Under 18

-18-44

[ 45-64

[ 65+

[ Prefer not to identify

CﬁlS City of Seattle

[J Southeast ‘
O Southwest '

7

[J South Park

1 wallingford / Fremont

[ West Seattle

O King county (outside Seattle)
L Outside King County

O Prefer not to identify

Gender

[J Female

¢ Male

[0 Transgender

[ Prefer not to identify

[J Southeast ‘ \
[J Southwest b\
[J South Park l

[ Wallingford / Fremont

[J West Seattle

% King county (outside Seattle)
Outside King County

Gender
Female
O Male
[J Transgender
[J Prefer not to identify
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Neighborhood

[ Ballard

[J Belltown
Beacon Hill

[J Capitol Hill

[ Central District

[ Columbia City

[J Delridge

CJ First Hill

[J Georgetown

[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
(] Asian
;@@Iack or African American

[J Hispanic or Latino

[ Native Hawaiian or other Pacific
Islander

] White

LI Prefer not to Identify

Neighborhood
[J Ballard

[ Belltown

[J Beacon Hill

[ capitol Hill

[J Central District
[ Columbia City
[ Delridge

[ First Hill

[ Georgetown
[J Greenwood / Phinney

Race/Ethnicity
[0 American Indian or Alaska Native
] Asian
"B Black or African American
[ Hispanic or Latino
[J Native Hawaiian or other Pacific
Islander
[J white
L] Prefer not to ldentify

[ International District

[ Interbay

[J North

[J Northeast

[J Northwest

[J Madison Park / Madison Valley
[ Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

[J Under 18

518-44

[ 45-64

O 65+

[ Prefer not to identify

[J International District

O Interbay

[J North

[ Northeast

[J Northwest

[J Madison Park / Madison Valley
[0 Magnolia

[J Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age
[J Under 18
~518-44
[J45-64
[J 65+
O Prefer not to identify

DEPARTMEN

CﬁlS City of Seattle

[J Southeast

[J Southwest

[ South Park

L] wallingford / Fremont
[J West Seattle

[ King county (outside Seattle)
[J Outside King County

O Prefer not to identify

Gender
Female
U Male
[J Transgender
L] Prefer not to identify

[J Southeast
O Southwest
[J South Park
[J wallingford / Fremont
§ est Seattle
“ 0 King county {outside Seattle)
[J Outside King County
[ Prefer not to identify

Gender
[J Female
“Male
[ Transgender
[ Prefer not to identify

i

\
\
)
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Neighborhood
UJ Ballard

[ Belltown

7 Beacon Hill

] Capitol Hill

L] Central District
[J Columbia City
] Delridge

U First Hill

[J Georgetown
U Greenwood / Phinney

Race/Ethnicity
O American Indian or Alaska Native
U Asian
lack or African American
O Hispanic or Latino
[ Native Hawaiian or other Pacific
Islander
[ White
U Prefer not to Identify

Neighborhood
[ Ballard

[ Belltown

[] Beacon Hill

[ Capitol Hill

[ Central District
[] Columbia City
[ Delridge

[ First Hill

[] Georgetown
[J Greenwood / Phinney

Race/Ethnicity

gﬁm«ican Indian or Alaska Native
1 Asian

[] Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

] White

[ Prefer not to Identify

[ International District
O Interbay
[ North
[J Northeast
[J Northwest
L Madison Park / Madison Valley
] Magnolia
Rainier Beach
[J Ravenna / Laurelhurst
[J South Lake Union / Eastlake

Age

[J Under 18
MfT38-44

[ 45-64

[l 65+

U Prefer not to identify

[J International District

[J Interbay

[J North

[] Northeast

[J Northwest

[] Madison Park / Madison Valley
[J Magnolia

[J Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

[ Under 18
Qéa-rm

0 45-64

[J 65+
[ Prefer not to identify

CﬁlS City of Seattle

[J Southeast ‘ \
J Southwest \
([ South Park I l
1 wallingford / Fremont

[J West Seattle

LI King county (outside Seattle)

[J Outside King County

U Prefer not to identify

Gender

ale
[ Male
[J Transgender
I Prefer not to identify

[ Southeast

[] Southwest ’\
[J South Park l

[ wallingford / Fremont

\é}/est Seattle -
King county (outside Seattle)

[J Outside King County

Gender
] Eeémale
Male
[ Transgender
[ Prefer not to identify
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