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accurately information that is read by the ALPR system. When the ALPR system hits an a license plate, the
officer will then verify the hit by comparing the ALPR data with the license plate on the vehicle to ensure an
accurate match.

SPD retains collected ALPR data for 90 days and uses it in investigations such as homicides, rapes, robberies,
kidnappings, and Silver and Amber alerts. This data allows investigators to determine whether an identified
suspect vehicle was at the scene of a crime prior to the crime, or iz routinely found at a specific location.
This technology has been an important tool in solving serious crimes.

Benefits to the Public

Qur primary concern as a law enforcement agency is to reduce crime and disorder. SPD uses ALPR to help
achieve this goal. 5PD Patrol uses ALPR to recover stolen vehicles that are often used by thieves in
committing other, more serious crimes. ALPR may locate fugitives where vehicle license plate information is
available, and ALPR has proven to be an essential tool for locating subjects of Amber and Silver slerts. SPD
also utilizes ALPR to find the vehicles of people whao have been reported as suicidal. ALPR has assisted in
apprehending murder suspects, rape and robbery suspects, and other serious, violent offenders.

Privacy and Civil Liberties Considerations

During the public comment period, 5PD heard concerns about privacy and civil liberties from community
members. They raised concerns around the perceived overcollection of data, data-sharing with other
agencies, policies that may need updating, and a 80-day retention period for data that is stored onsite at
SPD.

SPD recognizes the privacy concerns about the data collected by ALPRs while officers are on routine patrol.
Because ALPRs collect license plate information from vehicles, that information could be correlated with
other information that may personally identify innocent individuals, determine where they were parked at a
given time, track their movements, or be pocled with ALPR data from other agencies. To attempt to
mitigate these concerns, SPD requires its officers to follow SPD and City policies, and the laws of the city,
state, and federal government. 5PD also audits usage of the ALPR systems and access to stored ALPR data,
and welcomes independent audits from the Office of the Inspectar General. To address specific concerns,
please see below:

s Data-sharing policies: SPD does not pool its ALPR data with any other agency’s data. SPD limits
data-sharing with other law enforcement agencies for official law enforcement purposes and
requires an audit-trail whenever an SPD officer accesses the ALPR data. Further, SPD complies with
the Mayoral Directive dated February 6, 2018, requiring all City departments to seek approval from
the Mayor's Office before sharing data and information with ICE. However, individuals may request
ALPR data through a public records reguest, and no court has determined whether ALFR data is
exempt from disclosure under the Washington State Public Records Act. Individuals also have the
right to inspect their criminal history record information maintained by the department.
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s Overcollection of data: Patrol ALPR vehicles do not automatically link their captured data to private

data such as Department of Licensing information about the registered owner or the driver. Any
link between the vehicle and the driver or owner must be instigated by an officer who is inspecting a
specific crime. Further, SPD continues to comply with the City’'s intelligence ordinance (SMC 14.12)
which only permits “the collection and recarding of information for law enforcement purpases, so
long as these police activities do not unreasonably: (a) infringe upon individual rights, liberties, and
freedoms guaranteed by the Constitution of the United States or of the State—including, among
others, the freedom of speech, press, association, and assembly; liberty of conscience; the exercise
of religion; and the right to petition government for redress of grievances; or (b) violate an
individual's right to privacy ”

* Ninety-day retention period: SPD maintains the downloaded data collected by Scofflaw
enforcement vehicles for 90 days and then automatically deletes it, which is commensurate with the
Washington Secretary of State’s retention policy for 911 audio recordings, in-car video recordings
unrelated to specific incidents, and recordings of radio transmissions between law enforcement and
dispatch staff. SPD investigators use the retained ALPR data to help solve serious offenses such as
robberies, shootings, and kidnappings. 5PD investigators also use ALPR data to help find vulnerable
people, such as with “silver alerts” or at the request of family members concerned about a suicidal
loved-one. By maintaining the data for 80 days, SPD balances the privacy concerns of the
community with the needs of victims to have their cases solved. Every officer who uses the ALPR
vehicles or accesses the ALPR data must comply with SPD policies and city, state, and federal laws.

s MNew policies: SPD recognizes that its current ALPR policy needs updating and anticipates that an
updated ALPR policy will be in place by January 31, 2019. In addition, SPD has recently updated its
palicy related to Foreign Mationals, emphasizing that SPD has no role in immigration enforcement
and will not inquire about any person’s immigration status. In addition, SPD welcomes the OIG to
audit its use of ALPR technologies and data.

Summary

ALPR technology is an effective tool for assisting SPD with a variety of responsibilities, from finding and
assisting people in need to solving serious crimes. SPD utilizes this resource thoughtfully and efficiently by
deploying ALPR primarily on the City's thoroughfares and streets where stolen vehicles are historically
recovered. SPD remains committed to complying with laws, policies, and procedures, and sharing data with
law enforcement agencies only for law enforcement purposes.
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2019 POLICY UPDATE

Through the course of the completion of this Surveillance Impact Report, SPD recognized the need to
update the existing ALPR Policy and on February 1, 2019 the new SPD ALPR policy went into effect. This
new policy expanded on the previous by adding definitions of the terms used in the operation of the
technology, expanding on the required training for employees prior to access and use of ALPR, detailing
authorized and prohibited uses of ALPR, defining response to alerts, detailing how ALPR equipment is to
be handled, detailing ALPR administrator roles, defining ALPR data storage and retention, and detailing
policy around the release or sharing of ALPR data.

In the interest of transparency, the original SIR documents policy as it stood at the time of completion of
the SIR (including public engagement and Working Group review). References to the new policy are
placed next to original policy references and will be indicated underneath the section where they
originally appeared.
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SURVEILLANCE IMPACT REPORT OVERVIEW

The Seattle City Council passed Ordinance 125376, also referred to as the “Surveillance Ordinance”, on
September 1, 2017. This Ordinance has implications for the acquisition of new technologies by the City,
and technologies that are already in use that may fall under the new, broader definition of surveillance.

SMC 14.18.020.B.1 charges the City’s Executive with developing a process to identify surveillance
technologies subject to the Ordinance. Seattle IT, on behalf of the Executive, developed and
implemented a process through which a privacy and surveillance review is completed prior to the
acquisition of new technologies. This requirement, and the criteria used in the review process, are
documented in Seattle IT Policy PR-02, the “Surveillance Policy”.

HOW THIS DOCUMENT IS COMPLETED

As Seattle IT and department staff complete the document, they should keep the following in mind.

e Responses to questions should be in the text or check boxes only; all other information
(questions, descriptions, etc.) should NOT be edited by the department staff completing this
document.

e All content in this report will be available externally to the public. With this in mind, avoid using
acronymes, slang, or other terms which may not be well-known to external audiences.
Additionally, responses should be written using principally non-technical language to ensure
they are accessible to audiences unfamiliar with the topic.
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PRIVACY IMPACT ASSESSMENT

PURPOSE

A Privacy Impact Assessment (“PIA”) is a method for collecting and documenting detailed information
collected in order to conduct an in-depth privacy review of a program or project. A PIA asks questions
about the collection, use, sharing, security and access controls for data that is gathered using a
technology or program. It also requests information about policies, training and documentation that
govern use of the technology. The PIA responses are used to determine privacy risks associated with a
project and mitigations that may reduce some or all of those risks. In the interests of transparency about
data collection and management, the City of Seattle has committed to publishing all PIAs on an outward
facing website for public access.

WHEN IS A PRIVACY IMPACT ASSESSMENT REQUIRED?

A PIA may be required in two circumstances.

1) When a project, technology, or other review has been flagged as having a high privacy risk.
2) When a technology is required to complete the Surveillance Impact Report process. This is
one deliverable that comprises the report.
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1.0 ABSTRACT

1.1 PLEASE PROVIDE A BRIEF DESCRIPTION (ONE PARAGRAPH) OF THE PURPOSE AND
PROPOSED USE OF THE PROJECT/TECHNOLOGY.

Seattle Police Department uses Automated License Plate Reader (ALPR) technology to recover stolen
vehicles, to locate subjects of Amber and Silver Alerts and fugitives where vehicle license plate
information is available, to assist with active investigations, to facilitate the flow of traffic (by
monitoring and enforcing City parking restrictions) and for Scofflaw Ordinance enforcement. This
Surveillance Impact Report focuses on SPD use of Patrol ALPR as a necessary law enforcement tool in
two capacities:
1. Property Recovery — SPD employs ALPR to locate stolen vehicles (usually
abandoned), as well as other vehicles subject to search warrant.
2. Investigation — On occasion, SPD relies on stored ALPR data within the 90-day
retention period to assist in criminal investigations by identifying and locating
involved vehicles, including locating subjects of Amber and Silver Alerts.

Note that ALPR usage for parking enforcement is discussed in the Surveillance Impact Report entitled
“Parking Enforcement Systems.”

SPD has nineteen vehicles with ALPR. Eleven of these are Patrol vehicles and eight are Parking
Enforcement vehicles. The eleven Patrol vehicles are distributed across SPD’s five precincts, the
Canine and Major Crimes Units also each have an ALPR-equipped vehicle. Although ALPR use by
Patrol differs from ALPR use for Parking Enforcement in some respects as described in this
Surveillance Impact Report and in the Parking Enforcement Systems (including ALPR) Surveillance
Impact Report, all rules and policies that govern ALPR use by SPD as mentioned in the Parking
Enforcement Systems Surveillance Impact Report are applicable in the same manner as they are
when ALPR is utilized by Patrol.

SPD does not pool ALPR data with other federal agencies. However, ALPR data is subject to the Public
Records Act.

The surveillance technology in this Surveillance Impact Report (SIR) is:

1. Neology PIPS mobile license plate recognitions system, which is installed in eleven Patrol
vehicles.

2. Neology Back Office System Software (BOSS), through which camera reads are interpreted
and administrative control is managed. This includes the ability to set and verify retention
periods, track and log user activity, view camera “read” and “hit” data, and manage user
permissions.

1.2 EXPLAIN THE REASON THE PROJECT/TECHNOLOGY IS BEING CREATED OR UPDATED AND
WHY THE PIA IS REQUIRED.

ALPR collects license plate information from vehicles, which could, if unregulated and
indiscriminately used, be linked to other data to personally identify individuals’ vehicles and
determine where they were parked at a given time, track the movements of innocent individuals, or
be pooled with ALPR data from other agencies.
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2.0 PROJECT / TECHNOLOGY OVERVIEW

2.1 describe the benefits of the project/technology.

The benefit of ALPR is many-fold. Patrol ALPR and Parking Enforcement ALPR assist the City in
locating and recovering stolen vehicles. Parking Enforcement ALPR assists the City in managing the
flow of traffic (by monitoring and enforcing City Traffic Code provisions). Additionally, both ALPR
systems may assist with active investigations by helping to determine the location of vehicles of
interest — specifically those that have been identified as being associated with an investigation.
SPD uses ALPR to recover stolen vehicles, which are often used by thieves in committing other
crimes. SPD uses ALPR to locate subjects of Amber and Silver Alerts, fugitives where vehicle license
plate information is available, and ALPR has proven to be an essential tool for locating vehicles
involved in serious crimes. Some examples include:

e A murder, in which the victim who, while dropping off passengers, was confronted and shot.
A search of ALPR data located images of the vehicle plate the day of and day after the
homicide. The images showed that the vehicle had been painted from black to gold in an
attempt to conceal it. This assisted in apprehending the suspect.

e SPD used ALPR to identify a suspect’s vehicle parked in the vicinity of a murder. Security
video from surrounding businesses showed the suspect vehicle being driven in the area,
which was critical in the arrest and charging of the two responsible suspects.

e SPD obtained a partial plate and a description of the car in a drive-by-shooting with three
innocent victims. SPD ran several partial plate searches and found one in the ALPR system
that had been in the area of the shooting at the time. The vehicle matched the description
and led to identification of the vehicle and ultimately to the arrest of the shooting suspects.

e Avictim at a charity-operated homeless shelter was threatened and nearly stabbed by an
individual who was known only by his first name. The victim reported that the suspect had
stabbed people before, was extremely violent, and had left the scene in an agitated state.
The victim was able to provide a partial license plate, which with other description
information, enabled SPD to use the ALPR database to determine the car was routinely
parked under a nearby overpass in the middle of the night. SPD then located the vehicle and
the suspect before he hurt anyone else.
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2.1 CONTINUED

e Aviolent robbery in Tukwila involved a stolen VW Toureg. The suspects in that crime were
involved in subsequent incidents including gun theft and a road rage incident in which a
victim was shot at. Using ALPR data, SPD found several locations where the vehicle had been
in the North Precinct area. Photos from the ALPR database provided pictures of the current
color of the vehicle as the registration reported a different color. A bulletin describing the
vehicle and indicating the possible location assisted SPD in locating the vehicle in north
Seattle and arresting the suspects in these violent crimes.

e Snohomish County Detectives asked for assistance locating a stranger rape suspect. Images
of the suspect’s vehicle had been captured on a convenience store security camera when the
victim had been picked up. The security video allowed SPD to read the license plate of the
potential suspect vehicle. Using the ALPR system, SPD found that the vehicle had parked
several times in a business parking lot in Seattle around the same time every day. This was
most likely a work location for a potential suspect. The ALPR led to identification and arrest
of the suspect, who worked at the Seattle business.
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2.2 PROVIDE ANY DATA OR RESEARCH DEMONSTRATING ANTICIPATED BENEFITS.

Research studies:

e Gierlack, Keith, et al. License Plate Readers for Law Enforcement: Opportunities and
Obstacles. RAND Corporation. https://www.ncjrs.gov/pdffiles1/nij/grants/247283.pdf

e Roberts, David & Meghann Casanova. Automated License Plate Recognition Systems: Policy
and Operational Guidance for Law. U.S. Department of Justice.
https://www.ncjrs.gov/pdffiles1/nij/grants/239604.pdf

General news reporting about ALPR Benefits:

e “Auto thefts up 10 percent in Seattle’s North Police Precinct”. Sep. 13, 218. KIRO News.
https://www.kiro7.com/news/local/auto-thefts-up-10-percent-in-seattles-north-police-
precinct/832872563

e  “Suspectin New York murder arrested in Spokane”. Kelsie Morgan. Jun. 21, 2018. KXLY News.
https://www.kxly.com/news/local-news/suspect-in-new-york-murder-arrested-in-
spokane/756515490

e “Man suspect of sexual assault of child arrested for brazen Fremont home-invasion robbery”.
Mark Gomez. Sep 13, 2018. Mercury News.
https://www.mercurynews.com/2018/09/13/fremont-police-arrest-man-suspected-of-
home-invasion-robbery-sexual-assault-of-child/

e “Man Sentenced to 7 Years for Northeast DC Gunpoint Carjacking of Nun”. Sophia Barnes.
Sep 7, 2018. NBC Washington._https://www.nbcwashington.com/news/local/Man-
Sentenced-to-7-Years-for-Carjacking-Nun-in-Northeast-DC-Brookland-492714631.html

e “License plate readers help Miami Beach police crack down on crime”. Andrew Perez. Jul 31,
2018. ABC 10. https://www.local10.com/news/florida/miami-beach/license-plate-readers-
help-miami-beach-police-crack-down-on-crime

e ‘“License plate readers helping police in many ways”. Tony Terzi. Sep 5, 2018. FOX 61.
https://fox61.com/2018/09/05/license-plate-readers-helping-police-in-many-ways/

e “License plate reader technology scores break in hit-and-run probe”. Paul Mueller. Sep 20,
2018. CBS 12. https://cbs12.com/news/local/license-plate-reader-technology-scores-break-
in-hit-and-run-probe

o “License-plate scanners result in few 'hits,' but are invaluable in solving crimes, police say”.
Karen Farkas. Dec 4, 2017. Cleveland.com. https://www.cleveland.com/cuyahoga-
county/index.ssf/2017/12/license plate readers result in few hits but are invaluable in

solving _crimes police _say.html
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2.3 DESCRIBE THE TECHNOLOGY INVOLVED.

ALPR hardware consists of high definition infrared digital cameras that are mounted on eleven Patrol
cars (one of which is unmarked).

The high-speed cameras capture images of license plates as they move into view, and associated
software deciphers the characters on the plate, using optical character recognition. This
interpretation is then immediately checked against any license plate numbers that have been
uploaded into the onboard, in-vehicle software system. Twice a day, the License Plate Reader File
(known as the HotList), a list of license plate numbers from Washington Crime Information Center
(WACIC) and the FBI's National Crime Information Center (NCIC), is uploaded into the ALPR system
(via a connection to WACIC), which is a source of “hits” for the license plate reader system. The
license plate numbers compiled on the HotList “may be stolen vehicles, vehicles wanted in
conjunction with felonies, wanted persons, and vehicles subject to seizure based on federal court
orders” (WSP Memorandum of Understanding No. C141174GSC; March 11, 2014). Other sources
include the City of Seattle Municipal Court’s scofflaw list and content uploaded for over-time and
metered parking enforcement (which are covered in the Parking Enforcement Systems SIR). No ALPR
data collected by SPD ALPR-equipped Patrol vehicles are automatically uploaded into any system
outside of SPD.

SPD contracts with Neology to provide both hardware and software for the PIPS ALPR system, used in
Patrol. In addition to the cameras, Neology provides the backend server, known as BOSS, through
which camera reads are interpreted and administrative control is managed. This includes the ability
to set and verify retention periods, track and log user activity, view camera “read” and “hit” data,
and manage user permissions.

The configuration is designed so that the cameras capture the images and filter the reads through
the linked software to determine if/when a hit occurs. When the software identifies a hit, it issues an
audible alert, and a visual notification informs the user which list the hit comes from — HotList;
Scofflaw; time-restricted over time parking.

In ALPR-equipped Patrol vehicles, this triggers a chain of responses from the user that includes visual
confirmation that the computer interpretation of the camera image is accurate, and the officer
verbally checks with Dispatch for confirmation that the license plate is truly of interest before any
action is taken. This is done to ensure the system accurately read a license plate. When an
inaccuracy is detected, users may choose to enter a note into the system that the “hit” was a
misread.

All data collected by the Patrol ALPR systems (images, computer-interpreted license plate numbers,
date, time, and GPS location) are stored on-premises on a secure server within SPD and retained for
90 days. Similar ALPR data collected by three ALPR-equipped Parking Enforcement boot vans
equipped with Paylock Bootview software is also stored with Patrol ALPR data in BOSS. After 90
days, all data collected by the patrol and boot van ALPR systems is automatically deleted unless
specific data has been exported as serving an investigative purpose — in which case, it is included in
an investigation file (see the Surveillance Impact Report for Parking Enforcement Systems (including
ALPR) for further information).
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2.4 DESCRIBE HOW THE PROJECT OR USE OF TECHNOLOGY RELATES TO THE DEPARTMENT'’S
MISSION.

Seattle Police Department uses ALPR technology in its pursuit of maintaining public safety and
enforcing applicable laws related to stolen vehicles and other crimes. ALPR systems can be used
during routine patrol or specific to a criminal investigation e.g., to locate stolen vehicles.

2.5 WHO WILL BE INVOLVED WITH THE DEPLOYMENT AND USE OF THE PROJECT /
TECHNOLOGY?

As it relates to Patrol use, each precinct has the ability to utilize one or more of the vehicles at any
time. Each precinct determines, based on its unique operational needs, for itself if/when/where it
will deploy ALPR-equipped vehicles. Precincts work together to determine how to share the vehicles
— dependent on their operational needs. ALPR- equipped vehicles in the Canine and Major Crimes
Unit respond to calls and matters City-wide, thus providing coverage across the City.

Only sworn officers that have been trained in its use — carried out by another trained sworn officer
and confirmed by the ALPR administrator — can sign out an ALPR-equipped vehicle in Patrol. Each
precinct determines which officers will use the ALPR-equipped vehicles at which time, dependent on
operational need. Officers assigned to the two specialty units, who have been trained in the use of
ALPR, may operate it.

The Technical and Electronic Support Unit (TESU), a unit within SPD maintains administrative control
of much of SPD’s physical technology. The unit staff is knowledgeable about investigative and
forensic technology. TESU’s mission is to provide technical assistance to Detectives and Officers in
connection with investigations. The BOSS ALPR administrator is a member of TESU. The ALPR
administrator monitors and manages user access to the PIPS ALPR system for Patrol. The ALPR
administrator purges users from system access when they leave the Department. Housing
management of the Patrol ALPR system in one unit makes oversight and accountability more efficient
than tasking individual units or precincts with this themselves.
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3.0 USE GOVERNANCE

Provide an outline of any rules that will govern the use of the project / technology. Please note: non-City
entities are bound by restrictions specified in the Surveillance Ordinance and Privacy Principles and must
provide written procedures for how the entity will comply with any restrictions identified.

3.1 DESCRIBE THE PROCESSES THAT ARE REQUIRED PRIOR TO EACH USE, OR ACCESS TO/ OF
THE PROJECT / TECHNOLOGY, SUCH AS A NOTIFICATION, OR CHECK-IN, CHECK-OUT OF
EQUIPMENT.

Prior to gaining access to the ALPR system, potential users must be trained by other trained officers.
Once this training has been verified with the ALPR administrator, users are given access and must log
into the system with unique login and password information whenever they employ the technology.
They remained logged into the system the entire time that the ALPR system is in operation. The login
is logged and auditable. Officers are assigned the vehicles to use while on-shift.

3.2 LIST THE LEGAL STANDARDS OR CONDITIONS, IF ANY, THAT MUST BE MET BEFORE THE
PROJECT / TECHNOLOGY IS USED.

ALPR systems can be used during routine patrol or specific to a criminal investigation (i.e., to locate a
stolen vehicle), as per SPD Policy 16.170. The policy specifies that the ALPR system administrator will
be a member of the Technical and Electronic Support Unit (TESU). It further requires that users must
be trained; they must be certified in A Central Computerized Enforcement Service System (ACCESS)—
a computer controlled communications system maintained by Washington State Patrol that extracts
data from multiple repositories, including Washington Crime Information Center, Washington State
Identification System, the National Crime Information Center, the Department of Licensing, the
Department of Corrections Offender File, the International Justice and Public Safety Network, and
PARKS - and trained in the proper use of ALPR. In addition, the policy limits* use of the technology
to strictly routine patrol or criminal investigation. Further, the policy clarifies that users may only
access ALPR data when that data relates to a specific criminal investigation**. Records of these
requests are purged after 90 days.

Policy Update

*the policy limits use of ALPR to the "search of specific or partial plate(s) and/or vehicle identifiers as
related to: a crime in progress, a search of a specific area as it relates to a crime in-progress, a
criminal investigation, a search for a wanted person, or community caretaking functions such as
locating an endangered or missing person."

** and will complete a "Read Query" justification form documenting the search and applicable case
number.
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3.3 DESCRIBE THE POLICIES AND TRAINING REQUIRED OF ALL PERSONNEL OPERATING THE
PROJECT / TECHNOLOGY, AND WHO HAS ACCESS TO ENSURE COMPLIANCE WITH USE AND
MANAGEMENT POLICIES.

SPD Policy 16.170 addresses Automatic License Plate Readers. The policy requires that users must be
trained; they must be certified in A Central Computerized Enforcement Service System (ACCESS)—a
computer controlled communications system maintained by Washington State Patrol that extracts
data from multiple repositories, including Washington Crime Information Center, Washington State
Identification System, the National Crime Information Center, the Department of Licensing, the
Department of Corrections Offender File, the International Justice and Public Safety Network, and
PARKS - and trained in the proper use of ALPR. In addition, the policy limits use of the technology to
strictly routine patrol or criminal investigation.* Further, the policy clarifies that users may only
access ALPR data when that data relates to a specific criminal investigation. A record of these
requests is maintained by the ALPR administrator.

A member of TESU monitors compliance for ALPR use for ALPR-equipped Patrol vehicles.**

Policy Update

* By policy, SPD instruction on ALPR technology will include the appropriate use and collection of
ALPR data with emphasis on the requirement to document the reason for any data inquiry. The
training will also include any Surveillance Impact Reporting regarding ALPR adopted by the City
Council.

** and will update access for approved, trained users. Also the ALPR administrator will assist the
Office of Inspector General in conducting periodic audits of the Department's ALPR systems.
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4.0 DATA COLLECTION AND USE

Provide information about the policies and practices around the collection and use of the data collected.

4.1 PROVIDE DETAILS ABOUT WHAT INFORMATION IS BEING COLLECTED FROM SOURCES
OTHER THAN AN INDIVIDUAL, INCLUDING OTHER IT SYSTEMS, SYSTEMS OF RECORD,
COMMERCIAL DATA AGGREGATORS, PUBLICLY AVAILABLE DATA AND/OR OTHER CITY
DEPARTMENTS.

Data collected from ALPR include license plate image, computer-interpreted read of the license plate
number, date, time, and GPS location.

All ALPR-equipped vehicles upload a daily HotList from the Washington State Patrol that contains
national stolen vehicle plate data published daily by the FBI. The Washington State Patrol places the
HotList file on a server available through ACCESS to those agencies that have a specific and signed
agreement with WSP to access and use the information. The receiving local law enforcement may
supplement the list with additional information, such as vehicles sought with reasonable suspicion
that they are involved in an incident or vehicles sought pursuant to a warrant. (see the Surveillance
Impact Report for Parking Enforcement Systems (including ALPR) for further information regarding
ALPR use by Parking Enforcement Officers).

4.2 WHAT MEASURES ARE IN PLACE TO MINIMIZE INADVERTENT OR IMPROPER COLLECTION
OF DATA?

When the ALPR system registers a hit, a match to a license plate number listed on the HotList (as
described in 2.3 above), the user must verify accuracy before taking any action. For instance, when
the system registers a hit on a stolen vehicle, the user must visually verify that the system accurately
read the license plate and, if so, must then contact Dispatch to verify accuracy of the hit —that the
vehicle is actually listed as stolen. Only then does the user take action.

Unless a hit has been flagged for investigation and exported from the database for this purpose, all
captured data is automatically deleted after 90 days, per department retention policy. Data related
to a flagged hit is downloaded and maintained with the investigation file for the retention period
related to the incident type.

4.3 HOW AND WHEN WILL THE PROJECT / TECHNOLOGY BE DEPLOYED OR USED? BY WHOM?
WHO WILL DETERMINE WHEN THE PROJECT / TECHNOLOGY IS DEPLOYED AND USED?

ALPR systems are used in Patrol on a daily basis by authorized sworn users (see 2.5 above).
Supervisors within each precinct determine when ALPR-equipped vehicles will be on patrol and by
which trained personnel. Detectives may access ALPR data in connection with investigations of
criminal incidents based on reasonable suspicion.
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4.4 HOW OFTEN WILL THE TECHNOLOGY BE IN OPERATION?

ALPR equipped vehicles are deployed within precincts and Canine and Major Crimes Units based on
operational need, as determined by supervisors within each precinct or specialty unit. (See SPD
Policy 16.170, 3.3 and 4.3 above).

16.170 - Automatic License Plate Readers*

Effective Date: 8/15/2012

16.170-POL

This policy applies to the use of automatic license plate readers (ALPR) by Department employees.
1. Criminal Intelligence Section has Operational Control

The ALPR system administrator will be a member of the Technical and Electronic Support Unit
(TESU).

2. Operators Must be Trained

Operators must be ACCESS certified and trained in the proper use of ALPR.

Training will be administered by TESU and Parking Enforcement, as applicable.

3. ALPR Operation Shall be for Official Department Purposes

ALPR may be used during routine patrol or any criminal investigation.

4. Only Employees With ACCESS Level 1 Certification May Access ALPR Data

Employees are permitted to access ALPR data only when the data relates to a specific criminal
investigation.

A record of requests to review stored ALPR data will be maintained by TESU.

Policy Update

*Policy 16.170 has been significantly updated and updates are reflected below:

16.170-POL - 3 ALPR Equipment

1. ALPR Operators Will Ensure ALPR Cameras Are Properly Affixed to the Assigned Police Vehicle
Prior to the Start of Their Shift

Operators will inspect cameras for damage or excessive wear.

2. Operators Will Notify the ALPR Administrator Upon Discovery of any Damaged or Inoperable ALPR
Equipment

Operators will document the damage/issue on the Vehicle Damage Report form 1_35 found in Word
Templates.

3. Operators Will Activate the ALPR Software and Receive the Automatic Updated Hot List at the
Start of Each Shift

ALPR units installed on marked patrol and PEO vehicles will be activated and used at all times unless
the operator of the vehicle has not been trained.

4. Operators Will Ensure that the ALPR System is Operational by Confirming all Three Cameras and
GPS are Functioning Properly at the Beginning of Their Shift

Operators will alert Seattle ITD and the ALPR administrator of any equipment defects.

5. Operators Will Upload, Their ALPR Data Accumulated from Their Shift to the BOSS Server Prior to
Shutting Down Their Computer
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4.5 WHAT IS THE PERMANENCE OF THE INSTALLATION? IS IT INSTALLED PERMANENTLY, OR
TEMPORARILY?

SPD has eleven patrol vehicles with ALPR cameras that are permanently installed. The vehicles are
temporarily collecting data when in use. The data collected is maintained on the SPD internal BOSS
ALPR system for 90 days or in investigative files for the retention period related to the incident type.
(See 4.2 above).

4.6 1S A PHYSICAL OBJECT COLLECTING DATA OR IMAGES VISIBLE TO THE PUBLIC? WHAT ARE
THE MARKINGS TO INDICATE THAT IT IS IN USE? WHAT SIGNAGE IS USED TO DETERMINE
DEPARTMENT OWNERSHIP AND CONTACT INFORMATION?

Ten of the eleven ALPR-equipped patrol cars are marked as police vehicles, and the cameras are
visible to the naked eye. One patrol car is unmarked, and the camera is not visible to the naked eye.

Additional markings on the ten marked vehicles are unnecessary because the vehicles are plainly
marked as police vehicles. Additional markings on the unmarked patrol vehicle would render it
ineffective as an investigative tool.

4.7 HOW WILL DATA THAT IS COLLECTED BE ACCESSED AND BY WHOM?
Please do not include staff names; roles or functions only.

All data collected for Parking Enforcement systems are hosted on City SPD servers and are not
accessible by vendors without knowledge and/or permission of City personnel. Unlike some ALPR
systems, SPD’s systems do not “pool” SPD’s ALPR data with that collected by other agencies.

Only authorized users can access the data collected by ALPR. Per SPD Policy 16.170, authorized users
must access the data only for active investigations and all activity by users in the system is logged
and auditable. SPD personnel within specific investigative units have access to ALPR data during its
retention window of 90 days, during which time they can reference the data if it relates to a specific
investigation.

Data removed from the system/technology and entered into investigative files is securely input and
used on SPD’s password-protected network with access limited to detectives and identified
supervisory personnel.

All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 provisions
governing Department Information Systems including SPD Policy 12.040 - Department-Owned
Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice Information Systems, SPD Policy
12.080 — Department Records Access, Inspection & Dissemination, SPD Policy 12.110 — Use of
Department E-mail & Internet Systems, and SPD Policy 12.111 — Use of Cloud Storage Services.
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4.8 IF OPERATED OR USED BY ANOTHER ENTITY ON BEHALF OF THE CITY, PROVIDE DETAILS
ABOUT ACCESS, AND APPLICABLE PROTOCOLS. PLEASE LINK MEMORANDUMS OF
AGREEMENT, CONTRACTS, ETC. THAT ARE APPLICABLE.

Access to the Patrol ALPR system front-end and back-end is limited to ALPR-trained officers,
authorized SPD administrators, and authorized Seattle City IT administrators.

4.9 WHAT ARE ACCEPTABLE REASONS FOR ACCESS TO THE EQUIPMENT AND/OR DATA
COLLECTED?

Users can only access the equipment for purposes earlier outlined— recovery of stolen vehicles to
assist with active investigations, Scofflaw Law enforcement, and parking enforcement. Per SPD
Policy 16.170, “ALPR may be used during routine patrol or any criminal investigation,” and ALPR data
may be accessed “only when the data relates to a specific criminal investigation.” *

Policy Update

* ALPR systems will only be deployed for official law enforcement purposes. These deployments are
limited to:

e Locating stolen vehicles;

e Locating stolen license plates;

e lLocating wanted, endangered or missing persons; or those violating protection orders;

e (Canvassing the area around a crime scene;

e Locating vehicles under SCOFFLAW; and

e Electronically chalking vehicles for parking enforcement purposes.
ALPR data maintained on BOSS will only be accessed by trained, SPD employees for official law
enforcement purposes. This access is limited to:

e Search of specific or partial plate(s) and/or vehicle identifiers as related to:

e Acrime in-progress;

e Asearch of a specific area as it relates to a crime in-progress;

e Acriminal investigation; or

e Asearch for a wanted person; or

e Community caretaking functions such as, locating an endangered or missing person.

Officers/detectives conducting searches in the system will complete the Read Query screen

documenting the justification for the search and applicable case number.
ALPR will not be used to intentionally capture images in private area or areas where a reasonable
expectation of privacy exists, nor shall it be used to harass, intimidate or discriminate against any
individual or group.
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4.10 WHAT SAFEGUARDS ARE IN PLACE, FOR PROTECTING DATA FROM UNAUTHORIZED
ACCESS (ENCRYPTION, ACCESS CONTROL MECHANISMS, ETC.) AND TO PROVIDE AN AUDIT
TRAIL (VIEWER LOGGING, MODIFICATION LOGGING, ETC.)?

Individuals can only access the ALPR system via unique login credentials. Hardware systems can only
be accessed in-vehicle (which are assigned by superiors for each shift), and software systems can
only be accessed in-vehicle or on-site of SPD. As previously noted, all activity in the system is logged
and can be audited.

Further, City IT manages SQL backend that purges ALPR data at the required intervals (90 days). A
record of the purge is generated and accessible at any time for verification of purges.

5.0 DATA STORAGE, RETENTION AND DELETION

5.1 HOW WILL DATA BE SECURELY STORED?

All data collected from the ALPR system is stored, maintained, and managed on premises. Retention
is automated. Unless a record is identified as being related to a criminal investigation and exported
in support of that investigation prior to 90 days, all ALPR data is deleted after 90 days. No backup
data is captured or retained.

5.2 HOW WILL THE OWNER ALLOW FOR DEPARTMENTAL AND OTHER ENTITIES, TO AUDIT
FOR COMPLIANCE WITH LEGAL DELETION REQUIREMENTS?

ALPR systems maintain access logs on backend servers that are accessible for audit The Office of
Inspector General may access all data and audit for compliance at any time.

5.3 WHAT MEASURES WILL BE USED TO DESTROY IMPROPERLY COLLECTED DATA?

Once a license plate has been read, this data is automatically retained. Any action taken as a result
of a HotList hit can be contested by involved individuals. Users may make notes in records about
license plate data captured that reflects that the hit is a misread, or that the hit was in error. The
data unrelated to a specific investigation is retained for 90 days.

All information must be gathered and recorded in a manner that is consistent with SPD Policy 6.060,
such that it does not reasonably infringe upon “individual rights, liberties, and freedoms guaranteed
by the Constitution of the United States and the State of Washington, including freedom of speech,
press, association, and assembly; liberty of conscience the exercise of religion; the right to petition
government for redress of grievances; and the right to privacy.”

All SPD employees must adhere to laws, City policy, and Department Policy (SPD Policy 5.001), and
any employees suspected of being in violation of laws or policy or other misconduct are subject to
discipline, as outlined in SPD Policy 5.002.
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5.4 WHICH SPECIFIC DEPARTMENTAL UNIT OR INDIVIDUAL IS RESPONSIBLE FOR ENSURING
COMPLIANCE WITH DATA RETENTION REQUIREMENTS?
Seattle City IT, in conjunction with SPD’s ALPR administrator in the Technical and Electronic Support

Unit, is responsible for ensuring compliance with data retention requirements. Additionally, external
audits by OIG can review and ensure compliance, at any time.
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6.0 DATA SHARING AND ACCURACY

6.1 WHICH ENTITY OR ENTITIES INSIDE AND EXTERNAL TO THE CITY WILL BE DATA SHARING
PARTNERS?

SPD has no data sharing partners for ALPR. No person, outside of SPD, has direct access to the PIPS
system or the data while it resides in the system or technology.

Data obtained from the system may be shared outside SPD with the other agencies, entities, or
individuals within legal guidelines or as required by law.

Data may be shared with outside entities in connection with criminal prosecutions:

e Seattle City Attorney’s Office

e King County Prosecuting Attorney’s Office

e King County Department of Public Defense

e Private Defense Attorneys

e Seattle Municipal Court

e King County Superior Court

e Similar entities where prosecution is in Federal or other State jurisdictions

Data may be made available to requesters pursuant to the Washington Public Records Act, Chapter
42.56 RCW (“PRA”). SPD will apply applicable exemptions to the data before disclosing to a
requester. Individuals have the right to inspect criminal history record information maintained by
the department (RCW 10.97.030, SPD Policy 12.050). Individuals can access their own information
by submitting a public disclosure request.

Per SPD Policy 12.080, the Crime Records Unit is responsible for receiving, recording, and responding
to requests “for General Offense Reports from other City departments and from other law
enforcement agencies, as well as from insurance companies.”

Discrete pieces of data collected by the ALPR may be shared with other law enforcement agencies in
wanted bulletins, and in connection with law enforcement investigations jointly conducted with
those agencies, or in response to requests from law enforcement agencies investigating criminal
activity as governed by SPD Policy 12.050 and 12.110. All requests for data from Federal Immigration
and Customs Enforcement (ICE) authorities are referred to the Mayor’s Office Legal Counsel in
accordance with the Mayor's Directive, dated February 6, 2018.

SPD shares data with authorized researchers pursuant to properly execute research and
confidentiality agreements as provide by SPD Policy 12.055. This sharing may include discrete pieces
of data related to specific investigative files collected by the ALPR system.

6.2 WHY IS DATA SHARING NECESSARY?

Data sharing is necessary for SPD to fulfill its mission as a law enforcement agency and to comply
with legal requirements.
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6.3 ARE THERE ANY RESTRICTIONS ON NON-CITY DATA USE?
Yes X No [

6.3.1 If you answered Yes, provide a copy of the department’s procedures and policies for
ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to the
requirements of 28 CFR Part 20. In addition, Washington State law enforcement agencies
are subject to the provisions of WAC 446-20-260, and RCW Chapter 10.97.

Once disclosed in response to PRA request, there are no restrictions on non-City data use;
however, applicable exemptions will be applied prior to disclosure to any requestor who is
not authorized to receive exempt content.

6.4 HOW DOES THE PROJECT/TECHNOLOGY REVIEW AND APPROVE INFORMATION SHARING
AGREEMENTS, MEMORANDUMS OF UNDERSTANDING, NEW USES OF THE INFORMATION,
NEW ACCESS TO THE SYSTEM BY ORGANIZATIONS WITHIN CITY OF SEATTLE AND OUTSIDE

AGENCIES?
Please describe the process for reviewing and updating data sharing agreements.

Research agreements must meet the standards reflected in SPD Policy 12.055. Law
enforcement agencies receiving criminal history information are subject to the requirements
of 28 CFR Part 20. In addition, Washington State law enforcement agencies are subject to
the provisions of WAC 446-20-260, and RCW Chapter 10.97.

Following Council approval of the SIR, SPD must seek Council approval for any material
change to the purpose or manner in which ALPR may be used.

6.5 EXPLAIN HOW THE PROJECT/TECHNOLOGY CHECKS THE ACCURACY OF THE INFORMATION
COLLECTED. IF ACCURACY IS NOT CHECKED, PLEASE EXPLAIN WHY.
System users are trained to visually verify accuracy, comparing a license plate hit to the physical

plate/vehicle that the system read before taking any action. If they note a misread, they can enter a
note into the system recognizing the read, as such. If they cannot verify visually, no action is taken.

6.6 DESCRIBE ANY PROCEDURES THAT ALLOW INDIVIDUALS TO ACCESS THEIR INFORMATION
AND CORRECT INACCURATE OR ERRONEOUS INFORMATION.

Individuals would not know that their information is collected inaccurately or erroneously in the
normal course of ALPR data reading. This would only come to an individual’s attention if a user acts
on a hit received. Any action taken as a result of a HotList or other hit can be contested by involved
individuals. Individuals have the right to challenge citations, alleged code violations, or criminal
charges and provide correct information.

Individuals may request records pursuant to the PRA, and individuals have the right to inspect
criminal history record information maintained by the department (RCW 10.97.030, SPD Policy
12.050). Individuals can access their own information by submitting a public disclosure request.
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7.0 LEGAL OBLIGATIONS, RISKS AND COMPLIANCE

7.1 WHAT SPECIFIC LEGAL AUTHORITIES AND/OR AGREEMENTS PERMIT AND DEFINE THE
COLLECTION OF INFORMATION BY THE PROJECT/TECHNOLOGY?

ALPR use is not legally constrained at the local, state, or federal level. Instead, retention of data is
restricted. SPD retains license plate data that is not case specific (i.e., related to an investigation) for
90 days.

Case specific data is maintained for the retention period applicable to the specific case type.

7.2 DESCRIBE WHAT PRIVACY TRAINING IS PROVIDED TO USERS EITHER GENERALLY OR
SPECIFICALLY RELEVANT TO THE PROJECT/TECHNOLOGY.
For example, police department responses may include references to the Seattle Police Manual.

Users are trained in how to use the system and how to properly access data by other trained SPD
users. The TESU administrator confirms the training before providing access to new users.

SPD Policy 12.050 mandates that all employees, including ALPR users, who use terminals that have
access to information in WACIC/NCIC files must be certified by completing complete Security
Awareness Training (Level 2) with recertification testing required every two years, and all employees
also complete City Privacy Training. Failure to comply with ACCESS/NCIC/WACIC user requirements
can result in termination of the right to continue using ACCESS services.

7.3 GIVEN THE SPECIFIC DATA ELEMENTS COLLECTED, DESCRIBE THE PRIVACY RISKS
IDENTIFIED AND FOR EACH RISK, EXPLAIN HOW IT WAS MITIGATED. SPECIFIC RISKS MAY BE
INHERENT IN THE SOURCES OR METHODS OF COLLECTION, OR THE QUALITY OR QUANTITY OF
INFORMATION INCLUDED.

Please work with the Privacy Team to identify the specific risks and mitigations applicable to this project
/ technology.

Each component of data collected, on its own, does not pose a privacy risk. Paired with other known
or obtainable information, however, an individual may be able to personally identify owners of
vehicles, and then use that information to determine, to a certain degree, where specific vehicles
have been located. Because SPD’s ALPR cameras are few in number, not fixed in location, vehicles
equipped with ALPR generally do not follow the same routes, and the records not related to a
specific incident are only retained for 90 days, privacy risk is substantially mitigated because of the
limited ability to identify vehicle patterns.

Per SPD Policy 16.170, general users of ALPR are restricted from accessing stored data, except as it
relates to a specific criminal investigation. Any activity by a user to access this information is logged
and auditable. The Washington Public Records Act requires release of collected ALPR data, however,
making it possible for members of the public to make those identification connections on their own if
they have access to the information necessary to do so, such as an independent knowledge of a
particular individual’s license plate number.
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7.4 1S THERE ANY ASPECT OF THE PROJECT/TECHNOLOGY THAT MIGHT CAUSE CONCERN BY
GIVING THE APPEARANCE TO THE PUBLIC OF PRIVACY INTRUSION OR MISUSE OF PERSONAL
INFORMATION?

Examples might include a push of information out to individuals that is unexpected and appears to be
intrusive, or an engagement with a third party to use information derived from the data collected, that
is not explained in the initial notification.

As mentioned in 7.3, the data could be used to personally identify individuals; however, SPD policy
prohibits the use of data collected by ALPR to be used in any capacity beyond its relation to a specific
criminal investigation or parking enforcement action. Additionally, all collected data that is not
relevant to an active investigation is deleted 90 days after collection.

8.0 MONITORING AND ENFORCEMENT

8.1 DESCRIBE HOW THE PROJECT/TECHNOLOGY MAINTAINS A RECORD OF ANY DISCLOSURES
OUTSIDE OF THE DEPARTMENT.

Data collected by ALPR is only disclosed pursuant to the public under the PRA. The only data
available for disclosure is that data that remains in the system within the 90-day retention window.

Per SPD Policy 12.080, the Crime Records Unit is responsible to receive and record all requests “for
General Offense Reports from other City departments and from other law enforcement agencies, as
well as from insurance companies.”

Discrete pieces of data collected by ALPR may be shared with other law enforcement agencies in
wanted bulletins, and in connection with law enforcement investigations jointly conducted with
those agencies, or in response to requests from law enforcement agencies investigating criminal
activity as governed by SPD Policy 12.050 and SPD Policy 12.110. All requests for data from Federal
Immigration and Customs Enforcement (ICE) authorities are referred to the Mayor’s Office Legal
Counsel in accordance with the_ Mayoral Directive, dated February 6, 2018. SPD shares data with
authorized researchers pursuant to properly execute research and confidentiality agreements as
provide by SPD Policy 12.055. This sharing may include discrete pieces of data related to specific
investigative files collected by the devices.

Any requests for disclosure are logged by SPD’s Crime Records Unit or Legal Unit, as appropriate .
Any action taken, and data released subsequently, is then tracked through the request log.
Responses to Public Disclosure Requests, including responsive records provided to a requestor, are
logged in SPD’s GovQA system and retained by SPD for two years after the request is completed.

8.2 WHAT AUDITING MEASURES ARE IN PLACE TO SAFEGUARD THE INFORMATION, AND
POLICIES THAT PERTAIN TO THEM, AS WELL AS WHO HAS ACCESS TO THE AUDIT DATA?
EXPLAIN WHETHER THE PROJECT/TECHNOLOGY CONDUCTS SELF-AUDITS, THIRD PARTY
AUDITS OR REVIEWS.

The ALPR system does not self-audit. Instead, third-party audits exist, as follows: 1) The ALPR
administrator has the responsibility of managing the user list and ensuring proper access to the
system; 2) The Office of Inspector General (OIG) can conduct an audit at any time. Violations of
policy may result in referral to Office of Professional Accountability (OPA).
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FINANCIAL INFORMATION

PURPOSE

This section provides a description of the fiscal impact of the surveillance technology, as required by the
Surveillance Ordinance.

1.0 FISCAL IMPACT
Provide a description of the fiscal impact of the project/technology by answering the questions below.

1.1 CURRENT OR POTENTIAL SOURCES OF FUNDING: INITIAL ACQUISITION COSTS
Current X Potential [

Date of Initial | Date of Go Direct Initial Professional Other Initial
Acquisition Live Acquisition Cost Services for Acquisition | Acquisition
Acquisition Costs Funding
Source

2006 (S3M — 2006 Unable to locate SPD Budget
purchased by record of initial
Neology in acquisition.
2016) However, costs

2015-2018

$217,297.47

Notes:

The PIPS ALPR system dates back to 2006, for which limited initial acquisition cost data is available.
More recent costs are identified.

1.2 CURRENT OR POTENTIAL SOURCES OF FUNDING: ON-GOING OPERATING COSTS,
INCLUDING MAINTENANCE, LICENSING, PERSONNEL, LEGAL/COMPLIANCE USE AUDITING,
DATA RETENTION AND SECURITY COSTS.

Current [ Potential [J

Annual Legal/compliance, | Department IT Overhead Annual Funding
Maintenance and audit, data Overhead Source
Licensing retention and
other security
costs
N/A
Notes:
N/A
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1.3 COST SAVINGS POTENTIAL THROUGH USE OF THE TECHNOLOGY

These are not quantified; however, potential cost savings may result from enhanced patrol
efficiency. The technology increases investigative efficiency by reducing the need to canvass
neighboring residences and businesses in efforts to identify involved vehicles following an incident. It

may reduce distractions for officers while driving because they do not have to visually scan license
plates in search of stolen vehicles.

1.4 CURRENT OR POTENTIAL SOURCES OF FUNDING INCLUDING SUBSIDIES OR FREE
PRODUCTS OFFERED BY VENDORS OR GOVERNMENTAL ENTITIES

N/A
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EXPERTISE AND REFERENCES

PURPOSE

The following information is provided to ensure that Council has a group of experts to reference while
reviewing the completed Surveillance Impact Report (“SIR”). Any individuals or agencies referenced
must be made aware ahead of publication that their information has been included. All materials must
be available for Council to access or review, without requiring additional purchase or contract.

1.0 OTHER GOVERNMENT REFERENCES

Please list any other government bodies that have implemented this technology and can speak to the
implementation of this technology.

Agency, Municipality, etc. Primary Contact Description of Current Use

Washington State Patrol

2.0 ACADEMICS, CONSULTANTS, AND OTHER EXPERTS

Please list any experts in the technology under consideration, or in the technical completion of the
service or function the technology is responsible for.

Agency, Municipality, etc. Primary Contact Description of Current Use

Bryce Newell, PhD Brycenewell@uky.edu “Transparent Lives and the
Surveillance State: Policing,
New Visibility, and Information
Policy” — A Dissertation
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3.0 WHITE PAPERS OR OTHER DOCUMENTS

Please list any authoritive publication, report or guide that is relevant to the use of this technology or
this type of technology.

Title

Publication

Link

Automated License Plate
Recognition Systems: Policy and
Operational Guidance for Law
Enforcement

US Department of Justice
(federally-funded grant report)

https://www.ncjrs.gov/pdf
files1/nij/grants/239604.p
df

License Plate Readers for Law
Enforcement: Opportunities and
Obstacles

Rand Corporation

https://www.ncjrs.gov/pdf
files1/nij/grants/247283.p
df

Local Law Enforcement Jumps on
the Big Data Bandwagon:
Automated License Plate
Recognition Systems, Information
Privacy, and Access to
Government Information

66 Maine Law Review 398, 2014

Bryce Clayton Newell

https://cpb-us-
w2.wpmucdn.com/wpsite
s.maine.edu/dist/d/46/file
s/2014/06/03-Newell.pdf
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RACIAL EQUITY TOOLKIT AND ENGAGEMENT FOR PUBLIC
COMMENT WORKSHEET

PURPOSE

Departments submitting a SIR are required to complete an adapted version of the Racial Equity Toolkit
(“RET”).

1. To provide a framework for the mindful completion of the Surveillance Impact Reports in a way
that is sensitive to the historic exclusion of vulnerable and historically underrepresented
communities. Particularly, to inform the public engagement efforts Departments will complete
as part of the Surveillance Impact Report.

2. To highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.

3. To highlight and mitigate any disparate impacts on individuals or vulnerable communities.

4. To fulfill the public engagement requirements of the Surveillance Impact Report.

ADAPTION OF THE RET FOR SURVEILLANCE IMPACT REPORTS

The RET was adapted for the specific use by the Seattle Information Technology Departments’ (“Seattle
IT”) Privacy Team, the Office of Civil Rights (“OCR”), and Change Team members from Seattle IT, Seattle
City Light, Seattle Fire Department, Seattle Police Department, and Seattle Department of
Transportation.

RACIAL EQUITY TOOLKIT OVERVIEW

RACIAL EQUITY TOOLKIT: TO ASSESS POLICIES, INITIATIVES, PROGRAMS, AND BUDGET ISSUES
The vision of the Seattle Race and Social Justice Initiative is to eliminate racial inequity in the
community. To do this requires ending individual racism, institutional racism and structural racism. The
Racial Equity Toolkit lays out a process and a set of questions to guide the development, implementation
and evaluation of policies, initiatives, programs, and budget issues to address the impacts on racial
equity.

WHEN DO | USE THIS TOOLKIT?

Early. Apply the toolkit early for alignment with departmental racial equity goals and desired outcomes.
HOW DO | USE THIS TOOLKIT?

With inclusion. The analysis should be completed by people with different racial perspectives.

Step by step. The Racial Equity Analysis is made up of six steps from beginning to completion:

Please refer to the following resources available on the Office of Civil Rights’ website here: Creating

effective community outcomes; Identifying stakeholders & listening to communities of color; Data
resources
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1.0 SET OUTCOMES

1.1. SEATTLE CITY COUNCIL HAS DEFINED THE FOLLOWING INCLUSION CRITERIA IN THE
SURVEILLANCE ORDINANCE, AND THEY SERVE AS IMPORTANT TOUCHSTONES FOR THE RISKS
DEPARTMENTS ARE BEING ASKED TO RESOLVE AND/OR MITIGATE. WHICH OF THE
FOLLOWING INCLUSION CRITERIA APPLY TO THIS TECHNOLOGY?

[] The technology disparately impacts disadvantaged groups.

[ There is a high likelihood that personally identifiable information will be shared with non-City entities
that will use the data for a purpose other than providing the City with a contractually agreed-upon
service.

The technology collects data that is personally identifiable even if obscured, de-identified, or
anonymized after collection.

L] The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or social justice.

1.2 What are the potential impacts on civil liberties through the implementation of this
technology?

Without appropriate policy, license plate data could be paired with other identifiable information
about individuals that could be used to identify individuals without reasonable suspicion of having
committed a crime, or to data mine for information that is not incidental to any active investigation.
SPD Policy 16.170 mitigates this concern by limiting operation to solely routine patrol or criminal
investigation.

An additional potential civil liberties concern is that the SPD would over-surveil vulnerable or
historically targeted communities, deploying ALPR to diverse neighborhoods more often than to
other areas of the City.
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1.3 What does your department define as the most important racially equitable community
outcomes RELATED TO THE IMPLEMENTATION OF THIS TECHNOLOGY?

Trust in SPD is affected by its treatment of all individuals. Equity in treatment, regardless of actual or
perceived race, gender, sex, sexual orientation, country of origin, religion, ethnicity, age, and ability
is critical to establishing and maintaining trust.

Per the 2016 Race and Social Justice Initiative Community Survey, measuring “the perspectives of
those who live, work, and go to school in Seattle, including satisfaction with City services,
neighborhood quality, housing affordability, feelings about the state of racial equity in the city, and
the role of government in addressing racial inequities,” 56.1% of African American/Black
respondents, 47.3% of Multiracial respondents, and 47% of Indian/Alaska Native respondents have
little to no confidence in the police to do a good job enforcing the law, as compared with 31.5% of
White respondents. Further, while 54.9% of people of color have a great deal or fair amount of
confidence in the police to treat people of color and White people equally, 45.1% of people of color
have little to no confidence in the police to treat people equitably. This is contrasted with White
respondents, of which 67.5% have a great deal or fair amount of confidence in the police to treat
people of color and White people equally. This may be rooted in feelings of disparate types of
contact with the police, across racial groups. While 14.3% of White respondents, 14.7% of
Asian/Pacific Islander respondents, and 16.7% of Latino/Hispanic respondents reported being
questioned by the police, charged, or arrested when they had not committed a crime, some
communities of color reported much higher rates (American Indian/Alaska Native -52.7%;
Black/African American - 46.8%; and Multiracial - 36.8%) of this type of contact with the criminal
justice system.

As it relates to ALPR, it is important that SPD continue to follow its policy of limiting use of the
technology to strictly routine patrol or criminal investigations and community caretaking functions,
as well as limiting access to ALPR data to only instances in which it relates to a specific criminal
investigations or community caretaking functions. Further, continuing to audit the system on a
regular basis, provides a measure of accountability. In doing so, SPD can mitigate the appearance of
disparate treatment of individuals based on factors other than true criminal activity.

1.4 What racial equity opportunity area(s) will be affected by the application of the technology?

[] Education Criminal Justice
[J Community Development [ Jobs

[ Health [ Housing

L] Environment L] Other

1.5 Are there impacts on:
[J Contracting Equity O Inclusive Outreach and Public Engagement
L] Workforce Equity Other
O Immigrant and Refugee Access to Services
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2.0 INVOLVE STAKEHOLDERS, ANALYZE DATA

2.1 Departmental conclusions about potential neighborhood impacts of the technology. Are
the impacts on geographic areas?
Yes [ No

Check all neighborhoods that apply (see map of neighborhood boundaries in Appendix A: Glossary, under
“Seattle Neighborhoods”):

All Seattle neighborhoods

] Ballard [J Southeast

L] North [ Delridge

] Northeast [] Greater Duwamish

L1 Central ] East District

[ Lake Union ] King County (outside Seattle)

[1 Southwest
L] Outside King County. Please describe:

N/A

2.2 What are the racial demographics of those living in the area or impacted by the issue?
(see Stakeholder and Data Resources here.)

The demographics for the City of Seattle: White - 69.5%; Black or African American - 7.9%; Amer.
Indian & Alaska Native - 0.8%; Asian - 13.8%; Native Hawaiian & Other Pac. Islander - 0.4; Other race
- 2.4%; Two or more races - 5.1%; Hispanic or Latino ethnicity (of any race): 6.6%; Persons of color:
33.7%.

STOP: Department should complete RET questions 2.3 -6 and
Appendices B-1 AFTER completing their public comment and
engagement requirements.

2.3 Have you completed the following steps to engage the public?

If you have not completed these steps, pause here until public outreach and engagement has been
completed. (See OCR’s RET worksheet here for more information about engaging the public at this point
in the process to ensure their concerns and expertise are part of analysis.)

Create a public outreach plan. Residents, community leaders, and the public were informed of the
public meeting and feedback options via:

Email

1 Mailings

LI Fliers

Phone calls

Social media

L1 Other

The following community leaders were identified and invited to the public meeting(s):
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American Civil Liberties Union (ACLU)

CARE

Northwest Immigrant Rights

OneAmerica

JACL

For Seattle Police Department only, Community Police Commissions
Other:

[Please describe]

Engagement for Public Comment #1
10/22/18

Date of meeting:

Columbia City Branch Library

Location of meeting:
Summary of discussion:

See Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Engagement for Public Comment #2
10/29/18

Date of meeting:

Bertha Knight Landes Room

Location of meeting:
Summary of discussion:

See Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Engagement for Public Comment #3 (if applicable)
10/30/18

Date of meeting:

Greenlake Branch Library

Location of meeting:
Summary of discussion:

See Appendix B for an overview of comments received, and demographics on attendees. See
Appendix E for the transcript of all comments received for this technology.

Collect public feedback via mail and email

2

Number of feedback submissions received:

See Appendix B for an overview of comments received, and
demographics on attendees. See Appendix E for the transcript of
all comments received for this technology.

Summary of feedback:

October 8, 2018 — November 5, 2018

Open comment period:
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(Il Community Technology Advisory Board (CTAB) Presentation

N/A

Date of presentation:
Summary of comments:

N/A

2.4 What does data and conversations with stakeholders tell you about existing racial
inequities that influence people’s lives and should be taken into consideration when
applying/implementing/using the technology?

(See OCR’s RET worksheet here for more information; King County Opportunity Maps are a good
resource for information based on geography, race, and income.)

SPD has heard concerns that our ALPR data will be shared with other agencies and governments that
do not share Seattle’s values. Community members have expressed concern that ALPR data will be
used for purposes other than law enforcement. SPD has also heard that community members may
be concerned that ALPR may be used to track movement of people around sensitive areas, such as
local mosques, and may be used to infringe upon people’s First Amendment rights.

2.5 What are the root causes or factors creating these racial inequities?

Mitigation strategies will be addressed in 4.1 and 5.3. Examples: bias in process; lack of access or
barriers; lack of racially inclusive engagement.

Root causes are related to historical over-surveillance and over-enforcement of minor violations in
neighborhoods and areas where historically targeted communities reside or congregate.
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3.0 DETERMINE BENEFIT AND/OR BURDEN

Provide a description of any potential disparate impact of surveillance on civil rights and liberties on
communities of color and other marginalized communities. Given what you have learned from data and
from stakeholder involvement...

3.1 How will the technology, or use of the technology increase or decrease racial equity?
What are potential unintended consequences? What benefits may result? Are the impacts aligned with
your department’s community outcomes that were defined in 1.0?

ALPR is content-neutral; it does not identify the race of the driver or the registered owner of the
vehicle. To ensure that SPD continues build trust with community members and increase racial
equity, SPD must continue to follow its policy of limiting use of the ALPR cars to strictly routine patrol
and use of collected ALPR data to specific criminal investigations or community caretaking functions,
as well as limiting access to the ALPR system to authorized SPD personnel. Further, SPD must also
continue to audit the system on a regular basis to provide a measure of accountability. In doing so,
SPD can mitigate the appearance of disparate treatment of individuals based on factors other than
true criminal activity and minimize perceived oversurveillance of areas where historically targeted
communities reside or congregate.

3.2 What benefits to the impacted community/demographic may result?

All individuals across Seattle benefit from the use of ALPR to address true criminal activities in the
community. SPD can mitigate the appearance of disparate treatment on individuals based on factors
other than true criminal activities by limiting the use of ALPR cars and collected data through policy.

3.3 What are potential unintended consequences (both negative and positive potential
impact)?

Because SPD does not collect data on the demographics of the vehicle owners or operators,
unintended consequences may be difficult to determine. However, because ALPR patrol vehicles are
assigned to each precinct and deployed throughout the entire City, SPD that overuse of ALPRs is not
occurring in neighborhoods where historically targeted communities reside or congregate.

3.4 Are the impacts aligned with your department’s community outcomes that were defined
in step 1.0?

Yes. The desired outcome is to ensure that law enforcement occurs throughout the City equitably,
so it is important that SPD continue to follow its policy of limiting use of the technology to strictly
routine patrol or criminal investigations and community caretaking functions, as well as limiting
access to ALPR data to only instances in which it relates to a specific criminal investigations or
community caretaking functions.
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4.0 ADVANCE OPPORTUNITY OR MINIMIZE HARM

Provide a mitigation plan for the impacts described in step 3.

4.1 How will you address the impacts (including unintended consequences) on racial equity?
What strategies address immediate impacts? What strategies address root causes of inequity listed in
2.5? How will you partner with stakeholders for long-term positive change? If impacts are not aligned
with desired community outcomes for surveillance technology (see 1a), how will you re-align your work?

Program Strategies:

SPD will ensure that ALPR vehicles are distributed throughout the City so that specific neighborhoods
do not receive the bulk of SPD’s ALPR use. SPD will also ensure that is policies related to ALPR and
Foreign Nationals are up-to-date and will ensure that all SPD employees comply with the Mayoral
Directive, dated February 6, 2018. SPD will also continue to comply with SMC 14.18, the City’s
Intelligence Ordinance, and ensure that law enforcement personnel shall not “unreasonably infringe
upon individuals, rights, liberties and freedoms guaranteed by the Constitution of the United States.”

Policy Strategies:

SPD recognizes that its current ALPR policy needs updating and anticipates that an updated policy
will be in place by January 31, 2019.* Further, SPD complies with the Mayoral Directive dated
February 6, 2018, requiring all City departments to seek approval from the Mayor’s Office before
sharing data and information with ICE. In addition, SPD has recently updated its policy related to
Foreign Nationals, emphasizing that SPD has no role in immigration enforcement and will not inquire

about any person’s immigration status. In addition, SPD welcomes the OIG to audit its use of ALPR
technologies and data.

Policy Update

*Through the course of the completion of this Surveillance Impact Report, SPD recognized the need
to update the existing ALPR Policy and on February 1, 2019 the new SPD ALPR policy went into
effect. This new policy expanded on the previous by adding definitions of the terms used in the
operation of the technology, expanding on the required training for employees prior to access and
use of ALPR, detailing authorized and prohibited uses of ALPR, defining response to alerts, detailing
how ALPR equipment is to be handled, detailing ALPR administrator roles, defining ALPR data
storage and retention, and detailing policy around the release or sharing of ALPR data.

Partnership Strategies:

N/A
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5.0 EVALUATE, RAISE RACIAL AWARENESS, BE ACCOUNTABLE

The following information must be provided to the CTO, via the Privacy Office, on an annual basis for the
purposes of an annual report to the City Council on the equitable use of surveillance technology. For
Seattle Police Department, the equity impact assessments may be prepared by the Inspector General for
Public Safety.

The following information does not need to be completed in the SIR submitted to Council, unless this is
a retroactive review.

5.1 WHICH NEIGHBORHOODS WERE IMPACTED/TARGETED BY THE TECHNOLOGY over the
past year and how many people in each neighborhood were impacted?
All Seattle neighborhoods

Ballard

North

NE

Central

Lake Union

Southwest

Southeast

Greater Duwamish

East District

King County (outside Seattle)

Outside King County. Please describe:

OoOxXxdOdoooooooX

[Respond here, if applicable.]

5.2 Demographic information of people impacted/targeted by the technology over the past
year.

To the best of the department’s ability, provide demographic information of the persons surveilled by
this technology. If any of the neighborhoods above were included, compare the surveilled demographics
to the neighborhood averages and City averages.

ALPR does not collect demographic data about the owners or operators of cars that have been
captured by the ALPR systems. Each police precinct has an ALPR, so ALPRs are dispatched
throughout the city and are focused primarily on major thoroughfares and in locations where stolen
vehicles have previously been recovered.

5.3 Which of the mitigation strategies that you identified in step 4 were implemented in the
past year?

Specifically, what adjustments to laws and policies should be made to remedy any disproportionate
impacts so as to achieve a more equitable outcome in the future.

Racial Equity Toolkit and Engagement for Public Comment Worksheet | Surveillance Impact Report | Automated License Plate
Recognition |page 40



- Att 3 - Automated License Plate Readers SIR

Type of Strategy Description of Strategy | Percent complete of Describe successes and
(program, policy, implementation challenges with
partnership) strategy

implementation

Updated ALPR Policy Expanding and 90%
clarifying SPD’s ALPR
policies both for

Parking Enforcement

and Patrol
Updated Foreign Updated SPD policy 100%
Nationals Policy related to Foreign

Nationals

5.4 HOW HAVE YOU INVOLVED STAKEHOLDERS SINCE THE IMPLEMENTATION/APPLICATION
OF THE TECHNOLOGY BEGAN?

Public Meeting(s)

CTAB Presentation

Postings to Privacy webpage seattle.gov/privacy

Other external communications

OXXOKX

Stakeholders have not been involved since the implementation/application

5.5 What is unresolved? What resources/partnerships do you still need to make changes?

N/A

6.0 REPORT BACK

Responses to Step 5 will be compiled and analyzed as part of the CTO’s Annual Report on Equitable Use
of Surveillance Technology.

Departments will be responsible for sharing their own evaluations with department leadership, Change
Team Leads, and community leaders identified in the public outreach plan (Step 2c).
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PRIVACY AND CIVIL LIBERTIES ASSESSMENT

PURPOSE

This section shall be completed after public engagement has concluded and the department has
completed the Racial Equity Toolkit section above. The Privacy and Civil Liberties Assessment is
completed by the Community Surveillance Working Group (“Working Group”), per the Surveillance
Ordinance which states that the Working Group shall:

“[P]rovide to the Executive and the City Council a privacy and civil liberties impact assessment for
each SIR that must be included with any departmental request for surveillance technology
acquisition or in-use approval. The impact assessment shall include a description of the potential
impact of the surveillance technology on civil rights and liberties and potential disparate impacts
on communities of color and other marginalized communities. The CTO shall share with the
Working Group a copy of the SIR that shall also be posted during the period of public engagement.
At the conclusion of the public engagement period, the CTO shall share the final proposed SIR with
the Working Group at least six weeks prior to submittal of the SIR to Council for approval. The
Working Group shall provide its impact assessment in writing to the Executive and the City Council
for inclusion in the SIR within six weeks of receiving the final proposed SIR. If the Working Group
does not provide the impact assessment before such time, the Working Group must ask for a two-
week extension of time to City Council in writing. If the Working Group fails to submit an impact
statement within eight weeks of receiving the SIR, the department and City Council may proceed
with ordinance approval without the impact statement.”

WORKING GROUP PRIVACY AND CIVIL LIBERTIES ASSESSMENT

The Working Group’s Privacy and Civil Liberties Impact Assessment (PCLIA) for this technology is
below, and is also included in the Ordinance submission package, available as an attachment.

Please note, the Working Group’s PCLIA for SPD’s Automated License Plate Readers was part of a
larger report which included reviews of additional retroactive surveillance technologies not
applicable to this Council submission. As such, the Working Group’s assessment for these
technologies has been removed from this report, and will be made available in the appropriate SIRs,
to be submitted to Council at a later date.
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From: Seattle Community Surveillance Working Group (CSWG)
To: Seattle City Council

Date: April 23,2019

Re Privacy and Civil Liberties Impact Assessment for Automated License Plate

Recognition, Parking-Enforcement Systems,and-License Plate Readers

Executive Summary

On March 28", 2019, CSWG received the Surveillance Impact Reports, or SIRs, for the three
Automated License Plate Reader (ALPR) surveillance technologies included in Group 1 of the Seattle
Surveillance Ordinance technology review process (Automated License Plate Recognition, Parking
Enforcement Systems, and License Plate Readers). This document is CSWG’s Privacy and Civil Liberties
Impact Assessment for those technologies as set forth in SMC 14.18.080(B)(1), which we provide for
inclusion in the final SIRs submitted to the City Councils.

This document first details the civil liberties concerns regarding ALPR surveillance technologies in
general, and then provides specific concerns and recommendations for each of the three specific
ALPR technologies under review.

Our assessment of the ALPR surveillance technologies focuses on three key issues:

1. The use of these systems and the data collected by them for purposes other than those
intended.

2. Over-collection and over-retention of data.

3. Sharing of that data with third parties (such as federal law enforcementagencies).

For all three of these systems, the Council should adopt, via ordinance, clear and enforceable rules
that ensure, at a minimum, the following:

1. The purposes of ALPR use must be clearly defined, and operation and data collected must
be explicitly restricted to those purposes only.

2. Dragnet, suspicionless use of ALPR must be outlawed.

3. Data collected should be limited to license plate images, and no images of vehicles or

occupants should be collected.

Data retention should be limited to the time needed to effectuate the purposedefined.

5. Data sharing with third parties must be limited to those held to the same restrictions as
agency deploying the system.

Ea
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Background: Civil Liberties Concerns with ALPR Systems

Automated License Plate Reader (ALPR) systems are powerful surveillance technologies that can
significantly chill constitutionally protected activities by allowing the government to create a detailed
picture of the movements—and therefore the lives—of a massive number of individuals. At the first
public meeting seeking comment on the SPD Patrol ALPRs held on October 22, 2018, SPD stated that
the ALPR system collects 37,000 license plates in a 24-hour period—which equates to over 13.5 million
scans over a full year. These drivers are not specifically suspected of any crime, which calls into
question the scale and purpose of such data collection.

ALPR use creates a massive database of license plate information that allows agencies to
comprehensively track and plot the movements of individual cars over time, even when the driver has
not broken any law.! Such a database enables agencies, including law enforcement, to undertake
widespread, systematic surveillance on a level that was never possible before. These surveillance
concerns are exacerbated by long data retention periods because aggregate data becomes increasingly
invasive and revealing when it is stored for long periods of time (as acknowledged by the U.S. Supreme
Court in the Carpenter decision?). However, existing law in Seattle places no specific limits on the use
of ALPR technology or data, meaning an agency can choose whether and how they want to retain data
and track vehicle movements.

Currently, the use of ALPR technology in Seattle chills constitutionally protected activities because
they can be used to target drivers who visit sensitive places such as centers of religious worship,
protests, union halls, immigration clinics, or health centers. Whole communities can be targeted
based on their religious, ethnic, or associational makeup, which is exactly what has happened in the
United States and abroad. In New York City, police officers drove unmarked vehicles equipped with
license plate readers near local mosques as part of a massive program of suspicionless surveillance of
the Muslim community.? In the U.K., law enforcement agents installed over 200 cameras and license
plate readers to target a predominantly Muslim community suburbs of Birmingham.* ALPR data
obtained from the Oakland Police Department showed that police disproportionately deployed

ALPR-mounted vehicles in low-income communities and communities of color.”> And the federal
Immigration and Customs Enforcement (ICE) agency has sought access to ALPR data in order to
target immigrants for deportation.®

The foregoing concerns suggest the Council should ensure strong protections in ordinance against the
misuse of this technology, regardless of which agency is deploying it and for what purpose.

Lhttps://www.eff.org/deeplinks/2013/05/alpr

2 https://www.scotusblog.com/wp-content/uploads/2017/08/16-402-tsac-Scholars-of-Criminal-Procedure-and-Privacy.pdf

3 https://www.ap.org/ap-in-the-news/2012/with-cameras-informants-nypd-eyed-mosques

4 https://www.theguardian.com/uk/2010/jun/04/surveillance-cameras-birmingham-muslims

5 https://www.eff.org/pages/automated-license-plate-readers-alpr

6 https://www.aclu.org/blog/immigrants-rights/ice-and-border-patrol-abuses/documents-reveal-ice-using-driver-location-
data
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Specific Comments and Recommendations
1. Automated License Plate Recognition (ALPR) (Patrol) (SPD)

The initial October 2018 Surveillance Impact Report (SIR) for this technology did not indicate the
existence of clear policies imposing meaningful restrictions on the purposes for which ALPR data
may be collected or used. The updated January 2019 SIR adds a November 2018 memo from SPD
Deputy Chief Marc Garth Green (page 42), which states that SPD anticipates having an updated
policy by January 31, 2019. The memo states:

“New policies: SPD recognizes that its current ALPR policy needs updating and anticipates
that an updated ALPR policy will be in place by January 31, 2019. In addition, SPD has
recently updated its policy related to Foreign Nationals, emphasizing that SPD has no role in
immigration enforcement and will not inquire about any person’s immigration status. In
addition, SPD welcomes the OIG to audit its use of ALPR technologies and data.”

Although the updated SIR (with the November 2018 memo addition) was conveyed to CSWG in
March 2019, the SIR does not indicate whether or not the new policies mentioned in the November
2018 memo have already been adopted by SPD, nor include those policies.

Additional concerns regarding this technology are listed below. To address these concerns, we
recommend that the Council ensure not only that the minimum rules listed above in the Executive
Summary apply to ALPR-Patrol Systems by ordinance, but that the issues noted below with SPD’s
current policies are addressed as set forth in the corresponding recommendations, all of which should
be incorporated into the Council’s approval of the technology.

SPD’s policy:

e Does not impose meaningful restrictions on the purposes for which ALPR data may
be collected or used.

0 Recommendation: SPD’s policy must clearly define and meaningfully restrict the
purposes for which ALPR data may be collected, accessed, and used. These
purposes should be limited to checking vehicles against specified hotlists
connected to specific criminal investigations. SPD must have reasonable suspicion
that a crime has occurred (in the context of a specifically defined criminal
investigation) before examining collected license plate reader data; they must not
examine license plate reader data in order to generate reasonable suspicion.
While SPD’s ALPR policy says there must be a specific criminal investigation in
order for ALPR data to be accessed, it does not describe how such an investigation
is defined ordocumented.

o Does not justify SPD’s 90-day retention period. SPD retains ALPR data for 90 days, but
examples given in the SIR of crimes solved using ALPRs largely appear to involve
immediate matches against a hotlist. We acknowledge that state law and technical
considerations may impact this retention period.

0 Recommendation: SPD’s policy must require a shorter retention period of 48 hours
at most, during which time it must use the data for the specified purpose, then
immediately delete the data. SPD should retain no information at all when a
passing vehicle does not match a hot list (particularly given that such data is
subject topublic disclosure, including to federal agencies).

e Does not limit data sharing by policy or statute. The sharing of ALPR data with other
agencies is of great concern, and SPD states a variety of situations in which such data may
be shared (see SIR Section 6.1). However, the policies cited do not make clear the criteria

for such sharing, nor any inter-agency agreement that governs such sharing, nor why the
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data must be shared in the first place. The November 2018 memo only adds the
statement, “SPD limits data-sharing with other law enforcement agencies for official law
enforcement purposes,” which does not address the concerns above.

0 Recommendation: SPD’s policy must limit sharing of ALPR data to third parties
that have a written agreement holding those third parties to the same use,
retention, and access rules as SPD; make clear to whom and under what
circumstances the data are disclosed; and make publicly available a list of what
disclosures have been made to which third parties.

e Does not make clear whether and how audits of inquires to the system can be conducted
(see SIR Sections 4.10 and 8.2, for example). The November 2018 memo does not add
any new information.

0 Recommendation: SPD’s policy must include a regular audit system to
protect against abuse.

e Does not make clear how and to what degree Patrol and Parking Enforcement ALPR
systems are separated, and whether SPD’s policies on ALPR apply to the Parking
Enforcement Systems (whose data may be equally prone to misuse).

0 Recommendation: SPD’s policy must include strong protections against abuse
that are applied to all ALPR systems.

e Does not include measures to minimize false matches.

0 Recommendation: SPD’s policy must specific that whenever a hit occurs, an officer,
before taking any action, must confirm visually that a plate matches the number
and state identified in the alert, confirm that the alert is still active by calling
dispatch and, if the alert pertains to the registrant of the car and not the car itself,
forexample in a warrant situation, develop a reasonable belief that the vehicle’s
occupant(s) match any individual(s) identified in the alert.

o Does not include systematic tracking to assess how many crimes each year are
actually solved using ALPR data.

0 Recommendation: SPD’s policy must require detailed records of ALPR scans, hits,
and crimes solved specifically attributable to those hits, as well as an accounting
of how ALPR use varies by neighborhood and demographic.

e Does not create clear restrictions on who can access the data.

0 Recommendation: SPD’s policy must require access controls on the ALPR
databases, with only agents who have been trained in the policies governing
such databases permitted access, and with every instance of access logged.
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CTO RESPONSE

Memo

Date: 11/17/2020

To: Seattle City Council, Transportation and Utilities Committee

From: Saad Bashir

Subject: CTO Response to the Surveillance Working Group ALPR (including Patrol) SIR Review

To the Council Transportation and Utilities Committee Members,

| look forward to continuing to work together with Council and City departments to ensure continued
transparency about the use of these technologies and finding a mutually agreeable means to use
technology to improve City services while protecting the privacy and civil rights of the residents we
serve. Specific concerns in the Working Group comments about ALPRs are addressed in

the attached document.

As provided in the Surveillance Ordinance, SMC 14.18.080, this memo outlines the Chief Technology
Officer’s (CTO’s) response to the Surveillance Working Group assessment on the Surveillance Impact
Report for Seattle Police Department’s Automated License Plate Readers.

Background

The Information Technology Department (ITD) is dedicated to the Privacy Principles and Surveillance
Ordinance objectives to provide oversight and transparency about the use and acquisition of specialized
technologies with potential privacy and civil liberties impacts. All City departments have a shared
mission to protect lives and property while balancing technology use and data collection with negative
impacts to individuals. This requires ensuring the appropriate use of privacy invasive technologies
through technology limitations, policy, training and departmental oversight.

The CTO’s role in the SIR process has been to ensure that all City departments are compliant with the
Surveillance Ordinance requirements. As part of the review work for surveillance technologies, ITD’s
Privacy Office has facilitated the creation of the Surveillance Impact Report documentation,

including collecting comments and suggestions from the Working Group and members of the public
about these technologies. IT and City departments have also worked collaboratively with the Working
Group to answer additional questions that came up during their review process.

Technology Purpose

Seattle Police Department uses Automated License Plate Reader (ALPR) technology to recover stolen
vehicles, to locate subjects of Amber and Silver Alerts and fugitives where vehicle license plate
information is available, to assist with active investigations, to facilitate the flow of traffic (by monitoring
and enforcing City parking restrictions) and for Scofflaw Ordinance enforcement. This Surveillance
Impact Report focuses on SPD use of Patrol ALPR as a necessary law enforcement tool in two capacities:

1. Property Recovery — SPD employs ALPR to locate stolen vehicles (usually abandoned), as well as other
vehicles subject to search warrant.
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2. Investigation — On occasion, SPD relies on stored ALPR data within the 90-day retention period to
assist in criminal investigations by identifying and locating involved vehicles, including locating subjects
of Amber and Silver Alerts.

Working Group Concerns

In their review, the Working Group has raised concerns about these cameras being used in a privacy
impacting way, including video recording, data retention, data sharing, integration with other
technologies and secondary uses of recorded video.

UPDATE: Through the course of the completion of the Surveillance Impact Report, SPD recognized the
need to update the existing ALPR Policy and on February 1, 2019 the new SPD ALPR policy went into
effect. This new policy expanded on the previous version by adding definitions of the terms used in the
operation of the technology, expanding on the required training for employees prior to access and use
of ALPR, detailing authorized and prohibited uses of ALPR, defining response to alerts, detailing how
ALPR equipment is to be handled, detailing ALPR administrator roles, defining ALPR data storage and
retention, and detailing policy around the release or sharing of ALPR data.

We believe that the updated policy, training and technology limitations enacted by SPD provide
adequate mitigation for the potential privacy and civil liberties concerns raised by the Working
Group about the use of this important operational technology.

Response to Specific Concerns: SPD ALPR

Concern: Policy does not impose meaningful restrictions on the purposes for which ALPR data may be
collected or used.

CTO Assessment: SPD Policy outlines the specific situations or use cases that ALPR can be both used for
and under which the data can be accessed. The specific limitations on use preclude a scenario of
“dragnet” use where ALPR is constantly in use as a patrol vehicle moves throughout the City. The criteria
outlined match with public safety functions where the use of technology allows for more effective
outcomes and efficiency gains. Regarding data access, when ALPR data is used for an investigation, the
creation of the “Read Query” justification creates an auditable trail of access to data to ensure it meets
specified requirements under Policy 16.170

SIR Response:

Section 3.2 What legal standards or conditions, if any, that must be met before the Project / technology
is used?

ALPR systems can be used during routine patrol or specific to a criminal investigation (i.e., to locate a
stolen vehicle), as per SPD Policy 16.170. The policy specifies that the ALPR system administrator will be
a member of the Technical and Electronic Support Unit (TESU). It further requires that users must be
trained; they must be certified in A Central Computerized Enforcement Service System (ACCESS) — a
computer controlled communications system maintained by Washington State Patrol that extracts data
from multiple repositories, including Washington Crime Information Center, Washington State
Identification System, the National Crime Information Center, the Department of Licensing, the
Department of Corrections Offender File, the International Justice and Public Safety Network, and PARKS
- and trained in the proper use of ALPR. In addition, the policy limits use of the technology to strictly
routine patrol or criminal investigation. Further, the policy clarifies that users may only access ALPR data
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when that data relates to a specific criminal investigation. Records of these requests are purged after 90
days.

New SPD Policy:

e The policy limits use of ALPR to the "search of specific or partial plate(s) and/or vehicle
identifiers as related to: a crime in progress, a search of a specific area as it relates to a crime in-
progress, a criminal investigation, a search for a wanted person, or community caretaking
functions such as locating an endangered or missing person."

e Further, the policy clarifies that users may only access ALPR data when that data relates to a
specific criminal investigation and will complete a "Read Query" justification form documenting
the search and applicable case number.

Section 4.3 How and when will the project/technology be deployed or used? By whom? Who will
determine when the project/technology is deployed and used?

ALPR systems are used in Patrol on a daily basis by authorized sworn users. Supervisors within each
precinct determine when ALPR-equipped vehicles will be on patrol and by which trained personnel.
Detectives may access ALPR data in connection with investigations of criminal incidents based on
reasonable suspicion.

Concern: Policy does not justify SPD’s 90-day retention period.

CTO Assessment: Individual city departments do not have the ability to set their own retention
schedules, and in many cases must follow requirements set by the State of Washington. Regarding
criminal justice data, there are additional requirements to ensure that the quality and availability of data
follows legally required retention periods, ensuring that data is preserved after the investigation in case
of any dispute. The data is protected and only accessible by those who are related to the investigation.

SIR Response:
Section 5.1 How will data be securely stored?

All data collected from the ALPR system is stored, maintained, and managed on premises. Retention is
automated. Unless a record is identified as being related to a criminal investigation and exported in
support of that investigation prior to 90 days, all ALPR data is deleted after 90 days. No backup data is
captured or retained.

Section 5.3 What measures will be used to destroy improperly collected data?

Once a license plate has been read, this data is automatically retained. Any action taken as a result of a
HotList hit can be contested by involved individuals. Users may make notes in records about license
plate data captured that reflects that the hit is a misread, or that the hit was in error. The data unrelated
to a specific investigation is retained for 90 days.

Section 5.4 Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?
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Seattle IT, in conjunction with SPD’s ALPR administrator in the Technical and Electronic Support Unit, is
responsible for ensuring compliance with data retention requirements. Additionally, external audits by
OIG can review and ensure compliance at any time.

Concern: SPD’s policy does not limit data sharing by policy or statute.

CTO Assessment: While civil liberties groups have expressed great concern with this practice in other
jurisdictions, it is important to note that SPD does not “pool” data with other agencies that create a
large database of license plates. SPD’s revised policy 16.170 addresses data sharing and states, “ALPR
data will only be shared with other law enforcement or prosecutorial agencies for official law
enforcement purposes or as otherwise permitted by law.” Specific examples of these agencies are
outlined in the SIR documentation.

SIR Response:
Section 4.7 How will data that is collected be accessed and by whom?

e All data collected for Parking Enforcement systems are hosted on City SPD servers and are not
accessible by vendors without knowledge and/or permission of City personnel. Unlike some
ALPR systems, SPD’s systems do not “pool” SPD’s ALPR data with that collected by other
agencies.

e Only authorized users can access the data collected by ALPR. Per SPD Policy 16.170, authorized
users must access the data only for active investigations and all activity by users in the system is
logged and auditable. SPD personnel within specific investigative units have access to ALPR data
during its retention window of 90 days, during which time they can reference the data if it
relates to a specific investigation.

e Data removed from the system/technology and entered into investigative files is securely input
and used on SPD’s password-protected network with access limited to detectives and identified
supervisory personnel.

e All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 provisions
governing Department Information Systems including SPD Policy 12.040 - Department-Owned
Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice Information Systems, SPD
Policy 12.080 — Department Records Access, Inspection & Dissemination, SPD Policy 12.110 —
Use of Department E-mail & Internet Systems, and SPD Policy 12.111 — Use of Cloud Storage
Services.

Section 6.1 Which entity or entities inside and external to the city will be data sharing partners?

e  SPD has no data sharing partners for ALPR. No person, outside of SPD, has direct access to the
PIPS system or the data while it resides in the system or technology.

e Data obtained from the system may be shared outside SPD with the other agencies, entities, or
individuals within legal guidelines or as required by law.

e Data may be shared with outside entities in connection with criminal prosecutions:

0 Seattle City Attorney’s Office

King County Prosecuting Attorney’s Office

King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

O 0O 0O Oo0Oo
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0 Similar entities where prosecution is in Federal or other State jurisdictions
Data may be made available to requesters pursuant to the Washington Public Records Act,
Chapter 42.56 RCW (“PRA”). SPD will apply applicable exemptions to the data before disclosing
to arequester. Individuals have the right to inspect criminal history record information
maintained by the department (RCW 10.97.030, SPD Policy 12.050). Individuals can access their
own information by submitting a public disclosure request.
Per SPD Policy 12.080, the Crime Records Unit is responsible for receiving, recording, and
responding to requests “for General Offense Reports from other City departments and from
other law enforcement agencies, as well as from insurance companies.”
Discrete pieces of data collected by the ALPR may be shared with other law enforcement
agencies in wanted bulletins, and in connection with law enforcement investigations jointly
conducted with those agencies, or in response to requests from law enforcement agencies
investigating criminal activity as governed by SPD Policy 12.050 and 12.110. All requests for
data from Federal Immigration and Customs Enforcement (ICE) authorities are referred to the
Mayor’s Office Legal Counsel in accordance with the Mayor's Directive, dated February 6, 2018.
SPD shares data with authorized researchers pursuant to properly execute research and
confidentiality agreements as provide by SPD Policy 12.055. This sharing may include discrete
pieces of data related to specific investigative files collected by the ALPR system.

Section 6.2 Why is data sharing necessary?
Data sharing is necessary for SPD to fulfill its mission as a law enforcement agency and to comply with
legal requirements.

Section 6.3.1 Are there any restrictions on non-city data use?

Law enforcement agencies receiving criminal history information are subject to the
requirements of 28 CFR Part 20. In addition, Washington State law enforcement agencies are
subject to the provisions of WAC 446-20-260, and RCW Chapter 10.97.

Once disclosed in response to PRA request, there are no restrictions on non-City data use;
however, applicable exemptions will be applied prior to disclosure to any requestor who is not
authorized to receive exempt content.

Concern: Policy does not make clear whether and how audits of inquiries to the system can be
conducted.

CTO Assessment: SPD’s Policy 16.170 outlines that the Office of Inspector General (OIG) is responsible
for conducting periodic audits of the ALPR system, with support offered by system administrators, as
necessary. According to the ALPR policy, the “system records when an employee accesses ALPR data by
logging the employee’s name, the date and the time of the request.” These records are accessible by
OIG at any time to ensure compliance.

SIR Response:
Section 5.2 How will the owner allow for departmental and other entities, to audit for compliance with
legal deletion requirements?

ALPR systems maintain access logs on backend servers that are accessible for audit The Office of
Inspector General may access all data and audit for compliance at any time.
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Concern: Policy does not include measures to minimize false matches.

CTO Assessment: This concern is adequately covered in the SIR. SPD Policy 16.170 outlines confirmation
of alerts or “hits”. Users of ALPR systems must visually verify that the system has made an accurate
match, and the system does not make any determinations on actions taken. The system does
automatically match plates if they appear on the HotList; these must be verified by both the user and
Dispatch to confirm that the information is accurate.

SIR Response:
Section 4.2 What measure are in place to minimize inadvertent or improper collection of data?

When the ALPR system registers a hit, a match to a license plate number listed on the HotList (as
described in 2.3), the user must verify accuracy before taking any action. For instance, when the system
registers a hit on a stolen vehicle, the user must visually verify that the system accurately read the
license plate and, if so, must then contact Dispatch to verify accuracy of the hit —that the vehicle is
actually listed as stolen. Only then does the user take action.

New SPD Policy
16.170-POL 2.4
ALPR Operators Will Respond to Hits/Alerts by Confirming the ALPR Information
When an operator receives a Hit/alert indicating a positive Hit from the Hotlist database, a digital image
of the license plate will be displayed on the mobile data computer screen.
e ALPR operators will compare the digital image of the license plate to the Hotlist information
to verify the Hit for both the state and characters on the plate.
e ALPR operators will confirm the ALPR information by radio or Mobile Data Computer (MDC)
to immediately confirm the Hit prior to taking enforcement or other type of police action
(absent exigent circumstances).
e ALPR operators will enter a disposition for all ALPR Hits by selecting either "Accept" or
"Misread" before removing the Hit from the computer screen.
Dispositions include:
e Stolen Recovery — Arrest;
e Stolen Recovery — No Arrest;
e FEluded — Lost;
e Plates only;
e SCOFLAW; and
e Wanted person or vehicle Misread/Twin plate
e Positive ALPR hits leading to action requiring an incident report will be documented within
the report narrative.
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Concern: Policy does not include systematic tracking to assess how many crimes each year are actually
solved using ALPR data.

CTO Assessment: While there is no systematic tracking of specific crimes solved using ALPR, auditing
and reporting requirements, as outlined in SMC 14.18.060, require an Annual Surveillance Usage Review
conducted by the Inspector General for Public Safety. The completed report should address usage
patterns of this technology, as well as frequency and location of use.

SIR Response:
RET Section 5.2

ALPR does not collect demographic data about the owners or operators of cars that have been captured
by the ALPR systems. Each police precinct has an ALPR, so ALPRs are dispatched throughout the city and
are focused primarily on major thoroughfares and in locations where stolen vehicles have previously

been recovered.

Section 5.3 What measures will be used to destroy improperly collected data?

Once a license plate has been read, this data is automatically retained. Any action taken as a
result of a HotList hit can be contested by involved individuals. Users may make notes in
records about license plate data captured that reflects that the hit is a misread, or that the hit
was in error. The data unrelated to a specific investigation is retained for 90 days.

All information must be gathered and recorded in a manner that is consistent with SPD Policy
6.060, such that it does not reasonably infringe upon “individual rights, liberties, and freedoms
guaranteed by the Constitution of the United States and the State of Washington, including
freedom of speech, press, association, and assembly; liberty of conscience the exercise of
religion; the right to petition government for redress of grievances; and the right to privacy.”
All SPD employees must adhere to laws, City policy, and Department Policy (SPD Policy 5.001),
and any employees suspected of being in violation of laws or policy or other misconduct are
subject to discipline, as outlined in SPD Policy 5.002.

Section 6.5 Explain how the project/technology checks the accuracy of the information collected. If

accuracy is not checked, please explain why.

System users are trained to visually verify accuracy, comparing a license plate hit to the physical
plate/vehicle that the system read before taking any action. If they note a misread, they can enter a
note into the system recognizing the read, as such. If they cannot verify visually, no action is taken.

Section 6.6 Describe any procedures that allow individuals to access their information and correct

inaccurate or erroneous information.

Individuals would not know that their information is collected inaccurately or erroneously in the
normal course of ALPR data reading. This would only come to an individual’s attention if a user
acts on a hit received. Any action taken as a result of a HotList or other hit can be contested by
involved individuals. Individuals have the right to challenge citations, alleged code violations, or
criminal charges and provide correct information.

Individuals may request records pursuant to the PRA, and individuals have the right to inspect
criminal history record information maintained by the department (RCW 10.97.030, SPD Policy
12.050). Individuals can access their own information by submitting a public disclosure request.
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Concern: Policy does not create clear restrictions on who can access the data.

CTO Assessment: SPD Policy clearly states that only authorized users within the Department can access
the data collected by ALPR; all access is logged and auditable. Authorized users must undergo and meet
the training requirements necessary before accessing the data. Additionally, as outlined in previous
responses, there are restrictions on who data is shared with outside of the organization.

SIR Response:
Section 4.7 How will data that is collected be accessed and by whom?

e All data collected for Parking Enforcement systems are hosted on City SPD servers and are not
accessible by vendors without knowledge and/or permission of City personnel. Unlike some
ALPR systems, SPD’s systems do not “pool” SPD’s ALPR data with that collected by other
agencies.

e Only authorized users can access the data collected by ALPR. Per SPD Policy 16.170, authorized
users must access the data only for active investigations and all activity by users in the system is
logged and auditable. SPD personnel within specific investigative units have access to ALPR data
during its retention window of 90 days, during which time they can reference the data if it
relates to a specific investigation.

e Data removed from the system/technology and entered into investigative files is securely input
and used on SPD’s password-protected network with access limited to detectives and identified
supervisory personnel.

o All SPD employees are backgrounded and access is controlled by SPD Manual Title 12 provisions
governing Department Information Systems including SPD Policy 12.040 - Department-Owned
Computers, Devices & Software, SPD Policy 12.050 - Criminal Justice Information Systems, SPD
Policy 12.080 — Department Records Access, Inspection & Dissemination, SPD Policy 12.110 —
Use of Department E-mail & Internet Systems, and SPD Policy 12.111 — Use of Cloud Storage
Services.

Section 5.1 How will data be securely stored?

All data collected from the ALPR system is stored, maintained, and managed on premises. Retention is
automated. Unless a record is identified as being related to a criminal investigation and exported in
support of that investigation prior to 90 days, all ALPR data is deleted after 90 days. No backup data is
captured or retained.

New SPD Policy
Only Employees Trained in the Use of ALPR Equipment Will Use and Access ALPR Devices and Data

e Before employees operate the ALPR system or access ALPR data, they will complete Department
training on the proper and lawful use of the system.
e Parking Enforcement Officers (PEOs) will not have access to stored ALPR data in BOSS.
e Only trained Department employees can access stored ALPR data and all data search requests
are logged within the system.
Concern: Policy does not make clear how and to what degree Patrol and Parking Enforcement ALPR
systems are separated, and whether SPD’s policies on ALPR apply to the Parking Enforcement
Systems.
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CTO Assessment: According to SPD policy, Autovu data (parking enforcement system) is used only
during a shift of a Parking Enforcement Officer and is not retained after the completion of their shift.
Patrol ALPR data is retained for 90 days. The two programs have separate ALPR administrators that are
responsible for access and maintenance of each system. Parking Enforcement Officers do not have
access to stored ALPR data in the Patrol system. The Parking Enforcement SIR outlines the acceptable
uses for ALPR which is primarily used for Scofflaw enforcement, or enforcement of time-restricted
parking areas and restricted parking zones. The system may also be used for identifying stolen vehicles
or sought in connection with criminal investigation to be reported to Dispatch.

SIR Response:

Section 4.9 What are acceptable reasons for access to the equipment and/or data collected?

Users can only access the equipment for purposes earlier outlined— recovery of stolen vehicles to assist

with active investigations, Scofflaw Law enforcement, and parking enforcement. Per SPD Policy 16.170,
“ALPR may be used during routine patrol or any criminal investigation,” and ALPR data may be accessed
“only when the data relates to a specific criminal investigation.”

New SPD Policy:

ALPR systems will only be deployed for official law enforcement purposes. These deployments are
limited to:
e Locating stolen vehicles;
e Locating stolen license plates;
e lLocating wanted, endangered or missing persons; or those violating protection orders;
e (Canvassing the area around a crime scene;
e Locating vehicles under SCOFFLAW; and
e Electronically chalking vehicles for parking enforcement purposes.
ALPR data maintained on BOSS will only be accessed by trained, SPD employees for official law
enforcement purposes. This access is limited to:
e Search of specific or partial plate(s) and/or vehicle identifiers as related to:
e Acrime in-progress;
e Asearch of a specific area as it relates to a crime in-progress;
e A criminal investigation; or
e Asearch for a wanted person; or
e Community caretaking functions such as, locating an endangered or missing person.
Officers/detectives conducting searches in the system will complete the Read Query screen
documenting the justification for the search and applicable case number.

ALPR will not be used to intentionally capture images in private area or areas where a reasonable

expectation of privacy exists, nor shall it be used to harass, intimidate or discriminate against any
individual or group.
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APPENDIX A: GLOSSARY

Accountable: (Taken from the Racial Equity Toolkit.) Responsive to the needs and concerns of those
most impacted by the issues you are working on, particularly to communities of color and those
historically underrepresented in the civic process.

Community Outcomes: (Taken from the Racial Equity Toolkit.) The specific result you are seeking to
achieve that advances racial equity.

Contracting Equity: (Taken from the Racial Equity Toolkit.) Efforts to achieve equitable racial outcomes
in the way the City spends resources, including goods and services, consultants and contracting.

DON: “Department of Neighborhoods.”

Immigrant and Refugee Access to Services: (Taken from the Racial Equity Toolkit.) Government services
and resources are easily available and understandable to all Seattle residents, including non-native
English speakers. Full and active participation of immigrant and refugee communities exists in Seattle’s
civic, economic and cultural life.

Inclusive Outreach and Public Engagement: (Taken from the Racial Equity Toolkit.) Processes inclusive
of people of diverse races, cultures, gender identities, sexual orientations and socio-economic status.
Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individual Racism: (Taken from the Racial Equity Toolkit.) Pre-judgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilege, and people of color internalizing oppression.

Institutional Racism: (Taken from the Racial Equity Toolkit.) Organizational programs, policies or
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

Neology Back Office System Software (BOSS): System through which ALPR camera reads are
interpreted and administrative control is managed. This includes the ability to set and verify retention
periods, track and log user activity, view camera “read” and “hit” data, and manage user permissions.

Neology PIPS: Mobile license plate recognitions system installed in eleven Patrol vehicles.
OCR: “Office of Arts and Culture.”

Opportunity Areas: (Taken from the Racial Equity Toolkit.) One of seven issue areas the City of Seattle is
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: Education, Health, Community Development, Criminal Justice, Jobs, Housing, and the
Environment.

Racial Equity: (Taken from the Racial Equity Toolkit.) When social, economic and political opportunities
are not predicted based upon a person’s race.
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Racial Inequity: (Taken from the Racial Equity Toolkit.)
When a person’s race can predict their social, economic, and
political opportunities and outcomes.

RET: “Racial Equity Toolkit”

Seattle Neighborhoods: (Taken from the Racial Equity
Toolkit Neighborhood.) Boundaries defined for the purpose
of understanding geographic areas in Seattle.

Stakeholders: (Taken from the Racial Equity Toolkit.) Those
impacted by proposed policy, program, or budget issue who
have potential concerns or issue expertise. Examples might
include: specific racial/ethnic groups, other institutions like
Seattle Housing Authority, schools, community-based
organizations, Change Teams, City employees, unions, etc.

Structural Racism: (Taken from the Racial Equity Toolkit.)
The interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and conditions
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance Ordinance: Seattle City Council passed
Ordinance 125376, also referred to as the “Surveillance
Ordinance.”

SIR: “Surveillance Impact Report”, a document which captures the fulfillment of the Council-defined
Surveillance technology review process, as required by Ordinance 125376.

TESU: “Technical and Electronic Support Unit”

Workforce Equity: (Taken from the Racial Equity Toolkit.) Ensure the City's workforce diversity reflects
the diversity of Seattle.
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APPENDIX B: PUBLIC COMMENT DEMOGRAPHICS AND
ANALYSIS

OVERVIEW OF PUBLIC COMMENT ANALYSIS

Analysis of public comments was completed using a combination of thematic analysis and qualitative
coding. Comments were gathered from many sources, from public engagement meetings, an online
survey form, letters, emails, and focus group discussions. All comments may be reviewed in the
Surveillance Impact Report, Appendix E.

After assigning a theme and code for the content, City staff conducted an analysis using R. A high-level
summary of the results of this analysis are shown below. A detailed description of the methodology is
available in the Surveillance Impact Report, Appendix H.

Below is a summary of the responses by question, prepared by Privacy Office staff. This data includes
comments from all submission methods (e.g. letter, email, public meeting, etc.). The total number of
responses to this question is in the top right. The percentage of responses to that question, following
the identified theme is shown in dark blue. The dark gray shows the percent of comments for this
technology that did not answer that specific question. The light gray shows the percent of responses to
that question that fall into other themes, (General, Data Management, Policy, Enforcement, and
Oversight, etc.).

A word cloud of each qualitative sub-code identified appears at the bottom of each question to provide
more context of the question response themes. If an appropriate quote could be identified to capture
the overall tone of the majority of comments it was included.

COMMENTS SPECIFICALLY ADDRESSING ALPR
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GENERAL SURVEILLANCE COMMENT THEMES

Many comments were submitted as part of the public comment period that were not specific to a

technology, but to either the concept of surveillance in general, or to technologies which are not on the
Master List.
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DEMOGRAPHICS FOR GROUP ONE COMMENTS

The number of reported demographics does not correspond to the number of comments received for
the following reasons.

1. The demographic information includes all responses, regardless of which technology was
commented on to protect the privacy of those who provided a response.

2. Some individuals offered more than one comment.

3. Some individuals did not provide any demographic information.
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APPENDIX C: PUBLIC MEETING NOTICE(S)
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APPENDIX D: MEETING SIGN-IN SHEET(S)
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APPENDIX E: ALL INDIVIDUAL COMMENTS RECEIVED

ALL COMMENTS RECEIVED ON ALPR AND PATROL
ID: 96

Submitted Through: Focus Group 2

Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Safeguards / oversight & procedures are important. Otherwise good technology

ID: 95
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

How far can citizens / private sector go before getting into private data — getting info that they shouldn’t
have - like using old accident data to prevent hiring.

ID: 94
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Get better technology that will differentiate different state plates

ID: 93
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?
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What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Makes nervous — watching micro manipulation data used in China — reason for concern

ID: 92
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Like it- can used in illegal activity. Easier to track down people using car for illegal activity

ID: 91
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Remove guessing game officers have to go through — but do verify

ID: 90
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Like being used in DV cases and in other investigations. Effective use of technology

ID: 89
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
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Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Great — eased concern about potential abuse. Allows more efficiency in SPD

ID: 88
Submitted Through: Focus Group 2
Date: 11/20/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

In this area CFD, parking is a nightmare. Things helped when parking enforced within reason.
What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 62
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Police trained to work well with those who have disabilities and mental illness

ID: 57
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Stole my plate, put a different plate on there, and replaced plate had no tabs and | had to pay for that.

ID: 55
Submitted Through: Focus Group 1

Date: 11/8/2018
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Lots of information being collected and stored

What value do you think this technology brings to our city?

Getting your stolen car back

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

two systems synced together by numan beings could result in error

ID: 54
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Not yet

What value do you think this technology brings to our city?

maybe save money

What worries you about how this is used?

none

What recommendations would you give policy makers at the City about this technology?

back up always with human oversight
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Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

ID: 1
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

Force multiplier for police

What worries you about how this is used?

Immigration enforcement

What recommendations would you give policy makers at the City about this technology?
add fixed LPR as well

Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

Keep up the great work and keep innovating

ID: 2
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

People may be misidentified in the case of a stolen vehicle

What value do you think this technology brings to our city?

What worries you about how this is used?

There may be potential for use in non-criminal investigations

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

An incident number should be required to pull ALPR data, not just a generic "reason"

ID: 6
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Scalability--this isn't a really scalable technology.

What value do you think this technology brings to our city?

ALPR brings order the city.

What worries you about how this is used?

The system may make mistakes

What recommendations would you give policy makers at the City about this technology?
Find a way to do auto-checking to reduce the need to call the system for verification
Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

Step forward to avoid profiling
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ID: 8
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

The real value is in investigation/evidence of crime after a report is made.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Deploy ALPR on a macro level - use the technology beyond just vehicles.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Deploy static ALPR cameras throughout the city.

ID: 9
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Risk of misuse; potential access by Feds or others

What value do you think this technology brings to our city?

Important value to having technology to pull up information quickly and accurately in order to take
timely action.
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What worries you about how this is used?

Criminalizing people more, and has a greater impact getting people at work

What recommendations would you give policy makers at the City about this technology?
Make the data storage, process, testing and auditing process for these technologies more transparent.
Can you imagine another way to solve the problem this technology solves?

RFID tags on licenses or other non-photo method that accomplished the same thing

Do you have any other comments?

ID: 10
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Recording where people are as they go about daily life

What value do you think this technology brings to our city?

Increases effeciency.

What worries you about how this is used?

Doesn't account for situational or economic circumstance

What recommendations would you give policy makers at the City about this technology?
Clarify and ensure the technology is well-tested to prevent potential hacks.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 11
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Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Privacy concerns in general.

What value do you think this technology brings to our city?

What worries you about how this is used?

More occurances and informaiton - more interaction could lead to more mistakes

What recommendations would you give policy makers at the City about this technology?
Provide a clear policy the data can't be used by police at home

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ID: 12
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Potential expansion of ALPR use

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Provide clear policy for when data is exposed publicly (PDR) to ensure safety, 3rd party (plateholder)
notified

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 13
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Where data is being stored. Is the data encrypted?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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release information on real results from the technology
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 14
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Control/use of the information in the audit

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 15
Submitted Through: Meeting 1
Date: 10/22/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

Data protection in general, but also from public disclosure. For example, it becomes a safety issue if
looking for someone, some vehicle
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 36
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

The Racial Equity Toolkit is not used in technology or policy around ALPR use

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
We need effective, rigorous, random, in-depth auditing process

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Doubtful that in 10 years of use, no inappropriate use has been noted by SPD staff. That says to me the
audit process is ineffective

ID: 35
Submitted Through: Meeting 3

Date: 10/29/2018
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

This technology could be sued for organized stalking activity

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 34
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

| am concerned about the misuse of data for purposes other than law enforcement or investigative
purposes.

What value do you think this technology brings to our city?

What worries you about how this is used?

Misuse of time, energy, technology

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ID: 33
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

| am concerned that surveillance is occuring in itself is concerning

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 32
Submitted Through: Meeting 3

Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

Concerned about collection and storage of information about or on innocent people or those not
involved in criminality

What value do you think this technology brings to our city?
What worries you about how this is used?
What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?
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Do you have any other comments?

In Parking enforcement autovu data is deleted in a day. PiPs is retained for 90 days

ID: 31
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

All techologies make errors. When ALPR and/or officer make a mistake on parking enforcement with a
misread of a license plate and giev a ticket to a car legally parked using "pay by phone" app, how is this
validated. How appealed if the wrong plate is recorded?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 30
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?
yes

What value do you think this technology brings to our city?
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Not much value unless it is directed to a specific vehicle involved in a crime, or, looking for a lost child or
elderly person

What worries you about how this is used?

Just as with Det-Boxes and Stingray machines; law enforcement can absorb citizens cell phone
information that are not criminals. Targeted individuals are stalked with these machines, and law
enforcement is not made to divulge who are targeted by these machines

What recommendations would you give policy makers at the City about this technology?
Even though "Mary" the police represented insists that the police must demonstrate a "hit" when they
find a suspects vehicle; what would prevent police from trolling any one's license plates thus absorbing
private info?

Can you imagine another way to solve the problem this technology solves?

More oversight institutions apart from police departments - to check surveillance by SPD

Do you have any other comments?

ID: 29
Submitted Through: Meeting 3
Date: 10/29/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Police need to keep statistics on value and if this program and others work to help. Keep in mind privacy
of public vs. criminals data storage etc.
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ID: 50
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
More informed policy around data protection policy that involves policy makers and electeds and public
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 49
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Retention: delete "no match" records right away. State req. should reduece retention time

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ID: 48
Submitted Through: Meeting 4

Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Get act together to respond to PDR requests. Heavy metrics and transparency of them around usages
and unintended applications

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 46
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

Auditing transparency - use of algorithms is concern. Particularly around privacy, security, accuracy, and
bias

What value do you think this technology brings to our city?
What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Data + Research transparency. Notify community if other uses contemplated as well as research being
conducted

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 45
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Data retention and security - worried about misuse

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Ensure there is no mission creep. Other data captured and used for some other task

Can you imagine another way to solve the problem this technology solves?

Could community do this - open source? Crowd source??

Do you have any other comments?

Initial application benaign watch for expansion, transparency around data

ID: 44
Submitted Through: Meeting 4

Date: 10/30/2018
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Concerns around data retention

What value do you think this technology brings to our city?

Faster return of vehicles even if higher cost

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Serious consequences for misuse of data or system

Can you imagine another way to solve the problem this technology solves?

Has efficacy but it’s a powerful tool - choose between/tradeoffs between crime solving and civil liberties
Do you have any other comments?

Unintended consequences - being aware of cross referencing data

ID: 43
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Potential for misuse by govt employees to embarrassment of citizens

What value do you think this technology brings to our city?

Relieve officers of tedium of looking for stolen vehicles. Form of performing public service more
efficiently

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Human beings needs to operate equipment and doing work

Can you imagine another way to solve the problem this technology solves?
Car GPS could be used instead of ALPR

Do you have any other comments?

Retention - used for what intended - not used beyond scope

ID: 42
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

Are their safeguards in place for vulnerable populations when political climate changes. Trading privacy
for security

What value do you think this technology brings to our city?
What worries you about how this is used?
What recommendations would you give policy makers at the City about this technology?

Quantify cost/benefits of ALPR. for example recovery time and recovery rate for stolen cars; a before
and after comparison.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 41
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Disparate impacts on communities of color that lose more privacy

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Delete immediately if no match to stolen vehicle list.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 40
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

If records are kept longer than when fine is paid

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Do a better storytelling of benefits

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 39
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Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
If records are used to embarrass citizens

What value do you think this technology brings to our city?

Relieve patrol officers of the tedium of readig so many plates in seatch of a stolen vehicle. Their quest,
after all, is a public service.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Cost analysis before and after the technology - time and cost of recovery or solving crimes

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10335611372
Submitted Through: Survey Monkey
Date: 11/8/2018 9:42:58 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Yes, | have extreme concerns about how ALPR is used in public places, particularly about how it is used
by police. More so about how it is used by police who have a history of human rights violations so
egregious that the U.S. government stepped in to force them to tone down those violations. And even
more so about the potential use of it in coming years, as scope creeps and as the cost of deployment

drops at the rate of advancement of computer technology.

What value do you think this technology brings to our city?
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ALPR is valuable to police officers who wish to identify and catalog the whereabouts of everyone in view
but 1) are unable to recognize those people by sight and make record of such due to limitations of
human ability, and 2) are unable to stop and identify those those people due to constitutional
protection against such unwarranted action. ALPR gives police superhuman abilities and a route around
people's constitutional protection. Direct benefits to the public of police use of APLR include
moderately improved efficiency of enforcement of on-street parking regulations and occasional
discovery of stolen vehicles, suspects, fugitives, and missing persons, who would not otherwise have
been recognized. Police can and do load ALPR devices with a list of vehicles of interest to them, of
interest to partner agencies, or of interest to anyone who can put that license plate number on a watch
list. This is likely used to alert patrol officers to stolen vehicles and to vehicles owned by suspects,
fugitives, and missing persons. With a few mouse clicks, the same ALPR system could be used to
instantly give patrol officers a heads-up about any vehicles in sight that are registered to people known
to attack police, to people with any criminal record, to registered gun owners or holders of concealed
weapons permits, to immigrants, or to any undesirable. ALPR allows patrol officers to pick people out of
a crowd like never before. If enabling police to automatically observe and make record of the
whereabouts of many thousands of people who are not suspected of any wrongdoing just in case it is
useful against those people someday is a goal, then ALPR is invaluable in accomplishing it. Prior to their
use of ALPR, SPD were completely unable to catalog the whereabouts of our vehicles, and thus of us, on
the scale at which they do so now because of ALPR. ALPR also gives police a time machine of sorts; the
ability to go back in time and find out where someone's vehicle has been and when it was there--not
simply where and when a police officer remembered seeing that vehicle, as has always been the case,
but every time and place that person's vehicle crossed paths with part of the police department's roving
network of public surveillance devices. Later, a detective, an abusive spouse, or a hacker from across
the globe can query the ALPR database to find out where someone's vehicle has been spotted, or where
the vehicles of anyone in a group of any size has been spotted. This trove of personal data is available
with just a few mouse clicks and a password guessed or read off a sticky pad--or a Public Records Act
request, made through formal routes or quiet side-channels.

What worries you about how this is used?

I am very worried about devices in squad cars and elsewhere using ALPR to identify the likely-driver of
every vehicle in view of those ALPR devices, then not only alerting someone who can take action if a
vehicle for which police are currently searching is caught in the dragnet, but also making a record of the
times and locations that vehicles *for which police have no reason to suspect related wrongdoing* were
spotted by the device. SPD's own statistics indicate that somewhere in the area of 99.99% to 99.999%
of the locational data they collect about us using ALPR corresponds to people of whom the device
operator had no suspicion of wrongdoing. Police use ALPR a tiny portion of the time to alert a patrol
officer that a vehicle of interest is in sight, but mostly to amass a database of the whereabouts of
presumed-innocent people just in case that information will be useful against any of those people in the
future. Instead of ignoring vehicles whose owners are *not* on a watch list, police, via ALPR,
automatically identify and make record of when and where those vehicles were encountered. ALPR
enables an officer to perform this dragnet search--performing a minimal investigation of every vehicle in
view, probable cause or not--and to catalog in a central repository the whereabouts of vehicles owned
by innocent people, all at superhman speed. It allows police to recognize and track us in ways
undreamed of when we were first required to prominently display identifying numbers on our vehicles,
ostensibly to prove that our vehicles are licensed for use on public roads. The long-term possibilities of
our acceptance now of this public surveillance, particularly with ALPR policies and regulations crafted
based on surveillance advocates' claims about how they currently use it, not on how we have analyzed
that they actually use it, and not on how they are completely capable of using it today or tomorrow,
secretly, in compliance with or in violation of any verbal assurances or written policies, are frightening.
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What recommendations would you give policy makers at the City about this technology?

Please consider that this entire surveillance review process has been driven by pro-surveillance
advocates and that nobody in the process assumed the role of privacy advocate. Nobody presented the
pro-privacy side in opposition to advocates of public surveillance. Please consider that public input was
driven by SPD presentations carefully crafted to highlight ALPR's more acceptable uses, to downplay less
desirable uses, and to completely ignore its dangerous side-effects. Please consider that it is now
trivial for computer systems to link a vehicle license plate to its owner, that the driver of a given non-
commercial vehicle is very likely to be its registered owner, and thus that automated lookup of vehicle
registration via license plate is, in essence, automated identification of nearly everyone who comes into
view of an ALPR device. As these technology advances, it will be increasingly feasible to install such
devices in more police cars, to provide them as software add-ons to dashboard camera and body
camera systems, to mount them road-side or on overpasses, and to build them into traffic cameras,
traffic signals, and "smart cities" street lights. ALPR devices, if used at all by our police, should be used
sparingly for targeted searches, not as a no-holds-barred fishing expedition. If used, they should
compare a plate number against a watch list, then take action if the plate is on the list, or ignore it and
move on if not. Administration of ALPR watch lists should be very tightly constrained, with full audit
trails, and when an investigation of someone concludes and he or she is removed from the list, he or she
should be notified of the prior watch-listing. Enforcement of parking regulations should not serve as an
excuse for general public surveillance--records of plate scans made to recognize over-time parking
should under no circumstances be stored longer than they are useful for recognition of over-time
parking. In crafting related policies and regulations, please focus not on how ALPR is likely used now,
by people with the best of intentions, using a couple dozen ALPR devices, but how it could be used later,
by people with very troubling intentions, using hundreds or thousands of devices--on every police car, in
every body camera, at every entrance to "congestion zones," or on every traffic signal pole. Please do
not settle for personal assurances from current SPD staff as protection against feature creep, but craft
legislation prohibiting any but acceptable use. Even if we are to accept the dragnet searches--the
requirement that we display machine-readable identification tags when traveling on public streets and
that police will use those tags to identify each of us and look us up in order to identify the suspects and
fugitives blending in among us--we should take extreme caution to prevent the use of data about
innocent bystanders collected incidental to searches for those suspects and fugitives. Please consider
the implications of a system that allows inexpensive devices to identify nearly everyone on the street.
This is a dragnet search, akin to forcing everyone who walks on a public street to wear machine-
readable identity tags, then using machines to identify everyone. That, in itself, is troubling. But for
police to go beyond simply A) doing a "Papers, please!" style check of everyone they encounter so that
they can find criminal suspects and other persons of interest, to B) also recording the times and
locations that everyone *not* currently of interest was seen, is dangerous to our freedom. The results
of automated license plate reads that do not indicate the need for further investigation (i.e., reads of
plates that are not on any watch list) should not be stored--not for months, weeks, days, or hours. This
is information about people that ALPR operators do not suspect of wrongdoing. Digital information has
a way of living forever, even after we think we have purged the only copy of it. SPD have a history of
fouling up digital storage--just a few years ago, they lost many thousands of digital in-car video
recordings. People share passwords and write them on sticky-pads because they trust their colleagues.
Default passwords sometimes go unchanged. Federal agencies and foreign hackers have a history of
tapping into digital information that the most qualified of engineers believed to be secure. NSA have a
stated goal of storing every bit of information about the public to which they can gain access.
Commercial service providers have a history of failing to secure personal information they hold--even
health care and financial credit information is regularly compromised. If Google cannot keep
communications between their data centers secure, SPD surely cannot keep communications between
their various ALPR readers, storage, and review systems secure. Please consider what uses of ALPR are
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acceptable or inevitable, and regulate use tightly to allow such and nothing more. Please consider
potential loopholes in said regulations. Please consider the potential actions of SPD staff who are
assigned to co-locate with outside agencies. Please consider the department's ability to contract with
service providers who will perform ALPR searches for them. Please imagine a day in the not-distant
future, when shortly after you walk out your door or drive out of your garage, our government is
recording where you go and with whom you likely associate, just in case it's useful against you someday.
Please think about the roundup and internment of Japanese-Americans not too many years ago. Please
think about ICE's immigrant round-ups today. Please think about the Muslim ban. Please think of the
unaccountable blacklisting performed by DHS. Please think about Donald J. Trump and his DO)J
appointees. If our police collect it, they will come.

Can you imagine another way to solve the problem this technology solves?

If the problem that automated license plate readers solve is defined as "read this license plate," then
yes, | can imagine another way: Someone can read the plate. [f the problem that ALPR solves is
defined as "recognize vehicles that have been parked longer than allowed on a public street," then yes, |
can imagine another way: Flashing indicators on parking meters, overdue stickers on windows, and
chalk on a stick, as have been used effectively for decades. If, however, the problem is, "In a fraction of
a second, read every license plate in view, query vehicle registration records to identify everyone driving
the vehicles behind those plates, then enter into a database the time and precise location that each
person was located and make it available for future use, then no, | can imagine nothing other than ALPR
to solve the problem. ALPR is invaluable in accelerating us toward dystopia.

Do you have any other comments?

Police cataloging the historical locations of presumed-innocent people is completely inappropriate.

Our police claim enthusiastically that they use these devices to catch murderers and rapists. This is
likely true. Similarly, police almost certainly could catch more criminals if they were allowed to go door-
to-door and search our homes without warrants. But, as with door-to-door searches of innocent
people's homes, the risk of trolling our public streets to record the locations of innocent people
outweighs the potential benefit. The ends do not justify the means. Criminals sometimes walking free is
part of the cost of living in a free society. In the United States, unless we are suspected of wrongdoing,
we are not required to identify ourselves to agents of our government proactively or even upon request.
Vehicle license plates and registration records have become part of a system that facilitates the
identification of people without our consent or even our knowledge. Until recently, risks associated
with this "Papers, please!" loophole were limited by the ability of humans to read a plate, optionally
query a database, and make a record of the time and location that the plate was read. Technological
advancements including the automated reading of license plates, fast and wireless computer
networking, and effectively limitless storage capacity have eliminated that natural limitation, increasing
the stakes dramatically. To the degree that a license plate is linked to a specific person or set of
persons, ALPR allows police to automatically and nearly-instantaneously identify everyone in view and
maintain a near-flawless record of when and where those people were seen. Where we go and with
whom we associate is personal information, and it is completely inappropriate for police to use the
excuse that one every ten thousand vehicles they encounter contains a person of interest in order to
capture and retain information about the whereabouts of the other 9,999 vehicles. When | show my
face or drive my car in public while going about my personal business, this is not justification for our
government to catalog my whereabouts in case it is useful against me someday. | accept that police
department staff may observe, notice, and even take note of having seen me, but | should not have to
subject myself to observance and recognition via a roving network of automated surveillance devices.
When | cross paths with a police department vehicle, whether | am driving safely and lawfully down the
street or parking at my home, a grocery store, women's health clinic, place of worship, or political
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demonstration, | should not have to consider that a record has automatically been made of when and
where we crossed paths. Our vehicles bear license plates to indicate that they are licensed for use on
public roads, not to serve like a bar codes on our foreheads.

ID: 10333761515
Submitted Through: Survey Monkey
Date: 11/7/2018 5:47:53 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

1) Storing location/movement details of innocent citizens for the sole purpose of potentially using it
against them in the future. If they have committed no crime (and aren't being investigated for such),
then their whereabouts should not be tracked. 2) No technical controls in place requiring that usage of
the system matches policy (that ALPR data is only used for "...active investigations, Scofflaw
enforcement, and parking enforcement”. 3) No protection from person A getting ALPR data for person
B's vehicle (aka tracking person B's whereabouts) via public record request (whether that be used by
angry neighbors, stalking of domestic violence survivors, employers stalking employees, canvassing for
potential home invasion, etc).

What value do you think this technology brings to our city?

What worries you about how this is used?

1) The sheer volume of data maintained by SPD that is tracking innocent citizens, as collateral in case
they maybe do something bad in the future. People who aren't being investigated or convicted of a
crime should not be tracked by police. This negatively impacts the freedom to assemble. 2) Lack of
protection against abuse of the data (especially by stalkers/abusers).

What recommendations would you give policy makers at the City about this technology?

1) ALPR data (not involved with an active investigation, Scofflaw, or parking enforcement) should not be
retained for 90 days - instead at most 48 hours (or less). 90 days is too long to maintain tracking data of
innocent people. 2) Only the vehicle's registered owner should be able to request ALPR data about it.
(This is still imperfect regarding some domestic abuse situations, but | acknowledge the need for the
public to be able to request and review their own records.) 3) Additional deployment of more ALPR
cameras by SPD Patrol, should require another round of public engagement *before* deployment
occurs.

Can you imagine another way to solve the problem this technology solves?

1) Significantly shorter data retention or 2) Manually running plates.

Do you have any other comments?
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While | appreciate the time extension that was given for public comments, | do feel like the overall
public review period was too short and the community meetings should be more spaced out to give
people with competing schedules a chance to block off time so they can attend in person.

ID: 10328286779
Submitted Through: Survey Monkey
Date: 11/5/2018 9:24:45 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

Yes, the ALPR technology is clearly mass/ bulk surveillance. ALPR tracks innocent Seattle citizens going
about their daily activities.

What value do you think this technology brings to our city?

Little. According to Mary Perry, SPD Director of Transparency & Privacy, 2.4 million license plates were
taken in 9 months with as little as 124 hits, an effectiveness ratio of less than 0.005%

What worries you about how this is used?

Location privacy is eroded thru warrantless search, there appears to be little oversight and little
accountability.

What recommendations would you give policy makers at the City about this technology?
It should be abandoned.
Can you imagine another way to solve the problem this technology solves?

That is not the job of the public, to decide how the police do their job. The public has the expectation
that their rights are protected.

Do you have any other comments?

During the public comment period, the police did everything they could to obscure the true nature of
the technology's impact on society.

ID: 10328249243
Submitted Through: Survey Monkey

Date: 11/5/2018 8:45:32 PM
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

Although the main justification for ALPR presented by the SPD is to find stolen cars, verbal reports from
police officers indicate that most cars are found by running plates without the help of ALPR. Given that
the intended benefit of this systems is not met, the side effect of constant city-wide surveillance seems
unjustifiable.

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10322852282
Submitted Through: Survey Monkey
Date: 11/2/2018 2:44:46 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Any type of a license plate reader is just asking to put into a database. We the people, do not want this.
What value do you think this technology brings to our city?

None, knowing the times of traffic means nothing. It doesn't change the fact that there IS traffic. We all
have smart phones and know how long our commute will be roughly.

What worries you about how this is used?

Privacy.

What recommendations would you give policy makers at the City about this technology?
Just dont.
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Can you imagine another way to solve the problem this technology solves?
Knowing the travel times isn't a problem, cause automatic plate readers doesn't STOP traffic.

Do you have any other comments?

ID: 10313731660
Submitted Through: Survey Monkey
Date: 10/30/2018 10:17:08 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

I've already submitted comments once, and attended a meeting on 29 Oct. After the meeting, | have
even more concerns. Here's the write-up of concerns that | posted to my blog, which | submit here for
inclusion. My first concern is that nowhere in the program description was there any description of
their threat models. | asked SPD's Director of Transparency and Privacy what threat modeling had been
done with respect to the ALPR technology and programs, and she did not think any had been done. If an
organization hasn't modeled their threats, we have no idea if we're protecting against the right things if
we're protecting anything at all. And given the tenor of the meeting, | suspect SPD isn't protecting
against anything at all. The department is focused about 99.8% on the benefits it gives them in chasing
down crimes, particularly stolen cars. Here's where me not being a security professional is apparent. |
do not know how to do any formal threat modeling. But | tried too look at various categories of possibly
malevolent actors and review the program description for ways it might be misused. Some of these
came from other people at the meeting. SPD's use of the system for its intended purposes This is
where the program is used by SPD for finding cars or investigating crimes but through bad policy the
system infringes on the liberty of the people. In this category of concern, | asked the SPD
representatives if the agency had used a racial equity toolkit (RET) to analyze the impact of the program
on marginalized communities in Seattle. They had not yet. Looking at the process outlined in the
description, most of the RET is completed after public feedback. Some of the first portions that they
have indicated are affected are obviously wrong. For instance, to the question 4€ceWhich of the
following inclusion criteria apply to this technology?a€l they left unchecked the following: The
technology disparately impacts disadvantaged groups. There is a high likelihood that personally
identifiable information will be shared with non-City entities that will use the data for a purpose other
than providing the City with a contractually agreed-upon service. The technology raises reasonable
concerns about impacts to civil liberty, freedom of speech or association, racial equity, or social justice.
To the first unchecked item, SPD simply doesn't know because they haven't studied the information.
And they later state a€ceAn additional potential civil liberties concern is that the SPD would over-surveil
vulnerable or historically targeted communities, deploying ALPR to diverse neighborhoods more often
than to other areas of the City.4€E Additionally, we give heightened protection to political speech. But
deploying ALPR cars around protests, rallies, and other such a€cefree speech activitiesa€ SPD has the
possibility of criminal pretexts being used as fishing expeditions against opponents. SPD would have 90
days to fish through location data. These are just a couple of possibilities that | can think of off the top of
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my head. The technology obviously has reasonable concerns about impacts to freedom of speech. Out
of policy use by SPD officers This is where SPD officers use the system for purposes outside what is
allowed. Officers are required to undergo training and of course they are all sworn and background
checked. The program administrator is supposed to approve all searches of stored read data, and the
system automatically logs the officer, the terms searched for, the case number and the purpose for
which the search is conducted. The SPD Inspector General (theoretically independent of SPD) can audit
the system for misuse, as can the program administrator. When | asked SPD command staff how many
instances of misuse of the system had been found during the 10 years the program has been in use, they
answered a€cenone to our knowledgea€R. It is unlikely in the extreme that not one officer has ever
misused the system. Possibilities include officers tracking vehicles of girlfriends or rivals, locals that they
want to keep tabs on, take bribes or favors to feed read hits to outside people, or simply get fed up with
onerous requirements for logging and do things like re-use case numbers. An audit system that has
uncovered no instances of misuse is either not recording the right information or is not being conducted
thoroughly. Out of policy use by other agencies Agencies such as King County, the Washington State
Patrol, the FBI or Immigration and Customs Enforcement (ICE) do not have direct access to the system.
However, they may submit requests for information to SPD which send them responsive data. Such
requests and responses are memorialized, but it's unclear how and whether that is part of the same
audit trail. Additionally, SPD did not articulate how they vet such requests, particularly with respect to
Seattle's policy of non-cooperation on immigration enforcement. ICE may be making direct requests for
ALPR read data with nominally within policy reasons (e.g., for customs investigations) that are really for
deportation reasons. Or they may be routing such requests through other agencies. Or there may be no
issue at all. We have no way of knowing. This concern was brought to my attention by another attendee
at the meeting. Misuse of the data by the public According to SPD, ALPR read data is subject to public
records requests. There is nothing to stop me from submitting a request every 90 days for a CD of all
ALPR read data, circumventing any protection we have by SPD erasing the data they hold after 90 days.
While there may be restrictions on the legal use of such data, once it leaves SPD hands, we've lost
effective control of it. Misuse of the data by the vendor According to the staff present, no security
review of the software has ever been performed to make sure the software does what it's supposed to
do by the vendor, Neology. The software is closed source as well. Are there backdoors for support? Are
there security vulnerabilities that allow exfiltration of the data? Misuse of the data by IT The City of
Seattle consolidated almost all IT within a central department. The technical staff are not sworn officers,
though they are background checked. According to staff present, as well as some hints in the program
description, ALPR read data is stored in a SQL system. Which suggests to me that the data is both
unencrypted and can be reviewed outside of the audit system that is used by SPD personnel. Most of
my privacy concerns could be mitigated by a policy of discarding all read data when it does not match a
hit list and/or much stronger audit processes. That would not eliminate all concerns however.
Additionally, | have some other concerns that | am giving a lower priority and not including here because
this is already long and some of them verge on movie-plot threat type of issues.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ID: 10300692351
Submitted Through: Survey Monkey
Date: 10/24/2018 9:31:33 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

| am very concerned about how many people have access to this technology and their degree of
impartiality, as well as where and how long this data will be stored. There seem to be far too many
ways in which this data can be used-- even hacked-- outside of SPD intentions and outside of privacy
laws.

What value do you think this technology brings to our city?

None, until the potential for privacy violations and discriminatory-even "hate"-purposes can be
completely eliminated.

What worries you about how this is used?

| worry that innocent people will be targeted merely for their daily practices or appearance. | worry that
a person with access to this data won't have the same "everybody is absolutely necessary to our society"
beliefs that | have, within the written law

What recommendations would you give policy makers at the City about this technology?
Please let us know how you intend to safeguard the collection of this data so that no single person or
unchecked group of people could use it for non-crime-related activities. Please let us know how you
intend to dispose of this information so that it can't be hacked or accessed by folks who have goals
motivated by prejudice.

Can you imagine another way to solve the problem this technology solves?

Provide more social, economic, and therapeutic means so that communities can come together and
solve problems, heal divides, and support each other, so that crime is lessened. It works in other
countries.

Do you have any other comments?

Thank you for listening.

ID: 10300624502

Submitted Through: Survey Monkey
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Date: 10/24/2018 9:07:27 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)
Do you have concerns about this specific technology or how it is used?

1) Concerned that the information obtained is used for purposes other than what is intended for and 2)
That it adversely effects certain residents of Seattle more than others.

What value do you think this technology brings to our city?
Not sure. Maybe saves the city money.
What worries you about how this is used?

That the information gathered will be used for purposes other than its original purpose and that it will
be seen as irrefutable in litigation settings because it uses Al

What recommendations would you give policy makers at the City about this technology?

Use it in a very limited way; have it always be reviewed by human beings; report back whom it is
affecting adversely.

Can you imagine another way to solve the problem this technology solves?

Have more education in the community addressing the problem and then police officers gathering data
to see how behaviors are changing.

Do you have any other comments?

ID: 10297128415
Submitted Through: Survey Monkey
Date: 10/23/2018 3:18:18 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Why are you not using more technology to fight crime?

What value do you think this technology brings to our city?
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Spend less money on people doing what machines can do.

What worries you about how this is used?

Cost of storing records.

What recommendations would you give policy makers at the City about this technology?
Use more technology like this to save taxpayer money

Can you imagine another way to solve the problem this technology solves?

Hiring more people to patrol our city.

Do you have any other comments?

I'm tired of hearing that we don't use technology to run a technology city.

ID: 10296535556
Submitted Through: Survey Monkey
Date: 10/22/2018 6:49:12 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

Zero.

What worries you about how this is used?

1. There is no verification that Neology does not store or transmit ALPR data outside of SPD. The
programs are proprietary and the program description does not indicate that outside experts have
examined the source code to verify that Neology does not retain the data. 2. The software and
hardware are closed source and no outside experts have verified that either are secure against hackers.
3. The data is described to be on a "secure server". Nothing in the program description details how the
server is technologically secured. 4. Nothing in the program description details who authorizes people
to view ALPR data. So far as | can tell from the description, once someone has completed the ACCESS
training, they may self-select when and under what circumstances they will use it. Nothing indicates
that supervisor permission is needed. Nothing appears to stop an officer from deciding to track a
relative's vehicle, for instance. They are not supposed to, but the policy just says "don't". 5. The

program description describes that the Neology software sets the 90 day limit and also that City IT
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deletes the data after 90 days in a SQL back end. These are not consistent. 6. Nothing in the program
description details how the data is secured in the SQL backend against exfiltration. 7. Nothing in the
program description details how ALPR data is secured in transmission between patrol cars and the
"secure server". 8. ALPR data is retained for 90 days according to the policy. For the purposes described
in the program description, there is no need to retain ALPR data at all; once a license plate is determined
not to match, the data should be discarded. 9. The only measures described for deleting improperly
retained data is that it is against policy. Nothing describes how that policy is enforced. 10. The Seattle
PD OIG can audit the system, but nothing in the policy describes scheduled or random audits. 11.
Nothing in the program description describes how the in vehicle computers are secured against
malware. The existence of a USB port and a vehicle left unattended for 30 seconds is enough for
someone to insert malware into the system. 12. Individuals can contest erroneous information about
them collected by the system, but the policy as described is that much of the information that could be
used to challenge erroneous information is discarded after 90 days. For instance, data on the license
plates read before and after a reading that triggers the hotlist is not retained after 90 days. 13. Section
7.3 says that there is only a privacy risk if the public requests ALPR data and if they know which license
plates belong to which people. Owners and users of vehicles can be relatively easily inferred from
location data alone. Even stripping out license plate numbers leaves a privacy risk. Knowing that a car
has been parked outside two particular places is a privacy risk (e.g., recorded outside both a residential
home and a strip club). 14. Nothing in the document describes the redaction policy for ALPR data when
it is subject to PRA requests. 15. Nothing in the document describes the threat models Seattle PD has
for considering the security of ALPR data. 16. The duties and procedures of the ALPR administrator are
barely described. They have control of the system but the program document only describes what they
*can* do, not what policy mandates that they do. 17. This surveillance technology has apparently been
in use for some time. Nothing in the document describes past audits, past problems, past discipline
related to misuse of the technology, etc. Nothing in the document describes when the technology was
adopted or how its use and governance has changed because of issues with the system. These are all
necessary.

What recommendations would you give policy makers at the City about this technology?

This system needs to be scrapped.

Can you imagine another way to solve the problem this technology solves?

There's no need for any of this to be automated. We got along just fine without it up until now.

Do you have any other comments?

Seattle PD has been not-so-curiously silent that these meetings are taking place or that they are
considering adopting these technologies. Nothing on the twitter feed. Nothing on SPD blotter. It wasn't

on the main SPD page last week. SDOT had to put it on their twitter, the day of the first meeting and
only a few hours beforehand. Someone had to be following the city's Techtalk blog to see this earlier.

ID: 10296502069
Submitted Through: Survey Monkey
Date: 10/22/2018 6:25:56 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?
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SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

Zero.

What worries you about how this is used?

1. There is no verification that Neology does not store or transmit ALPR data outside of SPD. The
programs are proprietary and the program description does not indicate that outside experts have
examined the source code to verify that Neology does not retain the data. 2. The software and
hardware are closed source and no outside experts have verified that either are secure against hackers.
3. The data is described to be on a "secure server". Nothing in the program description details how the
server is technologically secured. 4. Nothing in the program description details who authorizes people
to view ALPR data. So far as | can tell from the description, once someone has completed the ACCESS
training, they may self-select when and under what circumstances they will use it. Nothing indicates
that supervisor permission is needed. Nothing appears to stop an officer from deciding to track a
relative's vehicle, for instance. They are not supposed to, but the policy just says "don't". 5. The
program description describes that the Neology software sets the 90 day limit and also that City IT
deletes the data after 90 days in a SQL back end. These are not consistent. 6. Nothing in the program
description details how the data is secured in the SQL backend against exfiltration. 7. Nothing in the
program description details how ALPR data is secured in transmission between patrol cars and the
"secure server". 8. ALPR data is retained for 90 days according to the policy. For the purposes described
in the program description, there is no need to retain ALPR data at all; once a license plate is determined
not to match, the data should be discarded. 9. The only measures described for deleting improperly
retained data is that it is against policy. Nothing describes how that policy is enforced. 10. The Seattle
PD OIG can audit the system, but nothing in the policy describes scheduled or random audits. 11.
Nothing in the program description describes how the in vehicle computers are secured against
malware. The existence of a USB port and a vehicle left unattended for 30 seconds is enough for
someone to insert malware into the system. 12. Individuals can contest erroneous information about
them collected by the system, but the policy as described is that much of the information that could be
used to challenge erroneous information is discarded after 90 days. For instance, data on the license
plates read before and after a reading that triggers the hotlist is not retained after 90 days. 13. Section
7.3 says that there is only a privacy risk if the public requests ALPR data and if they know which license
plates belong to which people. Owners and users of vehicles can be relatively easily inferred from
location data alone. Even stripping out license plate numbers leaves a privacy risk. Knowing that a car
has been parked outside two particular places is a privacy risk (e.g., recorded outside both a residential
home and a strip club). 14. Nothing in the document describes the redaction policy for ALPR data when
it is subject to PRA requests. 15. Nothing in the document describes the threat models Seattle PD has
for considering the security of ALPR data. 16. The duties and procedures of the ALPR administrator are
barely described. They have control of the system but the program document only describes what they
*can* do, not what policy mandates that they do. 17. This surveillance technology has apparently been
in use for some time. Nothing in the document describes past audits, past problems, past discipline
related to misuse of the technology, etc. Nothing in the document describes when the technology was
adopted or how its use and governance has changed because of issues with the system. These are all
necessary.
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What recommendations would you give policy makers at the City about this technology?

This system needs to be scrapped.

Can you imagine another way to solve the problem this technology solves?

There's no need for any of this to be automated. We got along just fine without it up until now.

Do you have any other comments?

Seattle PD has been not-so-curiously silent that these meetings are taking place or that they are
considering adopting these technologies. Nothing on the twitter feed. Nothing on SPD blotter. It wasn't

on the main SPD page last week. SDOT had to put it on their twitter, the day of the first meeting and
only a few hours beforehand. Someone had to be following the city's Techtalk blog to see this earlier.

ID: 10295310294
Submitted Through: Survey Monkey
Date: 10/22/2018 9:22:22 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

Yes. | am concerned that it is not being deployed quickly and widely enough.

What value do you think this technology brings to our city?

Yes. | think it is clearly not being used enough. | frequently see cars with expired tags, people with out of
state plates who have lived in Washington state for years, and there are many people driving without
insurance or valid licenses. This technology could increase public safety and decrease insurance costs
while increasing needed tax revenue to pay for transportation maintenance and improvements.

What worries you about how this is used?

Nothing. There is no expectation of privacy when driving or parking a car on a public road. | worry that
by not using it effectively, people will needlessly be killed or injured while dangerous people continue to
drive cars without insurance or with suspended licenses.

What recommendations would you give policy makers at the City about this technology?
Implement it quickly and effectively.

Can you imagine another way to solve the problem this technology solves?

Not in a cost or manpower efficient way.
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Do you have any other comments?

No

ID: 10281786029
Submitted Through: Survey Monkey
Date: 10/15/2018 8:42:37 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

My concern stems from the Washington disclosure laws that compel police to disclose the collected
data. The solution is simple. Don't eliminate the technology. Work with the Legislature to change the
Public Records Act.

What value do you think this technology brings to our city?

The SIR sums it up. ALPR helps find stolen cars, enforce parking laws, find lost people, and solve serious
crimes.

What worries you about how this is used?

No worries about how it is used by police. Law and policy apply to how police use it. It is absurd that
state law makes the data available to the public. The City Council should focus on changing state
disclosure law rather than endangering Seattle citizens by limiting police access to technology like this.
What recommendations would you give policy makers at the City about this technology?
Work with privacy advocates to persuade the legislature to protect ALPR data from public disclosure.
Can you imagine another way to solve the problem this technology solves?

Only if we tripled the number police officers on the street.

Do you have any other comments?

Transparency about what the government does is good but it shouldn't require disclosing ALPR data of
innocent citizens.

ID: 10278400379
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Submitted Through: Survey Monkey
Date: 10/14/2018 6:32:37 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

When did the Office of Inspector General (OIG) can conduct an audit of the system?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10268043919
Submitted Through: Survey Monkey
Date: 10/9/2018 1:09:31 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?
Yes.

What value do you think this technology brings to our city?

It allows aggregation of people's vehicles whereabouts and surveillance without warrant not cause. This
makes governmental control of the population easier.

What worries you about how this is used?
It allows aggregation of people's vehicles whereabouts and surveillance without warrant not cause.

What recommendations would you give policy makers at the City about this technology?
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Do not adopt this technology. Prohibit this technology from being used by non-governmental entities
without first obtaining a permit.

Can you imagine another way to solve the problem this technology solves?

Do not aggregate the data. Do not store the data. Do not allow access to the data outside the vehicle
the scanner is being used in.

Do you have any other comments?

ID: 10267989060
Submitted Through: Survey Monkey
Date: 10/9/2018 12:46:16 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Automated License Plate Reader (ALPR)

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

This technology establishes a precedent for breaching citizen privacy and does not benefit the city.
What worries you about how this is used?

| worry that this will contribute data to predictive policing.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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ALL COMMENTS RECEIVED ON GENERAL SURVEILLANCE
ID: 66

Submitted Through: Focus Group 1

Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

no. Glad some surveillance is being used.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 65
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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Technologies discussed are less dangerous then some other technologies in our personal lives

ID: 63
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

not a lot of privacy anymore: google earth, maps, streetview

What value do you think this technology brings to our city?

What worries you about how this is used?

Google home is always listening. There is always someone listening to your conversations.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Some of the images you can find online appear to be voyerism

ID: 61
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?
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What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

Street sweepers coming in the middle of the night are ineffective, cars are parked and blocking areas

ID: 60
Submitted Through: Focus Group 1
Date: 11/8/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Sometimes too much surveillance

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Curious about how much construction has to pay when blocking off half a block for parking.

ID: 56
Submitted Through: Mail
Date: 10/23/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?
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What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Surveillance. | don't want it. Any of it. Just stop.

ID: 28
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Can you please do a better job telling the public about these meetings? Targeted Ads? KUOW - helped,
Blogs, Newspaper - Poor turnout

ID: 27
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Most too technical and need to communicate better with public

ID: 26
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Concerned about aggregation of technology and data collected

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

More transparent; less defnesive is how you gain trust

ID: 25
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

KC Parcel viewer information is too much. State listings of addresses of voters is a problem. Too much
info has impact on DV victims - keeping them from voting

ID: 24
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Work and Human Rights Activist- Process too complicated. Can be benign but SPD doesn't make dark
usage more clear. Info is too complex/data need better education for public on technologies.

ID: 23
Submitted Through: Meeting 2
Date: 10/25/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

No concerns as a professor. Traffic is getting worse - how do we make imporvements. How do we use
data in other ways to improve our lives?

What value do you think this technology brings to our city?

Impressed by how City handles data - Check it and Chuck it

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Spent time on dark web and stunned by what they can do

ID: 53
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

People lose track of "public service" being performed. Misuse of data

ID: 52
Submitted Through: Meeting 4

Date: 10/30/2018
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Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Hate to go "China route" tied to credit

ID: 51
Submitted Through: Meeting 4
Date: 10/30/2018

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Restricted use: will it generate income? Mission creep. Report back to community

ID: 10334071978
Submitted Through: Survey Monkey

Date: 11/7/2018 9:41:13 PM

Appendix E: All Individual Comments Received | Surveillance Impact Report | Automated License Plate Recognition |page 151



- Att 3 - Automated License Plate Readers SIR

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

Minimal

What worries you about how this is used?

Very concerned about how red light enforcement cameras are racially unjust and frequently cause
tickets to be issued to people of color.

What recommendations would you give policy makers at the City about this technology?

Remove red light cameras, if a particular intersection requires policing then assign officers to be posted
there to create a presence that can be seen.

Can you imagine another way to solve the problem this technology solves?
Use officers in cars.
Do you have any other comments?

Red light cameras create an unjust, racially imbalanced burden on blacks, latinos and other marginalized
groups. They should be eliminated from the city.

ID: 10328244312
Submitted Through: Survey Monkey
Date: 11/5/2018 8:41:00 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Can you imagine another way to solve the problem this technology solves?
Do you have any other comments?

We, the Critical Platform Studies Group, are a collective of researchers at the University of Washington
Information School conducting a third-party ethnographic research study of the Seattle Surveillance
Ordinance. In our ongoing research, we are conducting interviews with stakeholders on the processes
leading to the revised Seattle Surveillance Ordinance. We have also compared the law to similar U.S.
initiatives, and analyzed the functionality of each technology covered by Seattle's ordinance. Despite the
salience of algorithmic processes in surveillance technologies, we are finding that the ordinance does
not describe or address machine learning, artificial intelligence (Al), or algorithmic bias. We conclude
that there is a pressing need for attention to algorithmic bias within disclosed surveillance technologies,
for which we suggest additional elements be added to Seattle Surveillance Impact Reports, or by
expanded stakeholder engagement in the RFP stage of the procurement process. Our preliminary
findings that lead to these recommendations are as follows: *Expanded use of technologies triggers
new surveillance review*: The Seattle ordinance models a strong process for submitting a given to
technology to further review in the event its functionality or uses are expanded. *Law motivated by
concern for marginalized groups*: The motivation for the Seattle Surveillance Ordinance was to protect
groups that have historically been targeted by surveillance programs. Given that the implicit biases that
have been demonstrated to exist in algorithmic systems invariably affect marginalized groups, it is
critical to consider the algorithmic aspects and potential algorithmic biases in disclosed surveillance
technologies. *Gap between perception and reality of current machine learning use*: Three municipal
employees familiar with the Surveillance program stated that machine learning technologies are not
used in technologies on the Master List. Contrary to these statements we found that at least two
technologies on the Master List rely on machine algorithms---Automated License Plate Recognition
(ALPR) and Booking Photo Comparison Software (BPCS). We found that at least two other technologies
on the Master List rely on Al technology that could also be used long term in a way that implicates
protected groups---i2 iBase and Maltego. The reliance on machine learning technologies likely
introduces algorithmic bias, such as through "false positive" identifications.  *Absence of algorithmic
considerations in other surveillance ordinances*: None of the six municipal surveillance ordinances we
surveyed included language for wrestling with algorithmic bias.  *Opportunity to strengthen existing
processes*: The Seattle Surveillance Impact Reports could include questions or prompts that would
target and stimulate investigation into machine learning / Al facets or into algorithmic bias in disclosed
surveillance technologies.

ID: 10326819811
Submitted Through: Survey Monkey
Date: 11/5/2018 9:14:43 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Adaptive signal technology does not seem ready for a multimodal city where bikes/pedestrians need
priority.
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What value do you think this technology brings to our city?
It can potentially improve mobility and that has certainly been demonstrated for cars at least.
What worries you about how this is used?

It doesn't account for bikes or pedestrians or requires some sort of additional effort (like installing an
app) to work for those groups.

What recommendations would you give policy makers at the City about this technology?
Are these technologies helping or hurting the vision zero goals?
Can you imagine another way to solve the problem this technology solves?

| would question whether cars being in gridlock is a problem that can be solved or simply a consequence
of the culture that we are encouraging in a dense city.

Do you have any other comments?
ID: 10326707921

Submitted Through: Survey Monkey
Date: 11/5/2018 8:38:49 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

No

What value do you think this technology brings to our city?

As our population grows this is the only way to enforce laws as we don't have enough police to do it
What worries you about how this is used?

None. If you're abiding by the law you have nothing to fear

What recommendations would you give policy makers at the City about this technology?
Allow police to use it to their advantage to do their job to keep us all safe, but don't use it against them!
Can you imagine another way to solve the problem this technology solves?

Create an environment that would make police want to stay in Seattle and do the job they were hired to
do.
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Do you have any other comments?

See above

ID: 10324587536
Submitted Through: Survey Monkey
Date: 11/4/2018 3:55:12 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

License plate cameras in general, I'm supportive of, if they can be used at greater frequency to crack
down on illegal parking and driving.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Full steam ahead! Bus lane camera on every bus, so that operators can push a button to send video of
an illegal bus lane violator or other moving/parking violations when they see one, to get folks to drive
better.

Can you imagine another way to solve the problem this technology solves?

Literally no.

Do you have any other comments?

| have no worries about these technologies. Get bus cameras online ASAP.

ID: 10322210731
Submitted Through: Survey Monkey
Date: 11/2/2018 9:47:34 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

This is government overreach and Big Brother at it's finest. Surveillance technologies do not belong in a
free society and are solely implemented to farm money from taxpayers for minor infractions, at "best".

What value do you think this technology brings to our city?

None; outside of the ticket-issuing racket.

What worries you about how this is used?

Law Enforcement will abuse this technology. As a prior victim of stalking at the hands of a Law
Enforcement Officer, we don't need to give Police more surveillance tools which make it easier to harass
citizens.

What recommendations would you give policy makers at the City about this technology?

Do not turn Seattle into Singapore, China, or the United Kingdom. America is The Land of the Free. We
don't want to be under the Watchful Eye of Big Brother.

Can you imagine another way to solve the problem this technology solves?

Use your eyes and have officers enforce the law as needed.

Do you have any other comments?

Robots are not Sworn Officers of the Law. SPD should be writing tickets, not computers. This technology
will likely be abused, it will violate privacy laws, and | don't trust the Government to keep secure such a
Mass Surveillance system. The costs of securing and maintaining such a system will require massive

amounts of artificial "ticketing". At best, this is a Perpetual Revenue Generator for City Hall; at worst,
it's a Gross Violation of Our Civil Rights.

ID: 10315099454
Submitted Through: Survey Monkey
Date: 10/30/2018 7:57:58 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
No

What value do you think this technology brings to our city?

Hi it brings proof. It impacts crime before it occurs.
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What worries you about how this is used?

Mone

What recommendations would you give policy makers at the City about this technology?
Where you see lots of camera you see less crime.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10314183202
Submitted Through: Survey Monkey
Date: 10/30/2018 12:34:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
What value do you think this technology brings to our city?

What worries you about how this is used?

The location of the cameras/where the police vans circulate can be racially discriminatory. The city
should make sure that these are distributed equitably.

What recommendations would you give policy makers at the City about this technology?

If the city is already going to be placing these cameras, they should also use these cameras to enforce
speeding violations. Cars are always driving dangerously fast in this city, and these cameras should also
make people follow the law.

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10312185174
Submitted Through: Survey Monkey

Date: 10/29/2018 7:45:04 PM

Appendix E: All Individual Comments Received | Surveillance Impact Report | Automated License Plate Recognition |page 157



- Att 3 - Automated License Plate Readers SIR

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
Yes

What value do you think this technology brings to our city?

What worries you about how this is used?

Over-policing. Waste of tax money. City government probably isn't sufficiently organized or skilled to
process and analyze the data collected. It will ultimately lead to more overly bureaucratic, under-skilled,
departments hopelessly trying to learn how to use the equipment and manage a massive records
collection. The City should think twice before tying their shoes together on this one. It won't turn out
well. | suggest you save yourselves the headache and bad PR by abandoning any surveillance plans now.
What recommendations would you give policy makers at the City about this technology?

Fire whoever is responsible for trying to waste tax money on invasive surveillance equipment. Also,
whoever wrote question #6 should take a course on writing unbiased survey questions because the
guestion assumes that the proposed surveillance equipment in fact solves a problem but that is not an
established truth.

Can you imagine another way to solve the problem this technology solves?
This is a loaded question. It does not solve a problem. It creates an IT nightmare, costs way too much to
store the data, invasive surveillance, and bad PR. Eventually, someone involved will likely lose a future

election as a result.

Do you have any other comments?

ID: 10312163737
Submitted Through: Survey Monkey
Date: 10/29/2018 7:35:08 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?
Yes, | don't agree on public surveillance. This is America not Chinal

What value do you think this technology brings to our city?
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| think it strips me from my right as a citizen and make me feel like the whole country is big huge jail
What worries you about how this is used?

How it's interpret and what people of color will have to go through to not been punished for small and
trivial crimes.

What recommendations would you give policy makers at the City about this technology?
We're not ready, this is not London. Don't do it!

Can you imagine another way to solve the problem this technology solves?

| don't think it's solving a problem as much as it's creating one.

Do you have any other comments?

Don't do it!

ID: 10310577035
Submitted Through: Survey Monkey
Date: 10/29/2018 8:13:55 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Yes, the police are not honest about how and when they use this technology which means they are
violating the 4th amendment rights which is a federal offense. Are they held accountable? No, almost

never.

What value do you think this technology brings to our city?

The percentage of crimes solved with these technologies is a very small amount. And violating 4th
amendment rights is a normal act by police in many of those instances.

What worries you about how this is used?

| support the pursuit of justice to make our city safer but but lawful citizens and criminals all have rights
which the police disregard because there is no price to pay. If you could cheat and got caught doing so
but there was no consequences, why wouldn't you? Its examples like this in our leaders, public officials
and public servants that have eroded society and the trust people in each other.

What recommendations would you give policy makers at the City about this technology?
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Until we have good honest leaders at the top who oversee the ones who use these technologies and
who have no bias about who is held accountable for violations of ANY kind, they should be sidelined.

Can you imagine another way to solve the problem this technology solves?

Good morals and the respect for your fellow humans. It starts with the people on top to set good
examples. We as a society have gotten more numb to violence, dishonesty and corruption at the highest
levels ,it has now sown itself into our way of life. If we see this kind of behavior from the people that are
"roll models" or "leaders" then we adopt them as our own values.

Do you have any other comments?
Unfortunately, corruption is widespread in government agencies and public enterprises. Our political

system promotes nepotism and wasting money. This has undermined our legal system and confidence in
the functioning of the state. Communism is the corruption of a dream of justice.

ID: 10307049643
Submitted Through: Survey Monkey
Date: 10/26/2018 7:08:32 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

| need the red light cameras NOT to have flash equipment on them. These lights are too bright, and they
flash without warning, blinding people on the sidewalks at intersections.

What value do you think this technology brings to our city?

Damn all. It may be that drivers get citations--but this does not compensate for the blinding of
pedestrians, bicyclists, etc.

What worries you about how this is used?

| have several times been so bedazzled and startled that | might easily have stumbled into traffic, if I'd
chanced to be closer to the curb.

What recommendations would you give policy makers at the City about this technology?
Get cameras that don't need so much light, if you INSIST on having such cameras.

Can you imagine another way to solve the problem this technology solves?

Since | don't think it solves anything, no.

Do you have any other comments?
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Other cameras are intrusive and invasive--but they're not so immediately dangerous, generally.

ID: 10307028243
Submitted Through: Survey Monkey

Date: 10/26/2018 6:42:15 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

None of these technologies are novel, particularly compared to other parts of the world (Europe, Asia).
However, the use of the automated parking enforcement technology specifically for the purpose of
booting cars is of highly questionable value.

What value do you think this technology brings to our city?

Hopefully some efficiencies in reducing human effort required to perform basic data-gathering and
enforcement. If the parking enforcement buggies can cover many more blocks in a day, or a police
officer yanks someone out of a car that's actually stolen, great!

What worries you about how this is used?

Abuse of data access, lax enforcement of retention and removal-of-access policies, above SECURITY
BREACH OF DATA that may be useful in some level of identification (car with plate X was seen at location
Y attime Z). Be wary of social justice impacts, particularly of the auto-boot technology. Those who
are the most vulnerable may be in more frequently trouble with the law (and absolutely unable to
rectify fines) and would thus unable to reach services. It would be absolutely unacceptable if a
vulnerable member of the population who may be living in a vehicle is booted and unable to access
basic human services, or worse.

What recommendations would you give policy makers at the City about this technology?

Data security is of paramount importance -- if data cannot be handled safely by the right people at the
right time with prompt removal processes for data and access, then none of this matters and the public
trust is gone. If there are any questions about this whatsoever, do not proceed with adoption. After
that is transparency. Be specific about what is gathered, down to individual data elements: publicly post
the data schemas (but obviously not the data). E.g., when your license plate is recorded, it also gathers:
date, time, location, and so on.  Finally, policies about use must be clearly understood by the public
and the civil servants the tech is entrusted too. "SPD may use tech [when] for [reason] in order to
perform duty [elaborate]." "SDOT uses these cameras to perform analysis of [condition]". People care
about access and retention policies in this day and age -- post them and perform routine audits no less
than quarterly but ideally more often than that (again, posting results publicly).

Can you imagine another way to solve the problem this technology solves?
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Drone-mounted cameras can be used to gather movement data for travel time analysis; this doesn't
require the use or exposure of any identifying marks whatsoever. They may also be helpful for SFD
response scenes to perform rapid large area surveys.

Do you have any other comments?

Addressing these topics with serious care and thoughtfulness raises chances of success. Be intentional
about uses of these technologies and do not allow for hidden uses.

ID: 10307002973
Submitted Through: Survey Monkey
Date: 10/26/2018 6:13:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

Not particularly

What value do you think this technology brings to our city?

CCTV makes this city safer, particularly since we are so short of police officers.

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?
Beat policemen are better.

Can you imagine another way to solve the problem this technology solves?

Policemen/women who walk or ride bikes in the same neighborhood on a daily basis. We've all read
English novels. Doesn't the bobby on his beat seem like the best way to protect a neighborhood, and
make a neighborhood feel safe?

Do you have any other comments?

I've lived in Ballard for 35 years. In the last five years I've put grates on my windows, bought a wrought-
iron screen door, locked the gate to the backyard. This is after the theft of my bicycle from my shed,
shoes from my porch, etc. Opioids. The government is cracking down on doctors who overprescribe.

How about cracking down on street drug dealers as well? If a bath tub is overflowing from two spigots
going full blast, turning off only one of those spigots doesn't work. Gotta turn off both.
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ID: 10306958976
Submitted Through: Survey Monkey
Date: 10/26/2018 5:25:35 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

| do have concerns. However, if there is public oversight of the surveillance technology used, both by
elected officials and through releases of content recorded to the general public, then these concerns will
be sufficiently addressed.

What value do you think this technology brings to our city?

| think this has the ability to automate many of the services currently done by the city. Further, it can
provide hard evidence of events that occurred which human testimony cannot do.

What worries you about how this is used?

| am worried that these systems could be used by its operators to spy on people they know or to
blackmail individuals both known and unknown to the operators. The accountability to elected officials
and through releases to the public would prevent these things from happening.

What recommendations would you give policy makers at the City about this technology?

Make sure there is actual transparency and accountability to the general public and the press, and make
sure this technology is about automation and providing evidence, not to keep tabs on people.

Can you imagine another way to solve the problem this technology solves?
no

Do you have any other comments?

ID: 10303980026
Submitted Through: Survey Monkey
Date: 10/25/2018 12:46:20 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
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Do you have concerns about this specific technology or how it is used?

| have concerns about the validity of Seattle's privacy program after listening to Seattle's Chief Privacy
Officer on KUOW today. Per Ordinance 125376, greykey (the ability for the Seattle Govt to unlock
iphones without having the password) should have been reviewed by the Privacy Officer Armbruster,
but it wasn't and she provided no explanation why. She offered no apology. This lacks transparency and
accountability.

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?

Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10300614662
Submitted Through: Survey Monkey

Date: 10/24/2018 9:04:59 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

yes

What value do you think this technology brings to our city?

On a world level, at the federal government level, and at the city level we move closer towards fascism
and other forms of authoritarianism, expanded surveillance will give expanded power to authoritarian
regimes such as ours.

What worries you about how this is used?

The list of technologies for surveillance should include all other 'law' inforcement agencies at work in
our city such as ICE.

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?
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As | sat down on the Seattle Trolley on Jackson Street a drone flew up and held stationary and then
titled slightly up. The blue lens of a camera flashed and the drone banked off. I'd like to know what
other technologies are at use in our city, by ICE for instance as well as other 'law' agencies.

ID: 10299219171
Submitted Through: Survey Monkey
Date: 10/23/2018 7:14:36 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

in general I'm concerned about the collection, retention, aggregation, sharing, and mining of
information collected thru surveillance technologies, particularly with regard to the risk for abuse by
agencies like ICE or other yet-to-be created Federal agencies that do not represent the views of the
Seattle area population.

What value do you think this technology brings to our city?

Emergency Scene cameras give medical professional an opportunity to prepare for treating emergencies
and protect first responders from frivolous lawsuits. Hazmat cams gather information while allowing
humans to remain at a safe distance. The rest of them essentially allow the city to more effectively
collect revenue, except for ALPR, which scans licenses in search of stolen cars or vehicles sought for
other reasons.

What worries you about how this is used?

ALPR is essentially a surveillance dragnet. Data is retained for 90 days even on vehicles that have
nothing to do with anything.

What recommendations would you give policy makers at the City about this technology?

Do not retain any ALPR data except that which pertains to tagged vehicles. In general, always err on the
side of not collecting data, not storing it, and not sharing it. Please. | work for Google.

Can you imagine another way to solve the problem this technology solves?

Fund transportation infrastructure so we don't have so many cars on the road running traffic lights and
hitting pedestrians and cyclists and being driven by drunks.

Do you have any other comments?

Thank you for the opportunity to comment.
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ID: 10298281561
Submitted Through: Survey Monkey
Date: 10/23/2018 11:18:38 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

It seems like all of these technologies are primarily focused on the movement of vehicles through
Seattle instead of pedestrians and their own needs

What value do you think this technology brings to our city?
Giving the illusion of gathering useful, but inactionable, data.
What worries you about how this is used?

general privacy concerns about collecting so much data. There's no such thing as perfect security, to say
the least.

What recommendations would you give policy makers at the City about this technology?

Use it to benefit the most vulnerable road users: pedestrians, including cyclists and other small transport
methods/vehicles.

Can you imagine another way to solve the problem this technology solves?
Does it solve things? It's a bit early to say that.
Do you have any other comments?

Stop focusing on car throughput, and instead focus on people.

ID: 10298170617
Submitted Through: Survey Monkey
Date: 10/23/2018 10:37:29 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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Can you quantify the # of crime investigations, stolen cars recovered and $ amount of traffic violations
recovered by using the ALPR/LPR technology.

What value do you think this technology brings to our city?

| am concerned that we are trading our privacy for a "sense" of security. How have surveillance
technologies incrementally affected our security in Seattle.

What worries you about how this is used?

slippery slope -- see "The Last Enemy" film

What recommendations would you give policy makers at the City about this technology?
I'd like to see more police body cams; less surveillance;

Can you imagine another way to solve the problem this technology solves?

| have not been convinced except in the case of the Fire Department technology that we are actually
better off -- | need to see numbers.

Do you have any other comments?

| would like to see year over year numbers comparing "before technology - after technology"

ID: 10296707285
Submitted Through: Survey Monkey
Date: 10/22/2018 9:13:04 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

The public ought to be made aware of all surveillance technologies being used. In the case of permanent
fixed surveillance devices such as cameras, the public should be readily able to find information about
where all such devices are installed.

What value do you think this technology brings to our city?

The provided examples of traffic monitoring seem useful. However, a full-blown security system similar
to the widespread CCTV coverage in London seems overly pervasive.

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
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Minimize the number of surveillance devices implemented, and make their locations available for online
viewing by the public at any time. No surveillance devices should be installed without informing the
public.

Can you imagine another way to solve the problem this technology solves?

Security cameras should be limited to guarding private property or specific locations of concern, and not
used to generally monitor all public areas at all times.

Do you have any other comments?

ID: 10296428154
Submitted Through: Survey Monkey
Date: 10/22/2018 5:35:21 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10295649414
Submitted Through: Survey Monkey
Date: 10/22/2018 11:24:46 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

What value do you think this technology brings to our city?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

What worries you about how this is used?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

What recommendations would you give policy makers at the City about this technology?
| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

Can you imagine another way to solve the problem this technology solves?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

Do you have any other comments?

| don't want any surveillance. Any of it. Let us live privately and in peace. Just stop.

ID: 10295424650
Submitted Through: Survey Monkey
Date: 10/22/2018 10:02:24 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

SPD has proved over decades that it should BE constantly monitored, rather than be further enabled to
abuse - the inseparable seduction of its under-controlled power.

What value do you think this technology brings to our city?

Surveillance tech further dehumanizes and commoditizes residents. A better SPD investment would be
in outside beat walking and mingling with citizens.

What worries you about how this is used?

SPD is under Federal oversight due to its documented abuses. Its modus operandi are Trumpist (i.e.
thrive only in the dark). We have witness where that tends.

What recommendations would you give policy makers at the City about this technology?
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No Councilperson can adequately oversee or hold accountable her portfolio, let alone the Mishmash
and Safe Communities octopus. Until proven effective governance by elected officials obtains, no
greater powers should be distributed to SPD.

Can you imagine another way to solve the problem this technology solves?

The morality police in Iran and Saudi Arabia and the like in China demonstrate that everyday citizens are
readily induced to spy and report on their neighbors. Although beyond the pale, a progressive version
of neighborly support and assistance should be the direction Seattle pioneers to deal with the pressing
problems of Mass Humanity.

Do you have any other comments?

One cannot "tech" to a humanitarian city, least of all through an insidiously equipped praetorian armed
force. SPD elevates the interests of its minuscule membership above those of a citizenry whose dwarf it
in all regards. City Council year-in/year-out approves the contracts cementing this folly. Seattle needs a
formal goal of reducing its separate-but-armed constituency into the service element it should be, not
the formidable power-center it is.

ID: 10295330166
Submitted Through: Survey Monkey

Date: 10/22/2018 9:29:06 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

Yes. We have crimes and shootings that occur in public areas where there is no reasonable expectation
of privacy but we lack the info to respond effectively.

What value do you think this technology brings to our city?
By placing cameras in certain areas with frequent criminal activity we could both deter and aid in the
arrest and prosecution of those responsible. The city is undergoing an epidemic of property crime and

dumping of garbage in many areas. Cameras could help deter, aid in the arrest/fines and prosecution of
those responsible.

What worries you about how this is used?
Very little. If used in public spaces there is no reasonable expectation of privacy. If there is concern
about privacy or tracking, the data could be encrypted by default and then made available to police after

an incident with a court order or approval of some oversight body.

What recommendations would you give policy makers at the City about this technology?
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Hurry up and put cameras in place where it makes sense. If there are privacy concerns, implement some
kind of a check on access but get moving.

Can you imagine another way to solve the problem this technology solves?
Not cost effectively.

Do you have any other comments?

ID: 10295152382
Submitted Through: Survey Monkey
Date: 10/22/2018 8:30:01 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

A person could be set up, | suppose. | just read that the journalist who was murdered in the
embassy....well his ambushers had a double for him. Now whether this is true or not it could happen.
Of course facial recognition might put a stop to imposters posing as someone else.

What value do you think this technology brings to our city?

Safety in public spaces is increased...although, it is sadly 'after the fact' that it is usually the most
effective. | think that just the knowledge that you might be watched could deter criminal behavior or,
for that matter, abuse by law enforcement. It works both ways. Also, if you had more speed detectors
you could generate a lot of revenue with speeding tickets. | can't tell you the number of times I've had
cars speed by me in neighborhoods where speed limits are 25 mph. | know police can't be
everywhere...but cameras can be. People are much less respectful nowadays. | drive to neighborhoods
all over Seattle 5 days a week as a caregiver and have people honking at me because I'm driving too slow
for them. | wish | could take the Mayor along with me on some of my trips so she could see first hand
how rude people can be.

What worries you about how this is used?

It will alleviate my worries about road rage....maybe make people feel safer walking about
outside...especially those most vulnerable who stay cooped up in their homes too afraid to go outside.

What recommendations would you give policy makers at the City about this technology?
Please...more sir. | would love to see children outside playing...who aren't afraid of being outside

playing...in quiet neighborhoods or parks. We need these cameras etc. if only to act as a babysitter in
some respects.
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Can you imagine another way to solve the problem this technology solves?
Change human nature....which is nearly impossible.
Do you have any other comments?

I'm sure there would be people who could try to use surveillance to watch women etc.....when | was
younger I've had police pull me over I'm sure just to check me out...stupid weirdos....BUT there is a lot of
good to be had with watching over the public for the public good
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ID: 10291758143
Submitted Through: Survey Monkey
Date: 10/19/2018 2:19:06 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

No, | support surveillance cameras, even as | understand this is a tradeoff to privacy. But, CC TVs are
widely accepted and extraordinarily helpful for law enforcement in other countries such as the UK.

What value do you think this technology brings to our city?
The ability to safeguard spaces and revisit victimizations.
What worries you about how this is used?

How long the data is kept. We should have a period of time that the data is kept after which it is
destroyed.

What recommendations would you give policy makers at the City about this technology?
Adopt this widely.

Can you imagine another way to solve the problem this technology solves?

NO.

Do you have any other comments?

As a UW professor who studies law, | fully support better surveillance of our population--this includes
police, citizens, and so on.

ID: 10287347565
Submitted Through: Survey Monkey
Date: 10/17/2018 9:55:10 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
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No. Technology is ubiquitous; surveillance is everywhere. Technology plays a pivotal role in keeping our
communities safe. The paranoia of some should be easily address by strong policies and auditing of use.

What value do you think this technology brings to our city?

Technology is critical to solving crime, deterring crime, and bringing criminals to justice, and providing
closure to victims.

What worries you about how this is used?

| worry that it is not used enough. | live in the South End, yes, in a black community (I am black) and we
have been pleading with the city (you, Councilmember Harrell) for cameras for years. The ACLU, and
supposed "community activists", do not speak for the average among us who go to work, take our kids
to school, and just want to live in a safe community.

What recommendations would you give policy makers at the City about this technology?

Lead. Do what you're paid to do. Protect the communities you serve, and allow - perhaps even enable -
the police to keep our communities safe.

Can you imagine another way to solve the problem this technology solves?

A ridiculous question. If the city's not going to invest in a technological solution, why would the city
invest in a lesser solution?

Do you have any other comments?

Please, do not hamstring our first responders anymore. Property crime is rampant. Auto theftis
rampant. Our kids are being robbed on the street. And you want to TAKE AWAY tools to solve crime??
We want cameras - like we were promised, Councilmember Harrell. We want crimes solved, and
deterred. Do not let absurdity rule the day.

ID: 10281389699
Submitted Through: Survey Monkey
Date: 10/15/2018 4:13:31 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
No

What value do you think this technology brings to our city?

Possible reduction in open street crimes
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What worries you about how this is used?
May be comsidered not useful to detect crimes in low income communities.
What recommendations would you give policy makers at the City about this technology?

Use the technologies to cut down the kidnappers/rapist-- violent sex predators working and living in
southend housing.

Can you imagine another way to solve the problem this technology solves?
Police patrols more often and seizure--not just showing up and leaving the scene.
Do you have any other comments?

The city seems to be over-run by kidnappers raping, | am getting sick to my stomach. Violent Sex
Predators seem to be running the city via what | know.

ID: 10281279313
Submitted Through: Survey Monkey
Date: 10/15/2018 3:10:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

Appendix E: All Individual Comments Received | Surveillance Impact Report | Automated License Plate Recognition | page 175



- Att 3 - Automated License Plate Readers SIR

ID: 10273624842
Submitted Through: Survey Monkey
Date: 10/11/2018 1:35:22 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

What value do you think this technology brings to our city?

What worries you about how this is used?

What recommendations would you give policy makers at the City about this technology?
Can you imagine another way to solve the problem this technology solves?

Do you have any other comments?

ID: 10271359916
Submitted Through: Survey Monkey
Date: 10/10/2018 6:19:02 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

I think we need more. Especially at every bus stop.

What value do you think this technology brings to our city?

Hopefully catching criminals

What worries you about how this is used?

Nothing

What recommendations would you give policy makers at the City about this technology?

More cameras.
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Can you imagine another way to solve the problem this technology solves?
No

Do you have any other comments?

ID: 10270768915
Submitted Through: Survey Monkey
Date: 10/10/2018 1:10:42 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?
No

What value do you think this technology brings to our city?

| think it has great value in areas of high use, especially in areas where crime is historically reported.
Both deterrent to crime and tool that helps law enforcement in the event crime has occurred.

What worries you about how this is used?

totally ok with it, as long as it's targeted in areas of heavy use, congested areas, high volume of people,
areas with historically issues with crime, etc.

What recommendations would you give policy makers at the City about this technology?

Make sure law enforcement has real time access. Limit access to law enforcement type groups, don't get
sidetracked as to possible other uses of the data.

Can you imagine another way to solve the problem this technology solves?
more police officers
Do you have any other comments?

Believe this is a cost effective way to help keep people safe.

ID: 10270556248

Submitted Through: Survey Monkey
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Date: 10/10/2018 11:50:08 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

| do not want increased surveillance. License Plate Readers,

What value do you think this technology brings to our city?

None.

What worries you about how this is used?

Privacy and tracking concerns are rampant in an age where social media [LinkedIn] is almost required for
a profession, a cell phone is required for jobs, and cars are required for jobs. StingRay [cell phone
interceptor] has already been shown to be used unlawfully. | can only imagine a database version would
be subject to equal lack of scrutiny.

What recommendations would you give policy makers at the City about this technology?
Vote no.

Can you imagine another way to solve the problem this technology solves?

Mountains out of molehills. Patrol HOV lanes.

Do you have any other comments?

Enforce HOV restrictions.

ID: 10270098107
Submitted Through: Survey Monkey
Date: 10/10/2018 9:10:36 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment

Do you have concerns about this specific technology or how it is used?

ALPR/LPR: how is this technology used; if the data is being passively collected - how can the general
public audit the back-end systems for sake of privacy (in the age of data breaches, this is a risk of

*when* there is a breach and not *if*)
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What value do you think this technology brings to our city?
Studies have shown that increased surveillance does not actually lead to reduced crime. More studies

have also shown that community watch organisations do more to reduce crime than passive/active
remote surveillance.

What worries you about how this is used?

Unclear duration of data usage, sharing and retention, and public request process to remove targeted
data.

What recommendations would you give policy makers at the City about this technology?
Carefully evaluate vendors and their products to make sure the systems are hardened against breaches;
evaluate whether the systems allow for public access to the data so that people can limit invasive
surveillance.

Can you imagine another way to solve the problem this technology solves?

Better community education and watch programs. Try to find root causes of crimes and solve those
causes. Surveillance is a short term gain with long term consequences and it doesn't address the
problem of why crimes happen. Getting to the root cause may prove to be more productive (and in

some cases, cost less public money)

Do you have any other comments?

ID: 10269149042
Submitted Through: Survey Monkey
Date: 10/10/2018 1:58:48 AM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

General Surveillance comment
Do you have concerns about this specific technology or how it is used?

With all of these technologies, my main concern is unnecessary storage and retention. For example,
what if you're storing some kind of information on people's cars, which then is acquired by ICE to
prosecute undocumented individuals in spite of our city's sanctuary status?

What value do you think this technology brings to our city?

| believe there is value in the diagnostic capabilities, for example finding out what kind of traffic levels
there are on a street or sidewalk, finding out how many bus lane cheaters there are, or maybe finding a
pattern of frequent dangerous behavior on a street. In the same vein, I'm extremely supportive of
having cameras on buses that bus operators can use to report bus lane violations because | think the
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level of bus lane violations we have is a serious impediment to our transportation system. | also
appreciate that tech like this removes any prejudices that a police officer may have. Either you broke the
law, or you didn't. | love that this tech will be used in parking enforcement. We need to enforce our
traffic laws or nobody will care.

What worries you about how this is used?

Though it removes prejudice on the part of officers, | do also think this may be sub-optimal in some
circumstances. Perhaps someone as speeding by only 1 mile per hour, which reasonably, we should let
slide, but with cameras, we probably won't.

What recommendations would you give policy makers at the City about this technology?

Bus and bike lane camera enforcement, yes! You have no idea how many times some bus lane violators
slow down a 60-person bus, or someone blocks the bike lane forcing me to make an unsafe movement.
I'd also love to see box blocking or crosswalk blocking detection technology to prevent those things from
happening because it seriously reduces the livability and safety of pedestrians and transit users. Don't
have any facial recognition software though.

Can you imagine another way to solve the problem this technology solves?

| don't know how actionable this is, but maybe we could work with the judicial system to give the law a
little bit of discretion on the prosecution of crimes, so for example if you're speeding by 1 mph, you
don't get the same fine as someone speeding by 10 mph or 30 mph.

Do you have any other comments?

Please implement bus/bike lane enforcement cameras yesterday. | get there are challenges WRT privacy
and whatnot, but if we're sensitive to these issues, we can make our city safer.
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APPENDIX F: LETTERS FROM ORGANIZATIONS
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APPENDIX G: EMAILS & LETTERS FROM THE PUBLIC

Letter submitted by individual constituent.

Letter submitted by individual constituent:
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Kevin Orme
502 N 80"

Seattle, WA 98103
206-789-3891

November 4, 2018

Public Input Commentary — Seattle Surveillance Technology open Public Comment
period — 10/22 through 11/5, 2018.

Opening Remarks:

1. Surveillance technology usage in the United States of America, regardless of use, purpose and
policy, is completely and wholly within the basic tenets of the Bill of Rights, otherwise known as
Amendments 1-10 to the US Constitution. There are no more fundamental laws in the United
States than the Constitution and the amendments thereto.

As regards privacy, public surveillance/data capture technology and police oversight — these governing
principles have to be considered in any and all policies and local procedures/laws created for our
democratic society. Doing anything less is simply illegal and against our whole theory of government —

it's that simple.

Specifically:
The First Amendment, including rights to freedom of speech, public assembly and the press.

The Fourth Amendment, including rights preventing unreasonable search, seizure and requiring
warrants for same.

The Fifth Amendment, including rights against self-incrimination and deprivation of life, liberty and
property without due process.

The Sixth Amendment, including the right to confront the accuser by the accused; defense counsel
when accused of a crime and proper/complete informing of the accused concerning the nature and
extent of criminal accusation if occurs.

And beyond the Bill of Rights, the 14" Amendment, Section 1, regarding rights of due process and
federal laws also applying equally to the states (which means cities in those same states, of course)

2) The WA State Constitution:

In addition to the Bill of Rights and the US Constitution, the WA State Constitution is also instructive:

Article 1, Section 1 — all political power is inherent in the people, and governments .....are established to
protect and maintain individual rights;

Article 1, Section 2 — the US Constitution is the supreme law of the land;

Article 1, Section 7 - Invasion of Private Affairs or Home Prohibited
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Article 1, Section 32- “A frequent recurrence to fundamental principles is essential to the security of
individual right and the perpetuity of free government.”

3) Context for Seattle: The above means essentially:

You cannot simply 'surveil everything' in the hopes of finding a criminal (or even worse, someone you
simply “don't agree with”). That is called 'guilty until proven innocent' and has been overturned time
and time again in our system of laws by courts and legislators at every level. The Bill of Rights has
protected the 4" Amendment concept of 'Innocent until Proven Guilty' and 24-7 surveillance of any sort
flies in the face and openly defies this most basic law.

You cannot 'surveil' public assemblies, protests, or similar gatherings, most especially with facial
recognition, phone network/bluetooth data capture or public video recordings and/or microphones
without again, violating the above basic constitutional principles — otherwise known as “laws” (US and
WA).

You cannot store data simply according to 'policy', or come up with what you believe adequate controls
may or may not be, and then implement them without complete transparency and public input,
including that of the City Attorney's office, elected officials and arguably most important, THE PUBLIC. |
believe this effort you have begun to solicit feedback is a good start, but there's a long way to go and
this is only the very beginning, rest assured.

Finally, you cannot pay lip service to these previous paragraphs by not actively doing them yourself, and
then simply turn around and receive/use/retain the data anyway through other means — that is, you
cannot obtain the data from the NSA's Fusion Center already located in downtown Seattle, or the FBI, or
TSA, DHS, or increasingly rogue agencies like ICE — all of these still break the law, plain and simple.

Specific technologies being discussed in this public outreach:

1) SDOT LPR's.

Positive — the data is stated as being deleted immediately after a transit time calculation;

Positive — the data is stated as only being available to SDOT personnel after relay from WSDOT, with
individual identifying license plates not part of that incoming data;

Positive — stated purpose — facilitate effective and efficient traffic management within the Seattle city
limits.

SDOT LPR's - COMMENT for Submission/consideration:

a) Itis unclear how long WSDOT is retaining this data for handoff to SDOT and Seattle generally — even
if SDOT deletes it nearly immediately after a calculation/use, can they go back and re-retrieve it later?
The answer should be NO, and simply that WSDOT is doing the same thing at minimum — deleting the
data almost immediately after said calculation too (I recognize this latter is beyond SDOT's control,
however, certainly as the biggest city in the state, Seattle would have major influence on these policies
and procedures were you to weigh in and state clear policy positions).

b) Itis also unclear what the statement 'travel time calculation' precisely means for these purposes. Is
it just me driving through downtown and getting spotted if | go by any of these cameras/devices?
Assuming the answer is yes, when is the 'timeout' — 1 minute if not seen by another camera? 5 minutes?
When and how quickly does the 'calculation’ occur (so that | know purportedly the data is then
“immediately deleted” as you say?
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c) Itis also unclear if anyone else working for the City of Seattle has access to this WSDOT data (and if
so, for how long, in what capacity, at what level of detail, etc.) — say, the SPD, City Attorney's office, or?
So maybe SDOT isn't “surveilling” anyone within the normal meaning of the term given the safeguards
noted in the policy PDF, but certainly the SPD have far different reasons for using this data, and most (if
not all) of them are far removed from simple data calculations, and include direct data review to carry
out those tasks?

Traffic Cameras (SDOT)

Positive — similar purposes to those above — namely efficient and effective traffic mgmt in real time,
using systems and human operators (either in a data center or on the scene, e.g. tow truck, etc.) to
make it happen.

SDOT Traffic Cams - COMMENT for Submission/consideration:

a) What are the 'SDOT Camera Control Protocol Guidelines' and are they public? If not, can they
be and where can we review them? Have they ever been amended due to public input, potential
past problems or abuses? When were they written and by whom with what expertise?

b) What are the 'specific cases' where footage is archived and for how long?

c) Has this data ever been subpoena'd by City personnel, or outside entities (e.g. ICE, NSA or

similar)?

d) The 'protections' paragraph says archived footage isn't shared with any other City dept — but
what about data that is 'in transit' between realtime capture and potential archiving later
(whether only for 10 days or not)? How/when and in what circumstances might footage be
temporarily retained or shared outside normal policy, and potentially 'evade' the otherwise
typical 10-day delete policy as a result?

SPD — ALPR's

Positive — as stated by SPD with any such whiz-bang tech — 'preventing crime' SPD ALPR's: COMMENT
for Submission/consideration:

a) Why 90 days? Why not something much more reasonable, like 15? Certainlyif the tech is
sophisticated enough to create a 'hot list' as described here, 15 days — two working weeks in other
words — is surely more than enough time for the data's intended purpose.

b) Can we see examples of these 'auditable records' supposedly created by SPD when logging into
ALPR/contacting dispatch? If you are making them 'auditable' for the purposes of ensuring restricted
and limited use of the technology generally, then surely you don't mind if we see how that works at
minimum so WE can know this (and believe you) too?

c) When does something become an 'active investigation' — and how long is the data retained,
where stored and accessible by who then? What if the investigation is called off or invalidated by a
court or city officer/city attorney — is the data immediately deleted, and an 'auditable record' of that
activity created to prove it?
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d) You say nothing about sharing the data with other entities (e.g. ICE, DHS, etc.) - do you? Are you
planning to? Have you done so in the past? If so on any of these, under what circumstances and did
they provide any sort of a warrant of any kind?

e) You stated there are eight SPD cars equipped with ALPR systems now, and that statement
implies that this is the 'only' such ALPR system deployed 1) for these purposes, 2) with this specific
technology citywide. Is this true? Are there stationary systems mounted elsewhere in the city that are
networked (now or can be in the future) and if so, how many are there? Are there plans (either
already in motion or for say, the next few years) to implement either more cars, add in stationary
systems, or both? Certainly at minimum, just like with red light cameras, we deserve and demand
publicly posted notice of any such stationary systems if they exist or are being deployed.

f) I have read the online 16.170-POL governing ALPR use
http://www.seattle.gov/police-manual/title-16---patrol-operations/16170--automatic-license-plate-
readers — and it's pretty sparse with only 4 short bullet points.

—more questions:

f1) what is ACCESS certification and how can we know more that it does

what it's intended to do? Where is the training, who does it, is it a private entity creating coursework,
etc.?

f2) how often are these standards updated (e.g. the policy is already 6
years old, dating from 2012 — certainly the technology is not falling behind in the same way);

f3) Who is in charge of TESU and what are their qualifications? Are they

elected officials or behind the scenes?

f4) does the terminology 'part of an active investigation' = 'we got a hiton a
license plate of X' —and X is a known criminal, there's a warrant out, or? Need way more information
here, this is far too vague and un-specific when regards data management and control. | could be the
most qualified TESU guy in the department and yet it doesn't mean | should be entitled to look at *any*
data — especially without a legal warrant to do so? Where are the other controlling provisions?

Emergency Scene Cameras

Positive — improve and continue to enhance emergency preparedness and response effectiveness.

Emergency Cams: COMMENT for Submission/consideration:

a) where are the 'internal policies' and '"WA laws' governing storage of said photos and materials? The
PDF is pretty vague.

b) Is live footage/drone image, sound and data capture being considered or already being used? As to
data captured (audio, video, photo), storage management, retention and access policies — the Details,
Please.

c) what about the same (live footage/audio/video) from vehicles or bodycams/etc.? Again, Details
please.

Hazmat Cameras

Positive — largely identical to that of Emergency Incident Response, save the potential for
nefarious/negligent actors to be involved
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Hazmat Cams: COMMENT for Submission/consideration:

a) similar to with Emergency Cameras — essentially how long is the data stored, especially if no criminal
activity is determined or the investigation concludes

b) anything beyond tablets used or planned to be used? This mentions tablets as the primary tech, but
that doesn't foreclose plans for more (or by aggressive tech vendors already talking to you)?

c) what sort of data management training is provided to either HazMat or Emergency Responders, for
that matter?

Parking Enforcement (SPD)

Positive — enforce parking and related laws, determine 'booting' situations SPD Parking Enforcement:
COMMIENT for Submission/consideration:

a) there is nothing seen here about general data storage or retention parameters — Details, Please.

b) there is nothing here about whether this ALPR data is 'pooled' with ALPR datacollected from the
eight so-equipped SPD cars mentioned earlier — and if so, whether governed by those parameters and
restrictions too/not? Details, Please.

c) are these technologies governed by TESU as the others are? Barring possibly those controlled
directly by the Seattle Municipal Court itself, separate from the SPD? Details, Please.

d) there is also no mention of the (likely older) Red Light Traffic Cam technology that has been in use in
city locations for some years now, possibly over a decade. These aren't for SDOT use, these are for
people running red lights, of course. All the relevant details (Data capture, retention, storage, access,
certification, etc.) - all these apply here too — Details, Please.

Submitted 11/4/2018 by

Kevin Orme
502 N 8ot

Seattle, WA 98103
206-789-3891
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APPENDIX H: PUBLIC COMMENT ANALYSIS METHODOLOGY

OVERVIEW

The approach to comment analysis includes combination of qualitative and quantitative methods. A
basic qualitative text analysis of the comments received, and a subsequent comparative analysis of
results, were validated against quantitative results. Each comment was analyzed in the following ways,
to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other comments received
2. Analyzed by technology
3. Analyzed by technology and question

A summary of findings are included in Appendix B: Public Comment Demographics and Analysis. All
comments received are included in Appendix E: All Individual Comments Received.

BACKGROUND ON METHODOLOGICAL FRAMEWORK

A modified Framework Methodology was used for qualitative analysis of the comments received, which
“...approaches [that] identify commonalities and differences in qualitative data, before focusing on
relationships between different parts of the data, thereby seeking to draw descriptive and/or
explanatory conclusions clustered around themes” (Gale, N.K., et.al, 2013). Framework Methodology is a
coding process which includes both inductive and deductive approaches to qualitative analysis.

The goal is to classify the subject data so that it can be meaningfully compared with other elements of
the data and help inform decision-making. Framework Methodology is “not designed to be
representative of a wider population, but purposive to capture diversity around a phenomenon” (Gale,
N.K., et.al, 2013).

METHODOLOGY

STEP ONE: PREPARE DATA
1. Compile data received.

l. Daily collection and maintenance of 2 primary datasets.

A. Master dataset: a record of all raw comments received, questions generated
at public meetings, and demographic information collected from all methods
of submission.

B. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains the
gualitative codes used for analysis and their definitions.

2. Clean the compiled data.

l. Ensure data is as consistent and complete as possible. Remove special characters for
machine readability and analysis.

II.  Comments submitted through SurveyMonkey for “General Surveillance” remained in
the “General Surveillance” category for the analysis, regardless of content of the
comment. Comments on surveillance generally, generated at public meetings, were
categorized as such.

Il Filter data by technology for inclusion in individual SIRs.
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STEP TWO: CONDUCT QUALITATIVE ANALYSIS USING FRAMEWORK METHODOLOGY
1. Become familiar with the structure and content of the data. This occurred daily compilation and
cleaning of the data in step one.
2. Individually and collaboratively code the comments received, and identify emergent themes.
l. Begin with deductive coding by developing pre-defined codes derived from the
prescribed survey and small group facilitator questions and responses.
1. Use clean data, as outlined in Data Cleaning section above, to inductively code
comments.
A. Each coder individually reviews the comments and independently codes them.
B. Coders compare and discuss codes, subcodes, and broad themes that emerge.
C. Qualitative codes are added as a new field (or series of fields) into the
Comments dataset to derive greater insight into themes, and provide
increased opportunity for visualizing findings.
M. Develop the analytical framework.
A. Coders discuss codes, sub-codes, and broad themes that emerge, until codes
are agreed upon by all parties.
B. Codes are grouped into larger categories or themes.
C. The codes are be documented and defined in the codebook.
IV.  Apply the framework to code the remainder of the comments received.
V. Interpret the data by identifying differences and map relationships between codes and
themes, using R and Tableau.

STEP THREE: CONDUCT QUANTITATIVE ANALYSIS
1. Identify frequency of qualitative codes for each technology overall, by questions, or by themes:
I.  Analyze results for single word codes.
II.  Analyze results for word pair codes (for context).
2. Identify the most commonly used words and word pairs (most common and least common) for
all comments received.
l. Compare results with qualitative code frequencies and use to validate codes.
1. Create network graph to identify relationships and frequencies between words used in
comments submitted. Use this graph to validate analysis and themes.
3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the comments, as
well as the corresponding frequencies for generating visualizations in Tableau.

STEP FOUR: SUMMARIZATION
1. Visualize themes and codes in Tableau. Use call out quotes to provide context and tone.
2. Included summary information and analysis in the appendices of each SIR.
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- Access to non-public areas in City buildings and venues (i.e., areas not open to the public such as
staff work areas that reguire card key access and other areas designated as “private” or
“employee only”);

- Actions seeking data or information (written or oral) about City employees, residents or workers.

In all cases, City employees are directed to ask ICE agents to wait to enter any non-public areas until the
Mayor's Office Legal Counsel is contacted at (206) 471-0664. Counsel will review credentials, submission
of written authority to conduct action, and determine whether to grant approval of access.

These protocols will work in conjunction with existing City ordinance and policy:

* City employees are prohibited from asking about immigration status. Often referred
to as the City's "don't ask” law, Seattle Ordinance 121063, passed in 2003, instructs all
City employees to refrain from inguiring about the immigration status of any person
except police officers where officers have a reasonable suspicion that a person 1) has
previously been deported from the United States; (2) is again present in the United
States; and (3) is committing or has committed a felony criminal-law violation.

+ City employees will serve all residents and city services will be accessible to all
residents, regardless of immigration status. Seattle Resolution 31730, passed in 2017,
reaffirms Ordinance 121063 and states that city agencies and law enforcement cannot
withhold services based on ancestry, race, ethnicity, national origin, color, age, sex,
sexual orientation, gender identity, marital status, physical or mental disability, religion,
or immigration status. See, also, Seattle Resolution 30672, passed in 2004.

Assessment of City Systems

All City department directors will participate in an assessment of City policies and practices = including
but not limited to employment, law enforcement, public safety, IT, and social service delivery. The
purpose of the assessment is to assess City compliance with Seattle Municipal Code 4.18.15, and to gain
a better understanding what information is collected by the City, whether collecting that information is
necessary, and how the City's work interacts with federal immigration enforcement.

All department directors shall identify a department lead to assist in this assessment by February 13,
2018.
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City Contractors

City departments will issue a letter to all contractors receiving General Fund dollars to clarify and inform
about the protocols described above. A communication will be issued by City departments to their
contractors by March 6, 2018.

County Policy

As a reminder, jails are in King County’s jurisdiction and enforcing civil federal immigration violations are
in the purview of the U.5. Department of Homeland Security, City department directors are reminded to
comply with the City's policy to defer to King County on ICE detainer requests.

* City employees will refer detainer requests from the U.S. Department of Homeland
Security’s Immigration and Customs Enforcement (ICE) to King County. King County
Ordinance 17886 passed in 2014 clarifies that the County will not honor ICE reguests for
notification or detention, unless accompanied by a judicial warrant.

Directive for Implementation

To achieve full Department participation in ensuring that responses to ICE requests are consistent with
Seattle Ordinance 121063 and to assess departmental compliance with Seattle Ordinance 121063, |
reguest all Departments identify a lead to the Mayor's Office by February 13, 2018.

Contact for Further Information

Thank you for your cooperation. If you have any questions, please contact Mayor's Office Legal Counsel,
lan Warner (206) 471.0664.
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2016
RSJI COMMUNITY SURVEY

SEATTLE OFFICE FOR CIVIL RIGHTS
APRIL2017
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Executive Summary

The Seattle Race and Social Justice Initiative (RSJ1} is the City of Seattle’s commitment to ending racial
disparities and achieving racial equity in Seattle. In 2014, the City affirmed and expanded RSl via an
Executive Order reguiring City staff to assess progress made on racial equity. i also called on the Race
and Social Justice Initiative to deepen the City’s support for community-led racial justice work through
projects and programs that increase the City's accountability to the community. The RSJI Community
Survey is a key part of assessing the impact of our collective efforts for racial equity.

The RS5JI Community Survey, first fielded in 2013, measures the perspectives of those who live, work,
and go to school in Seattle, including satisfaction with City services, neighborhood guality, housing
affordability, feelings about the state of racial equity in the city, and the role of governmentin
addressing racial inequities. The 2016 survey provides updated information on the state of racial eguity
in Seattle.

Key Findings

Ending racial ineguity is a responsibility of government.

Seattle respondents feel strongly that government should prioritize ending the racial equity
gaps that impact our communities. Nearly all respondents (56%) said government should prioritize
addressing racial ineguities.

To achieve equity, resources must be allocated based on need.

Eighty-seven percent of all respondents agreed when asked whether a greater portion of
resources should go to those most in need.

Economic prosperity is not felt by all - Seattle’s Black community experiences a
disproportionate lack of opportunity.

Mare than half (53%) of all Black/African American survey respondents said they are not experiencing
economic opportunities; Black/African American women cite the highest rates of economic exclusion.

Environmental inequities persist by race and gender.

People of color and transgender respondents were more likely to say their neighborhoods are
unhealthy places to live; close to half of all American Indian/Alaska Native respondents do not feel they
have benefited from Seattle’s environmental progress.

Communities of color do not feel they experience equal treatment by the City's criminal
justice system.

The number of people across the board reporting greater confidence in the police has increased since
the last survey, but communities of color continue to have less confidence in the police than White
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respondents do. More than half of all African American/Black respondents {56.1%), and nearly half of all
Multiracial respondents (47.3%) and American Indian/Alaska Native (47%) respondents have little to no
confidence in the police to do a good job enforcing the law.

There is a strong lack of confidence in the courts to treat people of color and Whites equally, with nearly
70% of people of color reporting a lack of confidence.

Communities of color and other vulnerable groups struggle to remain in our high-cost city.

Thirty-four percent (34.4%) of those surveyed responded that they or someone in their family
have moved out of Seattle in the past two years due to the rising cost of housing. American
Indian/Alaska Native, Black/African American, Multiracial, and Latino respondents were most likely to
say so than other groups.

Every racial group rated the number one reason they personally had moved out of Seattle to be the
need to find lower rent or a less expensive house to maintain. At the same time, people of color cited
other economic reasons (such as foreclosure or eviction) more often than White respondents.

Seattle Public Schools struggle to make the grade with communities of color.

Despite some mixed opinions regarding performance and preparation of students for the
future, Seattle respondents were united in support of ending punitive discipline measures and
improving schools and after-school programs to promote racial equity. Differences in perceptions of
Seattle Public Schools (SP5) emerged along racial lines. The web survey showed that while 44.5% of
young people ages 15-25 rated SPS favorably, youth of color were less likely to rate Seattle Public
Schools favorably compared to their White counterparts.

City efforts to be inclusive are making some inroads, but more work needs to be done.

In both phone and web surveys, we saw a decline in the number of people who felt their
participation in City processes was valued. Despite this overall decline, the web survey found
communities of color and lesbian, gay and bisexual respondents felt their participation was valued at a
greater rate than reported in 2013. This did not hold for transgender respondents who were less likely
to say their participation was valued compared to 2013.

Progress towards racial equity is not being felt by all. Urgency and action is necessary to
make a difference in people’s lives.

Both phone and web surveys revealed a decline in the percentage of people agreeing that Seattle is
making progress at eliminating racial ineguity. Seventy-two percent of phone and 43% of web
respondents agree that Seattle is making progress. This is a decline by a margin of 7% points in the web
survey and a margin of 14% in the web survey. When disaggregated by race, the percent stayed
consistent for communities of color compared to 2013, while an increasing number of White
respondents do not believe the City is making progress.
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Conclusion

Seattle remains a City with much work to do to achieve racial equity. The Race and Social Justice
Initiative is tasked with leading municipal government's efforts to put our value of racial equity into
action. The 2013 survey provided us with baseline data on the experiences of people who live, work, and
go to school in Seattle. The 2016 survey reveals sobering information that the City cannot afford to
ignore: despite our efforts to address inequities, we continue to see disparate outcomes for our
communities by race and other factors. If we are going to truly see a difference in people’s lives, we
must invest in community-driven strategies that hold us accountable to those most impacted by
structural racism and other biases. We can and we must do better.
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Methodology

The Race and Social Justice Community Survey was developed in partnership with a steering committee
comprised of researchers from the University of Washington, community based organizations and local
government. Steering Committee members guided question development and outreach.

Survey data was collected via phone and internet. The phone survey included 400 respondents and the
web survey included 1,255 for a total of 1,655 respondents. Phone and web surveys differed in a few
key ways: the phone survey was fielded using random digit dialing (with a 60/40 split between landline
and wireless phones), while the web survey was composed of self-selected respondents. Outreach
efforts for the web survey were conducted by City staff and a team of student volunteers from the
University of Washington who asked community partners to send the survey link to their clients and
members, visited homeless shelters and community centers and posted the survey link at libraries.

Who we heard from

The survey was open to anyone who lives, works, or goes to school in Seattle. Nearly all respondents live
in Seattle and nearly half of all phone respondents and more than half of all web respondents work in
Seattle. Eighteen percent of those surveyed by web go to school in Seattle, slightly more than twice the
rate of those surveyed by phone [Figure 1].

In terms of race, the phone
survey most closely
matched the demographics

93.8% i
/7.5% of Seattle for White

respondents, Black/African
65.4% American respondents,
Multiracial respondents,
47.0% and American Indian/Alaska
Mative respondents. Both
17.6% surveys received an under
8.3% representation of Latino
J and Asian/Pacific Islander

respondents compared to
their percent of the overall
mFhone survey  BWeb survey population [Figure 2].

Figure 1. Percent of respondents by survey type who live,
work and go to school in Seattle

Lives in Seattle Works in Seattle Goes to school in Seattle
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Figure 2. Comparison of survey respondents to overall Seattle population by race

69.5% 58.3%
59.6%
13.8%
10.1%
8.3% 6.4%
1.3% 5_1%5.5%. 5.5962 gy 9% 1.9% 7.2% 6.0%
0.4% 0.2% '
L N = L] (] |
White Pacific Islander Multiracial Lating/Hispanic Black/African Asian
American
Seattle's general population  WPhone Survey W'Web Survey

*Mate: Survey only fieldad to those aver thesge of 15, Sesttle generzl population data above includes those under 15.

0.8% 0.8% 2-5%

American
Indian/Alaska Native

In terms of age, the phone survey respondents skewed older. For reference, the Census Bureau's most
recent American Community Survey (ACS) found that about 10% of the Seattle population is 65 years of
age or older. Of those surveyed by phone, 35% of the phone survey respondents was 65 or older. In
terms of gender, the ACS only records male and female genders and estimates a 50/50 split in the
Seattle population. This suggests that the web data over-surveyed females, with 65% identifying as

female.

The report uses a combination of individual and pooled in lieu of weighting tabulations to account for
variations in sample sizes. Web surveying had an explicit goal of reaching subpopulations across many
dimensions, including those experiencing homelessness. Researchers providing guidance on this survey,
were concerned that weighting might undermine that study design goal. Without the certainty that

weighting would improve the substantive conclusions, researchers opted to analyze the data as

observed/collected, and use pooled estimates as an alternative way to show overall distributions, with

the non-response bias of each dataset to some extent cancelling the other's out. Pooling the data

potentially averages out some of the differences in demographic composition relative to the overall

Seattle population.
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Ending racial inequity is a responsibility of government.

Survey respondents feel strongly that government should prioritize the racial equity gaps
impacting our communities. More people see this is a high priority than two years ago.

* Nearly all respondents (96%) said

government should priaritize Figure 3. How high a priority should it be for

. o . ) government to address racial equity gaps in

adldressing racial inequities, with education, criminal justice, jobs, health, housing

nearly 8 in 10 people saying racial and other areas?

equity should be a “high priority” of (Pocled data, N=1621)

government [Figure 3]. .

* The number respondents stating that ‘
racial equity work should be a "high
priority” for government has
increased over time. In our 2013

phone survey, 51% rated it as such.

In the 2016 phone survey, it

increased by 13 percentage points to

64%. The web responses increased

only slightly from 74% in 2013 to 77% in 2016.

o High priority = Somewhatofa priority = Not a priority

+ Theurgency and responsibility for government to act was clearly reflected in responses of
Black/African American and Latino respondents, 35% and 80% of whom said addressing these
gaps should be a high priority (pooled data).

To get to equity, resources must be allocated based on need.

sWhen asked if a Figure 4. Responses to statement, "To create equity and

greater portion of opportunity for all, | believe a greater portion of resources
resources should go to should go to those who are most in need.”
those most in need to (Phone survey, N=400)
create equity for all, 87%
agreed [pooled data]. Strongly agree [T - 5385

Somewhatagree [ 33.3%
+« Over half (53.8%) of all

phone respondents Somewhatdisagree [ 6.8%
strongly agreed [Figure 4].
Strongly disagree [ 4.3%

Don't Know/Refused B 2%
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Environmental inequities persist by race and gender.

Seattle is noted nationally for its strong environmental efforts and as a healthy place to
live. Strong majorities of phone and web survey respondents agree (88.5% phone/76.7%

web). Yet when disaggregated by race and by gender, inequities emerge. People of color and
transgender respondents were more likely not to find their neighborhood a healthy place to live.

e Multiracial, Black/African
American and American
Indian/Alaska Native respondents
were less likely to report than
other groups that their
neighborhood is a healthy place to
live [Figure 7].

¢ Inthe web survey, transgender and
gendergueer respondents were
significantly less likely to report that
their neighborhood is a healthy place
to live [Figure 8].

Figure 7. Percent of respondents by race
who disagree with the statement,

"My neighborhood is a healthy place to live."
(Pooled data, N=1480)

American Indian/Alaska Native I 314

Asian IS 15.8%
Black/African American I 33.6%
Lating/Hispanic N 15.3%
Multiracial  EEe. 9%

White I 14.5%

Figure 8. Percent of respondents by gender who
disagree with the statement,

"My neighborhood is a healthy placeto live."
[Web survey, N=1195)

Female IESS——— 19.0%
MMale ——— 17.0%
Trarsgender or gendergueer NI 40.4%
Other PEESS—— 27, 3%
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Similarly, while most respondents felt they benefited from the city’s environmental progress (71%
phone/ 67% weh), the feeling was not shared across race.

* White survey respondents were more Figure 9. Percent of web respondents by race who
than twice as likely to strongly agree disagree with the statement,
that they have benefited compared to "l have benefited from Seattle's environmental
American Indian/Alaska Native, progress."”
Black/African American, and (Web survey, N=1033)

Multiracial respondents.
P American Indian/Alaska Native D 8%

i |
s Close to half (44.8%) of all American Aslan 19.4%

Indian/Alaska Mative people who

completed the web survey felt they
did not benefit [Figure 9]. Multiracial e 33.6%

BlackfAfrican American EEEEESSSSSSSSSS——— 31.2%
Latino/Hispanic s 13.0%

Pacific Islander I 33,3%
White a—— 12.6%

Criminal justice -- equal treatment not felt by communities of
color.

The survey reflected strong difference in how people of color and White respondents are
experiencing the criminal justice system. Confidence in the police to do a good job enforcing the law and
in the police and courts to treat people of color and Whites equally found mixed evaluations—
particularly when analyzed across race.

« More than half of
American Indian/Alaska
Native (52.7%) and nearly

Figure 10. Responded "Yes" to the guestion,
"Have you ever been gquestioned by the police, charged, or
arrested when you had not committted a crime?"

half of all Black/African (Pooled data, M= 1602)

American (46.8%)

respondents surveyed American Indian/Alaska Native I 52.70%
reported being guestioned Asian/ Pacific slander NN 14.70%

by the police, charged or i i
Black/African American [ 46.80%

arrested when they had not

committed a crime [Figure Latino/Hispanic I 16.70%

10]. Multiracial I 36.80%

White RN 14.30%

10
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* More people reported confidence in the police to do a good job enforcing the law. Seventy-
eight percent of phone respondents had at least fair confidence in the police to enforce the law,
an increase in the phone survey responses from 2013, when only 66% of phone respondents
reported at least fair confidence. The web responses over time have not shifted in the same
way. The percentage of web respondents reporting a fair amount of confidence in the police
increased only

1% in the last Figure 11. Confidence in police to do
two years, from a good job enforcing the law?
53% in 2013 to [Pooled data, N=1,986)
54% In 2015, American Indian/Alaska Mative B 35

« Despite the Asian/Pacific Islander  FEX YT T T
increase, Black/African American L ] a2.1% 14.0%
communities Latino/Hispanic  FTEL 1 29.4% 8.8%
of color o

Multiracial  FDEST 42 .1° 27.6% 19.7%

continue to
have less White 0% 5.6

confidence in
. WA greatdeal of confidence WA fair amount of confidence mLittle confidence ENo confidence
the police than
White respondents. More than half of all African American/Black respondents [56.1%), nearly
half of all Multiracial respondents (47.3%), and American Indian/Alaska Native (47%)
respondents had little to no confidence in the police to do a good job enforcing the law [Figure

11].

+ People of color are more

likely than White Figure 12. Confidence in police officers to treat
respondents to reporta people of color and White people egually?
lack of confidence in (Phone data, N =372)

equal treatment by the
police. Close to half

(45.1%) of people of Feople of color 15.7% 39.2% 2B.4% 16.7%
color surveyed by phone

had little to no

confidence in police White 21.1% 46.4% 253% 7.3%

officers treating people

of color and Whites

equally, compared to mA greatdeal of confidence A fair amount of confide nce
32.6% of White M Little confidence HNo confidence

respondents [Figure 12].

The pooled data showed an even higher lack of confidence (68.8% for people of color and 61.4%
for White respondents) but a smaller disparity between the two groups.

11
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Figure 13. Confidence in courts to treat

people of color and White people egually?
(Phone data, N=370)

s  When it came to the
court system, the
differences in
perceptions were

starker between people  Feople of color m 49% 25% 16%

of color and White

respondents who were

surveyed by phone. White 20.8% 58.3% 16.7%  4.7%

People of color were
twice as likely as White

respondents to lack

® Agreat deal of confidence A fair amount of confidence

confidence in the

B Little confidence E Mo confidence

courts to treat people

equally across race. Forty-one percent of people of color had little to no confidence in egual
treatment, compared to 20.9% of White respondents [Figure 13]. Like the data regarding
confidence in police, the pooled data showed across race, a greater rate of lack of confidence in
equal treatment with 70% of people of color and 63% of White respondents reporting little to
no confidence.

« When asked what
top three things the
City should prioritize
to reduce racial

Figure 14. Top three actions City government should prioritize

to reduce racial disproportionality in the criminal justice system
[Pooled data, N=1674)

Better schools and after school programs e 48.4%
dispmportionateb,‘ in Requiring anti-bias training for police and courts I 46, 7%
the criminal justice Community-based alternatives to arrest and... IS 39.8%

system, [Espondents Better mental health services I 33, 7%
were most likely to

More affordable housing S 32 4%

name better schools
and after school
programs, reguiring
anti-bias training for
police and courts and

Family wage jobs
Ending out of school suspensions and expulsions
Restorative justice

More police of color

[ 32 2%

I 26,9

I 25, 3%,
I 20.4%

More parks and community centers N 9.7%
community-based Other NN 4.8%
alternatives to arrest Don't know = 2.75%

and detention

[Figure 14]. This held for youth ages 15-25, and generally across race.

12
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Housing: Communities struggle to remain in the city.

Housing Affordability: - While across race people regard Seattle’s housing
affordability as poor, people of color and lesbian, gay, bisexual, and
transgender respondents are disproportionately feeling pushed out.

* Since the 2013 survey, more people regard Seattle’'s housing as unaffordable. In the two years
between phone surveys, those reporting affordability as “only fair” or “poor” grew by 4% from
78%in 2013 to 82% in 2016.

+ The majority surveyed by phone and web rated Seattle’s housing affordability as “poor” [Figure

15].
Figure 15. Percent rating Seattle's
« Both surveys found people of color housing affordability as " poor”
more likely than White respondents 75.4%

to say that it was “not very likely"

or “unlikely” that they would be 51.3%

able to afford to live in Seattle in 5

years. The web survey found a

greater percentage of respondents

across the board stating that they

would likely not be able to afford

living in Seattle in five years. Both Phone survey Web survey
surveys showed a difference of 11%

between people of color and White respondents, with people of color more likely to report not
being able to afford living in Seattle in five years.

+ Nearly 70% of renters in the web survey said it was “very unlikely” to “unlikely” that they
would be able to afford to live in Seattle in the next 5 years, compared to 28% of home
owners. While being a renter in Seattle clearly signals a sense of uncertainty in the ability to live
in our high-cost city, race continues to be a factor in determining people’s beliefs that they will
be displaced. African American and Black renters were disproportionately more likely than
White renters to feel they will not be able to remain in Seattle in the next 5 years. (In the web
survey, 78.6% of African American/Black renters said they are not very likely or unlikely to
remain in Seattle, compared to 65.4% of White renters).

* In the web survey, transgender people of color were most likely to say they would be unable
to afford living in Seattle in the next 5 years. In the web survey, 80% of
transgender/gendergueer people of color stating that it was unlikely they would be able to
remain in Seattle in the next five years. Sixty-two percent (63%) of white

13
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transgender/genderqueer respondents and 58% of lesbian, gay and bisexual respondents across

race agreed.

* Thirty-four percent (34.4%)

Figure 16. Percent by race responding "yes" to the
surveyed responded that & v P ey

guestion, "Have you or someone in your family moved

they or someone in their out of Seattle in the past two years due to the

family had moved out of rising cost of housing?"

Seattle in the past two (Pooied data, N=1,526)

years due to the rising cost 65, 6%

. . American Indian/Alaska Native
of housing. American

Indian/Alaska Native, Asian 27.7%

Black/African American, Back/African American 57.1%
Multiracial, and Latino Latino/Hispanic 4B.5%
respondents were most Multiracial 48.0%
likely to say so [Figure 16]. White 30.7%

* Places of worship, gathering places and cultural centers are often community anchors,
grounding a community and providing a strong network of support. More than half of African
Americans/Black respondents (58.8%) to the web survey said it was “not very likely” or
“unlikely” for their cultural center, place of worship or gathering place to remain located in
Seattle in 5 years [Figure 17].

Figure 17. "Not very" or "unlikely" for your cultural
center, place of worship or gathering place will be

located in Seattle in 5 years
(web survey, N=342)

American Indian/Alaska Native 30.0%
Asian / Pacific Islander 32.8%
Black/African American S8.8%
Latimo/Hispanic 35.3%
Multiracial 46.4%
White 26.7%
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The web survey showed that across race, the number one reason people moved out of Seattle was for
less expensive housing. People of color were more likely to cite, property redevelopment, foreclosure or
eviction for having to move than White residents [Figure 18].

Figure 1B. Main reasons people moved out of Seattle in last two years
(Web survey, N= 498)

i 7%
otrer please socrt) GRS %
Does not apply B 14%
To be closer to cultural amenities and art 4.3%
4.3%
Disaster loss (fire, flood, ete.)
The property was being redeveloped 228
Medical debt [dld% - .
Foreclosure M 1.4%

Evicted from residence BN 2.9%

Wanted lower rent or less expensive house
to maintain

64.3%

Change from owner to renter OR renter to
owner

!

15.6%

‘Wanted a better guality house or apartment B%

Other, family/personal related 26.1%

Married, widowed, divorced, or separated

11.4%
MNeeded a larger house or apartment 15 25

To establish own household [, 3.7%

To be closer to work/school/other m«i 12.9%
Mew job or job transfer m 10.9%

WPeople of color mWhite
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Is the City doing enough to ensure people can afford to stay in Seattle?

o  When asked whether the City was doing enough to ensure people can afford to stay

living in Seattle, strong majorities in both the phone and web surveys (71% and 82.8%
respectively) disagreed.

The role of City investments.

s The survey asked respondents if they felt City of Seattle public investments (such as
transportation and utilities) have created housing affordability problems in certain
neighborhoods. While 60.2% of web respondents agreed that they had, the distribution
by race of those agreeing was for the most part similar, except for Asian/Pacific Islanders,
who were most likely to agree by at least 7% points higher than other groups.

Quality of life is not always high for people of color, renters and people with disabilities.

s People with disabilities were nearly twice as likely to be dissatisfied with Seattle’s quality of life
compared to those without disabilities, 22.6% compared to 11% (pooled data).

* While all groups had a strong proportion reporting satisfaction, African Americans and American
Indian/Alaska Natives who completed the web survey were nearly three times as likely as White

respondents to say they were dissatisfied or very dissatisfied with the guality of life in their
neighborhoods (23% and 24% com pared to 8% respectively).

o Renters (25.7%) were more likely than home owners (17.6%) to be dissatisfied with Seattle as a
place to raise children (web survey).

Education - Seattle Public Schools struggles to make the grade
with communities of color.

Ratings of Seattle Public Schools (SP5) were mixed across both the phone and web surveys,
particularly among people of color. Despite some mixed opinions regarding SP5's performance and
preparation of students for the future, responses were united in support of ending punitive discipline
measures and improving schools and after-school programs to promote racial eguity.

s When asked, "How do you rate Seattle Public Schools?”, responses from the phone survey were
nearly split in terms of favorable and unfavorable ratings (40% very good/good to 39%

16
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fair/poor). Responses from the web data tended towards less favorable evaluations with 38.6%
rating SPS as fair/poor and only 23.4% rating as good to very good [see attachment, Q 23, p11].

* Interms of race, Black, Native American, and Multiracial respondents gave SP5 a “poor” rating
more than other groups” [Figure 19].

Figure 19. Percent by race who rated

Seattle Public Schools as "Poor"
(Fooled data, N=1071)

American Indian/Alaska Native e 35,5
Asian/Pacific Islander Y 19.2%
Black/African American [ 3845
Latino/Hispanic Y 11.9%
Multiracial I 30.7%
White I 14.8%

0.0% 5.0%% 100%  15.0% 20.0% 25.0% 30.0% 350% 40.0%  45.0%

s The web survey showed that Figure 20. Percent of young people ages 15to 25 rating
while 44 5% of young people SPS favorably (good/very good)
ages 15-25 rated SP5 (Web survey, N=753)
favorably, when

40.9%
disaggregated by race,
differences emerge. Youth of 31.7%
color were less likely to rate
Seattle Public Schools
favorably compared to their
White counterparts [Figure
20].

* About 75% of each sample
reported agreement with the
statement, “Shifting from punitive discipline measures in Seattle Public Schools to measures
that address harm and repair relationships is important to making sure all students, regardless
of their race, receive fair and just treatment.” [see Attachment, Q25] When analyzed by race,
gender and sexual orientation, there was strong consensus across groups.

People of color White
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Figure 22. Felt participation in outreach engagement
efforts was valued by the City of Seattle

B2%
53.6%
49%
||||||| ||||||| .

2013 2016

W FPFhonesurvey EWeb survey

« While overall, fewer people felt the City valued their participation, the racial disparity that
existed in the 2013 web survey did not appear in 2016. In the 2016 web survey, people of color
were slightly more likely to say their participation was valued a fair amount to a great deal
compared to white respondents (35.1% to 32.8% respectively). This held true across
racef/ethnicities except for Asian Pacific Islander respondents who were approximately as likely
as white respondents to say their participation was valued (32.2%).

+ Similarly, the disparities that existed in the 2013 web survey for leshian, gay and bisexual
respondents compared to straight respondents in terms of their participation feeling valued was
not reported in the 2016 survey. Rather, lesbian, gay, and bisexual respondents were more
likely to feel their participation was valued compared to their straight counterparts (37.3% to
32.6% respectively). This held for LGB people of color as well, of whom 39.1% said they felt their
participation was valued, compared to 36% of LGB White respondents. This did not hold for
transgender respondents who were less likely to say their participation was valued compared
to 2013 (44.5% of transgender respondents said their participation was valued in 2013 which
dropped to 27.3% in 2016).

« Immigrants and refugees were slightly less likely to be aware of the City's outreach efforts
than two years ago. In 2013, 51% of web survey respondents born outside the U.5. were aware
of the City's outreach efforts but fell to 46.5% in 2016.
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Progress towards racial equity is not felt by all. Urgency and
action is necessary to make a difference in people’s lives.

Figure 23. Percent agreeing that Seattle

. o o - is making progress eliminating racial inequities
making progress eliminating racial inequities and 2013 to 2016

In 2016, fewer people said they believe Seattle is

creating a city where social, economic, and political

opportunities and outcomes are not predicted upon
9% 72%

a person’'s race than reported so in 2013 [Figure 23 57%

. 439 2013
and Figure 24]. .

- m2016
Phone Web

Web survey data overtime shows that across
race, the same or more people respond less Figure 24, Percent agreeing that
favorably than they had in the previous survey. Seattle is making progress eliminating racial

inequities

For example, while the percent of
(web survey, N=1074)

Black/African Americans who strongly

disagreed that we are making progress held American Indian/Alaska Native 57.20%
the same since the last survey (around 32%), Asian/ Pacific Islander 58.70%
White people were also more likely than they Black/African American 36.40%

Latino 54.60%

had been in 2013 to strongly disagree, moving

from 11% in 2013 to 15% in 2016. Multiracial 4. 70%

White 53.50%

Conclusion

For more than a decade the Race and Social Justice Initiative (RSJI) has been working to achieving racial
equity within government. The 2013 Community Survey provided baseline data about who lives, works
and goes to school in Seattle. The 2016 Community Survey reveals sobering facts that we cannot ignore.
Despite our efforts to address the manifestations of institutional and structural racism, our communities
of color continue to experience disparate outcomes in every quality of life indicator. If we are going to
truly change the lives of the most impacted community members, we must center community
leadership, we must resource community-owned strategies and we must be accountable to our
communities.

We can and we must do better.
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Appendix - 2016 Community Survey Frequency Tables

Question 1 — Which of the following applies to you? (Select all that
apply):

Table 1: Respondent lives in Seattle

Phone Survey WebSurvey

Live in Seattle  375(93.75%) 1133 (87.49%)

Does not live in Seattle 25 (6.25%) 162(12.51%)

Table 2: Respondent works in Seattle

Phone Survey ‘WebSurvey

Work in Seattle 188 (47%) 847 (65.41%)

Does not work in Seattle 212 (53%) 448 (34.59%)

Table 3: Respondent goes to school in Seattle

Phone Survey  WebSurvey

Go to school in Seattle 33 (8.25%) 228 (17.61%)

Does not go to school in Seattle 367 (91.75%) 1067 (82.39%)

Question 2 — Please select which mostclosely matches your

satisfaction with the quality of life in Seattle:
Table 4: Seattle as a place to live

Phone Survey  Web Survey

Very satisfied 178 (44.5%) 434 (33.51%)
Somewhat satisfied 164 (41%) 645 (49.81%)
Dissatisfied 41 (10.25%) 115 (8.88%)
Very dissatisfied 13 (3.25%) 37 (2.86%)
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Does not apply 1 (0.25%) 46 (3.55%)
Don't know [ Refused 3 (0.75%) 18 (1.39%)
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Table 5: Your neighborhood as a place to live

Phone Survey

Web Survey

Very satisfied 221 (55.25%) 506 (39.07%)
Somewhat satisfied 150 (37.5%) 552 (42.63%)
Dissatisfied 21 (5.25%) 107 (8.26%)
Very dissatisfied 6 (1.5%) 30 (2.32%)
Does not apply 2 (0.5%) 66 (5.1%)
Don’t know / Refused 0 (0%) 34 (2.63%)

Table 6: Seattle as a place to raise children

Phone Survey  Web Survey
Very satisfied 134 (33.5%) 244 (18.84%)
Somewhat satisfied 139 (34.75%) 430 (33.2%)
Dissatisfied 34 (8.5%) 148(11.43%)
Very dissatisfied 6 (1.5%) 47 (3.63%)
Does not apply 71 (17.75%) 380 (29.34%)
Don't know / Refused 16 (4%) 46 (3.55%)
Table 7: Seattle as a place to work
Phone Survey  Web Survey
Very satisfied 186 (46.5%) 429 (33.13%)
Somewhat satisfied 131 (32.75%) 611 (47.18%)
Dissatisfied 36 (9%) 107 (8.26%)
Very dissatisfied 9 (2.25%) 31 (2.39%)
Does not apply 32 (B%) 90 (6.95%)
Don't know J/ Refused  6(1.5%) 27 (2.08%)

Table 8: Seattle as a place to retire
Phone Survey Web Survey
Very satisfied 122 (30.5%) 179(13.82%)
Somewhat satisfied 132 (33%) 317 (24.48%)
Dissatisfied 73 (18.25%) 243 (18.76%)
Very dissatisfied 43 (10.75%) 185 (14.25%)
Does not apply 16 (4%) 333 (25.71%)

Don't know / Refused 14 (3.5%) 38 (2.93%)
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Question 3 — In comparisonto other neighborhoods in the city, howdo
you rate your neighborhood’s availability of City services, such as

libraries, parks and recreation facilities?

Phone Survey

Web Survey

Very good

Good

Fair

Poor

Don't know / Refused

235 (58.75%)
105 (26.25%)
43 (10.75%)
14 (3.5%)
3(0.75%)

511 (39.46%)
456 (35.21%)
217 (16.76%)
69 (5.33%)
42 (3.24%)

Question 4 — Please state whether you strongly agree, somewhat
agree, somewhat disagree or strongly disagree with the following
statements: My neighborhood is a healthy place tolive.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

207 (51.75%)
147 (36.75%)
33 (8.25%)

9 (2.25%)

4 (1%)

405 (31.27%)
588 (45.41%)
188 (14.52%)
56 (4.32%)
58 (4.48%)

Question 5 — Pleasestate whether... : |have benefited from Seattle’s

environmental progress.

Phone Survey

Web Survey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know [/ Refused

108 (27%)
174 (43.5%)
56 (14%)
35 (8.75%)

27 (6.75%)

312 (24.09%)
560 (43.24%)
146 (11.27%)
55 (4.25%)

222 (17.14%)
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Question 6 — Please state whether... : To what extent do you agree that
Seattle has offered good opportunities for you to get ahead

economically?

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

120 (30%)
128 (32%)
69 (17.25%)
56 (14%)

27(6.75%)

238 (18.38%)
451(34.83%)
278 (21.47%)
229 (17.68%)

99 (7.64%)

Question 7 — Please state whether... : And over the last two years do
you think Seattle has gotten better, stayed the same, or gotten worse in
terms of providing you with opportunities to get ahead economically?

Phone Survey

Web Survey

Gotten better
Stayed the same
Gotten worse
Refused

Don't know

171 (42.75%)
91 (22.75%)
108 (27%)

3 (0.75%)

27 (6.75%)

191 (14.75%)
429 (33.13%)
517 (39.92%)
18 (1.39%)

140 (10.81%)

Question 8 — How often does your family have money left after paying

your monthly bills?

Phone Survey

Web Survey

Often
Sometimes
Occasionally
Mever
Refused

199 (49.75%)
84 (21%)

53 (13.25%)
56 (14%)

8 (2%)

503 (39.39%)
245 (19.19%)
297 (23.26%)
216 (16.91%)
16(1.25%)
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Question 9 — Howdoyourate Seattle’s housing affordability?

Phone Survey

Web Survey

Very pood 18 (4.5%)
Good 46 (11.5%)
Only fair 125 (31.25%)
Poor 205 (51.25%)
Refused 6(1.5%)

8 (0.63%)
39 (3.06%)
246 (19.28%)
962 (75.39%)
21(1.65%)

Question 10 — How likely is it that you will be able to afford to live in

Seattle in five years?

Phone Survey ‘Web Survey

Highly likely 164 (41%)

221 (17.28%)

Likely 101(25.25%) 365 (28.56%)
Notvery likely  71(17.75%) 325 (25.43%)
Unlikely 55 (13.75%) 283 (22.14%)

Don't know f Refused 9 (2.25%)

84 (6.57%)

Question 11 — Have you or someone in your family moved out of Seattle
in the past two years due to the rising cost of housing?

WebSurvey

Phone Survey
Yes 76 (19%)
No 324 (81%)

Refused 0 (0%)

498 (39.21%)
680 (53.54%)

92 (7.24%)
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Question 12 — If you have moved in that last two years, which of the
following describes your move? (Select all that apply)

Phone Survey

Web Survey

Stayed in the same zip code 43 ({10.75%)
Moved out of Seattle 35 (8.75%)
Moved into Seattle 18 [4.5%)

Does not apply 304 (76%)

148 (11.43%)
113 (8.73%)
149 (11.51%)

885 (68.34%)

Question 13 — And what were the main reasons you moved? (Select top

two reasons)

Phone Survey Web Survey

New job or job transfer 12 (10.533%) 71
lo be closer to work/school/other 5 (4.39%) 104
[o establish own household 6 (5.26%) 53
MNeeded a larger house orapartment 4 (3.51%) G5
Married, widowed, divorced, or separated 5 (4.39%) 30
Other, family/personal related 4 (3.51%) 73
Wanted a better quality house or apartment 8 (7.02%) 94
Change from owner to renter OR renter to owner 1 (0.88%) G5
Wanted lower rent or less expensive house to maintain - 21 (18.42%) 11
Evicted from residence 1 (0.88%) 11
Foreclosure 0 (0%) 2
Medical debt 1 (0.88%) 7
lhe property was being redeveloped 0 {0%) 28
Disaster loss (fire, flood, etc.) 0 (0%)
lo be closer to cultural amenities and art 0 {0%) 40
Other 41 (35.96%) a1
Refused 5 (4.39%) 644
Noo114 1541
lotal Respondents 96 1130
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Question 14 — What do you like most about where you live? (Please
select your top two from the list)

Phone Survey Web Survay
Access to publictransit 118 (19.44%) LE81

Affordable rent/mortgage 22 (3.62%) 289
Mear people who share my culture 71 (11.7%) 220
Easy to get to my job 58 (9.56%) 422
CQuality of schools 32 (5.27%) 123
Safety 43 (7.08%) 231
Quality of apartment or house 51 (8.4%) 351
Access to art and culture 91 (14.99%) 301
Other 106 (17.46%) 278
None 15 (2.47%) 43
N o807 2779
lotal Respondents 400 1276

Question 15 — How likelydo you think it is that your cultural center,
place of worship, or gathering place will be located in Seattle in five
years?

Phone Survey Web Survey

Highly likely 193 (48.25%) 320 (24.71%)

Somewhat Likely 92 (23%) 313 (24.17%)

Not very likely 32 (8%) 187 (14.44%)
Unlikely 37 (9.25%) 141 (10.89%)

Don't know [/ Refused 46 (11.5%) 334 (25.79%)
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Question 16 — Please state whether you strongly agree, somewhat
agree, somewhat disagree, or strongly disagree with the following

statements. The City of Seattle’s public investments (transportation,
utilities, etc) have created housing affordability problems in certain

neighborhoods.

Phone Survey

Web Survey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Don't know / Refused

153 (38.25%)
118 (29.5%)
46 (11.5%)
40 (10%)

43 (10.75%)

458 (35.37%)
322 (24.86%)
144 (11.12%)
105 (8.11%)

266 (20.54%)

Question 17 — Please state whether... : The City of Seattle is doing
enough to ensure people can afford to stay living in Seattle.

Phone Survey

Web Survey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Don't know J/ Refused

21 (5.25%)
74 (18.5%)
104 (26%)
180 (45%)
21 (5.25%)

38 (2.93%)
90 (6.95%)
326 (25.17%)
747 (57.68%)
94 (7.26%)

Question 18 — Please state whether... : | feel like | can rely on public
transportation to get where |l need to go in a reasonable amount of

time.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

97 (24.25%)
121 (30.25%)
63 (15.75%)
96 (24%)

23(5.75%)

142 (10.97%)
508 (39.23%)
313 (24.17%)
283 (21.85%)

49 (3.78%)
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Question 19 — Please state whether... : How do you rate Seattle in
terms of ability to get around by public transportation?

Phone Survey ‘Web Survey

Very good 84 (21%) 113 (8.73%)
Good 116 (29%) 348 (26.87%)
Only fair 130 (32.5%) 517 (39.92%)
Poor 58 (14.5%) 275 (21.24%)

Refused 12 (3%) 42 (3.24%)

Question 20 — Please state whether... : And overthe lasttwo years, do
you think Seattle has gotten better, stayed the same, or gotten worse in
terms of access to public transportation?

Phone Survey

Web Survey

Gotten better
Stayed the same
Gotten worse
Refused

137 (34.25%)
130 (32.5%)
121 (30.25%)
12 (3%)

336 (25.95%)
444 (34.29%)
369 (28.49%)
146 (11.27%)

Question 21 — Please state whether... : How do you rate Seattle in terms
of your ability to access affordable health care?

Phone Survey

Web Survey

Very good

Good

Fair

Poor

Don't know / Refused

111(27.75%)
144 (36%)
88 (22%)
28 (7%)

29 (7.25%)

184 (14.21%)
462 (35.68%)
328 (25.33%)
129 (9.96%)

192 (14.83%)
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Question 22 — And over the last two years, do you think Seattle has
gotten better, stayed the same, or gotten worse in terms of accessto

affordable healthcare?

Phone Survey

Web Survey

Gotten better
Stayed the same
Gotten worse
Refused

114 (28.5%)
172 (43%)

71(17.75%)
43 (10.75%)

191 (14.75%)
480 (37.07%)
175 (13.51%)
449 (34.67%)

Question 23 — How do you rate Seattle’s public schools?

Phone Survey

Web Survey

Very good

Good

Fair

Poor

Don't know / Refused

33 (8.25%)
127 (31.75%)
116 (29%)

41 (10.25%)
83 (20.75%)

38 (2.93%)
265 (20.46%)
316 (24.4%)

184 (14.21%)
497 (37.99%)

Question 24 — And over the last two years, do you think Seattle has
gotten better, stayed the same, or gotten worse in terms of public

schools?

Phone Survey

Web Survey

Gotten better
Stayed the same
Gotten worse
Refused

63 (15.75%)
178 (44.5%)
81 (20.25%)
78 (19.5%)

72 (5.56%)
345 (26.64%)
247 (19.07%)
631 (48.73%)
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Question 25. Please state whether...: Shifting from punitive discipline
measures in Seattle Public Schools to measures that address harm and

repair relationships is important to making sure all students,
regardless of their race, receive fair and just treatment.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

183 (45.75%)
127 (31.75%)
20 (5%)

26 (6.5%)

44 (11%)

802(61.93%)
191(14.75%)
47(3.63%)
33 (2.55%)
222(17.14%)

Question 26 — Please state whether... : Staff and teachers at Seattle
Public Schools treat students of color with as much respect as white

students.

Phone Survey WebSurvey

Strongly agree 73 (18.25%) 83 (6.41%)
Somewhat agree 116 (29%) 133(10.27%)
Somewhat disagree 58 (14.5%) 263 (20.31%)
Strongly disagree 30 (7.5%) 228 (17.61%)
Don't know / Refused 123(30.75%) 588 (45 .41%)

Question 27 — Please state whether... : Seattle Public Schools are
preparing students well for the future.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

38 (9.5%)
169 (42.25%)
68 (17%)

48 (12%)
77(19.25%)

36(2.78%)

287 (22.16%)
274 (21.16%)
154 (11.89%)
544(42.01%)
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Question 28 — How much confidence do you have in police officers in
your community to do a good job of enforcing the law?

Phone Survey Web Survey

Apreat deal of confidence  99(24.75%) 94 (7.26%)
Afairamount of confidence 213 (53.25%)
605 (46.72%)
Mo confidence 20 (5%) 116(8.96%)
Refused 2 (0.5%) 89 (6.87%)

Question 29 — How much confidence do you have in police officers in
your community to treat Black people and white people equally?

Phone Survey Web Survey

A pgreat deal of confidence 55 (13.75%) 54 (4.17%)
A fair amount of confidence 177 (44.25%) 249 (19.23%)
Little confidence 110 (27.5%) 531 (41%)
Mo confidence 46 (11.5%) 324 (25.02%)
Refused 12 (3%) 137 [10.58%)

Question 30 — And what about people of color in general, how much
confidence do you have in police officers in your community to treat
people of color and white people equally?

Phone Survey Web Survey

A great deal of confidence 77 (19.25%) 50(3.86%)
A fair amount of confidence 171 (42.75%) 267 (20.62%)
Little confidence 99 (24.75%) H43 (41.93%)
Mo confidence 37 (9.25%) 295 (22.78%)
Refused 16 (4%) 140 (10.81%)
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Question 31 — How much confidence doyou have in the courts treating
people of color and white people equally?

Phone Survey  Web Survey

Apreat deal of confidence 66 (16.5%) 59 (4.56%)
Afairamount of confidence  171(42.75%)
239 (18.46%)
No confidence 39 (9.75%]° 328(25.33%)
Refused 18 (4.5%) 146 (11.27%)

Question 32 — Haveyouever been questioned by the police, charged, or
arrested whenyou had not committed acrime?

Phone Survey 'Web Survey

Yes 74 (18.5%) 270(20.85%)
Mo 326 (81.5%) 993 (76.68%)
Refused 0 (0%) 32 (2.47%)

Question 33 — Haveyou or afamily member everexperienced
incarceration (jail, prison, juvenile detention)?

Phone Survey Web Survey

Myself 33 (8.25%) 69 (5.33%)

Family member 53 (13.25%) 327 (25.25%)
Both — 46 (3.55%)

Meither 313 (78.25%) 8§21 (63.4%)
Refused 1(0.25%) 32 (2.47%)
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Question 34 — Which of the following should the City prioritize to

reduce racial disproportionality in the criminal justice system? [Select
top three]

Phone Survey Web Survey

Better schools and after school programs 233 (22.47%) 5377
Ending out of school suspensions and expulsions 94 (9.06%) 356
Requiring anti-bias training for police and courts 171 (16.49%) 610

Family wage jobs 110 (10.61%) 429
Better mental health services 114 (10.99%) 450

More affordable housing 71 (6.85%) 4372
More parks and community centers 36 (3.47%) 127
Community-based alternatives to arrest and detention 70 (6.75%) 597
Restorative justice 30 (2.89%) 394
More police of color 72 (6.94%) 270
Other 13 (1.25%) 67
Don't know 23 (2.22%) 45
N 1037 4411
lotal Respondents 400 1274

Question 35 — In the last 12 months, did you or a member of your
immediate household experience discrimination, were refused services
or treated unfairly because of: [Select all that apply]

Phone Survey  Web Survey

Race or Color 32 (13.39%) 236 (19.81%)

Disability 21 [8.79%) 86 (7.22%)

Sexual orientation 10 (4.18%) 70 (5.88%)

Mational origin 10 (4.18%) 40 (3.36%)

Religion 15 (6.28%) 35 (2.94%)
Gender 19 (7.95%) 192 (16.12%)

Gender ldentity 6 (2.51%) B4 (5.37%)

Marital status 12 (5.02%) 35 (2.94%)

Because children live in your household 11 (4.6%) 34 (0.03%)
Ape 52 (21.76%) 145 (12.17%)

Veteran or military status 5 (2.09%) 11 (.01%)

A prior juvenile or criminal record 8 (3.35%) 32 (2.85%)

Credit history 20 (8.37%) 110 (9.2%)

Use of a Section 8 Housing Voucher 4 (1.67%) 11 (0.92%)

Breastfeeding in a public place 6(2.51%) 14 (1.18%)

Other reason 8 (3.35%) 73 (6.13%)

N 239 1191
lotal Respondents 113 528
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Question 36 — If you said “Yes” to at least one item in the previous

guestion, please checkthe box for each area that you ora member of
yvour immediate household experienced discrimination or unfair

treatment with: [Selectallthat apply]

Phone Survey  Web Survey

Employment 36 (18%) 192 (18.32%)
Rental housing 18 (9%) 105 (10.02%)

Home ownership 3 (1.5%) 41 (3.91%)

Utility services 9 [4.5%) 25 (2.39%)
Law enforcement and policing 24 (12%) 110 (10.50%)
Consumer, financial services and credit 23 (11.5%) 106 (10.11%)
Health care 14 (7%) 108 (10.31%)

Access to governmental assistance, programs or services 10 (5%) 83 (7.92%)

Education 17 (8.5%) 86 (8.21%)
Private business 22 (11%) 147 (14.03%)

None 24 (12%) 46 (4.39%)

N 200 1048
lotal Respondents 113 527

Question 37 — The City of Seattle conducts outreachand engagement
on many projects and policies. Are you aware of such outreach, oris
this your first time hearing aboutit?

Phone Survey ‘WebSurvey

Aware 195 (48.75%) B67(51.51%)
First time hearing about it 202 (50.5%) 595 (45.95%)

Refused 3 (0.75%) 33(2.55%)

Question 38 — Haveyouparticipated?

Phone Survey  Web Survey

Yes 69 (35.38%) 342 (26.41%)
No 126(64.62%) 907 (70.04%)
N 195 1249
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Question 39 — If you participated, did you feel your participation was
valued?

Phone Survey ‘Web Survey

Apreat deal 13 (18.84%) 38(2.93%)
Afairamount 24 (34.78%) 85 (B.56%)
Just some 17 (24.64%) 137 (10.58%)
Very little  5(7.25%) 80 (6.18%)
MNone 7 (10.14%) 26 (2.01%)
Refused 3 (4.35%) 929 (71.74%)
N 69 1295

Question 40 — How would you rate race relations in Seattle?

Phone Survey  Web Survey

Very good 42 (10.5%) 28 (2.16%)
Good 143 (35.75%) 234 (18.07%)
Only fair 175 (43.75%) 665 (51.35%)
Poor 31 (7.75%) 290 (22.39%)

Refused 9 (2.25%) 78 (6.02%)

Question 41 — And over the last two years, do youthink Seattle has
gotten better, stayed the same, or gotten worse in terms of race
relations?

Phone Survey Web Survey

Gotten better 101 (25.25%) 161 (12.43%)

Stayed the same 212 (53%) 714 (55.14%)
Gotten worse 70 (17.5%) 360 (27.8%)
Refused 17 (4.25%) 60 (4.63%)
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Question 42 — How high of a priority should it be for government to
address the racial equity gaps in education, criminal justice, jobs,

health, housing and other areas?

Phone Survey

Web Survey

High priority
Somewhat of a priority
Mot a priority

Refused

254 (63.5%)
117 (29.25%)
20 (5%)

9 (2.25%)

989 (76.37%)
196 (15.14%)
45 (3.47%)
65 (5.02%)

Question 43 — Please state whether... : To create equity and
opportunity for all, | believe a greater portion of resources should go to

those who are mostin need.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

215 (53.75%)
133 (33.25%)
27 (6.75%)
17 (4.25%)

8 (2%)

813 (62.78%)
329 (25.41%)
51(3.94%)
32 (2.47%)

70(5.41%)

Question 44 — Please state whether... : In Seattle we are making

progress in eliminating racial inequities and creating a city where
social, economic and political opportunities and outcomes are not
predicted based upon a person’s race.

Phone Survey

WebSurvey

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree

Don't know / Refused

78 (19.5%)
211 (52.75%)
62 (15.5%)
32 (8%)

17(4.25%)

83 (6.41%)
470 (36.29%)
353 (27.26%)
200 (15.44%)

189 (14.59%)
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Question 45 — Please state whether... : Compared with fiveyearsago,

do you think there is a wider gap or a narrower gap between African

American residents and White residents in terms of average

Phone Survey ‘WebSurvey
Wider gap 180 (45%) 693 (53.51%)
Marrower gap 71 (17.75%) 87 16.72%)
About the same  67(16.75%) 169 (13.05%)
Don't know / Refused 82 (20.5%) 346(26.72%)

incomes?

Question 46 — Which of the following have youdone overthe last year?

(select all that apply)

Phone Survey Web Survey
Voted in an election 348 (25.4%) 1113
Signed a petition 252 (18.39%) 949
Organized neighbors or community members on an issue 83 (6.06%) 353
loined a community organization or faith-based group to g... 137 (10%) 506
Written or spoken to a local elected official 179 (13.07%) 621
Attended a protest, march or demonstration 85 (6.2%) 502
Given money or volunteered time to support a community or... 266 (19.42%) 978
Mone of the above 20 (1.46%) 49
N 1370 5071
lotal Respondents 400 1260
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Question 47 — What do you think is the most important problem facing

your community today?

Phone Survey

Crime

Development Impacts
Education
Employment
Environment
Healthcare
Homelessness
Housing

Inaquality
MNeighborhood Quality
None

Other

Police brutality
fraffic / Infrastructure

32 (8%)
19 (4.75%)
23 (5.75%)
1(0.25%)

8 (2%)

3 (0.75%)
30 (7.5%)
72 (18%)
66 (16.5%)
2 (0.5%)
15 (3.75%)
81 (20.25%)
1(0.25%)
47 (11.75%)

Question 48 — What is your gender?

Phone Survey

Web Survey

Female

M zle

lransgender

Gendergueer/Gender non-conforming
Other (SPECIFY)

Refused

223 (55.75%)
174 (43.5%)
0 {0%)

0 (0%)
1(0.25%)

2 (0.5%)

854 (65.95%)
330 (25.48%)
5 (0.39%)
29 (2.24%)
26 (2.01%)
51 (3.94%)
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Question 49 — How do you identify yourself by race or ethnicity?

Phone Survey  Web Survey

American Indian / Alaska Native 3 (0.75%) 36 (2.78%)
Asian American 24 (6%) 23 (6.41%)
Pacific Islander 5 (1.25%) 3 (0.23%)
Black f African American 33 (B.25%) 93 (7.18%)
Hispanic / Latino 11 (2.75%) B3 (4.86%)
Middle Eastern 2 (0.5%) 1 (0.08%)
White, non-Hispanic 273 (68.25%) 772 (59.61%)
Multiracial 26 (6.5%) 131 (10.12%)
Other (SPECIFY) 10 (2.5%) 55 (4.25%)
Refused 13 (3.25%) 58 (4.48%)

Question 50 — Were you born in the United States or another country?

Phone Survey  WebSurvey

United States 351 (87.75%) 1121 (B6.56%)
Another country 43 (10.75%) 119 (9.19%)

Refused 6 (1.5%) 55(4.25%)

41

Appendix |: Policies and Procedures governing ALPR | Surveillance Impact Report | Automated License Plate Recognition | page
259



If responding another country:

Phone Survey

Africa  1(2.22%)

Argentina 1 (2.22%)

Australia  1(2.22%)

Austria  1(2.22%)

Barbados 1(2.22%)
Canada 6 (13.33%)

China 1(2.22%)

Cuba 1(2.22%)

England 2 (4.44%)
Germany 6 (13.33%)

Great Britain 1 (2.22%)

Hong Kong 1 (2.22%)

Indonesia 1 (2.22%)

lapan 3 (6.67%)

Limerick, Ireland 1 (2.22%)

Mexico 1(2.22%)

Metherlands 1 (2.22%)

MNigeria 1 (2.22%)

Mone of my business. 1 (2.22%)

Morway 1 (2.22%)

Panama 2 (4.44%)

Philippines 1 (2.22%)

Refused 1 (2.22%)

Scandinavian 1 (2.22%)

Seoul, South Korea 1 (2.22%)

Sweden 1(2.22%)

Swiss 1(2.22%)

lhe Netherlands 1 (2.22%)

UK 1(2.22%)

United Kingdom 2 (4.44%)

Mo 45

Question 51 — Were your parents born in the United States orin
another country?

Phone Survey Web Survey

Both parents born in the United States 281 (70.25%) 924 (71.35%)

Both parents born in another country 73 (18.25%) 190 (14.67%)

1 parent born inthe US, 1 born in another country 39 (9.75%) 124 (9.58%)
Refused 7 (L75%) 57 (4.4%)
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Question 52 — What is your sexual orientation?

Phone Survey ‘Web Survey

Straight 327 (81.75%) 926 (71.51%)

Lesbhian 10 (2.5%) 33 (2.55%)
Gay 11 (2.75%) 36 (2.78%)
Bisexual 7(1.75%) 87 (6.72%)
Queer  1(0.25%) 74 (5.71%)
Other 17 (4.25%) 62 (4.79%)
Refused 27 (6.75%) 77 (5.95%)

Question 53 — Are you a person with a disability?

Phone Survey ‘WebSurvey

Yes 75 (18.75%) 152 (11.74%)
No 318(79.5%) 1083 (83.63%)
Refused 7 (1.75%) 60 (4.63%)

Question 54 — What is your housing situation?

Phone Survey Web Survey

Own 274 (68.5%) 585 (45.17%)
Rent 98 (24.5%) 556 (42.93%)
lransitional housing 0 {0%) 3 (0.23%)
Homeless [/ shelter  0(0%) 21 (1.62%)
Live with someone 12 (3%) 49 (3.78%)
Other 8 (2%) 26 (2.01%)
Refused 8 (2%) 55 (4.25%)
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Question 55 — How many people live in your household?

Phone Survey Web Survey

1 127(31.75%) 243 (18.76%)

2 136 (34%) 496 (38.3%)

3 50(12.5%) 239 (18.46%)

4 45(11.25%) 174 (13 .44%)
S5ormore 29 (7.25%) 83 (6.41%)
Refused 13 (3.25%) 60 (4.63%)

Question 56 — How many children under the age of 18 live in your
household?

Phone Survey Web Survey

0 164 (63.08%) 893 (68.96%)
1 49 (18.85%) 173 (13.36%)
2 37(14.23%) 123 (9.5%)
3 2(3.08%) 30(2.32%)
4 1(0.38%) 5(0.39%)
S5ormore 0 (0%) 2 (0.15%)
Refused 1 (0.38%) 69 (5.33%)
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Question 57 — What is your zipcode?

Phone Survey

98004  1{0.25%)
98018  1{0.25%)
98026  1{0.25%)
98031 2 (0.5%)
98038 1{0.25%)
98055 1{0.25%)
98057 1(0.25%)
98077 1{0.25%)
9B101 7 (1.75%)
98102 10(2.5%)
98103 23 (5.75%)
BI04 3{0.75%)
98105 16 (4%)
98106 B [2%)
98107 12 (3%)
98108 5{1.25%)
98109 B (2%)

2 9({235%)

4 1(0.25%)
115 36 (9%)

16 16 (4%)
7 11(2.75%)

8 23(575%)
119 17 (4.25%)
98121 2 (05%)
98122 15 (3.75%)
98125 32 (8%)
98136 16 (4%)
98133 13 (3.25%)
98136 16 (4%)
98139 1{0.25%)
98144 18 (4.5%)
98145 1{0.25%)
98146 7 {1.75%)
98148 1{0.35%)
98155  6{15%)
98166 2{05%)
98168 T {1.75%)
9B177  4(1%)
GBITE 15 {3.75%)
98188  Z{05%)
98199 11 {2.75%)
98233 1{0.25%)
98275 1{0.25%)
99999 15 (3.75%)
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Question 58 — Is your age between:

Phone Survey

Web Survey

15 and 25

26 and 35

36 and 50

51and 64

65 year of age or older
Refused

15 (3.75%)
24 (6%)

72 (18%)
140 (35%)
143 (35.75%)
6 (1.5%)

85 (6.56%)
370 (28.57%)
395 (30.50%)
243 (18.76%)
141 (10.88%)
61 (4.71%)

Question 59 — What is the highest level of education you have

completed?

Phone Survey Web Survey

Grade school or some high school

High school graduate

Some college, technical, vocational or two year degree
Four year college graduate

Post graduate work or graduate degree

Refused

7(L75%) 29 (2.24%)
33 (8.25%) 26 (2.01%)
95 (23.75%) 212 (16.37%)
116 (29%) 380 (29.34%)
141 (35.25%) 589 (45.48%)
8 (2%) 59 (4.56%)

Question 60 — How long have you lived, worked or gone to school in

Seattle?

Phone Survey Web Survey
One yearor less 15 (3.75%) 63 (4.86%)
1to 2years — 71(5.48%)
2to5years 25 (6.25%) 164 (12.66%)
S5to10vyears 23 (5.75%) 187 (14.44%)
10 vears or more 328 (82%) 756 (58.38%)
Refused 9 (2.25%) 54 (4.17%)
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Question 61 — What is your current employment status?

Phone Survey  Web Survey

Employed full time 150 (37.5%) 642 (49 58%)

Employed part time 32 (8%) 133 (10.27%)
Self employed 36 (9%) 90 (6.95%:)
Currently unemployed 38 (9.5%) 63 (4.86%)
Student 3 (0.75%) 63 (4.86%:)

Other 132 (33%) 248 (19.23%)
Refused 9(2.25%) 55 (4.25%)

Question 62 — When it comes to politics, do you usually think of
yourself as a Liberal, a Conservative, a Moderate, or have you not

thoughtabout itmuch?

Phone Survey

Web Survey

Liberal

Conservative

Moderate

Haven't thought about it much
Other (SPECIFY)

Refused

207 (51.75%)
42 (10.5%)
60 (15%)

47 (11.75%)
29 (7.25%)
15 (3.75%)

808 (62.39%)
25 (1.93%)
158(12.2%)
65 (5.02%)
171(13.2%)
68 (5.25%)

Table 9: If responding other to Q62:

Phone Survey

Always vote for the best candidate and independently.  1(3.33%)

Democrat 3 (10%)

Democratic Socialist 1 (3.33%)

Idon't agree with politics at all.  1(3.33%)

In between conservative and liberal. 1 (3.33%)
Independent 14 (46.67%)

Liberal and moderate. 1(3.33%)

Liberal in the classical sense, as in liberal education.  1(3.33%)

Progressive 4(13.33%)

Radical 1(3.33%)

Socialist Party 1(3.33%)
Sometimes depends on candidate or election, won't lump myselfin one.  1(3.33%)

N30
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Phone Survey Web Survey

Less than 20,000 38 (9.5%) 141 (10.89%)

520,000 to less than 540,000 46 (11.5%) 145 (11.51%)

540,000 to less than S60,000 43 (10.75%) 198 (15.29%)

S$60,000 to less than $75,000 37 (9.25%) 151(11.66%)

575,000 to less than $100,000 54 (13.5%) 157 (12.12%)

5100,000 to less than 5150,000 43 (10.75%) 219(16.91%)
$150,000 to less than $200,000 19 (4.75%) 97 (7.49%)
S200,000 or above 38 (9.5%) 77 (5.95%)

Refused 82 [20.5%) 106 (8.19%)

Question 64 — If you live in Seattle, what is your City Council district?

Phone Survey ‘Web Survey
District 1 24 (6%) 82(6.82%)
District 2 5(1.25%) 97 (8.06%)
District 3 15 (3.75%) 141 (11.72%)
District 4 13 (3.25%) 71(5.9%)
District 5 13 (3.25%) 53 (4.41%)
District& 10 (2.5%) 94 (7.81%)
District 7 20 (5%) 64 (5.32%)
Don't know 278 (69.5%) 470 (39.07%)
Does not apply / Don't live in Seattle 22 (5.5%) 131 (10.89%)
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Chapter 10.97 RCW: WASHINGTON STATE CRIMINATL RECORDS PREIVACY ACT  Paged of 10

Finding—Conflict with federal requirements—2016 c 81: See notes following
RCWV 9.97.010.

Effective dates—Severability—Intent—1998 ¢ 297: S== notes following RCW
71.05.010.

Index, part headings not law—Severability—Effective
dates—Application—1990 c 3: See RCW 18.155.900 through 18.155.902.

10.97.040
Information required—Exceptions.

Mo criminal justice agency shall disseminate ciminal history record information
pertaining to an arrest, detention, indictment, information, or other formal criminal charge
made after December 31, 1977, unless the record disseminated states the disposition of such
charge to the extent dispositions have besn made at the time of the request for the
information: PROVIDED, HOWEVER, That if a disposition occurning within ten days
immediately preceding the dissemination has not been reported to the agency disseminating
the criminal history record information, or if information has been received by the agency
within the seventy-two hours immediately preceding the dissemination, that information shall
not be required to be included in the dissemination: PROVIDED FURTHER, That when
another criminal justice agency requests criminal history record information, the disseminating
agency may disseminate specific facts and incidents which are within its direct knowledge
without furmishing disposition data as otherwise required by this section, unless the
disseminating agency has received such disposition data from either: (1) the state patrol, or
(2) the court or other criminal justice agency required to fumish disposition data pursuant to
RCW 10.97.045.

Mo criminal justice agency shall disseminate cnnunal history record information which
shall include information concerning a felony or gross misdemeanor without first making
inquiry of the idenftification section of the Washington state patrol for the purpose of obtaining
the most current and complete information available, unless one or more of the following
circumstances exists:

(1) The information to be disseminated is neaded for a purpose in the administration of
criminal justice for which time is of the essence and the identification section is technically or
physically incapable of responding within the required tims;

(2) The full nformation requested and to be disseminated relates to specific facts or
incidents which are within the direct knowladge of the agency which disseminates the
information;

(3) The full information requested and to be disseminated is contained in a criminal
history record information summary received from the identification section by the agency
which is to make the dissemination not more than thirty days preceding the dissemination to
be made;

(4) The statute, executive order, court rule, or court order pursuant to which the
informaticn is to be disseminated refers solely to information in the files of the agency which
makes the dissemination;
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Chapter 10.97 RCW: WASHINGTON STATE CRIMINAL RECORDS PRIVACY ACT Page > of 10

(5) The information requested and to be disseminated is for the express purpose of
research, evaluative, or stafistical activities to be based upon information maintained in the
files of the agency or agencies from which the information is directly sought; or

(6) A person who is the subject of the record requests the information and the agency
complies with the requirements in RCW 10.97.080 as now or hersafter amended.

[1979 ex.5.c 36§ 2; 1977 ex.s. c 314 § 4]

10.97.045
Disposition data to initiating agency and state patrol.

Whenever a court or other criminal justice agency reaches a disposition of a criminal
proceeding, the court or other criminal justice agency shall furnish the disposition data to the
agency initiating the criminal history record for that charge and to the identification section of
the Washington state patrol as required under RCW 43.43.745.

[1979 ex.s. c 36§ 6.]

10.97.050
Restricted, unrestricted information—Records.

(1) Conviction records may be disseminated without restriction.

(2) Any criminal history record information which pertains to an incident that occurrad
within the last twelve months for which a person is currently being processed by the criminal
Justice system, including the entire pericd of correctional supervision extending through final
discharge from parole, when applicable, may be disseminated without restriction.

(3) Criminal history record information which includes nonconviction data may be
disserminated by a cnminal justice agency to another criminal justice agency for any purpose
associated with the administration of criminal justice, or in connection with the employment of
the subject of the record by a cnminal justice or juvenile jusfice agency. A cniminal justice
agency may respond to any inquiry from another criminal justice agency without any obligation
to ascertain the purpose for which the information is to be used by the agency making the
inquiry.

(4) Criminal history record information which includes nonceonviction data may be
disseminated by a criminal justice agency to implement a statute, ordinance, exscutive order,
or a court rule, decision, or order which expressly refers to records of arrest, charges, or
allegations of criminal conduct or other nonconviction data and authonzes or directs that it be
available or accessible for a specific purpose.

(5) Criminal history record information which includes nonconviction data may be
disseminated to individuals and agencies pursuant to a contract with a cniminal justice agency
to provide services related to the administration of criminal justice. Such contract must
specifically authorize access to ciminal history record information, but need not specifically
state that access to nonconviction data is included. The agreement must limit the use of the
criminal history record information to stated purposes and insure the confidentiality and
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Chapter 10.97 RCW: WASHINGTON STATE CRIMINAL RECORDS PRIVACY ACT Page 6o0f 10

secunfy of the information consistent with state law and any applicable federal statutes and
reqgulations.

(6) Criminal history record information which includes nonconviction data may be
disseminated to individuals and agencies for the express purpose of research, evaluative, or
statistical activities pursuant to an agreement with a criminal justice agency. Such agreement
must authorize the access to nonconviction data, limit the use of that information which
identifies specific individuals to research, evaluative, or statistical purposes, and contain
provisions giving notice to the person or organization to which the records are disseminated
that the use of information obtained therefrem and further dissemination of such information
are subject to the provisions of this chapter and applicable federal statutes and regulations,
which shall be cited with express reference to the penalties provided for a viclation thereof.

(T) Every criminal justice agancy that maintains and disseminates criminal history
record information must maintain information pertaining to every dissemination of ciminal
history record information except a dissemination to the effect that the agency has no record
conceming an individual. Information pertaining to disseminations shall includs:

(a) An indication of to whom (agency or person) criminal history record information was
disseminated;

(b) The date on which the information was disseminated;

(c) The individual to whom the information relates; and

(d) A brief description of the information disseminated.

The information pertaining to dissemination required to be maintained shall be retained
for a period of not less than one year.

(8) In addition to the other provisions in this section allowing dissemination of criminal
history record information, RCW 4.24.550 governs dissemination of information concerning
offenders who commit sex offenses as defined by RCW 9.94A.030. Cnninal justice agencies,
their employees, and officials shall be immune from civil liability for dissemination on criminal
history record information concerning sex offenders as provided in RCW 4.24.550.

[2012 c 125 § 2; 2005 c 421 § 9; 1990 c 3 § 129; 1977 ex.s. c 314§ 5]
NOTES:

Index, part headings not law—Severability—Effective
dates—Application—1990 ¢ 3: See RCW 18.155.900 threugh 18.155.902.

10.97.060
Deletion of certain information, conditions.

Criminal history record information which consists of nonconviction data only shall be
subject to deletion from criminal justice agency files which are available and generally
searched for the purpose of responding to inquirizs concerning the criminal history of a named
or otherwise identified individual when two years or longer have elapsed since the record
became nonconviction data as a result of the entry of a disposition favorable to the defendant,
or upon the passage of thres years from the date of arrest or issuance of a citation or warrant
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Chapter 1097 RCW: WASHINGTON STATE CRIMINATL RECORDS PRIVACY ACT  Page 8 of 10

10.97.080
Inspection of information by subject—Challenges and corrections.

All criminal justice agencias shall permit an individual who is, or who belisves that he
or she may be, the subject of a criminal record maintained by that agency, fo appear in person
during normal business hours of that cniminal justice agency and request to see the cniminal
history record information held by that agency pertaining to the individual. The individual's
right to access and review of ciminal history record information shall not extend to data
contained in intelligence, investigative, or other related files, and shall not be construad to
include any information other than that defined as criminal history record information by this
chapter.

Every criminal justice agency shall adopt rules and make available forms to facilitate
the inspection and review of criminal history record information by the subjects thereof, which
rules may include requirements for identification, the establishmeant of reasonable periads of
time to be allowed an individual to examine the record, and for assistance by an individual's
counsel, interpreter, or other appropriate persons.

Mo person shall be allowed to retain or mechanically reproduce any nonconviction data
axcept for the person who is the subject of the record. Such person may retain a copy of their
personal nonconviction data information on file, if the criminal justice agency has verified the
identities of those who seek to inspect them. Cnminal justice agencies may impose such
additional restrictions, including fingarprinting, as are reasonably necessary both to assure the
record's security and to verify the identities of those who seek to inspect them. The criminal
Justice agency may charge a reasonable fee for fingerpninting or providing a copy of the
personal nonconviction data information pursuant to this section. The provisions of chapter
42.56 RCW shall not be construed to require or authorize copying of nonconviction data for
any other purpose.

The Washington state patrol shall establish rules for the challenge of records which an
individual daclares to be inaccurate or incomplete, and for the resclution of any disputes
between individuals and criminal justice agencies pertaining to the accuracy and
completenass of cniminal history record information. The Washington state patrol shall also
adopt rules for the correction of eriminal history record information and the dissemination of
corrected information to agencies and persons to whom inaccurate or incomplete information
was previously disseminated. Such rules may establish time limitations of not less than ninety
days upon the requirement for disseminating corrected informafion.

[2012c 125§ 3; 2010 c 8 § 1093; 2005 ¢ 274 § 206; 1979 ex.5. c 36 § 3; 1977 ex.5. c 314 §
8]

10.97.090
Administration by state patrol.

The Washington state patrol is hereby designated the agency of state govemment
responsible for the administration of the 1977 Washington State Criminal Records Privacy Act.
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Chapter 10.97 RCW: WASHINGTON STATE CRIMINAL RECORDS PRIVACY ACT Page 9of 10

The Washington state patrol may adopt any rules and regulations necassary for the
performance of the administrative functions provided for in this chapter.

The Washington state patrol shall have the following specific administrative duties:

(1) To establish by rule and regulation standards for the security of ciminal history
information systemns in order that such systems and the data contained therein be adequately
protected from fire, theft, loss, destruction, other physical hazard, or unauthonzed access;

(2) To establish by rule and regulation standards for personnel employed by cnminal
Justice of other state and local govermment agencies in positions with responsibility for
maintenance and dissemination of criminal history record information; and

(3) To contract with the Washington state auditor or other public or private agency,
organization, or individual to perform audits of criminal history record information systems.

[1979 ex.5.c 36§ 4; 1977 ex.s. c 314 § 9]

10.97.100
Fees.

Crininal justice agencies shall be authonized to establish and collect reasonable fees
for the dissemination of criminal history record information fo agencies and persons other than
criminal justice agencies.

[1977 ex:s. c 314§ 10

10.97.110
Civil remedies—Criminal prosecution not affected.

Any person may maintain an action to enjoin a continuance of any act or acts in
violation of any of the provisions of this chapter, and if injured thereby, for the recovery of
damages and for the recovery of reasonable attorneys’ fees. If, in such action, the court shall
find that the defendant is violating or has violated any of the provisions of this chapter, it shall
enjaoin the defendant from a centinuance thereof, and it shall not be necessary that actual
damages to the plaintiff be alleged or proved. In addition to such injunctive relief, the plaintiff
in =aid action shall be entitled to recover from the defendant the amount of the actual
damages, if any, sustained by him or her if actual damages to the plaintiff are alleged and
proved. In any surt brought to enjoin a violation of this chapter, the prevailing party may be
awarded reasonable attorneys’ fees, including fees incurred upon appeal. Commencement,
pendency, or conclusion of a civil action for injunction or damages shall not affect the liability
of a person or agency to criminal prosecution for a violation of this chapter.

[ 2010 c 8 § 1094; 1979 ex.s. c 36 § 5; 1977 ex.s. c 314§ 11]
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Chapter 11.35 - IMMOBILIZATION

Sections:
11.35.010 - Scofflaw list

A.  When there are four or more parking citations issued against a vehicle for each of which a person
has failed to respond, failed to appear at a requested hearing, or failed to pay amounts due for at
least 45 days from the date of the filing of each of those citations, the Seattle Municipal Court shall
place the vehicle on a list of scofflaws, and shall mail, by first class mail, a notice to the last known
registered owner of the vehicle, as disclosed by the vehicle license number as provided by the
Washington State Department of Licensing or equivalent vehicle licensing agency of the state in
which the vehicle iz registered. If there is no last known address that can be ascertained from the
Washington Depariment of Licensing, or if the vehicle has no Washington vehicle license number or
iz not registerad in the State of Washington, the notice, in the form of a readily visible nofification
sticker, may be affixed to the vehicle while left within a public right-of-way or other publicly owned or
controlled property. A nofification sticker may be used in lieu of mailing even if the last known
address is ascertainable for vehicles registered in the State of Washington_

B. The registered vehicle owner may request an administrative review at the Seattle Municipal Court at
any time that the vehicle is on the scofflaw list until the vehicle has been immobilized or impounded.
The review should only examine whether the vehicle is properly on the scofflaw list and shall not
review the underlying citations that caused the vehicle to be included on the scofflaw list. The vehicle
shall be removed from the list only upon a showing by the registered owner that either:

1. fewer than four of the citations that caused the vehicle to be included on the scofflaw list were
committed while the current registered owner was the legal owner of the vehicle; or

2. all amounts due pertaining to the citations that met the criteria for scofflaw under Section
11.35.010 A have been satisfied in full.

C. A wvehicle shall remain on the scofflaw list until all outstanding parking infraction penalties, court
costs (including but not mited to collection agency remuneration authorized under RCW 3.02.045),
default penalties on parking traffic infractions imposed under Section 11.31.120, immobilization
release fees imposed under subsection 11.35.020.H, costs of impoundment (including removal,
towing and storage fees) imposed under Section 11.30.120, towing administrative fees imposed
under Section 11.30.280 and immobilization administrative fees under subsection 11.35.020.H, and
interest, have been paid, or a time payment plan has been arranged with the Seafttle Municipal Court
or their authorized agent.

. When a time payment plan is created, the subject vehicle shall be temporarily removed from the
scofflaw list and the payment amounts shall be applied on a pro rata basis until all penalties, fines or
fees owed relating to all parking citations are satisfied. A vehicle that has been temporarily removed
from the scofflaw list shall be returned to the list if the owner defaults on the time payment
agreement, in accordance with guidelines adopted by the Seattle Municipal Court.

(Ord. 124558, § 1. 2014; Ord. 123563, § 1. 2011: Ord. 123447 § 1. 2010)

11.35.020 - Immobilization

A. [Effective July 1, 2011 and thereafter, if the notice requirements under Section 11.35.010 A have
been met, and if parked in public right-of-way or on other publicly owned or controlled property, a
vehicle on the scofflaw list may be immobilized by installing on such vehicle a device known as a
"boot," which clamps and locks onto the vehicle wheel and impedes vehicle movement. If a vehicle is
immobilized, it shall not be released until full payment has been made, or a time payment agreement
has been entered into for all outstanding penalties, fines, or fees owed for all parking citations, plus
all immobilization, towing, and storage charges and administrative fees.
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B. Any vehicle that remains booted for 48 hours or more, not including any of the 48 hours from the
beginning of Saturday until the end of Sunday, or which becomes illegally parked while booted, shall
be subject to towing and impoundment pursuant to Section 11.30.040. The Seattle Department of
Transportation and Seattle Police Department shall issue joint guidelines for vehicle towing related to
immobilization, based on Sections 11.30.040 and 11.16.320.

C. The person installing the boot shall leave under the windshield wiper or otherwize attach to the
vehicle a notice advising the owner that the vehicle has been booted by the City of Seattle for failure
to respond, failure to appear at a requested hearing, and failure to pay amounts due for four or more
adjudicated parking infractions for at least 45 days from the date of the last such adjudication issued
against the wehicle; that release of the boot may be obtained by paying all cutstanding penalties,
fines, or forfeitures owed relating to all adjudicated violations, plus all booting, removal, towing, and
storage charges and administrative fees; that unless such payment is made within two business
days of the date of the notice, the vehicle will be impounded; that it is unlawful for any person to
remove or attempt to remove the boot, to damage the boot, or to move the vehicle with the boot
attached, unless authorized by the Seattle Police Depariment or an authorized agent of the City;, and
that the owner may seek an administrative review of the booting by submitting a request to the
Seattle Municipal Court within ten days of the release of the boot. The notice shall further state that
the vehicle remains subject to impoundment regardless of whether the owner requests an appeal.

D. The vehicle may be released from immobilization when the vehicle owner or an agent of the owner
pays all cutstanding parking infraction penalties, court costs (including but not limited to collection
agency remuneration authorized under RCW 3.02.045), default penalties on parking traffic
infractions imposed under Section 11.31.120, immobilization release fees imposed under subsection
11.35.020.H, costs of impoundment (including removal, towing and storage fees) imposed under
Section 11.30.120, towing administrative fees imposed under Section 11.30.290 and immobilization
administrative fees under subsection 11.35.020H, and interest, or enters into a time payment
agreement for the payment thereof. Upon full payment or upon entry into a time payment agreement,
the Seattle Police Department or other authorized agent of the City shall promptly remove or enable
the removal of the boot from the vehicle. If payment is made in full, the vehicle shall be removed
from the scofflaw list and shall not be subject to immobilization or impoundment for the paid citations.
Upeon entry into a time payment agreement, the vehicle shall be temporarily removed from the
scofflaw list and shall not be subject to immobilization, provided, however, that the vehicle shall be
retumed to the scofflaw list and be subject to immobilization if the owner defaults on the time
payment agreement. A registered owner who defaults on a time payment agreement shall not be
given another opportunity to make a time payment arrangement and therefore, payment for all
outstanding amounts above shall be made in full before the vehicle may be removed from the
scofflaw list or released from immobilization or impound. Any person who has previously removed or
enabled removal of a booting device in viclation of subsection E while on the scofflaw list for any four
or more parking infractions, and subseguently is booted a second time while on the scofflaw list for
the same parking infractions, shall not be eligible for a time payment plan.

E. Mo person other than an authorized employee of the Seattle Police Department or an authorized
agent of the City shall remove or enable the removal of the boot described in subsection A of this
Section from any vehicle on which it has been installed unless the requirements of subsection D
have been met.

F. [If the Seattle Police Department or an authorized agent of the City enables the vehicle owner to
remove the boot, the owner shall retumn the boot to a location designated by the Department within
two calendar days of the remowval.

G. Mo person, other than an authorized employee of the Seattle Police Department or other authorized
agent of the City, shall move, by towing or other means, any vehicle after it has been immobilized but
hefore the oot has been removed.

H. The Director of Finance and Administrative Services shall determine and set an immobilization fee
and an administrative fee in amounts such that the sum of such fees do not exceed the sum of the
lowest impound fee, minimum storage fee, and administrative fee for vehicle impoundment under
Section 11.30.120. An administrative fee, if any, shall be levied when the boot is removed. The
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administrative fee shall be collected by the contractor releasing the vehicle from immobilization, shall
be remitted to the Department of Finance and Adminizstrative Services, and shall be deposited in an
approprate account.

l. A perzon who fails to return the booting device within the time frame required by subsection F of this
section may be charged a late fee as determined by the Director of Finance and Administrative
Services.

J. A person who intentionally damages the booting device may be charged a replacement fee as
determined by the Director of Finance and Administrative Services and also may be prosecuted for
the crime of property destruction under section 124.08.020.

K. The Director of Finance and Administrative Services shall adopt rules governing the imposition of
fees under this Section 11.35.020.

(Ord. 124558, § 2, 2014; Ord. 123563, § 2, 2011; Ord. 123447, § 1, 2010)

11.35.030 - Post-immobilization review

The registered vehicle owner may seek a post-deprivation review of the immobilization by submitting
a written request to the Seattle Municipal Court within ten days of the placement of the notice on the
vehicle, az established by the notice date. Upon timely receipt of such written request, the Seattle
Municipal Court shall, within a reasonable time as established by the Court, conduct a review on the issue
of whether the immobilization was proper and shall issue a written decision setting forth the reasons on
which the decision is based, provided, however, that any previously adjudicated parking infractions that
formed the basis of the vehicle's scofflaw status shall not be subject to the review. The person seeking
review shall have an opporunity to present evidemce on his or her behalf in accordance with
requirements established by the Court.

(Ord. 123447, § 1. 2010)
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Chapter 11.35 - IMMOBILIZATION
Sections:

11.35.010 - Scofflaw list

A.  When there are four or more parking citations issued against a vehicle for each of which a person
has failed to respond, failed to appear at a requested hearing, or failed to pay amounts due for at
least 45 days from the date of the filing of each of those citations, the Seattle Municipal Court shall
place the vehicle on a list of scofflaws, and shall mail, by first class mail, a notice to the last known
registered owner of the vehicle, as disclosed by the vehicle license number as provided by the
Waghington State Department of Licensing or equivalent vehicle licensing agency of the state in
which the vehicle iz registered. If there is no last known address that can be ascertained from the
Waghington Department of Licensing, or if the vehicle has no Washington vehicle license number or
iz not registered in the State of Washington, the notice, in the form of a readily visible nofification
sticker, may be affixed to the vehicle while left within a public right-of-way or other publicly owned or
controlled property. A notification sticker may be used in lieu of mailing even if the last known
address i ascertainable for vehicles registered in the State of Washington.

B. The registered vehicle owner may request an administrative review at the Seattle Municipal Court at
any time that the vehicle is on the scofflaw list until the vehicle has been immobilized or impounded.
The review should only examine whether the vehicle is properly on the scofflaw list and shall not
review the underlying citations that caused the vehicle to be included on the scofflaw list. The vehicle
ghall be removed from the list only upon a showing by the registered owner that either:

1. fewer than four of the citations that caused the vehicle to be included on the scofflaw list were
committed while the current registered owner was the legal owner of the vehicle; or

2. all amounts dus pertaining to the citations that met the criteria for scofflaw under Section
11.35.010 A have been satisfied in full.

C. A wehicle shall remain on the scofflaw list until all cutstanding parking infracion penalties, court
costs (including but not limited to collection agency remuneration authorized under RCW 3.02.045),
default penalties on parking traffic infractions imposed under Section 11.31.120, immeobilization
release fees imposed under subsection 11.35.020.H, costz of impoundment (including removal,
towing and storage fees) imposed under Section 11.30.120, towing administrative fees imposed
under Section 11.30.290 and immobilization administrative fees under subszection 11.35.020.H, and
interest, have been paid, or a time payment plan haz been arranged with the Seattle Municipal Court
or their authorized agent.

D. When a time payment plan is created, the subject vehicle shall be temporarily removed from the
scofflaw list and the payment amounts shall be applied on a pro rata basis until all penalties, fines or
fees owed relating to all parking citations are satisfied. A vehicle that has been tem porarily removed
from the scofflaw list shall be retumed to the list if the owner defaulis on the time payment
agreement, in accordance with guidelines adopted by the Seattle Municipal Court.

(Ord. 124558, § 1. 2014; Ord. 123563, § 1, 2011; Ord. 123447, § 1. 2010)

11.35.020 - Immobilization

A,  Effective July 1, 2011 and thereafter, if the notice requirements under Section 11.35.010 A have
been met, and if parked in public right-of-way or on other publicly owned or controlled property, a
vehicle on the scofflaw list may be immobilized by installing on such vehicle a device known as a
"boot," which clamps and locks onto the vehicle wheel and impedes vehicle movement. If a vehicle is
immaobilized, it shall not be released until full payment has been made, or a time payment agreement
has been entered into for all outstanding penalties, fines, or fees owed for all parking citations, plus
all immobilization, towing, and storage charges and administrative fees.
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B. Any vehicle that remains booted for 48 hours or more, not including any of the 458 hours from the
beginning of Saturday until the end of Sunday, or which becomes illegally parked while booted, shall
be subject to towing and impoundment pursuant to Section 11.30.040. The Seattle Department of
Transportation and Seattle Police Department shall issue joint guidelines for vehicle towing related to
immaobilization, based on Sections 11.30.040 and 11.16.320.

C. The person installing the boot shall leave under the windshield wiper or otherwise attach to the
vehicle a notice advising the owner that the vehicle has been booted by the City of Seattle for failure
to respond, failure to appear at a requested hearing, and failure to pay amounts due for four or more
adjudicated parking infractions for at least 45 days from the date of the last such adjudication issued
against the vehicle; that release of the boot may be obtained by paying all outstanding penalties,
fines, or forfeitures owed relating to all adjudicated violations, plus all booting, removal, towing, and
storage charges and administrative fees; that unless such payment is made within two business
days of the date of the notice, the vehicle will be impounded; that it is unlawful for any person to
remove or attempt to remove the boot, to damage the boot, or to move the vehicle with the boot
attached, unless authorized by the Seattle Police Department or an authorized agent of the City; and
that the owner may seek an administrative review of the boofing by submitting a request to the
Seattle Municipal Court within ten days of the release of the boot. The notice shall further state that
the vehicle remains subject to impoundment regardless of whether the owner requests an appeal.

D. The vehicle may be released from immobilization when the vehicle owner or an agent of the owner
pays all outstanding parking infraction penalties, court costs (including but not limited to collection
agency remuneration authorized under RCW 3.02.045), default penalties on parking traffic
infractions imposed under Section 11.31.120, immobilization release fees imposed under subsection
11.35.020.H, costs of impoundment (including removal, towing and storage fees) imposed under
Section 11.30.120, towing administrative fees imposed under Section 11.30.290 and immobilization
administrative fees under subsection 11.35.020H, and interest, or enters into a time payment
agreement for the payment thereof. Upon full payment or upon entry into a time payment agreement,
the Seattle Police Department or other authorized agent of the City shall promptly remove or enable
the removal of the boot from the vehicle. If payment i made in full, the vehicle shall be removed
from the scofflaw list and shall not be subject to immobilization or impoundment for the paid citations.
Upon entry into a time payment agreement, the vehicle shall be temporarily removed from the
scofflaw list and shall not be subject to immebilization, provided, however, that the vehicle shall be
retumed to the scofflaw list and be subject to immobilization if the owner defaults on the time
payment agreement. A registered owner who defaults on a time payment agreement shall not be
given anocther opportunity to make a time payment arrangement and therefore, payment for all
outstanding amounts above shall be made in full before the vehicle may be removed from the
scofflaw list or released from immobilization or impound. Any person who has previously removed or
enabled removal of a booting device in violation of subsection E while on the scofflaw list for any four
or more parking infractions, and subseguently is booted a second time while on the scofflaw list for
the same parking infractions, shall not be eligible for a time payment plan.

E. Mo person other than an authorized employee of the Seattle Police Department or an authorized
agent of the City shall remove or enable the removal of the boot described in subsection A of this
Section from any vehicle on which it has been installed unless the requirements of subsection D
have been met.

F. If the Seattle Police Department or an authorized agent of the City enables the vehicle owner to
remove the boot, the owner shall return the boot to a location designated by the Department within
two calendar days of the removal.

G. No person, other than an authorized employee of the Seattle Police Department or other authorized
agent of the City, shall move, by towing or other means, any vehicle after it has been immobilized but
before the boot has been removed.

H. The Director of Finance and Administrative Services shall determine and zet an immobilization fee
and an administrative fee in amounts such that the sum of such fees do not exceed the sum of the
lowest impound fee, minimum storage fee, and administrative fee for vehicle impoundment under
Section 11.30.120. An administrative fee, if any, shall be levied when the boot is removed. The
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administrative fee shall be collected by the contractor releasing the vehicle from immobilization, shall
be remitted to the Department of Finance and Administrative Services, and shall be deposited in an
appropnate account.

. A perzon who fails to return the booting device within the time frame required by subsection F of this
section may be charged a late fee as determined by the Director of Finance and Administrative
Services.

J. A persoen who intentionally damages the booting device may be charged a replacement fee as
determined by the Director of Finance and Administrative Services and also may be prosecuted for
the crime of property destruction under section 124 08.020.

K. The Director of Finance and Administrative Services shall adopt rules governing the imposition of
fees under this Section 11.35.020.

(Ord. 124558, § 2. 2014; Ord. 123563, § 2. 2011; Ord. 123447_§ 1, 2010}

11.35.030 - Post-immobilization review

The registered vehicle owner may seek a post-deprivation review of the immobilization by submitting
a written request to the Seattle Municipal Court within ten days of the placement of the notice on the
vehicle, as established by the notice date. Upon timely receipt of such written request, the Seattle
Municipal Court shall, within a reasonable time as established by the Court, conduct a review on the issue
of whether the immobilization was proper and shall issue a written decision setting forth the reasons on
which the decision is based, provided, however, that any previously adjudicated parking infractions that
formed the basis of the vehicle's scofflaw status shall not be subject to the review. The person seeking
review shall have an opportunity to present evidence om his or her behalf in accordance with
requirements establizhed by the Court.

(Ord. 123447, § 1. 2010)
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12.110 - Use of Department E-mail & Internet Svstems - Police Manual | seattle gov Page 1 of 5

Seattle Police Department Manual
Carmen Best, Chief of Police

12.110 - USE OF DEPARTMENT E-MAIL & INTERNET SYSTEMS

Effective Date: 05/01/M18

The Seattle Police Department provides email service and internet access to conduct
Department business.

The guidelines in this section are not exclusive. They provide a general framewark
of prohibited and acceptable email and internet use.

This section applies to all employees and their access to the internet while on City
equipment or while on duty and their use of City email by any means.

12.110-POL

1. The City of Seattle Owns the Email and Internet Systems and
Determines Appropriateness

The City owns the computers, email, and internet access systems and may monitor
email and internet use for policy compliance. The City retains the right to determine
what is appropriate for the workplace.

Department supervisors ensure that their staff is familiar with and adhere to
Department and City email and internet policy.

2. The Department Allows Limited Personal Use of Email and Internet

Recognizing the realities of the workplace, the Department allows limited personal
use of email and the internet. Cccasional personal use 1s permissible if it follows the
policies and usage standards set by the Department and the City.

3. Department Email and Internet Use is Subject to Public Disclosure

There iz no expectation of privacy in using Department email or internet services on
Department-owned computers, All use of Department computers, whether official or
personal, is subject to public disclosure laws and can be discoverable in a lawsuit.

4. All Email and Internet Communications Must be Professional,
Appropriate, and Lawful

All email communications and internet use must comply with Department and City
policies on professionalism and harassment in the workplace. Employess will clearly
identify their personal opinions or preliminary observations.

All intermet use on Department computers comply with all laws and policies. This
includes policies on privacy issues, any release of confidential, sensitive, or
classified information, or information exempt from public disclosure.

The Department acknowledges that email signatures and user photos may
contribute to an employee’s professional image. Employees wishing to include
photos, emblems (other than the SPD patch), logos, quotations, or other similar
items in their email signature must have their proposed email signature approved
by their chain of command through the deputy chief in advance.

5. Employees May Send Criminal Justice Information (CJI) or Other

hitp:/ v seattle gov police-manual fitle-12-—department-information-svstems/'12110--- . 10/4/2018

Appendix I: Policies and Procedures governing ALPR | Surveillance Impact Report | Automated License Plate Recognition | page
283



12.110 - Use of Department E-mail & Internet Systems - Police Manual | seattle. gov Page 2 of 5

Sensitive Information via Office Message Encryption (OME)

Ensure the recipient is a member of a Criminal Justice Agency and allowed to
receive CII information.

Including the tngger word "COSSecure” in the subject line of an email message sent
frem an SPD Outlock email account.

- Inserting "COSSecure” within the subject line of an SPD CQutlock email will activate
OME for that email.

6. Employees Will Read Email at Least Once per Shift and Respond
Appropriately

Employees are not required to read or respond to email when off duty or during a
zystem outage or technical failure that prevents the receipt or sending of email.

Employees will respond (when applicable) to High Importance emails within four
business days, or sconer if required by the subject matter.

Emails classified as High Importance are marked with an orange exclamation point
and include the following subjects:

- Command Staff Communications

- Directives

- Special Orders

- Training Digests

- &ll other emails that are job-related, time sensitive, and mandatory for the recipient

- These include subpoenas, wanted bulletins, information bulletins, investigative
follow-up requests, statement requests, pre-tnal discovery requests, and seizure
hearing notices.

& lieutenant or above must approve the use of the High Importance classification for
any other email communication.
7. Employees Will Activate Automatic Email Replies for Extended
Absences

Employees will activate their email Automatic Replies (Out of Office) in Outlook
when they expect that they will be unable to respond to email for a pericd that
exceeds four business days.

8. External Emails Will Contain Employee Contact Information

All email correspondence going outside the Department will contain the employee’s
contact information including email address, business address, and business phone
numbers.

9. General Distribution Emails Require Lieutenant Approval

Emails going to large distribution lists such as SPDALL or SPDSWORN are general
distribution emails. These emails require approval from a lisutenant or sbove, and
must include the name of the approving employee in the email.

http:/waner seattle gov/police-mamnual ‘title- 12-—department-information-systems/ 12110 10/4/2018
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12.110 - Use of Department E-mail & Internet Systems - Police Manual | seattle gov Page 3 of 5

When sending a general distribution email, employees will enter the recipients using
the "Becc” (blind carbon copy) field. The "Bec” field will prevent unnecessary
disclosure of email addresses, reduce vulnerability to junk email, and improve the
chances of the email being successfully sent. The "To" field is not designed to
handle a large number of addresses.

10. Employees Must Use Caution When Opening Email Attachments

Employees may contact Seattle IT if they have questions about an email
attachment. Due to the risk of computer virus attacks, employees should not open
email attachrments from an unknown source.

11. Section Captain or Director Approves “Send As"” Privileges for
Shared Email Accounts
Employees must request "Send As” privileges for a shared mailbox, and/or request
that a shared mailbox be created, by submitting a request via email to their section
captain or director.
Employees will forward the approval to Seattle IT and initiate a service request,

12. Employees Will Not use Department Email or Computers to Conduct
a Personal For-Profit Business

13. Employees Will Not use Department Email or Computers to Review
Personal Investments or to Transact any Investment Business

These types of transactions include trading in stocks, bonds, or mutual funds.
Exception: Employees may conduct infrequent, brief checks of their investments in

the City's Deferred Compensation Program, since this is a City-sponsored and City-
maintained program.

14. Employees Will Not use Department Email or Computers to
Participate in any Campaign for Elected Office or for any Other Political
Activity

This includes a prohibition on making any campaign contributions via a credit card

and using a Department computer to do so. Similarly, employess may not "lobby”
elected officials through Department computers.

15. Employees Will not use Department Email or Computers to Engage
in Demeaning or Defamatory Conduct
Examples of such prohibited activities include knowinaly accessing pornographic

materials or sites that promote exclusivity, hatred, or positions which are contrary
to the City's policy of valuing cultural diversity.

16. Employees Will Not Access Sites That Incur a Cost to the
Department Without Prior Supervisor Approval

17. Employees Will Not Knowingly Access or Communicate any Material
of an Obscene, Harassing, Discriminatory or Derogatory Nature

Examples of such material include sites or email containing racial or sexual slurs or
jokes, or containing harassing, intimidating, abusive, or offensive matenal to or
about others.
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12.110 - Use of Department E-mail & Internet Systems - Police Manual | seattle gov Pagedof 5

18. Certain Assignments May Require Access to Sensitive Sites

The Department recognizes that certain employees, such as Vice and Intelligence
Unit detectives, may have a legitimate business purpose for accessing sites and
information otherwise considered inappropriate or illegal.

If employees need to access such "sensitive sites”, employees will abide by the
following:

- Employess will obtain approval from an immediate supervisor before accessing
sensitive sites, The supervisor will contact Seattle IT to request an exception to the
web filtering protocols.

- Employees accessing such sites should exercise courtesy to others that may be
present when doing so. This may include closing the door, turning the screen away,
or notifying other employees beforehand.

19. Department Computer Usage is Subject to the Intelligence
Ordinance

Employees will adhere to the following guidelines to avoid a viclation of the

investigation ordinance, SMC Chapter 14,12 ("Restricted information” is defined in
SMC 14,12,030 (K)):

- Storage of "restricted information” (as defined in the ordinance) on disks or
computer/network drives must comply with the ordinance.

- Employess may not create directories or subdirectories which organize/index
"restricted information.”

- Employees may not transmit "restricted information” including web addresses
(URLs) to specific sites, via email.

- Employees may not create bookmarks or hotlists in web browsers which
organize/index restricted information.

Site Disclaimer: The Seattle Police Depariment's website was developed to provide general information. Data
contained at this location is generally not reviewed for legal sufficiency. SPD documents displayed are for
reference purposes only. Their completensss or currency are not guaranteed. Links or references to other
information or organizations are for reference only and do not constitute an endorsement.

ADA Motice

Motice of Nondiscrimination
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5.001 - Standards and Dufies - Police Mamual | seattle gov Page 30f 6

9. Uniformed Employees Will Not Initiate Contact With Officers Dressed In Civilian Clothing

When any uniformed employee meets an officer dressed in civilian attire, that uniformed employee will
nat openly recognize the plain-clothes officer unless greeted first.

10. Employees Shall Strive to be Professional

Regardless of duty status, employees may not engage in behavior that undermines public trust in the
Department, the officer, or other officers. Employees will avoid unnecessary escalation of events even if
those events do not end in reportable uses of force.

Any time employees represent the Department or identify themselves as police officers or Department
employees, they will not use profanity directed as an insult or any language that is derogatory,
contemptuous, or disrespectful toward any person.

Employees on duty or in uniform will not publicly ridicule:
- The Department or itz policies
- Other Deparment employaes
- Other law enforcement agencies
- The criminal justice system or police profession

Thiz applies where such expression is defamatory, obscene, undemines the effectiveness of the
Department, interferes with the maintenance of discipline, or is made with reckless disregard for truth.

11. Employees Shall Be Truthful and Complete in All Communication

Exception: Employees may use deception for a specific and lawful purpose in certain
circumstances, when:

- There is an exigent threat to life safety or public safety

- It is necessary due to the nature of the employee's assignment

- There is a need to acguire information for a criminal investigation
12. Employees Must Promptly Report Exonerating Information

Employees must report any information they dizcover that may exonerate a person who is under
investigation, or has been charged with or convicted of a crime.

13. Employees Shall Mot Use Their Position or Authority for Personal Gain
14. Retaliation is prohibited
Mo employee will retaliate against any person who:
- Exercises a constitutional right
- Records an incident
- Makes a public disclosure reguest
- Publicly criticizes an SPD employee or the Department

- Initiates litigation
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5.001 - Standards and Dufies - Police Mamual | seattle gov Page 4 of 6

- Opposes any practice reasonably believed to be unlawful or in violation of Department policy
- Files a complaint or provides testimony or information related to a complaint of misconduct

- Provides testimony or information for any other administrative criminal or civil proceeding
involving the Department or an officer

- Communicates intent to engage in the above-described activiies
- Otherwize engages in lawful behavior

Retaliation includes discouragement, intimidation, coercion, or adverse action against any person_ This
prohibition will include any interference with the conduct of an administrative, civil, or criminal
investigation.

Such retaliation may be a ciminal act, may give nise to personal civil liability, or consfitute independent
grounds for discipling, up to and including termination.

15. Employees Obey any Lawful Order Issued by a Superior Officer

Failure to cbey lawful orders from a superior officer constitutes insubordination. Orders may be issued
direcity, relayed through a subordinate employee or current Department training, publizhed in notices,
and other forms of communication.

16. Supervisors Clarify Conflicts in Orders

Should any orders conflict with a previous order, or publizhed regulation, employees may respectfully
bring this to the supervisor's attention.

The supervisor who igsusd the conflicting order will try to correct the conflict in orders.
17. Employees May Object to Orders Under Certain Conditions
An employee may object to a supervizor's orders under these conditions:
- When such orders represent unjustified, substantial and/or reckless disregard for life or safety
- When such orders are illegal or unethical
- When the supervisor has been relieved of duty by an employee of higher rank

- When other circumstances are present that establish the supervisor's inability to discharge the
duties of the assignment

Employees in this situation will, if practical, state the basis for objecting to the order to the supervisor.

If the situation remains unresolved, the employes will immediately contact the next higher ranking
supervigor in the chain of command.

18. Employees Must Avoid Conflicts of Interest

Employees will not associate with persons or organizations where such association reasonably gives the
appearance of conflict of interest.

Employees will not engage in enforcement, investigative, or administrative functions that create or give
the appearance of conflicts of interest.

Employees will not investigate events where they are involved. This also applies where any person with
whom the employes has a personal relationship i involved in the event.
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Except in cases of emergency, officers will not arrest family members, business associates, or social
acquaintances.

Employees will not show preference by recommending or suggesting the employment of any attomey,
bondsman, or other buginess during the course of, or because of, their official business as employees of
the Department.

See also SMC 4. 16-City Code of Ethics and 5.120 — Off-Duty Employment.
19. Employees Must Disclose Conflicts

Employees will immediately disclose to the Chief of Police, via their supervisor, any activities or
relationships that may present an actual, potential, or apparent conflict of interest for themselves or other
Department employees.

20. Employees Shall Mot Use a Department Mailing Address for Personal Reasons

This provision includes using a Department address for a driver license, vehicle registration, telephone
service, etc.

21. Employees Shall Not Imply to Another Agency the Department’s Approval or Disapproval of
That Agency's Actions

22. Employees Shall Not Recommend Case Dispositions to Courts

No employee below Assistant Chief will make any recommendations to any court or other judicial agency
regarding the disposition of any pending court case investigated by the Department.

Exception: This does not apply to agencies conducting pre-sentence investigations.

23. Employees Notify the Department Before Initiating any Claim for Damages Related to Their
Official Position

Employees must report their intention to initiate a claim for damages sustained while working in a law
enforcement capacity or by virtue of employment with the Department. This notification is to the Chief of
Police via the employee's chain of command.

24, Officers Report any Off-Duty Assault on Themselves Related to Department Employment

If an employee is assaulted while working off-duty in a law enforcement capacity, that employee must
report the assault. The employee must then notify the Department before seeking a No Contact or
Restraining Order related to the assault. This notification iz to the Chief of Police via the employee's
chain of command.

25. Employees Report Their Intent to Initiate Lawsuits or Seek Court Orders

Employees must report to the Chief of Police their intention to sue for damages sustained while working
in a law enforcement capacity or by virtue of employment with the Depariment.

Sworn employees will notify their supernvisor prior to applying for a Mo Contact or Restraining Order
stemming from an assault on the employee that occurred while the employee was working in a law
enforcement capacity.

26. Employees Follow the Americans With Disabilities Act (ADA) in the Performance of their
Job
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Seattle Police Department Manual
Carmen Best, Chief of Police

2.002 - RESPONSIBILITIES OF EMPLOYEES CONCERNING ALLEGED
POLICY VIOLATIONS

Effective Date: 07/15/18

5.002-POL

This policy applies to the reporting of alleged policy viclations identified by the public, employees of the
Depariment, or others and related investigations by the Department and OPA.

The purpose of this policy and the related procedures is to provide a prompt, just, and open disposition
of allegations of policy violation regarding the conduct of employees.

1. The Department Will Accept Allegations of Policy Violations from Any Source and by Any
Means

2. Employees Will Assist Any Person Who Wishes to File a Complaint

In addition to obligations that may arize under other parts of thiz manual (e.g., See 5.140-Bias-Free
Palicing-6, 7) employees will assist the complainant by taking the complaint and passing it on to a
supervisor or OPA (see also 6 below.)

If the complainant requests information on where and how to file the allegation, the employee will
provide it. Howewver, the employee is still responsible for passing the complaint on to a supervisor or
OPA

If the employee is unable to take the complaint {e.g., the allegation is made during a demonstration while
the employee is on a line, etc ), while not interfering or compromising public safety interests, the
employee will provide specific information to the complainant on where and how to file the allegation.

3. Employees Shall Not Discourage, Interfere With, Hinder, or Obstruct Any Person from Filing
a Complaint or Conducting or Cooperating with an Investigation of an Allegation of a Policy
Violation

4. Retaliation Is Prohibited
Mo employee will retaliate against any person who:
- Exercises a constitutional right
- Records an incident, including videotaping and photographing
- Makes a public disclosure request
- Pubrlicty erificizes an SPD employee or the Department
- Initiates litigation

- Opposes any practice reasonably believed to be unlawful or in a viclation of Department policy
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- Uniform, equipment, and personal appearance

- Failure to attend andior complete required training (including mandatory e-Learning modules
on Comerstone) for which the employee is registered, unless the failure is:

- Unjustified and/or

- The employes fails to provide reascnable advance notice he or she will not attend a
scheduled training

{Supervisors may contact the Cornerstone lieutenant in ETS to research an
employee’s previous instances of missed fraining.)

- Failure of a supervisor to register employees for training, except when that failure results in the
employees missing the opportunity to attend training

6. Employees Will Report Alleged Violations
Employess will report any alleged minor policy violation to a supervisor.
Employees will report any alleged sericus viclations to a supervisor or directly to OPA.

For swom employees this reporting requirement also applies to allegations of uses of force not yet
reported.

Employees who witness or learn of a violation of public trust or an allegation of a violation of public trust
will take action to prevent aggravation of the incident or loss of evidence that could prove or disprove the
allegation.

Any employes who observes another employee engaged in dangerous or criminal conduct or abuse will
take reazonable action to intervene.

7. Employees Will Avoid Conflicts of Interest Regarding Allegations of Policy Violation

Employees’ duty to avoid and disclose actual, potential, or apparent conflicts of interest (See 5.001-
Standards and Duties) extends to the allegation process.

If & supervisor is the subject of an allegation of policy viclation, the employes receiving the allegation will
refer the allegation to the next highest level employes in the superviser's chain of command.

If the subject of the allegation of policy viclation is assigned to OPA, the employee receiving the report
will forward the allegation to the OPA Director.

If the subject of the allegation of policy viclation is the OPA Director, the allegation will be forwarded to
the City Human Resources Director.

8. Employees Will Report Certain Events

Employess will report to their supervisor, in writing, as soon as practical {and before the start of their
next work shift) any of these circumstances in any jurisdiction:

- They are the subject, or they believe they may be the subject of a criminal investigation,
criminal traffic citation, amrest, or conviction

- They are the respondent of an order of protection, restraining order, no contact order, anti-
harassment arder

- Their Washington driver license is expired, suspended, revoked, or restricted, for example,
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with an ignition interlock driver license
9. The OPA Manual Sets Forth OPA Procedures
10, OPA May Choose to Investigate Any Alleged Policy Violation
If a supervisor is informed that OPA is taking over an investigation, the supervisor will cease their
investigation.
11. Employees Will Cooperate with Department Internal Investigations

Employees will truthfully answer all questions, render complete, comprehensive statements, and
promptly provide all available material related to investigations of alleged policy viclations. The
statements will include all material facts and circumstances sumounding the subject matter of the
investigation, which are known by the employee. Omissions of material facts known by the employee will
be a failure to cooperate in an internal investigation.

12. OPA Maintains a Record of all Allegations Referred

All allegations of pelicy violations and any files related to these allegations will be secured within OPA
offices for a period of time consistent with the Department’s record retention policies.

5.002-TSK-1 Employee Reporting of Serious Policy Violations

When any employes is referring an allegation of serious policy violations to OPA, the employes:

1. Provides all of the following information to OPA, if possible:

- The nature, date and place of occumrence of the alleged incident

- Mame of employes involved or their serial number and other description

- Mame, address, and telephone number of the complainant, aggrieved party, and all known witnesses
- A detailed summary of the allegation

- Information about perizhable and other known evidence, including video recordings

- Whether the investigation presents any actual, potential, or apparent conflicts of interest

2. Assembles any supporting documentation.

3. Documents the allegation on & Complaint Blue Team entry and forwards the entry to OPA via the
chain of command.

Exception: If the employee named in the allegation ig assigned to OPA, the allegation is sent directly to
the OPA Director.

Exception: If the allegation involves the chain of command and the employes does not want it to be
viewed by the chain of command, the employees may forward it directly to an OPA lieutenant.

Exception: If the allegation is an EEQ complaint, the employes will refer to 5.040-PRO-1.
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Seattle Police Department Manual
Carmen Best, Chief of Police

6.060 - COLLECTION OF INFORMATION FOR LAW ENFORCEMENT
PURPOSES

Effective Date: 5/19/2004
PHILOSOPHY

Informaticn will be gathered and recorded in a manner that does not unreasonahbly infringe upon: individual rights,
liberties, and freedoms guaranteed by the Constitution of the United States and the State of Washington,
including freedom of speech, press, association, and assembly; liberty of conscience; the exercise of religion; the
right to petition govemment for redress of grievances; and the right to privacy. Consistent with this policy,
Department personnel shall comply with the dictates of the Investigations COrdinances and with the requirements
of Department rules and regulations.

The Department will cooperate fully with the Investigations Ordinance auditor. The Auditor will be given total
access to any and all files maintained by the Seattle Police Department except in the case of files or
investigations which are specifically exempted from inspection by the Investigations Ordinances.

The Investigations Ordinance requires all Department personnel to safeguard the rnights of persons invelved in
lawful political or religious activities and places restrictions on the documenting of certain types of information.
While much of the Ordinances pertaing to the activities of the Criminal Intelligence Section, the Ordinances is
directed at the activities of the Deparment as a whole. Officers must keep the Ordinances in mind when writing
reports. Any documentation of information conceming a person's sexual preferences or practices, or their political
or religious activities must be for a relevant reason and serve a legitimate law enforcement purpose. Officers
should also be aware of the Ordinances when photographing demonstrations or other lawful political activities. If
demonstrators are not acting unlawfully, police can't photograph them. Periodic review of the Ordinances is
worthwhile, as violations of the Ordinances could result in civil liability or disciplinary action, including discharge.

See SMC Chapter 14.12.

Site Disclaimer: The Seatlle Police Department's website was developed to provide general information. Data
contained at this location is generally not reviewed for legal sufficiency. SPD documents displayed are for
reference purposes only. Their completensss or currency are not guaranteed. Links or references to other
information or organizations are for reference only and do not constitute an endorsement.

ADA Notice

Motice of Nondiscrimination

Privacy
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ITD will review and evaluate purchases of computer and device software. ITD will approve or reject the
purchase of software based on internal policies and the City's ITD guidelines.

ITD will maintain the software licenses for Department-owned software.
3. ITD Monitors Software Use on Department Devices

ITD will audit the software used on Depariment computers and will remove unauthornized software.
4, Employees Will Not Violate the License Agreement of Department Software

Employees will not copy Department-owned software or ingtall the software on any other computer.

5. Employees Will Mot Install or Download Mon-Department- Owned Software, Applications or
Programs on Department Devices

6. With Approval from their Lieutenant/Civilian Equivalent or Above, Employees May Request
Mew Applications and Software (including free technologies) by Completing the SPD Change or
Enhancement Intake Request Form

This form is reguired for all requests to change any kind of IT system.

This includes, but is not limited to changes in hardware, network connections, addition or removal of
applications, and additions or changes in application configurations, data elements, check lists, and drop
down lists

The link to this form can be found below See 12.040-TSK-1 Submitting a Request for Change or
Enhancement Intake Request

- Mon-Department-owned software cannot interfere with the operation of any Department-owned
software or hardware.

- The unit azsigned the software will maintain the license agreement. A copy of the license agreement is
sent to ITD by the unit.

T.Employees Will Report Malfunctions of IT, Systems or Software By Calling the Seattle ITD
Service Desk at 4-HELP to Complete a HEAT Ticket

Seattle ITD (previously known as DolT help desk) is available M-F, 8-5 for routine desktop equipment ar
software related issues. Seattle ITD can be reached via telephone at &-HELP or 386-4011, or via e-mail
at 4-Help@seattle gov_

After hours assistance can also be requested via 4-HELP or 386-4011. After hours requests are handled
by the on duty Seattle ITD personnel.

Seaftle ITD assistance via SPD Radio is also available 24/7 via Zone 2/ ITS. This resource is for in-car
equipment issues related to the WVMDT. Assistance is also provided to patrol officers that need a
password reset to complete their patrol related tasks.

8. Employees Will Mot Use Unauthorized Encryption Tools on a Department Computer or
Device

9. Employees Will Mot Password-Protect a Work File or Hard Drive

Exception: A lisutenant or above may authorize an employes to password-protect a file or drive
kased on an investigative or operational need.
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7. The Act of Carrying a Department Device While Off-Duty Does Not, In ltself, Constitute
Overtime

Owertime expectations vary by assignment. Supervisors will clarify their expectations for any off-duty use
of Department devices. Unless an employee has been explicitly ordered by a supervisor to be available,
check emails, or conduct other department business outside of normal shift hours, they are not expected
or encouraged to do so.

See Manual Section 4 020-Reporting and Recording Overtime/Out-of-classification Pay
8. The Fiscal Unit Assists Employees with Cellular Phones

Employees making a request for a new or replacement cell phone will submit a 1.5 through their chain of
command. Onee approved, the Fiscal Unit will order the new phone and service.

9. The Department Telephone Coordinator Assists Employees with Desktop (Land-Line)
Phones

Employees may contact the Telephone Coordinater at spd_telephone_coordi@seattle.gov The
Telephone Coordinator can asgist employees in the acquigition of phones and moving phone numbers to
new locations.

Section Captain or civilian equivalent will approve the acquisition or moving of desk phones.

10. Employees Will Not Use Department Devices Internationally Without the Approval of a
Captain/Civilian Equivalent or Above

After captain or civilian eguivalent approval, employess will contact ITD to upgrade their device plan for
international use.

Intemational travel with a Department device may incur roaming charges to the Depantment.
11. Employees Will Comply with All Department Public Disclosure Requests
See Manual Section 12.080 Department Records Acceas, Inspection and Dissemination.

12. When Receiving a Public Disclosure Request or Subpoena, Employees Must Retain All
Requested Content

Employees will not delete requested items after receiving a public disclosure request or subpoena.

Department personnel may review content of any messages or photos contained on the device to make
informed disclosure decisions.

13. Employees Will Retain Public Records According to the City Records Management Program
This includes, but is not limited to text messages and photographs.

Employees seeking long-term retention may elect to transfer the content from the device to an
appropriate Department network or system.

14. Employees Will Hold and Preserve All Public Records Relating to Litigation or Anticipated
Litigation
Employees will hold and preserve all requested records until the City Attomey’s Office releases the legal
hold.
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Employees will retain all records, including trangitory records, responsive to a pending public records
request until the Department’s response to the request has been completed.

15. Employees Acknowledge that Public Disclosure Laws Apply to Personally Owned Devices
Used for Department Business

Employees using their personally-owned devices for official Depariment buginess and comespondence
do so with the knowledge of this admonishment.

The Department prefers employees use Deparment-provided devices for Department-related matters.

Employees may request that their supervisor provide a Department-owned phone to make phone callz
for official business.

16. The Department May Request Employees Review Their Own Personal Devices in
Compliance with Public Disclosure Requests

The employes may be required to sign a declaration demonstrating the adequacy of the search of a
perzonal celiphone or device regardless of whether the search resulted in responsive records.

Employees with questions regarding public disclosure may contact the Legal Unit.
17. Employees Will Not Charge Personally Owned Devices in Department USB Ports

Vehicle USB ports and USE ports that connect to a device may retain data from a personally owned
device when plugged in.

Employess may use wall outlets or vehicle 12-volt DC sockets to charge personal devices.

12.040-TSK-1 Employees Submitting a Request for Change or
Enhancement Intake Request

1. Requests approval for change via their chain of command to the level of Lieutenant/civilian eguivalent
or above

2. Receives approval for the request via their chain of command
3. Clicks here to complete an SPD Change or Enhancement Intake Form
4. Completes the fillable PDF form

5. Clicks the “Click to Submit Form" button on the request form PDF. An outlook email will
automatically open.

6. Selects Default email application (Microsoft Cutlook )
7. Clicks Continue

When the Cutlock email opens, it auto-populates the email recipient as
SPD_ChangeRequest@Seattle gov. It will also automatically attach your completed
PDF change request and auto-populate the zubject line as “Form Retumed:
SPD_ChangeRegquest pdf”

8. CCs their approving chain of command within the email request and clicks send to forward your
email change request to ChangeRequesti@Seattle gov.
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Seattle Police Department Manual
Carmen Best, Chief of Police

12.030 - CRIMINAL JUSTICE INFORMATION SYSTEMS

Effective Date: 05/01/2017
Criminal Justice Information Services Security Policy
WSP ACCESSMWACIC/NCIC/Uzer Acknowledgement
1. Definitions

Criminal History Record Information: Information contained in records collected by criminal justice
agencies, other than courtz, on individuals, consisting of identifiable descriptions and notations of
arrests, detentions, indictments, information, or other formal criminal charges, and any disposition ansing
there from, including sentences, correctional supervision, and release. The term includes information
contained in records maintained by or obtained from criminal justice agencies, other than courts, which
records provide individual identification of a person together with any portion of the individual's record of
involvement in the criminal justice system a3z an alleged or convicted offender, except:

- Posters, announcements, or lists for identifying or apprehending fugitives or wanted persons,

- Ciriginal records of entry maintained by criminal justice agencies to the extent that such
records are compiled and maintained chronologically and are accessible only on a
chronological basis,

- Court indices and records of public judicial proceedings, court decisions, and opinions, and
information disclosed during public judicial proceedings, and

- Records of traffic violations that are not punishable by a maximum term of imprisonment of
more than ninety days.

For the purposes of this policy, the Ridealong Response application is considered a criminal justice
record system that containg criminal history record information.

Dissemination: Dizclosing criminal history record information, or the absence of criminal history record
information, to any persen or agency outside the agency possessing the information, subject to the
following exceptions:

- Agencies participating in a single (joint) record-keeping department,

- Furnighing information to process a matter through the criminal justice system (information to a
prosecutor), and

- Reporting events to a record-keeping agency.

NCIC Ill: The Mational Crime Information Center Interstate [dentification Index, managed by the FEBI and
state law enforcement agencies. The NCIC Advisory Policy Board has establiched a set of standards
and goals that the FBI and state agencies enforce. The information contained in the NCIC includes all
records collected by criminal justice agencies on individuals including identifiable descriptions, notations
of arrests, detentions, indictments, formal criminal charges, dispositions, sentences, comectional
supervision, and release. Federal, state and local laws and regulations dictate that this information is to
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be accessed and used only by authorized individuals within a ciminal justice agency, that this
information is to be used for criminal justice reasons, that this information is to be kept confidential, and
that this information is to be stored in a secure location.

- Employees must be working for the Seattle Police Department in an on-duty or extra-duty
capacity and investigating a criminal offense.

- Employees shall not run names or make inguines through MCIC 1ll, or any other criminal
record system while working for an off-duty employer or on behalf of an off-duty employer.

2. Inquiries Through ACCESS, or Any Other Criminal Justice Record System, Are Only to Be
Made for Legitimate Law Enforcement Purposes

This includes, but iz not limited to, inquiries made to DOL, DOC, WACIC, WASIS, NCIC 1II, LinX, and
any inguiries processed through NLETS to other states. Inguiries made for peraonal use, or
inappropriate use or digsemination of the information, can result in internal dizcipline, as well as
penalties under Federal and State law.

3. All Employees Who Use Terminals That Have Access to Information in WACIC/NCIC Files
Must Be Certified

After initial certification, employees shall take a recerification test every two years.
- For inguiries only, employees shall attain Level | certification.
- If employees make data entries into the system, they shall attain Level Il certification.

4. SPD Must Remain in Compliance With the ACCESS/WACIC/NCIC User Acknowledgement or
Risk Termination of One or More of the Services Provided

The ACCESSAWACICINCIC User Acknowledgement is the formal agreement between WSP and SPD.
This document acknowledges the standards established in the FBEI's Criminal Justice Information
Service Security Policy. The standards require accuracy, completensss, imeliness, and security in the
dizsemination and recording of information.

5. Data Center Manager is the Technical Agency Coordinator

The Department must designate a Technical Agency Coordinator (TAC) to act ag the point of contact for
the W5P and the Federal Bureau of Investigation (FBI). The individual designated to function as a TAC
will be responsible to ensure compliance with state and Naticnal Crime Information Center (MCIC)
policies and regulations. The TAC must maintain a Level Il training certification and attend TAC training
once every three years. Additionally, the TAC shall participate in and ensure that all appropriate records
be availakle during the tiennial audit conducted by the ACCESS audit staff. Responsibility for proper
operator performance, strict adherence to regulations, prompt notification of CJIS viclations to the
ACCESS Section, and subsequent training rests with the TAC. The SPD TAC is the Data Center
Manager.

6. All Employees Shall Adhere to WASIS and NCIC Policies

Use of WASIS (Washington State ldentification System and Criminal History Section) and NCIC
Interstate [dentification Index (NCIC 1Il) is regulated by the FBI and WSP in accordance with the 28 CFR
Part 20, WAC 446-20-260, and RCW Chapter 10.97. Improper use of the system may result in severe
penaltiies to the Department and the individual user.

All employees shall adhers to the following WASIS and NCIC policies:
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1. Any infermation obtained through these systems shall not be disseminated to anyone outside the
Department, except to a progecutor. If necessary, officers may confirm to a criminal justice agency the
WASIS or FBI number, if it is known.

a. Examples of agencies and/or organizations to whom we cannot releaze criminal history
information include, DSHS, Passport Agencies, CPS, Adult Protective Services, Crimestoppers,
victims, and witnesses.

b. Inquiries for criminal history information from outside agencies, organizations, and individuals
should be referred to Washington State Patrol.

2. Inquiries into these systems shall not be made in responge to a request by another criminal justice
agency or by any retired employees, including those holding any extended autheority, special police
commission, or similar police commission.

3. The Department of Justice Criminal Justice Information System (CJIS) reatricts the use of all criminal-
related data bases to official investigations when conducted while working for a criminal justice
organization. Az a result, no employee shall run names or make inguiries through ACCESS, WACIC,
WASIS, NCIC I, LinX, or any other ciminal record system while working for an off-duty employer or on
behalf of an off-duty employer.

4_All HCIC Il gueries made through Versadex are stored in the system_ A program has been developed
to create an automated user log from that data.

5. This log is audited by the Washington State Patrol, the FBI, and the Compliance Section, and shall e
available for inspection by any of the agencies at any time. The following procedures must be followed
when accessing the Criminal History Database:

a. All HCIC Il gueries should be made using Transaction Code CQCH — Common Query
Criminal History

b. The Purpose Code box must be filled in with 1 of the 2 authorized Purpose Codes that
appear in the pull-down. The guery will not go through if the box iz left blank. The only
authorized Purpose Codes are:

C - Criminal Justice purposes as well az authorized uses in relation to the security of
the criminal justice facility including, vendors/contractors who are not involved with
administration of ciminal justice; e.g. janitors, maintenance personnel, visitors, etc.

J — Criminal Justice employmentiapplicants and re-background reguirement for
criminal justice agency personnel as well as vendors, contractors, volunteers, and
interns, who are involved with the administration of criminal justice for the agency.

c. The Reason field must be filled in with a specific criminal justice reason. The general offense
numbxer should always be listed in the reason figld if available. If a gensral offense number has
not been generated the specific criminal justice reazon must be lizted in the reazon field such
as theft, narcotics, homicide, migsing person, or ciminal justice applicant. Listing terms such as
investigation, amest, ciminal history, or employment in the reazon field are not valid. Listing
abbreviations of any kind in the reason field is not authonzed unless the abbreviation has been
approved and is on file with the department TAC.
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6. An automatsd user log for all queries made using the Omnixx system is maintained by the
Washington State Patrol. Data Center and Public Reguest Unit Personng! may reguest access to this
leg via the “Request for Off-Line Search.” The following information must be included in the Attention
Field (ATN) when making a criminal history inguiry using Omnixe:

a. Reguestor's SPD serial number.
b. Specific criminal justice reason such as theft, narcotics, homicide, or general offense number.
c. Examples:

ATN/4000 WP Entry

ATH/4000 Burglary

ATN4000 1416735
d. Use of abbreviations is acceptable but must ke on file and approved by the Department TAC.
e. The proper purpose code must be used for all inquiries.

7. The NCIC 1l system is to only be used by personnel involved in ciminal investigations, and
background investigations. As of 2/11/15, a NICS check will be required for firearms returns. The Public
Request Unit is the only unit authorized to complete NICS checks.

&. MDCs and POTs {mobile and portable data computersfterminals) are not authorized to access NCIC
Il information because the terminalzs are unable to comply with NCIC awdit requirsmenits.

9. It ie important to enter inquiries to the Criminal Histery Records system properly. The following
information must be accurate and complete on the inquiry mask:

a. The “Purpose Code” must be entered correctly, *C”, for criminal investigation, or another
appropriate code. See NCIC manual for details.

b. The “Reguestor Full Name/Senal must contain the name and SPD zerial number of the
person making the inguiry_ It is not acceptable to use “Det”, “Off, or the “unit title” in this field_

7. Employees Shall Not Discuss or Provide Information to Any Person Who Is Not a Member of
the Criminal Justice System Without the Permission of the Chief of Police, or By Due Process
of Law

The Washington State Criminal Records Privacy Act (RCW 10.97) provides for the completeness,
accuracy, confidentiality, and security of criminal history record information, as well as victim, witness,
and complainant record information. Employees shall not discuss or provide information to any person
who is not a member of the criminal justice system (prosecuting attorney, court, etc.) without the
permission of the Chief of Police, or by due process of law. Violations may lead to criminal sanctions.

8. Criminal Records Releases Are Restricted
Requests for information shall be referred to the approprate section.

- Criminal history record information dissemination to individualz, agencies, or groups outside
the Department shall be administered by the Records File Unit and Data Center Unit.

- Juvenile record information dissemination to individuals, agencies, or groups outside the
Department shall e administered by the Records File Unit.
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Printouts of criminal history record information from the Department’s computenzed and manual files ars
prohibited except when:

- Required for a detective investigative file
- Required by a prosecuting attorney

- Required by agencies or individuals authorized by the Records, Evidence and Identification
Section access procedures

- Required in @ mutual criminal investigation with a court or government agency authorized by
the Washington State Patrol to receive criminal history record information

- The Records File Unit and Data Center Unit ghall maintain a current list of agencies
50 authorized.

- Authorized by a watch, section, or unit supervisor as required for an investigation or in an
emergency

When releasing criminal history information to a prosecutor the release tracking function in Versadex
should always be used to indicate release to either King County Prosecutor's Office or the City Law
Department. The release tracking serves as the automated secondary dissemination log.

In authorized instances when criminal history is secondarily disseminated to any agency or person the
following information relating to secondary dissemination of criminal history record information shall be
maintained by the appropriate section in the form of a manual log and will include the following:

- An indication of to whom (agency or person) criminal history information was released,
- The date of release, and
- A brief description of the information released

The disposal of printouts from computer terminals shall be by destruction.

9, Individuals Have the Right to Inspect and Review Their Criminal History Record Information
Maintained By the Department

& copy of the Department Operating Instruction titled, “Inspection and Review of Criminal History Record
Information” and “Challenge and Deletion of Criminal History Record Information™ shall be maintained at
locations where the public can make inguiries conceming Department procedures.

An individual’s right to access and review of their criminal history record information shall not extend to
data contained in intelligence, investigative, or other related files and shall not be construed to include
any infarmation other than that defined as Criminal History Record Information by RCW 10.97.030.

In order to inspect, review, or challenge and have deleted criminal history record information, the
individual must appear in person at the 1st floor of the Police Headquarters Building 610 Fifth Avenue,
Monday through Thursday {excluding holidays) between the hours of 8:00 a.m. and 4:30 p.m., and make
a request in writing on the forms provided.

- Employees are rezponsible for directing individuals to the Records File Unit in order to
facilitate review of their criminal history record information.

An individual will be provided an opportunity, following review of the criminal history record information
collected, stored, and maintained by the Department, to challenge the accuracy and completeness of the
data and reguest deletion of certain non-conviction amests.
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If the challenge is rejectad, the individual has a right to appeal the decision to the Office of the Chief of
Paolice.

It shall be the duty of the Records File Unit manager and supervisors to administer the rules pertaining to
an individual's right to review their criminal history record information, concurrent with the
aforementicned laws, regulations, and ordinances.

10. All SPD Personnel Must Have a Background Re-Investigation Every Five Years
To complets this compliance measure the Depanment must:

- Run a criminal history inquiry using purpose code “J". Use “Criminal Justice Re-background”
as a reason. Log the date and SIDE of the employes. Do not retain rap sheet information.

- If there ars felony findings within the employee’s rap sheet they will be denied
continued use and certification with ACCESS. The TAC must notify the WSP
Information Security Officer of any findings.

- If there are charges pending a disposition, the TAC must notify the WSP Information
Security Officer {1S0).

- If there are misdemeanor findings the TAC shall notify the WSP Information Security
Officer. The Seattle Police Department will ultimately decide whether to limit ACCESS.

- Keep a log of all personnel SID numbers and the date of the background re-
investigation for future ACCESS audits.

11. SPD Must Comply With ACCESS/NCIC Security Requirements

All upper management and administrators/imanagers who are not ACCESS-cerified but oversee certified
ACCESS users must review the Upper Management and Administrator Overview Training. Upon review
of the training, they must sign the Upper Management and Administrator Log. There is no requirement
to reaffirm this training.

All employees must complete the Security Awareness Training within six months of initial hire_ Any
employee nat Level | or Level ll-certified must review the Security Awareness Training every two years.

Maintaining security of the terminal sites and information received is the responsibility of agency
personnel operating the terminal, the TAC, and the agency head. Terminal locations must be secure
from authorized access, and all employees authorized to use the system shall be instructed on the
proper use of equipment and the dizsemination of information received. Federal and state laws protect
the information provided by ACCESS.

Violations of the rules, regulations, policies, or procedures developed by FBI and adopted by the WSF or
any other misuse or abuse of the ACCESS system may result in agency disciplinary measures andior
criminal prosecution. Disciplinary measures imposed by the WS5SP may include revocation of individual
certification, discontinuance of system access to the department, or purging the department’s records.

Amy misuse of the NCIC Il system must be reported to the TAC (Data Center Manager) immediately.
The TAC shall report the misuse to the Washington State Patrol and the FBI. The violator's chain of
command will be notified of the misuse.

12. The Captain of the Compliance Section Will Assign Personnel to Conduct Regular Audits of
the Department's Criminal History Records Inquiries

The Department audits will be completed biannually and the results of these audits will be reported to
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the Chief Operating Officer.

The audit will look for any violations of the CJIS Securnty Policy, The WSP User Acknowledgement, and
Drepartment Policy. Violations include but are not limited to:

- Queries made for personal reasons

- Reason Field errors, such as using general terms such as investigation, arrest, warrant,
criminal history

- The Reason Field must contain a specific crime such as murder, assault, burglary.

Any users who are in violation of any or all of the above will have their access to the Criminal History
system shut off. Access will be denied until they have attended a remedial class for making Criminal
History inguiries.

- An e-mail will be zent to the employes and their immediate supervizgor from the Compliance
Section Captain that their access to the Criminal History system has been denied.

- The e-mail will contain information about the remedial classes that they must take in order to
regain access.

- A copy of the e-mail will be sent to the Data Center Manager/TAC for implementation.

Site Diaclaimer: The Seattle Police Department's website was developed to provide general information. Data
contained at this location is generally not reviewed for legal sufficiency. SPD documents displayed are for
reference purposes only. Their completeness or currency are not guaranteed. Links or references to other
information or organizations are for reference only and do not constitute an endorsement.

ADA Notice
Motice of Nondiscrimination
Privacy

@ Copyright 1995-2018 City of Seattle
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Seattle Police Department Manual
Carmen Best, Chief of Police

12.080 - DEPARTMENT RECORDS ACCESS, INSPECTION &
DISSEMINATION

Effective Date: 1172002013
12.080-POL
This policy applies to access, ingpection and dissemination of Department records.
1. All Records are Subject to Public Disclosure Unless a Specific Legal Exemption Exists

Per RCW 42.56.070, the Department must make all public records available to a requester, unless the
record falles within the specific exemptions in the Public Records Act (PRA) or other statute which
exempts or prohibits disclosure of specific information or records.

2. Public Records are Available for Release to the Maximum Extent Allowed by Law

A public record is any writing containing information relating to the conduct of the Department or the
performance of any govemmental or proprietary function prepared, owned, used, or retained by the
Department, regardless of physical form or characteristics.

* Public records may include records received or created that relate to the conduct of the
Department or the perfformance of any governmental or proprietary function and are prepared,
owned, used, or retained by the Department.

* The Department frequently receives records from outside agencies. Any and all records that

are in the Depariment’'s possession are Department records for the purposes of PRA.

Wiiting means handwriting, typewriting, printing, photostating, photographing, and every other

means of recording any form of communication or representation, including, but not limited to,

letters, words, pictures, sounds, symbols, or combination thereof, and all papers, maps,
magnetic or paper tapes, photographic films and prints, motion picture, film and video
recordings, magnetic or punched cards, discs, drums, diskettes, sound recordings, and other
documents including existing data compilations from which information may be obtained or
translated.

Under RCW 42.56 Public Records Act (PRA) as interpreted by Washington courts, all Department
records must be identified to the public, 2o long as the records are not pan of an open and active
investigation.

Exception: Department records that fall under a specific exemption within the PRA or other statute are
not required to be identified to the public. Specific exemptions include, but are not limited to, public
safety considerations and privacy concems.

* The Department cannot withhold an entire record because portions of it fall under an
exemption. The Department shall redact exempted information and releass the record with an
explanation for any redactions.

3. All Records That Relate to a Public Disclosure Request (PDR) Must Be Provided or ldentified
to the Public Disclosure Unit (PDU)

If an employee withholds known records that relate to a PDR, he or she may be subject to civil liability
and/or Department discipline.
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Seattle Police Department Manual
Carmen Best, Chief of Police

16.170 - AUTOMATIC LICENSE PLATE READERS

Effective Date: 8/15/2012

16.170-POL
This policy applies to the use of automatic license plate readers (ALPR) by Department employees.

1. Criminal Intelligence Section has Operational Control
The ALPR system administrator will be a member of the Technical and Electronic Support Unit (TESU).
2. Operators Must be Trained

Operators must be ACCESS certified and trained in the proper use of ALPR.
* Training will be administered by TESU and Parking Enforcement, as applicable.

3. ALPR Operation Shall be for Official Department Purposes
ALPR may be used during routine patrol or any criminal investigation.

4, Only Employees With ACCESS Level 1 Certification May Access ALPR Data
Employees are permitted to access ALPR data only when the data relates to a specific criminal
investigation.

+ A record of requests to review stored ALPR data will be maintained by TESU.

Site Disclaimer: The Seattle Police Department's website was developed to provide general information. Data
caontained at this location is generally not reviewed for legal sufficiency. SPD documents displayed are for
reference purposes only. Their completeness or currency are not guaranteed. Links or references to other
information or erganizations are for reference only and do not constitute an endorsement.

ADA Motice
MNotice of Nondiscrimination
Privacy

@ Copyright 1995-2018 City of Seattle
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of an officer or authorized agent of the Police Department or Seattle Houging Authority and in accordance
with a contract authorized by Section 11.30.220.

(Ord. 117306 § 5. 1994: Ord. 108200 . § 2(11.30.080). 1979.)

11.30.100 - Owner of impounded vehicle to be notified.

A,

Mot more than twenty-four (24) hours after impoundment of any vehicle, the tow contractor shall mail
a notice by first clase mail to the last known and legal owners of the vehicles, as may be disclosed by
the vehicle identification number, and as provided by the Washington State Department of Licenses.
The notice shall contain the full particulars of the impoundment, redemption, and opportunity for
hearing to contest the propriety of the impoundment as hereinafter provided.

Similar notice shall be given to each person who seeks to redeem an impounded vehicle, except that
if a vehicle is redeemed prior to the mailing of notice, then notice need not be mailed.

The Seattle Police Department shall give written notification to the last registered and legal owner
that the investigatory hold has been removed, except that if a vehicle is redeemed following notice by
telephone and prior to the mailing of notice, then notice need not be mailed. In addition, the Police
Department shall nofify the towing contractor, by telephone or in writing, of the authorization to
release such vehicle.

(Ord. 117306 § 6, 1094; Ord. 108200 . § 2(11.30.100), 1979.)

11.30.105 - Impoundment of vehicle where driver is arrested for a violation of Section 11.56.320B or C
or Section 11.56.020—Period of impoundment.

A

Whenever the driver of a vehicle who is also the registered owner of the vehicle iz amrested for a
violation of Section 11.56.020, 1156320 B or C, the vehicle is subject to impoundment at the
direction of a police officer. For purposes of this subsection, "amested” includes, but is not imited to,
being temporarily detained under Section 12A4.02.140 B and served with a citation and notice to
appear pursuant to Section 12402 140 C and RCW 46 .64 D15.

Reserved.
Reserved.

If a wehicle is impounded because the driver is ammested for a violation of Section 1156 320 Bor C
and the Washington Department of Licensing's records show that the driver has not been convicted
of a violation of RCW 46.20.342(1)(a) or (b) or similar local ordinance within the past five (5) years,
the vehicle shall be impounded for thirty (30) days.

If a vehicle is impounded because the driver is ammested for a violation of Section 1156320 B or C
and the Washington Department of Licensing's records show that the driver has been convicted one
(1) time of a violation of RCW 46.20.342(1){a) or (b) or similar local ordinance once within the past
five (5] years, the vehicle shall be impounded for sixty (60) days.

If a vehicle is impounded because the driver is arrested for a violation of Section 1156320 B or C
and the Washington Department of Licensing's records show that the driver has been convicted of a
violation of RCW 46.20.342(1){(a) or (b) or similar local ordinance two (2) or more times within the
past five (3) years, the vehicle ghall be impounded for ninety (90) days.

(Ord. 121483 § 1. 2004: Ord. 120006 § 1, 2000; Ord. 12005 § 1. 2000; Ord. 119130 § 4. 1098.)

11.30.120 - Redemption of impounded wehicles
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Vehicles impounded by the City shall be redeemed only under the following circumstances:

A. The vehicle may be redeemed only by the following persons or entities: the legal owner; the
registered owner, a person authorized in writing by the registered owner;, the vehicle's insurer or
a vendor working on behalf of the vehicle's insurer; a third-party insurer that has a duty to repair
or replace the wehicle, has obtained consent from the registered owner or the owner's agent to
move the wehicle, and has documented that consent in the insurers claim file, or a vendor
working on behalf of a third-party insurer that has received such consent;, a person, who is
known to the registered or legal owner of a motorcycle or moped, as each are defined in
Chapter 11.14, that was towed from the scene of an accident, may redeem the motorcycle or
moped as a baiment in accordance with chapter 46.55 RCW, as amended by Chapter 152,
Section 4, Laws of 2017, while the registered or legal owner is admitted as a patient in a
hospital due to the accident; provided, howewver, that at all imes the registered owner must be
granted access to and may reclaim possession of the wvehicle. For the purposes of this
subsection 11.30.120.A, "owner's agent” means the legal owner of the vehicle, a driver in
possession of the vehicle with the registered owner's permission, or an adult member of the
registered owner's family, a person who is determined and venfied by the operator to have the
permission of the registered owner of the vehicle; or a person who has purchased the vehicle
from the registered owner, who produces proof of ownership or authorization and signs a
receipt therefore. A person redeeming a vehicle impounded purguant to Section 11.30.105 must
prior to redemption establish that he or she has a valid driver's license and is in compliance with
Section 11.20.340. A wehicle impounded pursuant to Section 11.30.105 can be released only
pursuant fo a written release authorization from the Seatfle Police Depariment pursuant to
subsection 11.30.120.C or a written releaze authorization or order from Municipal Court
pursuant to subsection 11.30.120.B or 11.30.120.C.

B. Any person so redeeming a vehicle impounded by the City shall pay the towing contractor for
costs of impoundment {remowval, towing, and storage) and administrative fee prior to redeeming
such wehicle. Such towing confractor shall accept payment as provided in RCW
48.55.120(1)(b), as now or hereafter amended. If the wvehicle was impounded pursuant to
Section 11.30.105 and was being operated by the registered owner when it was impounded, it
may not be released to any person until all penalties, fines, or fees owed by the registered
owner to the City of Seattle have been satisfied by payment in full, by establishment of a time
payment agreement with the Municipal Court, or by other means acceptable to the Municipal
Cowurt. If the vehicle was impounded pursuant to Section 11.30.040.A.7, it may not be released
to any person until all penalties, fines, or fees on all parking infractions described in that section,
and all booting, removal, towing, storage, lost boot, and administrative fees charged against the
vehicle and owed by the registered owner to the City of Seattle have been satisfied by payment
in full or through a time payment plan. Upon payment in full or time payment arrangement of
such obligations, the court may issue a written release authorization allowing the vehicle to be
released from impoundment.

C.  The Chief of Police or Municipal Court shall release a vehicle impounded pursuant to Section
11.30.105 prior to the expiration of any period of impoundment:

1.  Upon petition of the spouse of the driver, or the person registered pursuant to Ordinance
117244 as the domestic partner of the driver, based on economic or personal hardship to
such spouse or domestic partner resulting from the unavailability of the vehicle and after
consideration of the threat to public safety that may result from release of the wehicle,
including, but not limited to, the driver's criminal history, driving record, license status, and
access to the wehicle; or

2. If the registered owner of the vehicle was not the driver, did not know that the driver's
license was suspended or revoked and has not received a prior release under this
Subsection 11.30.120 C2 or Subsection 11.30.040 A9,

In order to avoid discriminatory application, the Chief of Police and Municipal Court shall deny
release without discretion in all circumstances other than for the reasons set forth in this Subsection
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11.30.120 C. If such release is authorized, the person redeeming the wehicle still must satisfy the
requirements of Section 11.30.120 A and B.

D.  Any person seeking to redeem a vehicle impounded as a result of a parking or traffic citation or
under Section 124.10.115 has a right to a hearing before a Municipal Court judicial officer to
contest the validity of an impoundment or the amount of removal, towing, and storage charges
or administrative fee if such request for hearing is in writing, in a form approved by the Municipal
Court and signed by such person, and is received by the Municipal Court within ten (10) days
(including Saturdays, Sundays, and holidays) of the latter of the date the notice was mailed to
such person pursuant to Section 11.30.100 A or B, or the date the notice was given to such
person by the registered tow truck operator pursuant to RCW 46.55.120(2)(a). Such hearing
shall be provided as follows:

1. If all of the requirements to redeem the wvehicle, including expiration of any period of
impoundment under Section 11.30.105, have been satisfied, then the impounded vehicle
shall be released immediately, and a hearing as provided for in Section 11.30.160 shall be
held within ninety {(90) days of the written request for hearing.

2. If not all of the requirements to redeem the vehicle, including expiration of any period of
impoundment under Section 11.30.105, have been satisfied, then the impounded vehicle
shall not be released until after the hearing provided pursuant to Section 11.30.160, which
shall be held within two (2) business days (excluding Saturdays, Sundays and holidays) of
the written request for hearing.

3. Any person seeking a hearing who has failed to request such hearing within the time
specified in Section 11.30.120 D may petition the Municipal Court for an extension to file a
request for hearing. Such extension shall only be granted upon the demonstration of good
cause as to the reason(s) the request for hearing was not timely filed. For the purposes of
thiz section, "good cause" shall be defined as circumstances beyond the control of the
persen seeking the hearing that prevented such perszon from filing a timely request for
hearing. In the event such extension is granted, the person receiving such extension shall
be granted a hearing in accordance with this chapter.

4. If a perzon fails fo file a imely request for hearing and no extension to file such a request
has been granted, the right to a hearing is waived, the impoundment and the associated
costs of impoundment and administrative fee are deemed to be proper, and the City shall
not be liable for removal, towing, and storage charges arnsing from the impoundment.

5.  In accordance with RCW 46.55.240 (1)(d), a decision mades by a Municipal Court judicial
officer may be appealed to Municipal Court for final judgment. The hearing on the appeal
under this subsection shall be de novo. A person appealing such a decision must file a
request for an appeal in Municipal Court within fifteen (15) days afier the decision of the
Municipal Court judicial officer and must pay a filing fee in the same amount required for
the filing of a suit in district court. If a person fails to file a request for an appeal within the
time specified by this section or does not pay the filing fee, the right to an appeal is waived
and the Municipal Court judicial officer's decision is final.

(Ord. 125344 . § 1, 2017; Ord. 124302, § 6, 2013; Ord. 123447 § 3, 2010; Ord. 123190, § 9,
2009; Ord. 121525 § 5, 2004; Ord. 121483 § 2. 2004; Ord. 120007 § 1, 2000; Ord. 120006 § 2.
2000; Ord. 118180 § 5, 1998: Ord. 117306 § 7, 1994: Ord. 115634 § 1, 1991: Ord. 110106 § 1,
1981: (Ord. 108200 . § 2(11.30.120). 1979)

11.30.160 - Post-impoundment hearing procedure.

Hearings requested pursuant to Section 11.30.120 shall be held by a Municipal Court judicial officer,
who shall determine whether the impoundment was proper and whether the associated removal, towing,
storage, and administrative fees were proper. The Municipal Court judicial officer shall not have the
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authority to determine the commission or mitigation of any parking infraction unless a timely response
under Section 11.31.050 A was filed to that notice of infraction requesting a hearing and the hearing date
for that infraction has not passed, in which case the Municipal Court judicial officer has discretion to
consolidate the impoundment hearing and the notice of infraction hearing.

A. At the hearing, an abstract of the driver's driving record is admissible without further evidentiary
foundation and iz prima facie evidence of the status of the driver's license, permit, or privilege to
drive and that the driver was convicted of each offense shown on the abstract. In addition, a
certified vehicle registration of the impounded vehicle is admissible without further evidentiary
foundation and is prima facie evidence of the identity of the registered owner of the vehicle.

B. If the impoundment is found to be proper, the Municipal Court judicial officer shall enter an order
so stating. In the event that the costs of impoundment {removal, towing, and storage) and
administrative fee have not been paid or any other applicable reguirements of Section
11.30.120 B have not been satisfied or any period of impoundment under Section 11.30.105
has not expired, the Municipal Court judicial officer's order shall also provide that the
impounded vehicle shall be released only after payment to the City of any fines imposed on any
underlying traffic or parking infraction and satisfaction of any other applicable requirements of
Section 11.30.120 B and payment of the costs of impoundment and administrative fee to the
towing company and after expiration of any period of impoundment under Section 11.30.105. In
the event that the Municipal Court judicial officer grantz time payments for the costs of
impoundment and administrative fee, the City shall be responsible for paying the costs of
impoundment to the towing company. The Municipal Court judicial officer shall grant such time
payments only in cases of extreme financial need, and where there is an effective guarantee of
payment.

C. If the impoundment is found to be improper, the Municipal Court judicial officer shall enter an
order so stating and order the immediate release of the vehicle. If the costs of impoundment
and administrative fee have already been paid, the Municipal Court judicial officer shall enter
judgment against the City and in favor of the person who has paid the costs of impoundment
and administrative fee in the amount of the costs of the impoundment and administrative fee.

D. In the event that the Municipal Court judicial officer finds that the impound was proper, but that
the removal, towing, storage, or administrative fees charged for the impoundment were
improper, the Municipal Court judicial officer shall determine the correct fees to be charged. If
the costs of impoundment and administrative fee have been paid, the Municipal Court judicial
officer shall enter a judgment against the City and in favor of the person who has paid the costs
of impoundment and administrative fee for the amount of the overpayment.

E. HNo determination of facts made at a hearing under this section shall have any collateral
estoppel effect on a subsequent ciminal prosecution and such determination shall not preclude
litigation of those same facts in a subsegquent criminal prosecution.

F. An appeal of the Municipal Court judicial officer's decision in Municipal Court shall be conducted
according to, and is subject to, the procedures of this section. If the court finds that the
impoundment or the removal, towing, storage, or administrative fees are improper, any
judgment entered against the City shall include the amount of the filing fee.

(Ord. 120006 § 3, 2000: Ord. 119180 § 6, 1998: Ord. 115634 § 3, 1991: Ord. 110105 § 2, 1981:
Ord. 108200 . § 2(11.30.160), 1979

11.30.180 - Responsibility for fees as to standby time or vehicles held for investigatory purposes.

&, Mo fee shall be assessed against the owner of a vehicle for time elapsed after the towing equipment
has arrived at the location of the vehicle o be towed and prior to the operation of the towing
equipment or performance of the impound service.
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B. Mo impoundment fee andior towing or storage charges shall be assessed against the owner of a
vehicle which is being held for investigatory purposes pursuant to Section 11.30.040 A8 and which is
redeemed within forty-eight (48) hours after the Police Department shall have nofified the owner of
the release of such vehicle in writing in the manner provided in Section 11.30.100 C; provided that
such owner or person authorized to obtain possession of such impounded vehicle shall pay any
charges assessed for storage after such forty-eight (48) hour period; provided further, that if the
registered owner or the driver authorized by the registered owner is arrested or charged with a crime
in connection with the incident leading to impoundment, the City shall not pay the towing or storage
charges.

(Ord. 117306 § 8, 1094: Ord. 115634 § 4, 1991: Ord. 112421 § 6. 1985; Ord. 109031 § 1, 1980
Ord. 108200 . § 2 (11.30.180). 1979)

11.30.200 - Abandoned vehicles.

A. Any impounded vehicle not redeemed within fifteen (15) days of mailing of the notice required by
Section 11.30.100 shall be deemed abandoned.

B. Mo tow truck operator shall zell or otherwise dispose of an abandoned vehicle unless all applicable
provisions of State law have been complied with.

(Ord. 117306 § 9, 1994: Ord. 108200 § 2(11.30.200), 1979.)

11.30.220 - Contract for towing and storage.

A. The Dirsctor of Finance and Administrative Services iz authorized and directed to prepare
specifications for towing and storage of vehicles, including instructions to bidders, containing such
provisions as the Director shall deem advisable and not in conflict with this chapter.

B. A call for bids responsive to such specifications shall then be made, and the contract shall be
awarded to the lowest and best bidder whose proposal s deemed by the Director of Finance and
Administrative Services to be the most advantageous for the public and the City; provided that, in the
event all bids are deemed by the Director to be too high or irregular, he or she may reject all such
bids and make another call for bids or proceed alternatively pursuant to ordinance passed for such
puUrpose.

The Director shall consider, among other relevant factors, the following:
1. Integrity, skill, and business judgment of the bidder;
2. General experience in providing towing and storage services;

3. Conduct and performance under a previous City towing impound contract demonstrating
honesty, promptness, skill, efficiency, and a satisfactory relationship with vehicle cwners;

4. Existing availability of equipment, facilities, and perscnnel; and

The bidder's financial ability and willingness to expand or improve available equipment,
facilities, and services.

The contract award shall be in accordance with the specifications so approved for towing and
storage service necessary for carrying out the provisions of this chapter.

C. Subszequent to the award of the confract, the Director of Finance and Administrative Services shall
file a written statement with the City Clerk giving the name and address of the contractor for towing
and storage of vehicles and, if more than one place of storage has been provided, the name and
address or location of each storage place. The Director shall administer and enforce contracts made
pursuant to this section.

Appendix I: Policies and Procedures governing ALPR | Surveillance Impact Report | Automated License Plate Recognition | page

331



(Ord. 123361, § 251, 2010; Ord. 122589, § 1. 2007; Ord. 120794 § 199, 2002: Ord. 117162 §
128, 1994: Ord. 116368 § 214, 1992; Ord. 108200 , § 2(11.30.220), 1970}

11.30.240 - Contract for towing and storage—Financial responsibility.

Any contract for towing and storage under the provisions of this chapter shall require the contractor
to demonstrate proof of financial responsibility for any liability which the City may have as a result of any
negligence, willful conduct or breach of contract by the contractor and for any damages which the owner
of an impounded vehicle may sustain as a result of damage to or loss of the vehicle, or the contents of a
vehicle in the custody of the contractor. Proof of financial responsibility shall be furnished either by proof
of insurance, by filing a surety bond andior by depositing cash in such amounts as the Director of Finance
and Administrative Services shall determine necessary.

(Ord. 123361, § 252, 2010; Ord. 117306 § 10, 1994: Ord. 117169 § 129, 1994: Ord. 108200 . §
2(11.30.240), 1979.)

11.30.260 - Contract for towing and storage—Motice to owners of impounded vehicles.

Any contract for towing and storage under provisions of this chapter shall require the contractor, at
any location whers vehicles are impounded, to post conspicucus nofice of the rights of the owners of
such vehicles under Section 11.30.220.

(Ord. 108200 . § 2(11.30.260), 1979.)

11.30.280 - Contractor to file monthly claim for services.

The contractor shall, on or before the tenth day of each month, file his or her claim with the
Department of Finance and Administrative Services for towing and storage charges accruing to him or her
upon vehicles redeemed as provided in this chapter during the preceding month, in accordance with this
chapter and with the specifications for the contract authorized in Section 11.30.220, and such claim shall
be sworn to by him or her under cath. The Director of Finance and Administrative Services shall audit
such claim and any payment thereof at least once annually. A warrant or warrants for payment of such
claim shall be drawn and paid by the Director from such expenditure allowances as may be provided
therefor in the annual budget or from such moneys as may otherwise be appropriated for such purpose. If
the appropriate fund is solvent at the time payment is ordered, the Director may elect to make payment by
check.

(Ord. 123361, § 253, 2010; Ord. 120794 § 200, 2002; Ord. 120181 § 115, 2000; Ord. 120114 § 34,
2000; Ord. 118397 § 100, 1996; Ord. 117169 § 130, 1994; Ord. 116368 § 215, 1992; Ord.
108200 . § 2(11.30.280), 1979))

11.30.290 - Contract for towing and storage—Administrative fee.

A. If a vehicle is impounded pursuant to Section 11.30.105, an administrative fee shall be levied when
the vehicle is redeemed under the specifications of the contract provided for by Section 11.30.220.

B. If a vehicle is impounded pursuant to subsection 11.30.040.A7, an administrative fee shall be levied
when the wehicle is redeemed under the specifications of the confract provided for by Section
11.30.220.

C. [If a vehicle is impounded other than pursuant to subsection 11.30.040_A7 or Section 11.30.105, an
administrative fee shall be levied when the wvehicle is redeemed under the specifications of the
contract provided for by Section 11.30.220.
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. The administrative fee shall be collected by the contractor performing the impound, and shall be
remitted to the Department of Finance and Administrative Services in the manner directed by the
Director of Finance and Administrative Services and as specified in the contract provided by
subsection 11.30.220.A. The administrative fee shall be for the purpose of offsetting, to the extent
practicable, the cost to the City of implementing, enforcing, and administering the provisions of this
chapter and shall be deposited in an appropriate account. The administrative fee shall be set by rule
by the Director in an amount not to exceed $100.

(Ord. 123361, § 254, 2010; Ord. 120794 § 201, 2002; Ord. 120181 § 116, 2000; Ord. 119180 § 7.
1998; Ord. 118397 § 101, 1996; Ord. 117306 § 11, 1994)

11.30.300 - Record of impounded vehicles.

A.  The Police Department shall keep, and make available for public inspection, a record of all vehicles
impounded under the provisions of this chapter. The record shall include at least the following
information:

1.  Manufacturer's trade name or make;

2. ‘ehicle license number and state of registration;
3. Vehicle identification number,;
4

Such other descriptive information as the Chief of Police deems useful for purpeses of vehicle
identification;

5. Basis for impoundment, including reference to the appropriate section or sections of this
subtitle; and

6. Disposition of the vehicle and date of disposition.

B. The Police Department shall furnish to the towing contractor, upon request, the name of the
registered owner of any vehicle impounded by such contractor pursuant to this chapter.

(Ord. 108200 . § 2(11.30.300), 1979.)

11.30.320 - Rules and regulations.

The Director of Finance and Administrative Services and the Chief of Police are authorized and
directed to promulgate rules and regulations consistent with this chapter, the Charter of the City, and
Chapter 3.02 to provide for the fair and efficient administration of any contract or contracts awarded
pursuant to Section 11.30.220 and to provide for the fair and efficient administration of any vehicle
impoundment, redemption, or release or any impoundment hearing under this chapter.

(Ord. 123361, § 255. 2010; Ord. 120794 § 202, 2002; Ord. 119180 § 8. 1998; Ord. 117169 § 131,
1994; Ord. 108200 . § 2(11.30.320). 1979.)

11.30.340 - Vehicle immaobilization prohibited.

A A property owner, other than the State of Washington or any unit of local government, shall not
immobilize any vehicle owned by a person other than the property owner. "Immobilize” means the
use of a locking wheel boot that, when attached to the wheel of a vehicle, prevents the vehicle from
mowving without damage to the tire to which the locking wheel boot is attached.

B. A viclation of thiz section is a gross misdemeanor. (RCW 46.55.300)
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(Ord. 122742, § 6. 2008.)
11.30.360 - Violations constituting abandoning—Evidence—Penalty.

A. Mo perzon shall wilfully leave an abandoned vehicle on private property for more than twenty-four
(24} hours without the permission of the person having the right to possession of the property, or a
wrecked, dismantled, or inoperative vehicle or automobile hulk on a street, alley or way open to the
public for twenty-four (24) hours or longer without notification to the Chief of Police of the reasons for
leaving the motor vehicle in such a place. Any such vehicle or hulk shall ke abated and removed in
accordance with the provisions of Ordinance 98223, 13 a5 amended, and enforcement shall be by
the Director of Transportation in accordance with said ordinance as amended. For the purposes of
this section, the fact that a motor vehicle has been so left without permission or notification is prima
facie evidence of abandonment.

B. Any person found to have abandoned a vehicle or hulk shall, in addition to any penalty imposed,
also be assessed any costs incurred by the City in the removal of such abandoned wvehicle or hulk
less any moneys received by the City from such removal.

(Ord. 121420 § 6. 2004: Ord. 117306 § 13. 1994; Ord. 109476 § 3(part). 1980; Ord. 108200 . §
2(11.30.360), 1979

Footnotes:

_— :13’ _—

Editor's note— Ord. 95223 ig codified in Chapter 11.92 of this Code
Chapter 11.31 - DISPOSITION OF TRAFFIC OFFENSES

Sections:

11.31.010 - Viclations as traffic infractions.

Except as otherwise provided in Section 11.34.020 or elzewhere in this title, failure to perform any
act required or the performance of any act prohibited by this title is designated as a traffic infraction and
may not be classified as a criminal offense.

(Ord. 123632, § 10, 2011; Ord. 122003 , § 2, 2005; Ord. 115040, § 6, 1990; Ord. 112875, § 1,
1986; Ord. 112486 . § 2, 1985; Ord. 110967 . § 5, 1983; Ord. 109476 . § 1. 1980; Ord. 108200 , §
2(11.31.010), 1979

11.31.020 - Notice of traffic infraction—Issuance.

A. A peace officer has the authority to issue a notice of traffic infraction:
1. when the infraction is committed in the officer's presence;

2. if an officer investigating at the scene of a motor vehicle accident has reasonable cause to
believe that the driver of a motor vehicle involved in the accident has committed a traffic
infraction; or

3. when a viclation of Section 11.50.140, 11.50.150, 11.52.040, or 11.52.100 is detected through
the use of an automated traffic safety camera as authorized pursuant to RCW 46.63.170 and
Section 11.50.570.
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B. A court may issue a notice of traffic infraction upon receipt of a written statement of the officer that
there is reasonable cause to believe that an infraction was committed. (RCW 46.63.030)

(Ord. 124950 . § 5. 2015; Ord. 123632 § 8, 2011; Ord. 123420, § 6, 2010; Ord. 123035, § 2,
2009; Ord. 119011, § 7, 1998; Ord. 118105, § 2, 1996; Ord. 112421 . § 12, 1985; Ord. 109476, §
3(part). 1984; Ord. 108200 . § 2(11.23 400), 1970 Ord. 123046, §4. 2012; Ord. 123170, § 1,
2009; Ord. 121944 | § 2, 2005; Ord. 109476 . § 1({part), 1980; Ord. 108200, § 2(11.31.020),
1979

11.31.030 - Parking notices.

Whenever any motor vehicle without an operator is found parked, standing or stopped in violation of
this subiitle, the officer finding it may take itz registration number and any other information dizsplayed on
the vehicle which may identify itz user, and shall fix conspicuously to such vehicle a notice of traffic
infraction. (RCW 46.63.030(3))

(Ord. 109476 § 2(part), 1980; Ord. 108200 . § 2(11.31.030). 1979.)

11.31.040 - Notice of traffic infraction—Determination—Response.

A notice of traffic infraction represents a determination that an infraction has been committed. The
determination will be final unless contested as provided in this chapter. (RCW 46.63.060)

(Ord. 102476 § 1(part). 1980: Ord. 108200 . § 2(11.31.020), 1979.)

11.31.050 - Response to notice of traffic infraction—Contesting determination—Hearing—Failure to
appear.

A Any person who receives a notice of traffic infraction shall respond to such notice as provided in this
section within fifteen (13) days of the date of the notice.

B. If the person determined to have committed the infraction does not contest the determination the
perszon shall respond by completing the appropriate portion of the notice of infraction and submitting
it, either by mail or in person, to the Municipal Court of Seattle. A check or money order in the
amount of the penalty prescribed for the infraction must be submitted with the response. When a
response which does not contest the determination is received, an appropriate order shall be entered
in the court's records, and a record of the response and order shall be fumished to the Department
of Licensing in accordance with RCW 46.20.270.

C. If the person determined to have commitied the infraction wishes to contest the determination the
perzon shall respond by completing the portion of the notice of infraction requesting a hearing and
submitting it, either by mail or in person, to the Municipal Court of Seattle. The court shall notify the
person in writing of the time, place, and date of the hearing, and that date shall not be sconer than
seven (7) days from the date of the notice, except by agreement.

D. If the person determined to have committed the infraction does not contest the determination but
wishes to explain mitigating circumstances surrounding the infraction, the person shall respond by
completing the portion of the notice of infraction requesting a hearing for that purpose and submitting
it, either by mail or in person, to the Municipal Court of Seattle. The court shall notify the person in
writing of the time, place, and date of the hearing.

E. In any hearing conducted pursuant to subsections C or D of thiz section, the court may defer
findings, or in a hearing to explain mitigating circumstances may defer entry of its order, for up to one
(1} year and impose conditions upon the defendant the court deems appropriate. Upon deferring
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findings, the court may assess costs as the court deems appropriate for administrative processing. IF
at the end of the deferral period the defendant has met all conditions and has not been determined
to have committed another traffic infraction, the court may dismiss the infraction. A person may not
receive more than one (1) deferral within a seven (7) year period for traffic infractions for moving
violations and more than one (1) deferral within a seven (7) year period for traffic infractions for
nonmoving viclations. A person who commits negligent driving in the second degree with a
vulnerable user victim may not receive a deferral for this infraction under this section.

F. K any person issued a notice of traffic infraction:
1. Fails to respond to the notice of traffic infraction as provided in subsection B of this section; or

2. Fails to appear at a hearing requested pursuant to subsections C or D; the court shall enter an
appropriate order assessing the monetary penalty prescribed for the traffic infraction and any
other penalty authorized by this chapter and shall notify the Department of Licensing in
accordance with RCW 46.20.270 of the failure to respond to the notice of infraction or to appear
at a requested hearing. (RCW 46.63.070)

(Ord. 123946 § 5.2012; Ord. 120060 . § 1, 2000; Ord. 111859 . § 2. 1984; Ord. 109476 . §
1(part). 1980; Ord. 108200 . § 2(11.31.050), 1979

11.31.060 - Hearing—Contesting determination that infraction committed —Appeal.

A A hearing held for the purpose of contesting the determination that an infraction has been committed
shall be without a jury.

B. The court may consider the notice of traffic infraction and any other written report made under oath
submitted by the officer who issued the notice or whose written statement was the basis for the
izzuance of the notice in lieu of the officer's personal appearance at the hearing. The person named
in the notice may subpoena witnesses, including the officer, and has the right to present evidence
and examine witnesses present in court.

C. The burden of proof iz upon the City to establish the commission of the infraction by a
preponderance of the evidence.

D. After consideration of the evidence and argument, the court ghall determine whether the infraction
was commifted. Where it has not been established that the infraction was committed, an order
dismissing the notice shall be entered in the court's records. Whers it has been established that the
infraction was committed an appropriate order shall be entered in the court's records. A record of the
court's determination and order shall be furnished to the Department of Licensing in accordance with
RCW 46.20.270 as now or hereafter amended.

E. An appeal from the court's determination or order shall be to the Superior Court. The decision of the
Superior Court iz subject only to dizcretionary review pursuant to Rule 2.3 of the Rules of Appellate
Procedure. (RCW 46.63.090)

(Ord. 109476 § 1(part). 1980: Ord. 108200 . § 2(11.31.060). 1979.)

11.31.070 - Hearings—Explanation of mitigating circumstances.

A A hearing held for the purpose of allowing a person to explain mitigating circumstances surmounding
the commission of an infraction shall be an informal proceeding. The person may not subpoena
witnesses. The determination that an infraction has been committed may not be contested at a
hearing held for the purpose of explaining mitigating circumstances.

B. After the court has heard the explanation of the circumstances surrounding the commission of the
infraction an appropriate order shall be entered in the courl's records. A record of the courl's
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determination and order shall be furnished to the Department of Licensing in accordance with RCW
46.20.270 as now or hereafter amended.

C. There may be no appeal from the court's determination or order. (RCW 46.63.100)

(Ord. 109476 § 1(part), 1980: Ord. 108200 . § 2(11.31.070), 1979.)

11.31.080 - Owner responsible for stopping, standing, parking, or alarm violation.

A.  In any traffic infraction case involving a violation of this title relating to the stopping, standing or
parking of a vehicle, or the sounding of an audible alarm, proof that the particular vehicle described
in the notice of traffic infraction was stopping, standing or parking or emitting an audible alarm in
vicdlation of any such provision in this title together with proof of registered ownership of the vehicle at
the time of the violation, shall constitute in evidence a prima facie presumption that the registered
owner of the vehicle was the person who parked or placed the vehicle at the point where, and for the
fime during which, the viclation occumred or was responsible for the failure to turmn off the audible
alarm as required.

B. The foregoing stated presumption shall apply only when the procedure prescribed in Section
11.31.030 has been followed. (RCW 46.63)

C. If a car rental agency declares that the vehicle was under lease at the time of the violation, and
supplies the name and address of the lessee, there shall be a prima facie presumption that the
lesses 2o identified parked or placed the vehicle at the point where the violation occurred, or was
responsible for the failure to tumn off the audible alarm as reguired.

(Ord. 116701 § 2. 1993: Ord. 109476 § 2(part). 1980: Ord. 108200 . § 2(11.31.080), 1979.)

11.31.090 - Traffic infractions detected through the use of an automated traffic safety camera

A A notice of infraction based on evidence detected through the use of an automated traffic safety
camera must be mailed to the registered owner of the vehicle within 14 days of the violation, or to the
renter of a vehicle within 14 days of establishing the renter's name and address under subsection C1
of this section, SMC 11.31.090. The peace officer izssuing the notice of infraction shall include with it
a certificate or facsimile thereof, based upon inspection of photographs, microphotographs, or
electronic images produced by an automated traffic safety camera, stafing the facts supporting the
notice of infraction. This cerificate or facsimile is prima facie evidence of the facts contained in it and
iz admissible in a proceeding charging a violation of Section 11.50.140, Section 11.50.150, Section
11.52.040, or Section 11.52.100. The photographs, microphotographs, or electronic images
evidencing the wiolation must be available for inspection and admission inte evidence in a
proceeding to adjudicate the liability for the infraction.

B. A person receiving such a notice of infraction may respond to the notice by mail. The registered
owner of a vehicle is responsible for such an infraction unless the registered owner overcomes the
presumption in SMC subsection 11.31.020.E, or, in the case of a rental car business, satisfies the
conditions under SMC subsection 11.31.090.C. ¥ appropriate under the circumstances, a renter
identified under SMC subsection 11.31.090.C1 is respongible for such an infraction.

C. If the registered owner of the vehicle iz a rental car business, the peace officer shall, before such a
notice of infraction is issued, provide a written notice to the rental car business that a notice of
infraction may be izsued to the rental car business if the rental car business does not, within 18 days
of receiving the written notice, provide to the peace officer by return mail:

1. A statement under oath stating the name and known mailing address of the individual driving or
renting the vehicle when the infraction occurred; or

2. A statement under oath that the business is unable to determine who was driving or renting the
vehicle at the time the infraction occurred; or
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3. Inlieu of identifying the vehicle operator, the rental car business may pay the applicable penalty.

Timehy mailing of this statement to the peace officer relieves a rental car business of any liability
under Chapter 11.31 for the notice of infracticn.

. The term "automated traffic safety camera™ means a device that uses a vehicle sensor instalied to
work in conjunction with an intersection fraffic control system, a railroad grade crossing system or
speed measuring device, and a camera synchronized to automatically record one or more
sequenced photographs, microphotographs, or electronic images of the rear of a motor vehicle at the
time the wehicle fails to stop when facing a steady red traffic control signal or an activated railroad
grade crossing control signal or exceseds a speed limit in a school speed zone as detected by a
speed measuring device. An automated traffic safety camera includes a camera used to detect
violations other than stoplight, railrcad crossing and school speed zone violations as authorized by
and subject to the restrictions imposed by the Washington Legislature.

E. In a traffic infraction case involving an infraction detected through the use of an automated traffic
safety camera, proof that the particular vehicle described in the notice of fraffic infraction was in
violation of Section 11.50.140, Section 11.530.150, 11.52.040, or Section 11.52.100, together with
proof that the person named in the notice of fraffic infraction was at the time of the viclation the
registered owner of the vehicle, constitutes in evidence a prima facie presumption that the registered
owner of the vehicle was the person in control of the vehicle at the point where, and for the time
during which, the violation occurred. This presumption may be overcome only if the registered owner
states, under oath, in a written statement to the court or in testimony before the court that the vehicle
involved was, at the time, stolen or in the care, custody, or control of some person other than the
registered owner.

(Ord. 124686 . § 2. 2015; Ord. 123046, § 6, 2012; Ord. 123170, § 2, 2000; Ord. 122725, § 1,
2008; Ord. 122554 . § 1, 2007; Ord. 121244 § 3. 2005.)

11.31.115 - Monetary penalty doubled for certain traffic infractions.

A person found to have committed a traffic infraction relating to right of way, speed restrictions,
overtaking and passing or regard for pedestrians in a school or playground crosswalk zone under
Sections 1140040, 11.44.120, 11.52.100, 11.53.400, 1158230 or 11.58.310, speed resfrictions in a
roadway construction zone under Section 11.52.110 or an emergency zone under Section 11.58.272 or
overtaking and passing a school bus under Sectiom 11.53.440 A shall be assessed a monetary penalty
equal to twice the penalty assessed under Section 11.31.120. This penalty may not be waived, reduced
or suspended. (RCW 46.61.212(3); RCW 46.61.235(5); RCW 4661 245(2); RCW 46.61.261(2); RCW
45.61.440(3); RCW 46.61.527(3); RCW 46.61.370(6))

(Ord. 123420, § 8. 2010; Ord. 123420, § 7, 2010; Ord. 112011 § @, 1998))

11.31.120 - Monetary penalties.

A, A person found to have committed a traffic infraction shall be assessed a monetary penalty. Mo
penalty may exceed $250.00 for each offense unless a higher penalty is specifically provided for in
this title or by statute.

B. There shall be a penalty of $25.00 for failure to respond to a notice of fraffic infraction, to appear ata
requested hearing or to pay a monetary penalty imposed pursuant to this chapter.

C. A ftraffic infraction for violation of Section 11.50.140, Section 11.50.150, Section 11.52.040, or
Section 11.52.100 detected through the use of an automated ftraffic safety camera shall be
processed in the same manner as a parking infraction, with a monetary penalty equal to the total
penalty, including the base penalty plus any statutory assessments authorized under state law, for
viclations of such Sections otherwise detected by a police officer. However, the monetary penalty for
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Mo person shall cancel or solicit the cancellation of any citation in any manner other than as provided
in this chapter.

(Ord. 108200 . § 2(11.32.160), 1979.)

Chapter 11.34 - PENALTIES

Sections:

11.34.020 - Penalties for criminal offenses

A, Any person convicted of any of the following offenses may be punizshed by a fine in any sum not to
exceed $5,000 or by imprizgonment for a term not to exceed 364 days, or by both such fine and

imprisonment:

1. Subsection 11.22.070.B, Licenses and plates required—Penalties—Exceptions;

2. Section 11.22.090, Vehicle trip permits—Restrictions and requirements—Penalty;

3. Section 1122200, Special license plates—Hulk hauler;

4.  Section 11.23.400, Disabled parking—Enforcement;

5.  Section 11.30_340, Vehicle immobilization prohibited;

G Section 11.55.340, Vehicles carrying explosives, flammable liquids, poison gas, liguefied
petroleum gas (LPG) and cryogenics must stop at all railroad grade crossings;

7. Section 11.56.120, Reckless driving;

8. Section 11.56_.130, Reckless endangerment of roadway workers;

9. Section 11.36.140, Reckless endangerment of emergency zone workers;

10. Subsection 11.56_320.8, Driving while license is suspended or revoked in the first degree;

11. Subsection 11.36_320.C, Driving while license is suspended or revoked in the second degree;

12. Section 1156330, Viclation of an occupational, temporary restricted or ignition interlock
driver's license;

13. Section 11.56.340, Operation of motor vehicle prohibited while license is suspended or
revoked,;

14.  Section 11.56.350, Cperation of a motor vehicle without required ignition interlock or other
biological or technical device;

13. Section 11.56.355, Tampering with or assisting another in circumventing an ignition interlock
device;

16. Section 11.56.420, Hit and run {attended);

17. Section 11.56.445, Hit and run {by unattended vehicle];

18. Section 11.56.450, Hit and run {pedesirian or person on a device propelled by human power);

19.  Section 11.60.690, Transportation of liquified petroleum gas;

20. Section 11.62.020, Flammable liquids, combusgtible liquids and hazardous chemicals;

21. Section 11.62.040, Explosives;

22, Subsection 11.74.160.B, Failure to secure load in the first degres;

23.  Subszection 11.80.140.B, Cerain vehicles to carry flares or other waming devices (subsection

B only);
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25. Subsection 11.74.160.C, Failure to secure load in the second degree;
26. Subsection 11.84_370.C, Possessing signal preemption device except as authorized;

27. Section 11.34.040, Aiding and abetting with respect to the criminal offenses in this subsection
11.34.020.B.

(Ord. 124950 . § 6. 2015; Ord. 124686 . § 3. 2015 Ord. 123632, § 11. 2011; Ord. 123420, § 10.
2010; Ord. 123420. § 9. 2010; Ord. 122742, § 7. 2008 Ord. 120885, § 3, 2002; Ord. 119189 . §
5. 1908: Ord. 119011 . § 10, 1998; Ord. 118105, § 3. 1996: Ord. 116872, § 3. 1993; Ord. 116538,
§2.1993; Ord. 115757, § 1. 1991; Ord. 115040, § 5. 1990; Ord. 112075 . § 2, 1986; Ord. 112466
-§3.1985; Ord. 111859 . § 4. 1984: Ord. 109476 . § 3(part). 1980: Ord. 105200 . § 2(11.34.020).
1079.)

11.34.040 - Aiding and abetting violation.

It iz unlawful to counsel, aid, or abet the violation of or failure to comply with any of the provigions of
this subtitle.

(Ord. 108200 . § 2(11.34.040), 1979.)

Chapter 11.35 - IMMOBILIZATION
Sections:

11.35.010 - Scofflaw list

A.  When there are four or more parking citations issued against a vehicle for each of which a person
has failed to respond, failed to appear at a requested hearing, or failed to pay amounts due for at
least 45 days from the date of the filing of each of those citations, the Seattle Municipal Court shall
place the vehicle on a list of scofflaws, and shall mail, by first class mail, a notice to the last known
registered owner of the vehicle, as disclosed by the vehicle license number as provided by the
Washington State Department of Licensing or equivalent vehicle licensing agency of the state in
which the vehicle is registered. If there is no last known address that can be ascertained from the
Washington Depariment of Licensing, or if the vehicle has no Washington vehicle license number or
iz not registered in the State of Washington, the notice, in the form of a readily vizible notification
sticker, may be affixed to the vehicle while left within a public right-of-way or other publicly owned or
controlled property. A notification sticker may be used in lieu of mailing even if the last known
address iz ascertainable for vehicles registered in the State of Washington.

B. The registered vehicle owner may request an administrative review at the Seattle Municipal Court at
any time that the vehicle is on the scofflaw list until the vehicle has been immobilized or impounded.
The review should only examine whether the vehicle is properly on the scofflaw list and shall not
review the underlying citations that caused the vehicle to be included on the scofflaw list. The vehicle
shall be removed from the list only upon a showing by the registered owner that either:

1. fewer than four of the citations that caused the vehicle to be included on the scofflaw list were
committed while the current registered owner was the legal owner of the vehicle; or

2. all amounts due pertaining to the citations that met the criteria for scofflaw under Section
11.35.010 A have been satisfied in full.

C. A vehicle shall remain on the scofflaw list until all outstanding parking infraction penalties, court
costs (including but not limited to collection agency remuneration authorized under RCW 3.02.045),
default penalties on parking traffic infractions imposed under Section 11.31.120, immobilization
release fees imposed under subsection 11.35.020.H, costs of impoundment (including removal,
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towing and storage fees) imposzed under Section 11.30.120, towing administrative fees imposed
under Secfion 11.30.220 and immobilization administrative fees under subsection 11.35.020.H, and
intereat, have been paid, or a time payment plan has been arranged with the Seattle Municipal Court
or their authorized agent.

D. When a time payment plan is created, the subject vehicle shall be temporarily removed from the
scofflaw list and the payment amounts shall be applied on a pro rata basis until all penalties, fines or
fees owed relating to all parking citations are satisfied. A vehicle that has been temporarily removed
from the scofflaw list shall be retumed to the list if the owner defaults on the time payment
agreement, in accordance with guidelines adopted by the Seattle Municipal Court.

(Ord. 124558, § 1. 2014; Ord. 123563, § 1. 2011; Ord. 123447_§ 1. 20107

11.35.020 - Immobilization

A [Effective July 1, 2011 and thereafter, if the notice requirements under Section 11.35.010 A have
been met, and if parked in public right-of-way or on other publicly owned or controlled property, a
vehicle on the scofflaw list may be immobilized by installing on such vehicle a device known as a
"boot," which clamps and locks onto the vehicle wheel and impedes vehicle movement. If a vehicle is
immobilized, it shall not be released until full payment has been made, or a time payment agreement
has been entered into for all outstanding penalties, fines, or fees owed for all parking citations, plus
all immobilization, towing, and storage charges and administrative fees.

B. Any vehicle that remains booted for 48 hours or more, not including any of the 48 hours from the
beginning of Saturday until the end of Sunday, or which becomes illegally parked while booted, shall
be subject to towing and impoundment pursuant to Section 11.30.040. The Seattle Department of
Transportation and Seattle Police Department shall issue joint guidelines for vehicle towing related to
immobilization, based on Sections 11.30.040 and 11.16.320.

C. The person installing the boot shall leave under the windshield wiper or otherwise attach to the
vehicle a notice advising the owner that the vehicle has been booted by the City of Seattle for failure
to respond, failure to appear at a requested hearing, and failure to pay amounts due for four or more
adjudicated parking infractions for at least 45 days from the date of the last such adjudication issued
against the vehicle; that release of the boot may be obtained by paying all outstanding penalties,
fines, or forfeitures owed relating to all adjudicated violations, plus all booting, removal, towing, and
storage charges and administrative fees; that unless such payment is made within two business
days of the date of the notice, the vehicle will be impounded; that it is unlawful for any person to
remove or attempt to remove the boot, to damage the boot, or to move the vehicle with the boot
attached, unless authorized by the Seattle Police Depariment or an authorized agent of the City; and
that the owner may seek an administrative review of the beoting by submitting a request to the
Seattle Municipal Court within ten days of the release of the boot. The notice shall further state that
the vehicle remains subject to impoundment regardless of whether the owner requests an appeal.

D. The vehicle may ke released from immoebilization when the vehicle owner or an agent of the owner
pays all outstanding parking infraction penalties, court costs (including but not limited to collection
agency remuneration authorized under RCW 3.02.045), default penaltiez on parking traffic
infractions imposed under Section 11.31.120, immobilization release fees imposed under subsection
11.35.020 H, costs of impoundment (including removal, towing and storage fees) imposed under
Section 11.30.120, towing administrative fees imposed under Section 11.30.290 and immobilization
administrative fees under subsection 11.35.020H, and interest, or enters into a time payment
agreement for the payment thereof. Upen full payment or upon entry into a time payment agreement,
the Seattle Police Department or other authorized agent of the City shall promptly remove or enable
the removal of the boot from the vehicle. If payment is made in full, the vehicle shall be removed
from the scofflaw list and shall not be subject to immobilization or impoundment for the paid citations.
Upon entry into a time payment agreement, the vehicle shall be temporarily removed from the
scofflaw list and shall not be subject to immebilization, provided, however, that the vehicle shall be
retumed to the scofflaw list and be subject to immobilization i the owner defaults on the time
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payment agreement. A registered owner who defaults on a time payment agreement shall not be
given another opporfunity to make a time payment arrangement and therefore, payment for all
outstanding amounts above shall be made in full before the vehicle may be removed from the
scofflaw list or released from immobilization or impound. Any person who has previously removed or
enabled removal of a booting device in violation of subsection E while on the scofflaw list for any four
or more parking infractions, and subseguently is booted a second ime while on the scofflaw list for
the same parking infractions, shall not be eligible for a time payment plan.

E. HNo person other than an authorized employee of the Seattle Police Department or an authorized
agent of the City shall remove or enable the removal of the boot described in subsection A of this
Section from any wvehicle on which it has been installed unless the requirements of subsection D
have been met.

F. If the Seattle Police Department or an authorized agent of the City enables the vehicle owner to
remave the boot, the owner shall return the boot to a location designated by the Department within
two calendar days of the removal.

&. Mo person, other than an authorized employee of the Seattle Police Depariment or other authorized
agent of the City, shall move, by towing or other means, any vehicle after it has besn immobilized but
before the koot has been removed.

H. The Director of Finance and Administrative Services zhall determine and set an immobilization fee
and an administrative fee in amounts such that the sum of such fees do not exceed the sum of the
lowest impound fee, minimum storage fee, and administrative fee for vehicle impoundment under
Section 11.30.120. An administrative fee, if any, shall be levied when the boot is removed. The
administrative fee shall be collected by the contractor releasing the vehicle from immobilization, shall
be remitted to the Department of Finance and Administrative Services, and shall be deposited in an
appropriate account.

I. A perzon who fails to return the booting device within the time frame required by subsection F of this
section may be charged a late fee as determined by the Director of Finance and Administrative
Services.

J. A person who intentionally damages the booting device may be charged a replacement fee as
determined by the Director of Finance and Administrative Services and also may be prosecuted for
the crime of property destruction under section 124.08.020.

K. The Director of Finance and Administrative Services shall adopt rules governing the imposition of
fees under this Section 11.35.020.

(Ord. 124558, § 2, 2014; Ord. 123563, § 2, 2011; Ord. 123447 § 1, 20100
11.35.030 - Post-immohbilization review

The registered vehicle owner may seek a post-deprivation review of the immobilization by submitting
a written request to the Seattle Municipal Court within ten days of the placement of the notice on the
vehicle, as established by the notice date. Upon fimely receipt of such writen request, the Seatile
Municipal Court shall, within a reasonable time as established by the Court, conduct a review on the issue
of whether the immobilization was proper and shall issue a written decision setting forth the reasons on
which the decision s based, provided, however, that any previously adjudicated parking infractions that
formed the basis of the vehicle's scofflaw status shall not be subject to the review. The person seeking
review shall have an opportunity to present evidence on hiz or her behalf in accordance with
requirements established by the Court.

(Ord. 123447, § 1. 2010)
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WEP No. C141174G5C

MEMORANDUM OF UNDERSTANDING
BETWEEN

THE WASHINGTON STATE FPATROL
AND

THE SEATTLE POLICE DEPARTMENT

[. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Washington State Patrol (WSP) and the Police Department for the City of the Scattle hereinafter
referred to as the “parties”, is to memorialize the parties’ understanding regarding transmilting,
receiving, and storage of information contained in the National Crime Information Center (MCIC) and
Washington Crime Information Center (WACIC) systems of records made available through a data
transfer program. The data provided by W3P will be used by Seattle Police Department as input to a
law enforcement application.

WEP provides NCIC/WACIC data to the Seattle Police Department through WSP"s A Central
Computerized Enforcement Service System (ACCESS). Departrment has a separate agreement with
WSP regarding access to, use of, and subsequent dissemination of information obtained through
ACCESS, including NCIC/WACIC data. This MOU has no affect on that agreement.

2: BACKGROUND: The Federal Bureau of Investigation (FBI) maintains the NCIC system
of records containing multiple files, WSP maintaing the WACIC system of records containing
multiple files. Information included may be stolen vehicles, vehicles wanted in conjunction with
felonies, wanted persons, and vehicles subject to seizure based on federal court orders.

The Seattle Police Department has instituted state-of-the-art license plate screening technology
from mobile and fixed sites. The Seattle Police Department's vendors provide software and screening
devices that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other locations conirolled by the agency. The Seatile Police Department has
requested to obtain relatively current information from the NCIC and WACIC files in order to compare
seanned numbers against siolen license plates. The Seattle Police Department cerlifies its vendors
providing license plate screening technology do not have access to NCIC/WACIC data provided to the
Seattle Police Department by WSP.

3. SCOPE: This MOU applies to WSP making information from the NCIC and WACIC Vehicle
File, License Plate File and Wanted Person File available to Seattle Police Department via a secure FTP
Server environment.

AL WSP will:

1) Provide the Seattle Police Department with the data elements and disqualifying items are
described in Attachment 1, Data Elements and Handling [nstructions, which is attached
hereto and incorporated herein.

2} Provide updated extract information on a mutually agreed to frequency;

3) Respond to specific inquiries from the Seattle Police Department; and
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4) Provide the Seattle Police Department with the name and telephone number of a
teclinical and an administrative point of contact.

B. the Seattle Police Departiment will:
1} Use the NCIC and WACIC extracts for law enforcement purposes;

2) Update its local database as FBI and WACIC updates become available via WSP,
ensuring that those numbers deleted from the NCIC/WACIC system are also deleted
from all local databases;

3) Confirm extract hits are still active in NCIC and WACIC, at the earliest reasonable
opportunity, in accordance with current hit confirmation policy;

4) Provide the WSF with the name and telephone number of a technical and an
administrative point of contact; and

5) Ensure that the Seattle Police Department's use and dissemination of data provided by

WSP under this MOU is in accordance with federal and state laws and regulations, including
but not limited to the FBI's Criminal Justice Systems Information (CJIS) regulations.

4. FUNDING: Each party will fund its own activities unless otherwise agreed in writing. PCSO
has a separate agreement with WSP for use of ACCESS, This MOU has no affect on that agreement, or
the rates and fees WSP charges for the services provided thereunder.

5. LIAISON REPRESENTATIVES

For the Washington State Patrol: For the City of Seattle Police Department:
Mr. Jim Anderson, Administrator Mr. Mark Knutson, [T Manager

Criminal Records Division Information Technology Section

PO Box 42619 610 5™ Ave, PO Box 34986

Olympia WA 08504-2619 Seattle WA 98104

Phone: (360) -534-2101 Phone: {206) - 684-0970

Fax: (360) — 534-2070 Fax: (206) — 684-5109

Email: Mark Knulson@seattle. gov

E-mail: jim.andersonfiwspwa.gov

5 CONFIDENTIAL INFORMATION: The Seattle Police Department acknowledges that
some of the material and information that may come into its possession or knowledge in connection
with this MOU or its performance may consist of information that is exempt from disclosure to the
public or other unauthorized persons under either chapter 42.56 RCW or other state or federal
statutes (“Confidential Information™). Confidential Information includes, but is not limited 1o,
names, addresses, Social Security numbers, e-mail addresses, telephone numbers, financial profiles,
credit card information, driver's license numbers, medical data, law enforcement records, agency
source code or object code, agency security data, or information identifiable to an individual that
relates to any of these types of information. The Seattle Police Depattment agrees to hold
Confidential Information in strictest confidence and not to make use of Confidential Information for
any purpose other than the performance of this MOU, to release it only to authorized employees
requiring such information for the purposes of earrying out this MOU, and not to release, divulge,
publish, transfer, sell, disclose, or otherwise make it known (o any other party withoul W3P's
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Attachment 1

NCIC/WACIC Data Elements and Handling Instroctions

19 Data Elements: WSP will transmit to the Seattle Police Department information from the Vehicle
File, License Plate File, and vehicle information from the Wanted Person Files,

2y Data Handling

a) If the Seattle Police Department has no need for a particular class of data, they will delete that
data immediately on receipt.

b) Record updates are accomplished by record replacement. The Seattle Police Department may
have to compare a new data file with former files provided by WSP in order to determine any
changes.

¢) Ifarecord is present within the Seattle Police Department’s application and not present in the
transferred file from WSP, the record has been removed for operational reasons by local law
enforcement. Reasons for that removal include cancellation of the subject plate, or the vehicle
has been located,

d) The Seattle Police Department will not retain any data file provided by WSP longer than 30
calendar days.

€) The Seattle Police Department will not enter or madify NCIC/WACIC data directly.

3) Schedule: WSP shall refresh the data files provided to the Seattle Police Department in a
mutually agreed upon process and at agreed upon intervals. WSP shall notify the Seattle Police
Department if files will not be available due to problems or of updated code tables.

4) Problem Reporting: Problem reporting by WASPC under this MOU is governed by Attachment 2,
WSP Secure FTP Problem Notification Procedures, which is attached hereto and incorporated into
this MOU herein.
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Attachment 2

WSP Secure FTP Problem Notification Procedures

. When a problem with acquiring data occurs with the WSP Secure FTP Server, the Scattle
Police Department will call WSP ITD Customer Services at (360) 705-5999 or send an ¢-mail
to ITDeustomerservicesaiwsp.wa.gov explaining the issue and having a work order opened.
The Seattle Police Department will include identifying information about the Seattle Police
Department staff that identified the problem in the explanation with e-mail address and phone
numben(s).

. The WSP Information Technology Division (ITD) Customer Services group will escalate the
work order to the appropriate ITD group.

. That group will notify the Seattle Police Department that the issue is being worked on or has
been completed.

s Ifthere is no contact within four business hours, the Seattle Police Department should do a
follow-up contact.

s The ITD Customer Services group working the problem may call or send e-mail to the Seattle
Police Department in order to determine problem particulars or to request testing. The Seattle
Police Depariment will only call or e-mail that person or group in the context of an existing,
open problem, and not for new problems.

#  Once the Seattle Police Department is satisfied with the results, the work order will be closed.
Another work order should be opened for any new problem with receiving data from the WSP
Secure FTP Server. The prior work order can be cited by the Seattle Police Department in any
subsequent work orders if it seems relevant.
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APPENDIX J: CTO NOTICE OF SURVEILLANCE TECHNOLOGY

Thank you for your department’s efforts to comply with the new Surveillance Ordinance, including a
review of your existing technologies to determine which may be subject to the Ordinance. | recognize
this was a significant investment of time by your staff; their efforts are helping to build Council and
public trust in how the City collects and uses data.

As required by the Ordinance (SMC 14.18.020.D), this is formal notice that the technologies listed below
will require review and approval by City Council to remain in use. This list was determined through a
process outlined in the Ordinance and was submitted at the end of last year for review to the Mayor's
Office and City Council.

The first technology on the list below must be submitted for review by March 31, 2018, with one
additional technology submitted for review at the end of each month after that. The City's Privacy Team
has been tasked with assisting you and your staff with the completion of this process and has already
begun working with your designated department team members to provide direction about the
Surveillance Impact Report completion process.

Please let me know if you have any questions.
Thank you,

Michael

Proposed
Review Order

Technology Description

~ ALPRsare computer-controlled, high-speed camera systems
mounted on parking enforcement or police vehicles that

Automated License automatically capture an image of license plates that come
Plate Recognition into view and converts the image of the license plate into 1
(ALPR) alphanumeric data that can be used to locate vehicles

reported stolen or otherwise sought for public safety
purposes and to enforce parking restrictions.

BCPS is used in situations where a picture of a suspected
criminal, such as a burglar or convenience store robber, is

Booking Photo taken by a camera. The still screenshot is entered into BPCS,
Comparison Software | which runs an algorithm to compare it to King County Jail 2
(BPCS) booking photos to identify the person in the picture to further

investigate his or her involvement in the crime. Use of BPCS is
governed by SPD Manual §12.045.
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Technology

Proposed

Description Review Order

Forward Looking
Infrared Real-time
video (FLIR)

Undercover/
Technologies

Computer-Aided
Dispatch (CAD)

Two King County Sheriff’s Office helicopters with Forward
Looking Infrared (FLIR) send a real-time microwave video
downlink of ongoing events to commanders and other
decision-makers on the ground, facilitating specialized radio
tracking equipment to locate bank robbery suspects and
provides a platform for aerial photography and digital video of
large outdoor locations (e.g., crime scenes and disaster
damage, etc.).

The following groups of technologies are used to conduct
sensitive investigations and should be reviewed together.

e Audio recording devices: A hidden microphone to
audio record individuals without their knowledge. The
microphone is either not visible to the subject being
recorded or is disguised as another object. Used with
search warrant or signed Authorization to Intercept
(RCW 9A.73.200).

e Camera systems: A hidden camera used to record
people without their knowledge. The camera is either
not visible to the subject being filmed or is disguised
as another object. Used with consent, a search
warrant (when the area captured by the camera is not
in plain view of the public), or with specific and
articulable facts that a person has or is about to be
engaged in a criminal activity and the camera
captures only areas in plain view of the public.

e Tracking devices: A hidden tracking device carried by
a moving vehicle or person that uses the Global
Positioning System to determine and track the precise
location. U.S. Supreme Court v. Jones mandated that
these must have consent or a search warrant to be
used.

CAD is used to initiate public safety calls for service, dispatch,
and to maintain the status of responding resources in the
field. It is used by 911 dispatchers as well as by officers using
mobile data terminals (MDTs) in the field.
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Technology

Proposed

Description Review Order

Coplogic

Hostage Negotiation
Throw Phone

Remotely Operated
Vehicles (ROVs)

911 Logging Recorder

Computer, cellphone
and mobile device
extraction tools

Video Recording
Systems

Washington State
Patrol (WSP) Aircraft

Washington State
Patrol (WSP) Drones

Callyo

System allowing individuals to submit police reports on-line
for certain low-level crimes in non-emergency situations
where there are no known suspects or information about the
crime that can be followed up on. Use is opt-in, but individuals
may enter personally-identifying information about third-
parties without providing notice to those individuals.

A set of recording and tracking technologies contained in a
phone that is used in hostage negotiation situations to 7
facilitate communications.

These are SPD non-recording ROVs/robots used by

Arson/Bomb Unit to safely approach suspected explosives, by

Harbor Unit to detect drowning victims, vehicles, or other 8
submerged items, and by SWAT in tactical situations to assess

dangerous situations from a safe, remote location.

System providing networked access to the logged telephony

. . . 9
and radio voice recordings of the 911 center.
Forensics tool used with consent of phone/device owner or
pursuant to a warrant to acquire, decode, and analyze data 10

from smartphones, tablets, portable GPS device, desktop and
laptop computers.

These systems are to record events that take place in a Blood
Alcohol Concentration (BAC) Room, holding cells, interview, 11
lineup, and polygraph rooms recording systems.

Provides statewide aerial enforcement, rapid response,

airborne assessments of incidents, and transportation services

in support of the Patrol's public safety mission. WSP Aviation 12
currently manages seven aircraft equipped with FLIR cameras.

SPD requests support as needed from WSP aircraft.

WSP has begun using drones for surveying traffic collision
sites to expedite incident investigation and facilitate a return

. . 13
to normal traffic flow. SPD may then request assistance
documenting crash sites from WSP.
This software may be installed on an officer’s cell phone to
allow them to record the audio from phone communications 14

between law enforcement and suspects. Callyo may be used
with consent or search warrant.
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Proposed
Review Order

Technology Description

The 12 iBase crime analysis tool allows for configuring,
capturing, controlling, analyzing and displaying complex
information and relationships in link and entity data. iBase is
both a database application, as well as a modeling and
analysis tool. It uses data pulled from SPD’s existing systems
for modeling and analysis.

12 iBase 15

Several applications are linked together to comprise the
Parking Enforcement enforcement system and used with ALPR for issuing parking
Systems citations. This is in support of enforcing the Scofflaw
Ordinance SMC 11.35.

16

Non-recording cameras that allow officers to observe around
corners or other areas during tactical operations where
officers need to see the situation before entering a building,
floor or room. These may be rolled, tossed, lowered or throw
into an area, attached to a hand-held pole and extended
around a corner or into an area. Smaller cameras may be
rolled under a doorway. The cameras contain wireless
transmitters that convey images to officers.

Situational Awareness
Cameras Without
Recording

17

Tool that allows a Collision Reconstructionist investigating
vehicle crashes the opportunity to image data stored in the
Crash Data Retrieval vehicle’s airbag control module. This is done for a vehicle that 18
has been in a crash and is used with consent or search
warrant.

An interactive data mining tool that renders graphs for link
analysis. The tool is used in online investigations for finding
relationships between pieces of information from various
sources located on the internet.

Maltego 19

Please let me know if you have any questions.

Thank you,
Michael Mattmiller

Chief Technology Officer
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