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i) city of Seattle

Submitting DepartmentMemo

Memo

Date: 04/15/2019

To: City Council

From: Seattle Fire Department

Subject: Cover Mema@ Computer Aided Dispatch

Description

Computer Aided Dispatch (CAD) is a suite of software packages that provide unit recommendations for 911
emergency calls based on the reported problem and location of a caller. The Seattle Fire Depastsen
CAD to manage dispatches for over 100,000 individual responses each year.

Purpose

The mission of the Seattle Fire Department is to save lives and protect property through emergency
medical service, fire and rescue response and fire preventioningpan emergency, quick and effective
decisionmaking by dispatchers and first responders can be the difference between life and Geditis a
tool that allows dispatchers and first responders to work more efficiently and effectively assessing
emergency situations and events to determine the appropriate response and resources.

Benefits to the Public

The City of Seattle has the higheatdiac arrest survival rate of any major city in the United States. A

large part of that success is due to the CAD software allowing dispatchers to make quicker decisions and
AYYSRALFUGSEEe FaaAay | OOdzaNF S NBAZ2dADDBIa®DT O0KS A LIS A
comes to emergency responses. All subsequent actions taken by SFD personnel in responding to

emergency calls and events are predicated on the information obtained by CAD after a call has been

received.

¢ NA¢CSOKQA w SpatedaigeR Digpatdh ECAD) 8oldtion was developed exclusively for EMS

agencies to manage emergency and sgonergency call taking and dispatching operations. This solution

captures all major data points throughout each call to provide comprehensive dé¢atomh to

immediately enable personnel to execute rapid aid deployment in emergency situations.

A study by the lllinois Department of Transportation on the impact of CAD systems finds that:

G¢KS AYGUNBRdAzOGAZ2Y 27F /! {5 sirthejudliyandbuariitgadd & F2NJ RNI Y
LISNF2NXYIFyOS NBfIFGSR RFEGF o¢

The Seattle Fire Department simply could not provide the same level of quality service to the public
without CAD.

Privacy and Civil Liberties Considerations

CAD receives information from callémsorder to properly respond to emergency situations, often
including their name, phone number, address from which they are calling, medical conditions, and
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i) city of Seattle

potentially other personally identifiable information. While most of this information is conslyious
volunteered by callers, some of the information may be stored for future reference in emergency
situations or for quality assurance purposes. Additionally, information may be provided to CAD about a
location with identifiable information without theirfowledge as part of the premise notes. This
information can be invaluable to first responders in order to have a complete picture of the environment
and potential hazards they will encounter before arriving at the scene.
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SurveillancdmpactReport6 a { Lvergieww 2

About the QurveillanceOrdinance

TheSeattleCity Councilpasseddrdinance125376 al2 NB F S NNXSRveiflapce I & (G KS &
Ordinanceé¢  Seyptembed, 2017.SMC14.18.020.b.1 charges tl@ityQa S E S Odzi A @S 6 A (i k
developing a process to identify surveillance technologies subject to the ordinGeegtlel T, on

behalf of the executive, developed and implemented a process through which a privacy and
surveillance review is completed prior to thegadsition of new technologies. This requirement,

and the critera used in the review process, are documente&éuttleit policy pr02, the

G & dzNIy OBt L2t A O ¢ @

How thisDocumentis Completed

This document is completed by the requesting department staff, support and coordinated by the
Seattleinformation technologydS LJ- NIi B&aifleité @dBeattleit and department staff
complete the document, theghouldkeep the following in mind.

1. Responsesto questions should be in the text or check boxesalhdther information
(questions, descriptions, etc.) Shouldt be edited by the department staff completing
this document.

2. All content in this report will be available externally to the public. With this in mind, avoid
using acronyms, slang, or other terms which may not be-kredwn to external
audiences. Additionally, responses should be written using patigimontechnical
language to ensure they are accessible to audiences unfamiliar with the topic.

Surveillancelrdinance Review Process

The followingis a highlevel outline of thecompleteSIRreview process.

: Open . .
Upcoming - Working Council

The technology is| Work on the initial The initial draftof | During this stage ' The surveillance | CityCounciblill

upcoming for draftoftheSIRs | the SIRand the SIRincluding | advisory working = decideon the use
review, buthe currently supporting collectionof all group willreview | of the surveillance
departmenthas | underway. materials have public comments = eachSIRfial technology, by full
not begun drafting beenreleased for | related to the draftand Councilote.
the surveillance public review and | specific complete a civil
impactreport comment. During | technology, is liberties and
(SIR. this time, oneor being compiled | privacy

more public and finalized. assessment, whict

meetings will take will then be

place to solicit included with the

feedback. SIRand submitted

to Councll
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PrivacyimpactAssessment

Purpose

APrivacy Impact Assessman®l 4 i8 a method for collecting and documenting detailed
information collected in order to conduct an-depthprivacy review of a program or projeé.
PlAasks questions about the collection, use, sharing, security and access controls for data that is
gathered using a technology or program. It also requests information about policies, traimihg
documentation that govern use of the technology. TPié&responses are used to determine

privacy risks associated with a project and mitigations that may reduce some or all of those risks.
In the interests of transparency about data collection and managemenCityof Seattlehas
committed to publishing alPlAson an outward facing website for public access.

When is aPrivacylmpact Assessmat Required?

APIAmay be required in two circumstances.
1. When aproject, technology, or other review has been flagged as having a high privacy

risk.
2. When a technology is muired to complete the surveillance impact report process. This is

one deliverable that comprises the report.
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i) city of Seattle
1.0 Abstract

1.1 Please provide a brief description (one paragraph) of the purpose and proposed use of the
project/technology.

Computer Aided Dimatch (CAD) is a suite of software packages that provide unit
recommendations for 911 emergency calls based on the reported problem and location
caller. The Seattle Fire Department uses CAD to manage dispatches for thousands of
responses each year.

1.2 Explain the reason the project/technology is being created or updated and why Pid\is
required.

According to the Surveillance Ordinance, a technology has surveillance capability if it ce
dza SR aG2 O02tfSOG> OFLWdaNB:E NryavYaAdags 2N
whether the data is obscured, déentified, or anonymized beferor after collection and
regardless of whethertechnology might be used to obscure or preventthe capturing of
OSNIIIAY @ASga 2N jéLilSa 2F AYTF2NXIGAZ2Y ©€
CAD receives information from callers in order to properly respond to emergency situati
often including their name, phone number, address from which they are calling, medical
conditions, and potentially other personally identifiable information. While most of this
information is consciously volunteered by callers, some of the information may be stare
future reference in emergency situations or for quality assurance purposes. Additionally
information may be provided to CAD about someone or a situation with identifiable
information without their knowledge.
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Q“S City of Seattle
2.0 Project / TechnologyOverview

Providean overview of the project or technology. The overvigiwes the context and background
necessary to understand the purpose, mission and justification for the project / technology
proposed

2.1 Describethe benefits of the projecttechnology.

The City of &attle has the highest cardiac arrest survival rate of any major city in the Unit
States. A large part of that success is due to the CAD software allowing dispatchers to |
quicker decisions and immediately assign accurate resources. The CAD systaam c
RSAONAOSR a GKS aUGAL) 2F GKS aLISHNE 6KS
actions taken by SFD personnel in responding to emergency calls and events are predic
on the information obtained by CAD after a call has been received.

PN Y2NB RSOFAf& lo2dzi {SFGGtS CANBQa LJX
http://www.seattle.gov/Documents/Departments/Fire/FINAL%20Annual%20Re R0t 7. pdf

2.2 Provide any data or research demonstrating anticipated benefits.

CNACSOKQa wSALRYR /!5 [/ 2YLWziSNI! ARSR 5
for EMS agencies to manage emergency and-@mergency call taking and dispatching
operations. This solution captures all major data points throughout each call taderov
comprehensive data collection to immediately enable personnelto execute rapid aid
deploymentin emergency situations.

The Computer Aided Dispatch system offers an array of features and functions that aid
rapid deployment of aid. A list of CAlpstem abilities from Tritech may be found here:
https://www.tritech.com/downloads/Z 18 IMCCAD DS.pdf

A study by the lllinois Department of Transportation on the impact of CAD systedaglfiat:
G¢KS AYUNRRdAzOGA2Yy 2F /! {5 &aeadasSva Fftftz2g¢
2F LISNF2NXYIFYyOS NBfFGSR RIGFE®PE C2NI I RS
available herehttps://utc.uic.edu/wp-content/uploads/StrategidProjectPlanComputer
AssistedScheduleinepand-Dispatchl.pdf
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2.3 Describe the technology involved

CAD is a distributed seavenvironment utilizing multiple workstations to centrally manage
911 emergency calls. The software is made by Tritech Software Systems. According t
Tritech:

G/ !5 RA&ALI GOK &a2F0ol NB KSfLA O2YYdzyAOl
informationt unit locations, unit statuses, pending and active calls, and other criticak dat
while serving as a voice of reassurance to callers and providing vital information that lin
LI2f A0S 2FFAOSNAZ FANBFAIKGSNAEE FyR LI NI
https://www.tritech.com/solutions/inform/inform-cad)

The Seattle Fire Department has integrated CAD into many facets of our operations, frc
dispatching and resource delivery to staffing aegorting to federal authorities on
departmental performance.

24DescribeK2 6 (GKS LINRP2SO0 2NJ dzaS 2F (SOKy.2f 238

The mission of the Seattle Fire Department is to save lives and protect property througt
emergency medicaervice, fire and rescue response and fire prevention. During an
emergency, quick and effective decisioraking by dispatchers and first responders can be
the difference between life and deat&AD is a tool that allows dispatchers and first
responderso work more efficiently and effectively assessing emergency situations and
events to determine the appropriate response and resources.

2.5 Who will be involved with the deployment and use of the pject / technology?

Uniformed Seattle Fire Department gamnel assigned to emergency response are involv
with the use of the CAD system. This includes but is not limited to call dispatch operato!
departmental operations, and mobile apparatus operators. The following divisions withir
organization use th€AD system:

1 Fire Alarm Center (FAC)
1 SFD Operations Staff (SFD HQ).

Additionally, Seattle IT provides &FD Client Services Director to facilitate strategic IT
project management andlient services for SFD IT technologies and applications, includi
the CAD system. Details about the IT departmentroles and responsibilities may be four
appendixK of this SIR.

NEB f
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3.0Use Governance

Provide an outline of any rules that will govern the use of the project / technology. Pleasenont€ity
entitiescontracting with theCityare bound by restrictions specified in the surveillance ordinance and
privacy principles and must provide written procedures for how the entity will comply with any restrictions
identified.

3.1 Describe the processes that are required prior to each useaccess to/ of the project /
technology, such as a notification, or cheak, checkout of equipment.

Seattle Fire Department employees have access to CAD view, which is restricted via A
Directory controls and firewall rules. There is also a softviieegvall built into the system
serverto limit access and provide an additional level of system security.

Only specially trained members of the Fire Alarm Center can input information into CALC
training process required for these months of haraistraining on location.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

There are local, state and federal regulatory requirements that apply to fire department operatic
and use of CAD systems to assist in meeting these stringent service level expectations. These
the following:

1 RCW 35.22.280, which enumerates tlosvers afforded to first class cities, including Seattl
http://app.leg.wa.gov/rcw/default.aspx?cite=35.22.280

9 The authority of the Seattle Fire Department to provide emergency sssaan be found in
Article X of the City of Seattle Charter:
http://clerk.ci.seattle.wa.us/~public/charter/charter.htm

1 National Fire Protection Standards (NFPA) mandate requiremnegp®nse times and other
service level standards for municipal fire departments. Details of these standards may b
found here: https://www.nfpa.org/codesand-standards

1 RCW35A.92.010 sets statedéreporting standards for city fire departments, the
requirements of which rely on CAD to meet:
http://app.leg.wa.gov/RCW/default.aspx?cite=35.103.010

3.3 Describe the policies andraining required of all personnel operating the project /
technology, and who has access to ensure compliance with use and management policies.

SFD commanding officers, such as the acting Lieutenant and/or Captain, are responsible for ens
compliance of uniformed personnel in their unit.

{c5Qa t2fA0& I yR h lLdnmandetaysdn polidglamiSraining @lateddc

RSLI 2eyYSyid FyR dzasS 2F {C5Qa /!5 aegadasSvyo
Appendix K of this SIR.
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4.0 Data Collection and Use

4.1 Provide details about what information is being collected from sources other than an
individual, including othed T systems, systems of record, commercial data aggregators, publicly
available data and/or otheICitydepartments.

CAD information includes bothanually collected and automated data. Details about botf
these are as follows:

Manually collected information includes the call information that CAD operators input int
the system in the course of an emergency call. In addition to this informat@metis an
Emergency Medical Dispatch CAD plug in application which includes a decision tree prt
that facilitates interactions with callers.

Automated information include data from phone companies that they are required to col
and use to route emigency communications. The automated information includes but is
limited to automatically collected phone numbers with address links. These are describe
below:

1 ANI isAutomatic Number IdentificationThe ANI is a i€igit Telephone Number
(TN)associged with a device originating aB1 call. The ANI may be the actual
number of a device, such as at a home; it may be a number that represents a Bill
Telephone Number (BTN). This representation is often the case when calling frol
business MLTS / PBXalso may be called an Emergency Location Identification
Number (ELIN), often used to indicate a more granular location within a business
especially in large campus or building environments.

f ALl isAutomatic Location IdentificatianiThe ALl informatyy A& G KS Wdwm
RFOGFQ GKI G A &l-1Ral takek oh éhelr Bomfuer disfia$ whtbn
answering 91-1 calls.

4.2 Whatmeasures are in place to minimize inadvertent or improper collection of data?

Information intake occursluring the initial call, during evaluation and response triage. Wt
trying to validate location information to determine response resources, the operator me
attempt to clarify this information from the caller and/or use computerized look up or
confirmation of location. Once on scene at an emergency, there may be a need to upda
initial intake information based on the existing situation.
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4.3 Howand when will the project / technology be deployed or use®y whom? Who will
determine whenthe project / technology is deployed and used?

Tritech has been use by the Seattle Fire Department since 2003 and was deployed at tt
Alarm Center (FAC) and in the mobile fleet (apparatus).

Uniformed Seattle Fire Deptment personnel assigned to emergency response are involy
with the use of the CAD system. This includes but is not limited to call dispatch operatol
departmental operations, and mobile apparatus operators.

Additionally, Seattle IT provides &FD @nt Services Director to facilitate strategic IT
project management andlient services for SFD IT technologies and applications, includi
the CAD system. Details about the IT departmentroles and responsibilities may be four
Appendix Kof this SIR.

4.4 How often will the technology be in operation?

The technology is in operation daily. It runs 24 hours a day, seven days a week, 365 da
year.

4.5 Whatis the permanence of the installation® it installed permanentlyor temporarily?
The instdhtion and use of CAD is permanent.

4.6 Isa physical object collecting data or imagesible to the publicAWhat are the markings to
indicate that it is in use®hat signageis used to determine department ownershignd contact
information?

The CAD software has no physical or visual indicator that it is in use. The software itse
24 hours a day, 7 days a week, 365 days a year.
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4.7 Howwill data that iscollected be accessed and by whom?

Access to CAD systems and data are as following:

9 Caller information is collected by SFD dispatchers. The data is then accessible t
Fire Department personnel and is rdt@sed depending on need to access the
information and system.

1 CAD data is also shared with American Medical Response (AMR} imeal order
to coordinate resources needed for basic life support (BLS) EMS calls. AMR has
own access into the CAD system via Mobile Data Computer (MDC) iime=&b aid
in determining dynamic resource allocation and immediate response dispatch if
warranted by the emergency.

1 Some basic information including emergency response time, location, whethertr
incident is active or closed, and the date and time $® available online to the publi
via Realtime 911http://www?2.seattle.gov/fire/realtime911/ with a oneminute
delay.

1 Pulse Point, a phone app that coordinates CPR volunteers and the locati@bsf A
with emergency cardiac victims. The app receives CAD info on cardiac emergen
the same rate as the SFD personnel do for specific cardiac eventresponse and |
assistance for CPR. This has saved lives over the use of the system.

Additionally, incidental data access may occur through delivery of technology client serv
All ITD employees are required to comply with appropriate regulatory requirements
regarding security and background review. Information on the ITD roles associated with
client services for City Departments can be found in Appendix K.

4.8 If operated or used by another entity on behalf of th€ity, provide details abotiaccess, and
applicable protocols.

The following are entities that use the CAD system:

1 AMR accesses a lirad view of CAD data for staging ambulances close to an incid
The data access and protocols for use are outlines in the memorandum of agree
(MOA) between the company of SFD, in appekdix

1 King County gets a nightly extract of the data vigkctronic health records (eHR)
data export of CAD to a data secure FTP server.

1 NFPA(FEMA/DHS) receives a quarterly update on performance measure, per
regulatory requirement.
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4.9 Whatare acceptable reasons for access to the equipment andciata collected?

The following are acceptable reasons for access to the CAD system and data:

Emergency Services and Dispatch

Communication for first responders

Public Records (some exemptions may apply)

Discovery for litigation purposes

Sharing of informon with law enforcementin accordance with théniform
Healthcare Information Act (UHCIA)

Quality Assurance

Client services for SFD IT technologies and applications, including the C&D. syst
Details about the IT departmentroles and responsibilities may be found in the
appendix of this SIR.

1 Quality Assurance

= =4 4 A -9

= =

4.10 What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) Andgoovide an audit trail (viewer logging, modification
logging, etc.)?

The following safeguards are in place to protect CAD data:

1 Physical security of servers at FAC and hgclocation at Seattle Police West
Precinct includes kegard access

1 Activedirectory rules control system access. AD access controls arbaskd and
based on a dedicated domain separating it from the City standard domain.

1 Additions and deletion to AD is conducted by the services captain who gets daily
reports on personnel. Thgervices captain adjusts key card access daily to meet 2
hour threshold access control for personnel changes such as termination or
reassignment.

1 With each call, an activity log is created which allows the Quality Assurance (QA
specialist to review théimeline of decisions and system interaction during an
incident response.

ITD support functionmay requirelimited system access as detailed above. Supporting
documentation on ITDs responsibilities in maintaining and supporting the CAD syste
be found inAppendix K of this document.
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5.0 DataSorage, Retention andDeletion

5.1 Howwill data be securely stored
Seattle Fire Department CAD data is stored on a secure serverlocated at the Fire Alarr
Center. A backip physical serverin case of catastrophic failure is also maintained at the
{SFGGEtS t 2t A0S 5SLI NIYSY(iQa 2 S é&iiplocaNdd QHey
that is activated. Access controls and physical security are described in section 4.10.

5.2 Howwill the owner allow for departmental and other entities, to audit for compliance with
legal deletion requirements?

All records are keptiaccordance with state retention requirements.
5.3 Whatmeasures will be used to destroy improperly collected data?

Any improperly collected data is manually destroyed by SFD personnel, specifically me!
of the FAC.

t SNI 0KS ¢NACSOK {2FGgFNB { dzLJLI2 NI ! ANBSY
Client shall immediately notify TriTech by telephone, followed by an error report in writin
aSGGAy3a FT2NIK GKS RSTSOGa y2iSR gAlK &L

5.4 which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Data is retained for the life of the system. The following roles are responsible for ensuril
compliance with data retention ragrements:

1 Assistant Chief of Risk Prevention
1 Communications Deputy Chief
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6.0 Data Sharingand Accuracy

6.1 Whichentity or entities inside and external to the€itywill be data sharing partners?

Data sharing partners include:

1 American MedicaResponse (AMR)

1 The University of Washington, Harborview Medical Center (UWHMC)

1 ESO Solutions, current vendor for electronic healthcare records (eHR)

1 King County King County Emergency Medical Services (KC EMS) contracts thro
KC for hosted her recordseess

1 In case of suspected criminal activity resulting in or from an emergency response
applicable eventdata is provided to SPD for investigative purposes.

6.2 Whyis data sharing necessary?

Data sharing is necessary for coordinated, rapid respons@kltancidents, particularly
reducing the amount of time needed to make contact with patients and thereby improve
outcomes.

Specifically, sharing with the University of Washington is for quality assurance and rese
purposes, including cardiac arrest data. Aggregated CAD data is also shared with King
for quality assurance and comparison with other local Fire and EjdB8caes. Sharing with
AMR is necessary for coordinating EMS responses itineal The eHR software uses CAD
data to fill out incident details in electronic healthcare records, which are subsequently
provided to emergency room staff for continuity of patt care.

6.3 Arethere any restrictions on norCitydata use?
Yest No?d

chPodm LT e2dz YyasgSNBER €Sasx LINRPOARS I 0O2Lk
for ensuring compliance with these restrictions.
Subsets of CAD data is restricted for exclusive use by several partner agencies,
AyOf dzRAYy3a GKS ! yAGSNEAGE 2F 2FakKAy3i
Medical Response and King County.
In rare cases where CAD data is shared with other partnehsrcaparty
nondisclosure agreement is signed.
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6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understandingnew uses of the information, new access to the system by
organizations withinCityof Sedtle and outside agencies?

5SLI NIYSYyd €SFRSNAKAL FyR GKS {SIFLGdGeS |/
sharing with external agencies like King County EMS and partners such as ESO and Al

6.5 Explain how the project/technology checks the accuma of the information collected. If
accuracy is not checked, please explain why

There is a dedicated quality assurance manager at the Fire Alarm Center who is respor
for reviewing all 911 calls and CAD data. King County EMS also providesversight
relating to aggregated data.

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

All patients can requestreports from CAD via the Public Disclosure Officer (PDO). Ho\
the PDO and other SFD staff will never alter a record once it has been created.

If a data error is discovered, the quality assurance manager at the FAC walinoiskof the
error and any subsequent corrections made to a record.
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7.0 LegalObligations,Rsksand Canpliance

7.1 What specific legal authoritieand/or agreements permit and define the collection of
information by the project/technology?
CADisan/iti SANI f LI NI 2F GKS {SIGdGfS CANB 5SLI P
required by law:

1 RCW 35.22.280 enumerates the powers afforded to first class cities, including Seattle:
http://app.leg.wa.gov/rcw/default.aspx?cite=35.22.280 he subsequent authority of the

Seattle

1 The Fire Department charter to provide emergency services can be found in Article X:
http://clerk.seattle.gov/~public/charter/charter.htm#articleV

1 RCW35A.92.010 sets reporting standards for city fire departments, the requirements of
which rely on CAD to medittp://app.leg.wa.gov/RCW/default.aspx?cite=35.103.010
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i) city of Seattle

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

Fire Alarm Center dispatchers undergo extensive training on the use of the CAD systen
need for privacy, particularly as it relatéalmedical information, is a component of that
training. Other Department personneldo not receive specific training on the use of Cad
but they do receive yearly training from the City Privacy Program regarding privacy and
security awareness.

More detailed informationon applicable training, see Appendix K.

7.3 Given the specific data elements collected, describe the privacy risks identified and for each
risk, explain how it was ntigated. Specific risks may be inherent in the sources or methods of
collection, or the quality or quantity of information included

There is potential privacy risk associated with personal information related to accidental
disclosure or breach as well as public disclosure requests. Mitigations include adherenc
City rules and policy regarding answering public disclosure requests, attention data and
system security requirements.

Changes to program ownership and participation can result in a large number of
administrators within SFD who have access to the CAD system.tMiigjanclude stringent
attention to physical and virtual access protocols to systems and hardware.

7.4 Is there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privacy intrusion or misuse of perabmformation?

Sharing of incident records with law enforcementis likely the greatest cause for privacy
concern. Data sharing with law enforcement occurs only when criminal involvementis
suspectedin an emergency event. SPD complies with CJIS raqaiefor investigative date
collection.

Another privacy concern would be associated with the protection of records associated
emergency medical services. Mitigations are in place to adhere to the data managemer
security requirements of the Health Care Information Access and DisclbauwreUHCIA
underRCW 70.02
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8.0 Monitoring andEnforcement

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

Disclosures to any other entities, including the public, are only authorized if processed ¢
I LILINE SR 0@ UKS 5SLINIYSYyGuQa tdzoofAO 5Aa
which is continually updated and retained on a secure server atxdessly to select
employees based on departmental roles and responsibilities.

8.2 What auditing measures are in place to safeguard the information, and policies that pertain
to them, as well as who has access to the audit data? Explain whether thgepttechnology
conducts seHaudits, third party audits or reviews.

¢KS 5SLINIYSyGdQa C!'/ ljdzr tAGe F&aadzN)» yoOS
calls. After the fact, calls are reviewed and evaluate for performance and recommendat
and adjstments to behaviors and protocols are made as needed.
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i) city of Seattle
Financialnformation

Purpose

This section providesdescription of the fiscal impact of the surveillance technolag/required
by the surveillance ordinance

1.0 FAscallmpact

Provide adescription of the fiscal impact of the project/technology by answering the questions
below.

1.1 Current or potential sources of fundingnitial acquisition costs

Currentx potential 3

Date of initial Date of go Directinitial  Professional Other Initial
acquisition live acquisition services for | acquisition acquisition
cost acquisition costs funding
source
2003 2003 $151,380 N/A N/A N/A
Notes:
N/A

1.2 Qurrent or potential sources of funding: v-going operating costs, includingiaintenance,
licensing, personnel, legal/compliance use auditing, data retention and security costs.

Currentx potential 3

Annual Legal/compliance, Department IToverhead Annual funding
maintenance and audit, data overhead source
licensing retention and

other security

costs
$151,380 N/A N/A N/A N/A
Notes:
N/A

1.3 Cost savings potentiathrough use of the technology
This question is not applicable.

1.4 Current or potential sources of funding including subsidies or free produoféered by
vendors or governmental entities

This question is not applicable.
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i) city of Seattle
Expertise andReferences

Purpose

The following information is provided to ensure ti@buncilhas a group of experts to reference

while reviewing the completed surveillancé LI O NBRLU2ZANII! yo&d A Y RA OA Rdzl f &
referenced must be made aware ahead of publication that their information has beenincluded.

All materials must be available f@ouncilto access or review, without requiring additional

purchase or contrac

1.0 Other GovernmentReferences

Please list any other government bodies that have implemented this technology and can speak to
the implementation of this technology.

Agency, municipality, etc. Primary contact Description of current use
NORCOM 911 (425) 5775700 Emergency dispatch
Valley Communications (253) 3721300 Emergency dispatch
Center

2.0 Academics,Consultants, andOther Experts

Please list any experts in the technology under consideration, or in the technical completionseitee
or function the technology is responsible for.

Agency, municipality, etc. Primary contact Description of current use
Tritech Software Solutions = Not available Technical support contact at
Tritech

3.0 White Papers orOther Documents

Please list any authoative publication, report or guide that is relevant to the use of this technology or
this type of technology.

Retroactive Technology Request BEEATTLE FIF Expertise and ReferencgSurveillance Impact ReportOMPUTERIDED
DEPARTMEN DISPATCHpage 22



Title Publication

Tritech Software @ Tritech Software
Admin Guide Systems

G ¢ SOKY 2 f : Firehouse.com
Supplement: CAD

and the Fire

{ SNIA OS¢

Charles Werner,

2014
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Link

https://www.tritech.com/downloads/Brochure
NewCorporateCover TriTech CAD 911.pdf

https://www.firehouse.com/techcomm/cad
dispatchsystems/article/12024459/fireservice

technology
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i) city of Seattle

RaciaEquity Toolkit 6 & w @rid Engagement forPublic
GCommentWorksheet

Purpose

Departments submitting &IRare required to complete an adapted version of tRa&cial EQuity
T2 2 f \RE® in ardeer o:
1 Provide a framework for the mindful completion of tIf&Rn a way that is sensitive to the
historic exclusion of vulnerable and historically underrepresentedroanities.
Particularly, to inform the public engagement efforts departments will complete as part of
the surveillance impact repart
1 Highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.
1 Highlight and mitiga¢ any disparate impacts on individuals or vulnerable communities.
1 FRulfill the public engagement girements of the surveillance impact report

Adaptationof the RETor Surveillance Impact Reports

TheRETwas adapted for the specific use by tBeattlelnformation TechnologyDS LJ- NIl YSy G a Q
0 Seattlel Té Brivacy Team, theOffice of Gvil RA 3 K OGR 0 XiChingeéfeam members from

SeattlelT, SeattleCity Light, SeattleFre Department,SeattlePolice Department, andSeattle

Department of Transpotation.

RacialEquity Toolkit Overview

The vision of theSeattleRace andSocial Justicelnitiative 6 & w {is\élelininate racialnequity in
the community To do this requires ending individual racism, institutional racism and structural
racism. TheRETlays out a process and a set of questions to guide the development,
implementation and evaluation of policies, tiatives, programs, and budget issues tideess the
impacts on racial equity.

1.0 St Cutcomes

1.1. SeattleCityCouncilhas defined the following inclusiogriteria in the surveillance
ordinance and they serve as important touchstones for the risks departments are being asked
to resolveand/or mitigate. Which of the following inclusion criteria apply to this technology?

5 The technology disparately impaatisadvantaged groups.

5 There is a high likelihood that personally identifiable information will be shared with@ion
entities that will use the data for a purpose other than providing @i/ with a contractually
agreedupon service.

X The tecmology collects data that is personally identifiable even if obscureddemtified, or
anonymized after collection.

8 The technology raises reasonable concerns about impacts to civil liberty, freedom of speech or
association, racial equity, or sogaktice.
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i) city of Seattle

1.2 What are the potential impacts on civil liberties through the implementation of this
technology?How is the de@rtment mitigating these risks?

Some personally identifiable information (PlI) gathered during emergency responses co
used to identify individuals, such as their name, home address or contact information.
Medical privacy is particularly relevanttime case of pictures taken during medical
emergencies. Victims of criminal activity may also be identified during incident respons
whose identities should be protected in accordance VviRth\W 42.56.24@ndRCW 70.02

1.3 What are the risks for racial or ethnicigpased biaghrough each use or deployment of this
technology? How is the departmenimitigating these risks?

Include a description of any issues that may arise such as algorithmic Ibiees porssibilityfor
ethnic bias toemerge in people and/or system decisiamaking.

The Seattle Fire Department is committeddquitable service delivgregardless of race,
sexual orientation, income, immigration or refugee status. All individuals, including non
residents and visitors to the City will be treated with compassion, professionalism and
respect by SFD personnel.

1.4 Where in the City is theechnologyused or deploye@

X all Seattle neighborhoods

5 Ballard 5 Northwest

5 Belltown 5 Madison Park / Madison Vail
5 Beacon Hill 5 Magnolia

5 Capitol Hill 5 Rainier Beach

8 Central District 8 Ravenna/ Laurelhurst

5 Columbia City 8 South Lake Union / Eastlake
5 Delridge 5 Southeast

5 First Hill 5 Southwest

5 Georgetown 5 South Park

8 Greenwood Phinney 8 Wallingford / Fremont

5 |nternational District 5 West Seattle

5 Interbay 5 King county (outside Seattle)
5 North 5 Qutside King County.

5 Northeast

If possible, please includeny maps or visualizations of historical deployments/ use.

Not available.
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i) city of Seattle

1.4.1 What are the racial demographics thiose living in this area or impacted by these
issues?

City of Seattle demographics: Whit€9.5%; Black or African American9%; Amer.
Indian & Alaska Native0.8%; Asian13.8%; Native Hawaiian & Pacific Island@#;
Other race- 2.4%; Two or m@ races- 5.1%; Hispanic or Latino ethnicity (of any rac
6.6%; Persons of color: 33.7%.

King County demographics: Whit&0.1%; Black or African Amerioa6.7%;
American Indian & Alaskan Natigd..1%; Asian, Native Hawaiian, Pacific Islader
17.2%; Hispanic or Latino (of any raced.4%

1.4.2 How does the Department tensure diverse neighborhoodg€ommunities, or
individualsare not specifically targetedhrough the use or deployment of this
technology?

The entire set of CAD data is only made available to members of the Seattle Fire
Department and some Seattle IT employees wiaymanage the system from a
technical standpoint. External agencies, including law enforcement, are only pro
data for spedic incidents as part of a law enforcementinvestigation.

1.5 How do decisiosaround data sharing have the potential falisparate impact on
historically targeted communities? What is the department doing to mitigate those risks?

The most important consideration is the sharing of CAD data with law enforcement offic
Sensitive information on individuals and locations are often contained in CAD, including
comments from dispatchers while taking calls. This information couldnpiely be used by
law enforcement to target members of historically marginalized communities. To mitiga:
this risk, the Seattle Fire Department only provides information to law enforcement offic
if they are conducting an active law enforcement inNgegtion. This is confirmed by the
Public Disclosure Officer and every request and outgoing record is recorded for auditing
purposes.

The Public Records ACT (RCW 42.56) is also a concern, as much of the information co
in CAD data is subject to dissure. With the exception of medical information, there is
generally not a valid exemption to exert. For example, phone numbers, addresses, anc
names found in CAD data are not exempt from disclosure, so members of the public an
other governmentahgencies can obtain the information following a formal records reque
¢2 YAOGAIIGS GKAaX GKS S5SLINIYSYGQa t dzof
to voluntarily redact the information before disclosure. When appropriate, the Departme
will provide third party notice to individuals to allow them a chance to enjoin the release
records via a court order.
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i) city of Seattle

1.6 How do decisions around data storag@d retentionhave the potential for disparate
impact on historically targeted communiéis? What is the department doing to mitigate those
risks?

Access to some information in CAD could be used by external actors to identify or targe
individuals or groups. In particular, CAD data sometimes include security or access
information for some loations. The Department mitigates the risk of this information bei
disclosed by requiring all requests from external agencies to make a request to the Pub
Disclosure Officer and Privacy Champion, which in this case are the same individual. T
ensures the request and any information being disclosed are in accordance with applica
laws, such as RCW 42.56 (Public Records) and RCW 70.02 (Healthcare Information), €
GKS /AGeQa t NAGlOe tNAYOALX Sao

1.7 What are potential unintended consequers (both negative and positive potential
impact)?What proactive steps can you can / have you taken to ensure these consequences do
not occur.

A potential unintended consequence includes the ability for external agencies, law
enforcementin particular, tarack the location and history of requests for services for
specific locations and individuals.

A positive potential impact includes the ability to inform first responders of dangerous
locations or people that may be a threat during an emergency respdageexample, some
premise notes in CAD alert first responders that a building has a large basementor an
individual requiring a special type of care. This does have a negative aspect though, as
notes in CAD could be used to access sensitive areageorgather information on a
AYRAQDGARdIZ £t Qa4 YSRAOIE KAAG2NEO®

The best way to preventthis is to have a subject matter expert evaluate any disclosure
CAD data and instituting strict controls over who can access the information contained
CAD, steps that have already been taken by the Department. A qualityaassunanager

also regularly checks the data for accuracy and compliance with Department policies a
procedures related to dispatching.
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2.0 PublicOutreach

2.1 Organizations who received agpsonalinvitation to participate.

i) city of Seattle

Please include bst of all organizations specifically invited to provide feedback on this technology

. . . 3. Planned Parenthood Votes
1. ACLU of Washington 2. Ethiopian Community Center Northwest and Hawaii
4. ACRS (Asian Counsellingand o - o Action Network 6. PROVAIL
Referral Service)
7. API Chaya 8. Filipino Advisory Council (SP[ 9. Real Change
10. API Coalition of King County | 11. Friends of Little Saigon 12. SCIPDA
. . . 15. Seattle Japanese American
13. API Coalition of Pierce Count| 14. Full Life Care Citizens League (JACL)
16. CAIR 17. Garinagu HounGua 18. Seattle Neighborhood Group
19. CARE 20. Helping Link 21. Senior Center of West Seattld
22. Cen_tral International D'StF'Ct. 23. Horn of Africa 24. Seniors in Action
Business Improvement Distri
25. Church Council of Greater 26. International INCDA 27. Somali Family Safefyask
Seattle Force
28. City of Seattle Community 29. John T. Williams Organizing | 30. South East Effective
Police Commission (CPC) Committee Development
31. City of Seattle Community : : 33. South Park Information and
Technology Advisory Board 32. Kin On Community Health C2 Resource Center SPIARC
34. City of .Se_attle Human Rights 35. Korean Advisory Council (SP 36. STEMPaths Innovation
Commission Network
37. Coalition for Refugees from | 38. Latina/o Bar Associationof | 39. University of Washington
Burma Washington Women's Center
40. CommunityPassageways 41. Latino Civic Alliance 42. United Ir_1d|ans of All Tribes
Foundation
43. Council of American Islamic | 44. LELO (Legacy of Equality,
Relations Washington Leadership, and Organizing) 45. Urban League
46. (ESa:ItD,)Afrlcan Advisory Counci 47. Literacy Source 48. Wallingford Boys & Girls Club
49, East_Afrlcan Community 50. Millionair Club Charity 51. We_;lshlngton Association of
Services Criminal Defense Lawyers
. 53. Native American Advisory :
52. Education for All Council (SPD) 54. Washington Hall
55 E| Centro de la Raza 56. Nor_thwestlmmlgrant Rights | 57. West Afrlcan Community
Project Councll
58. Entre Hermanos 59. OneAmerica 60. YouthCare
61. US Transportation expertise | 62. Local 27 63. Local 2898
64. (SPD) Demographic Advisory| 65. South Seattle Crime 66. CWAC
Council Prevention Coalition (SSCPC| ~
67. NAAC
Retroactive Technology Request BEATTLE FIF wlk OAFf 9ljdAadGe ¢22t1A0 0aw9c¢éo

DEPARTMEN

YR
Surveillance Impact ReporGOMPUTERIDED DISPAT(t4ge 28



2.2 Additional Outreach Efforts

i) city of Seattle

Department | Outreach Area Description

ITD Social Media Directed Tweets and Posts related to Open Public Comment P¢
Outreach Plan: for Group 2 Technologies, as well as the BKL event
Twitter
SPD, SFD, Social Media Tweets and Retweets regarding Group 2 comment period and/q
OPCD, OCR, | Outreach Plan: BKL event
SPLSDOT, Twitter
SPR, SDCI, SO
OLS, Seattle
City Council
ITD Press Release Press release sent to several Seattle media outlets.
ITD Ethnic Media Press | Press Release sent to specific ethnic media publications.
Release

ITD Social Media Seattle IT paid for boosted Facebook posts for their BKL event.
Outreach Plan:
Facebook Event Pos

ITD CTAB Presented and utilized the Community Technoléglyisory Board
(CTAB) network and listserv for engaging with interested memb
of the public

ITD Blog Wrote and published a Tech Talk blog post for Group 2
technologies, noting the open public comment period, BKL ever
and links to the onlinesurvey/comment form.

ITD Technology Viden Seattle IT worked with the Seattle Channel to produce several s
informational/high level introductory videos on group 2
technologies, which were posted on seattle.gov/privacy. And us
at a number of Departme of Neighborhoodded focus groups.
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Q“S City of Seattle
2.3 Sheduled blic meeting(s)

Meeting notes, sigin sheetsall comments receivednd questiongrom the publicwill be
included in AppendiB, C,D, E, F, GJandl. Comment analysis will immarizedn section 3.0
Public Comment Analysis.

Location Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Time February 27, 2018; 6 p.m.8 p.m.
Capacity 100+

Link to URL Invite BKL Event Invitation

Retroactive Technology Request BEATTLE FIF wlk OALFEt 9ljdAadGe ¢22t1A0 6aw9¢éuv |yR
DEPARTMEN Surveillance Impact ReportGOMPUTERIDED DISPAT(d4ge 30


http://www.seattle.gov/Documents/Departments/Tech/Group2_Merged_English(0).pdf

2.4 Scheduledécus Group Meeting(s)

Meeting 1

Community
Engaged

Date
Meeting 2

Community
Engaged

Date
Meeting 3

Community
Engaged

Date
Meeting 4

Community
Engaged

Date
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Council on Americafslamic RelationsWashington (CAHR/A)

Thursday, February 21, 2019

Entre Hermanos

Thursday, February 28, 2019

Byrd Barr Place

Thursday, February 28, 2019

Friends of Little Saigon

Wednesday, February 27, 2019

Racial Equii &
DEPARTMEN
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Ci) city of Seattle

3.0 Public Comment Analysis

3.1 Summary of Response Volume

Number of Public Participants

74

Neighborhood
Ballard
: Central District

Total Public Comments Capitol Hill

First Hill
46 Ravenna / Laurelhurst

West Seattle
Beacon Hill

|
o

Belltown
Participation Method Northeast
Rainier Beach
31 Beacon Hill, Southeast

Delridge

Greenwood / Phinney

A r \J;

2

15

Interbay

/ \
il_ﬁ | ‘}

T ( e L

2t

o~

International District

A \
Ny L

;JLTJ \ \\\Ll_L

Queen Anne

Southeast

Wallingford / Fremont
Prefer not to identify

King County (outside Seat..

S S SR SO SO SO SO SO SO N S R R R TV VR S ST

ENY |

\a ) =

I
=3

Qutside King County

Gender Age Ethnicity

47% 43%

26%

20%

23%
14% 129%
9%
%
| [
45.64 65+ Drefer notto Nhiteor Asianor ackor Multiple spanic P
e e

3.2 Question One: What concerns, if any, do you have about the use of this technology?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please seppendix Hor all comments received from the public
about this technology.

3.3 Question Two What value, if any, do you see in the use of this technol@gy
Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please se@ppendix Hor all commentse&ceived from the public

about this technology.

3.4 Question ThreeWhat do you want City leadership to consider about the use of this
technology?
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i) city of Seattle

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please se@ppendix Hor all comments received from the public
about this technology.

3.5 Question Fou Do you have any other comments?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please se@ppendix Hor all comments received from the public
aboutthis technology.
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i) city of Seattle

4.0 EquityAnnual Reporting
4.1 What metricsfor this technologybe reported to the CTO for the annual equitgssessment?

The Seattle Fire Department is currently working to finalize these metrics.
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i) city of Seattle
Privacyand Civil Liberties Assessment

Purpose

This section shall be completadter public engagement ha®ncludedand the department has

completed the racial equity toolkiection aboveTheprivacy anccivil libertiesassessmenis completed

bytheO2 YYdzy Ail& &adzZNBSAft Il yOS gk supdllanieRidande @hicks 2 NJ A y 3
states that the working grouphal:

oProvideto the executive and th€ityCouncila privacy and civil liberties impact assessment for &iBh

that must be included with any departmental request for surveillance techiyodaguisition or iruse
approval. The impact assessment shall include a description of the potential impact of the surveillance
technology on civil rights and liberties and potential disparate impacts on communities of color and other
marginalized commuriiés. TheCTGhall share with the working group a copy of BBikhat shall also be
posted during the period of public engagement. At the conclusion of the public engagement period, the
CTGhall share the final proposesgi Rwith the working group at ledsix weeks prior to submittal of the
SIRo Councilfor approval. The working group shall provide its impact assessment in writing to the
executive and the&ityCounciffor inclusion in theSIRwithin six weeks of receiving the final proposstiR

If the working group does not provide the impact assessmentbefore such time, the working group must
ask for a tweweek extension of time t&€ityCouncilin writing. 1f the working group fails to submit an
impact statement within eight weeks of receiving tBR, the department andCityCounciimay proceed

with ordinance approval withouthe impact statemeng

Working Group Privacy andQvil Liberties Assessment

CKS 22N]Ay3 DNRdzLIQ&A t NAGI O& FyR [ ADAt |
below,and is also included in the Ordinance submission package, available as an
attachment.
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i) city of Seattle

From: Seattle Community Surveillance Working Group (CSWG) To: Seattle City Council
Date: June 4, 2019

Re: Privacy and Civil Liberties Impact Assessme@timputerAided Dispatch (Seattle Fire
Department)

Executive Summary

On April 25, 2019, the CSWG received the Surveillance Impact Report (SIR) on Géndeuater

Dispatch (CAD), a surveillance technology used by the Seattle Fire Department (SFD) included in
Group 2 of the Seattle Surveillance Ordinance technology review process. This document is

/ {2DQa t NAGIFIO& IyR [/ AQAf [AOSNIASA LYLIOG ! aa¢
14.18.080(B)(1), which we provide for inclusion in the final SIR swdahiitthe City Council.

This document first provides background information on CAD technology (SFD) (TriTech), and
then lists key concerns, outstanding questions, and recommendations on the technology.

Our assessment of CAD (SFD) focuses on three majesissndering protections around this
technology inadequate:

(1) No limits on dataetention.

(2) Lack of clarity on what data is accessible tovtkador.

(3) Lack of clarity on data sharipgrtners.

(4) Lack of clarity on whether original contracts and privpolicies have remained
unchanged as a result of the CentralSquare merger (TriTech joined a merger with 3
other companies i2018).
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i) city of Seattle

Background on ComputeAided Dispatch (CAD) (TriTecgh)
Seattle Fire Department (SFD)

Computer Aided Dispatch (CAD) is mesaf software packages, provided by TriTech, and used by
SFD to provide unit recommendations feld emergency calls based on the reported problem
and location of a caller. CAD allows SFD to manage emergency ahmeygency call taking and
dispatchirg operations. The technology allows SFD to quickly enable personnelto execute rapid
aid deployment.

In September 2018, TriTech joined a merger with Superion, Zuercher, and Aptean, leading to the
creation of a new entity called CentralSquarehough TriTeh is still the underlying technology
supplying SFD with CAD services, CentralSquare is now the dispatch service provider.

To its credit, SFD clearly definesthe purpose of use and specifies policies on operation and
training. However, SFD should justifydata retention policies, clarify what data is retained
within CAD, provide information about its data sharing partners, and clarify if the original
contracts and privacy policies with TriTech have remained unchanged as a result of the

CentralSquare mesy.

Key Concerns

(1) No limits on dataretention{ SOG A2y pon 2F GKS {Lw adlFradSay as
aeadsSyoé LG Aa y2id OfSIFNIK2g AYRSTAYAGS NBGSY
technology, which is managementaergency calls. Additionally, this data likely includes
personally identifiable information (e.g., names, addresses, and phone numbers), but exactly
what data is being retained is not cleasiyecified.

(2) Lack of clarity on what data is accessible to thendor (TriTech/CentralSquarelt is unclear if the
CAD system stores data, and what data is accessible to the vendor (elggall

(3) No clear limits on and terms of third party data shariniip Section 6.3 of the SIR, SFD states thatin
rare casesvhere CAD data is shared with partners other than those specifically named in the SIR
60SPIds | YADBSNEAGE 2F 21 AaKAYy3Gd2yQa | I ND2NWDASS
County), a thireparty nondisclosure agreement is signed. However, tla@eeno examples or
details of who these other partners are and the purposes for which CAD data would be shared.
CdzNI KSNX2NEX 0KS RAFINIY 2y LI IS oncxz a{Sldauft
9 y @A NR>depiGiy/ain SFDwned reporting server thatas a database replication of the TriTech
ASNBSNI /!5 REFEGEFE® ¢KFEG NBLRNIAY3I ASNBUSNI GKSy O
G{t5 /15 O0+£SNBEIFIGSNN)YU 3 [/ ht{ !TLLEAOIGA2yéd ¢KS
t 2f A0S 5 SIBDMECHSStY SFD EADMata is continuous and not omesdesl basis, and
is reviewed by SFD before being supplied to SPD. Whether or not SPD has continuous/full access to
SFD CAD data, and for what purpose, needs tddréied.

Lhttps://www.centralsquare.com/article/superioiritech-zuercherand-apteanspublic-sectorbusine ssmergeform-
centralsqiare
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(4) Lack of clarity on whether original contracts and privacy policies have remained unchanged as
a result of the CentralSquare mergddue diligence should be exercised to ensure that
CentralSquare is keeping up to date with industry best practicessfourity and data
protection, and that the original contracts and privacy policies as describedin the SIR have
remained unchanged as a result of therger.

Outstanding Questions

Does the CAD system itself store data? If so, what data and foldmg#® Who can access

that data?

2 KlFGd Ad GKS SEKI dzAGAGS tAalG 2F {C5Q4& RIGI &Kl N
with them? |s there a contract or NDA with eacte?

Does SPD have continuous/full access to SFD CAD data or is that data pro\aeals

needed basis after review by SFD? If not, what limits the scope of data sharigPith

Have the original contracts and privacy policies as described in the SIR remained unchanged

as a result of the CentralSquarerger?

= = =4 =4

Recommendations

Depending on the answers to the questions above, additional recommendations may be
added.

The Council should ensure that SFD adopt clear and enforceable policies that ensure, at a
minimum, the following:

(1) The purpose of use of CAD (SFD) must be cleaihededs emergency operations, and its
operation and data collected must be explicitly restricted to that purpmdeg.

(2) Data retention must be limited to the time needed to effectuate the purpose defined (i.e.,

CAD data that is no longer needed mustgoemptly deleted} in other words, the current
indefinite retention policy should be justified ended.

(3) Data sharing with third parties, if any, must be limited to those held to the same restrictions as
SFD, and all partnerships and data flows betweengBieRhird parties must be explicitly
disclose@ndprotected by written agreements

(4) Clear policies must govern operation of CAD, and all operators should be trained ipohoes.

2See Appendix 1: Seattle Fire Department: Compiided Dispatch Environment
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Seattle Fire Department: Computer Aided Dispatch

Appendix 1:

Environment
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CTO Response
Memo

Date: 11/16/2020

To: Seattle City Councilransportation and Utilities Committee

From: Saad Bashir

Subiject: CTO Response to the Surveillance Working Group SFD Computer Aided XHpatch
Review

To the Council Transportation and Utilities Committee Members,

I look forward to continuing to work togethevith Counciland City departments ensure continued
transparency about the use of surveillance technologies and finding a mutually agreesiso use
technology to improve City services while protecting the privacy and civil rights of the residents we
serve.Specific concerns in the Working Group commaextitsut SFD CA&Ye addressed below:

As provided in the Surveillance Ordinang®]C 14.18.08@his memo outlines the Chief Technology
h ¥ F A SiNiIeSpanse to the Surveillance Working Gragsessmerbn theSurveillance Impact
ReportF 2NJ { SFGdGfS CANB 5SLINIYSyidiQa / 2YLJziSNI! ARSR 5

Background

The Information Technology Department (ITD) is dedicated to the Privacy Principles and Surveillance
Ordinance objectives to provide oversight and transparemopathe use and acquisition of specialized
technologies with potential privacy and civil liberties impaddd.City departments have a shared mission
to protect lives and property while balancitechnology use and data collectionth negative impactso
individuals. This requires ensuring the appropriate use of privacy invasive technologies through
technology limitations, policy, training and departmental oversight.

¢KS / ¢hQa NBEtS Ay (KS { lalCithanatDss areokplidnt witlstley (2 Sy a
Surveillance Ordinance requirements.a LJ NI 2F (GKS NB@GASS 62NJ] F2N adz
Privacy Office has facilitatéde creation of the Surveillance Impact Repdotumentation,

includingcollecting comments and suggésts from the Working Group and members of the public about

these technologies. IT and City departments have also worked collaboratively with the Working Group to
answer additional questions that came up during their review process.

Technology Purpose
Computer Aided Dispatch (CAD) is a suite of software packages that provide unit recommendations for 911
emergency calls based on the reported problem and location of a caller. The Seattle Fire Department uses
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CAD to manage dispatches for thousands of resps eachyeat. NA ¢ SOKQ&a wSalLRyR /! 5%
Dispatch (CAD) solution was developed exclusively for EMS agencies to manage emergency and non
emergency call taking and dispatching operations. This solution captures all major data points throughout
each callto provide comprehensive data collection to immediately enable personnel to execute rapid aid
deployment in emergency situations.

Working Group Concerns
In their review, theWorking Group has raisewncernsabout these devices being used iprvacy
impacting way, includindata retention and data sharingl heir specific concerns include:

(1) No limits on data retention.

(2) Lack of clarity on what data is accessible to the vendor.
(3) Lack of clarity on data sharing partners.
(4) Lack of clarity omwhether original contracts and privacy policies have remained unchanged as

a result of the CentralSquare merger (TriTech joined a merger with 3 other companies in
2018).

We believe that policy, training and technology limitatiasacted by Seattle Firedpartment provide
adequate mitigation for thgpotentialprivacy anctivilliberties concerngaisedoy the Working
Groupabout the use of thismportant operational technology.

Responseto Specific Concerns: Computer Aided Dispatch
Concern:No limits ondata retention

SIR Response:
Section 5.2:How will the owner allow for departmental and other entities, to audit for compliance with
legal deletion requirements?

All records are kept in accordance with state retention requirements.

Section 5.4which specific departmental unit or individual is responsible for ensuring compliance with data
retention requirements?

Data is retained for the life of theystem. The following roles are responsible for ensuring compliance with
data retention requirements:

9 Assistant Chief of Risk Prevention
1 Communications Deputy Chief
Concern:Lack of clarity on what data is accessible to the vendor

CTO Assessmernithe catract between SFD and the vendor ESO stipulates protections to customer
information, including Personal Health Information (PHI) collected through the system. Contractually, ESO
may only access aggregated information for reporting purposes only. ES©twillithout Customer

consent or permitted by law, disclose PHI. This is consistent with privacy protections in all City vendor
agreements concerning data collected in the course of providing application and computerized platform
services.
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The dataspecifically protected (PHI) is defined under the federal Health Insurance Portability and
Accountability Act (HIPAA, 1996) as any identifiable health information that is used, maintained, stored, or
transmitted by a HIPABovered entityc a healthcare povider, health plan or health insurer, or a
healthcare clearinghouseor a business associate of a HIR@#&ered entity, in relation to the provision
of healthcare or payment for healthcare services.

The 18 identifiers that make health information PHI:are

Names

Dates, except year

Telephone numbers

Geographic data

FAX numbers

Social Security numbers

Email addresses

Medical record numbers

Account numbers

Health plan beneficiary numbers

Certificate/license numbers

Vehicle identifiers and serialmbers including license plates

Web URLs

Device identifiers and serial numbers

Internet protocol addresses

Full face photos and comparable images

Biometric identifiers (i.e. retinal scan, fingerprints)

Any unique identifying number or code

= =4 =4 =44 8 -8 -8 -8

SIR Response

Vendor Contract, Section 15(f)

f. Aggregate Data ReportingCustomer hereby grants ESQ the right to collect and store its data for
aggregate reporting purposes, but in no event shall ESQ disclose Protected Health InfoftR&tion
unless permitted by law. Moreover, ESO will not identify Customer without Custenmrsent.

Concern:Lack of clarity on data sharing partners

CTO Assessmenthe SIR clearly outlines the SFD partners, including City agencies, with whom they share
data through the CAD system. All access is guided througivasled requirements to provide required
services or support the technology. Data sharing documented titrqolicy and audited to ensure
compliance. These datsharing partners include:

1 SFD Dispatchers

1 SFD personnel (roleased access)

1 American Medical Response (AMR)

1 King County (nightly extract)
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University of Washington /Harborview Medical Center

Limited dda to the public vicRealtime 911Link:
http:/Mww?2.seattle.gov/fire/realtime911/getRecsForDatePub.asp?action=Today&incDate=&radl
=des

SPD (in cases of suspected criminal activity)

National Fire Protection AssociatigNFPA (Quarterly regulatory requirement)

CPR volunteers (vRulse Point phone app)

ITD (Limited to staff supporting the SFD CAD system)

ESO Solutions (vendor)

Further details about the specific data that is shared and why the data sharing is necessary is available in
the SIR responses concerning data sharing aodged below:

SIR Response:
Section 4.7How will data that is collected be accessed and by whom?

Access to CAD systems and data are as following:

f

f

Caller information is collected by SFD dispatchers. The data is then accessible by all Fire
Department pesonnel and is rokvased depending on need to access the information and system.
CAD data is also shared with American Medical Response (AMR }timegl order to coordinate
resources needed for basic life support (BLS) EMS calls. AMR has thacoass into the CAD
system via Mobile Data Computer (MDC) in real time to aid in determining dynamic resource
allocation and immediate response dispatch if warranted by the emergency.

Some basic information including emergency response time, location,heh#te incident is

active or closed, and the date and time is also available online to the public via Realtime 911.:
http:/mwww?2.seattle.gov/fire/realtime911/ with a oneminute delay.

Pulse Point, a phone app that coordinates CPR volunteers and the location of AEDs with
emergency cardiac victims. The app receives CAD info on cardiac emergencies at the same rate as
the SFD personnel do for specific cardiac event response and publitaassifor CPR. This has
saved lives over the use of the system.

Additionally, incidental data access may occur through delivery of technology client services. All
ITD employees are required to comply with appropriate regulatory requirements regarding
secuity and background review. Information on the ITD roles associated with client services for
City Departments can be found in Appendix K.

Section 4.8If operated or used by another entity on behalf of the City, provide details about access, and
applicableprotocols.

The following are entities that use the CAD system:

f

AMR accesses a limited view of CAD data for staging ambulances close to an incident. The data
access and protocols for use are outlines in the memorandum of agreement (MOA) between the
companyof SFD, in appendix K.
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1 King County gets a nightly extract of the data via an electronic health records (eHR) data export of
CAD to a data secure FTP server.
1 NFPA(FEMA/DHS) receives a quarterly update on performance measure, per regulatory
requirement.
Sedion 6.1:Which entity or entities inside and external to the City will be data sharing partners?

Data sharing partners include:

American Medical Response (AMR)
The University of Washington, Harborview Medical Center (UWHMC)
ESO Solutions, current vendor electronic healthcare records (eHR)
King County, King County Emergency Medical Services (KC EMS) contracts through KC for hosted
records access
1 Incase of suspected criminal activity resulting in or from an emergency response, applicable event
data isprovided to SPD for investigative purposes.
Section 6.2Why is data sharing necessary?

f
f
il
f

1 Data sharing is necessary for coordinated, rapid responsesto 911 incidents, particularly
reducing the amount of time needed to make contact with patients and thereby improve
outcomes.

1 Specifically, sharing with the University of Washington is for guassurance and

research purposes, including cardiac arrest data. Aggregated CAD data is also shared with

King County for quality assurance and comparison with other local Fire and EMS agencies.
Sharing with AMR is necessary for coordinating EMS resgamsealtime. The eHR

software uses CAD data to fill out incident details in electronic healthcare records, which
are subsequently provided to emergency room staff for continuity of patient care.

Concernilack of clarity on whether originalontracts and privacy policies have remained unchanged as
a result of the CentralSquare merger (TriTech joined a merger with 3 other companies in 2018).

CTO Assessmerns this SIR was drafted and finalized in 2018 prior to the CentralSquare mergéR the S
may not reflect any information around the contracts and policies surrounding the merger. Reviewing the
contractual agreements post SNASNE (G KS LINA Gl 08 yR O2y (NI Ol dz €
data is not shared with the vendor or any betother customers they have acquired.

SIR Response:
The SIR was drafted prior to the CentralSquare merger and does not currently contain reference to this
change.

Retroactive Technology Request BEEATTLE FIF CTO RespongeSurveillance Impact ReportOMPUTERIDED DISPAT@d4ge 44
DEPARTMEN

LJ



G} city of Seattle

AppendixA: Glossary

Accountable(taken from the racial equity toolkitResponsive to the needs and concerns of those most
impacted by the issues you are working on, particularly to communities of color and those historically
underrepresented in the civic process.

Communityoutcomes:(taken from the racial equity toolkitThe specific result you are seeking to achieve
that advances racial equity.

Contracting equity(taken from the racial equity toolkit.) Efforts to achieve equitable racial outcomes in
the way theCityspends resourcedcluding goods and services, consultants and contracting.

DONG RSLI NI YSy il 2 ySAIKo2NK22Ra

Immigrantand refugee access to servicggken from the racial equity toolkit.) Government services and
resources are easily available and understandabldl t8emttleresidents, including nenative English

speakers. Full and active participation of immigrant and refugee communities ex@satie) & OA OA O
economic and cultural life.

Inclusive outreach and public engagemefiaken from the racial equityoblkit.) Processes inclusive of

people of diverse races, cultures, gender identities, sexual orientations andesmmiomic status. Access

to information, resources and civic processes so community members can effectively engage in the design
and deliveryof public services.

Individualracism:(taken from the racial equity toolkitBrejudgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional racism:(taken from the racial equity toolkitQrganizational programs, policies or procedures
that work to the benefit of white people and to the detriment of people of color, usually unintentionally or
inadveatently.

OCFK Office of Gvil Rights.€

Opportunity areas:(taken from the racial equity toolkitQneof seven issue areas tityof Seattleis
working on in partnership with the community to eliminate racial disparities and create racial equity. They
include: education, health, community development, criminal justice, jobs, houaimhthe environment

Racialequity: (taken from the racial equity toolkitWhen social, economic and political opportunities are
y20 LINSRAOUGSR o6F&aSR dz2Ry | LISNBER2YQa NI OSo
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Racial nequity: (taken from the racial equity toolkitWhen
I LISNE2YyQa NI OS Ol y JamBRA (
political opportunities and outcomes.

REY GNI OAlf SldAade aG22t1Ad

Seattleneighborhoods (taken from the racial equity toolkit
neighborhood) Boundaries defined for the purpose of
understanding geographic areasSeattle

Stakeholders(taken from the racial equity toolkit-Jhose
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: specific racial/ethnic groups, other institutions like
Seattlehousing authority, swols, communitybased
organizations, change teantsityemployees, unions, etc.

Structuralracism:(taken from the racial equity toolkitjhe
interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and cbads
for communities of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance ordinanceSeattleCityCouncipassed
ordinancel25376al2 NB FSNNBLR 02 | a
ordinance¢

Il Area Shared by Two Districts
© Neighborhood Service Centers

SIR dsurveillance impact repogt a document which captures the fulfillment of t@ouncidefined
survallance technology review process, as requireaiminancel25376

Workforce equity:(taken fran the racial equity toolkit.) Ensure the&itys workforce diversity reflects the
diversity ofSeattle
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AppendixB: MeetingNotice(s)
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City Surveillance
Technology Fair

February 27, 2018
6:00 p.m. —8:00 p.m.

Bertha Knight Landes Room, 1% Floor City Hall
600 4t Avenue, Seattle, WA 98104

Join us for a public meeting to comment on a few
of the City’s surveillance technologies:

Seattle City Light Seattle Fire Department
e Binoculars e Computer Aided Dispatch
e Sensorlink Ampstik Seattle Police Department
e Sensorlink Transformer Meter e 911 Call Logging Recorder
Seattle Department of Transportation e Computer Aided Dispatch
e Acyclica e (Coplogic

Can’t join us in person?

Visit www.seattle.gov/privacy to leave an online comment or send your
comment to Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. The Open Comment period is from
February 5 - March 5, 2019.

Please let us know at Surveillance@seattle.gov if you need any
accommodations. For more information, visit Seattle.gov/privacy.

Surveys, sign-in sheets and photos taken at this event are considered a public record and may be subject to
public disclosure. For more information see the Public Records Act RCW Chapter 42.56 or visit
Seattle.gov/privacy. All comments submitted will be included in the Surveillance Impact Report.
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Giam Sat Thanh Pho
Hoi Cho Cong Nghé

ngay 27 thang 2 nam 2019
6 :00 gi® chiéu — 8:00 gio» chiéu

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Hay tham gia cuéc hop co6ng cong cung chung
t6i dé nhan xet vé mot s6 cong nghé giam sat
cua Thanh pho:

Seattle City Light Seattle Fire Department (S& Phong Chay Chira
o Ong nhém quan sat Chay Seattle)
e Sensorlink Ampstik e Hé Théng Théng Tin Diéu Van Cé May
o Dbng hé do may bién ap clia Sensorlink Tinh Trg Gilp
Seattle Department of Transportation (S& Giao  Seattle Police Department (S& Canh Sat
Théng Van Tai Seattle) Seattle) ) i
e Acyclica e Hé Thong Ghi Am Cuc}c‘ Goi 911
e Hé Thong Théng Tin Piéu Van C6 May
Tinh Tro Gidp
e Coplogic

Quy vi khéng thé té&i tham dw trwe tiép cung
chung t6i?

Hay truy cap www.seattle.gov/privacy va dé lai nhan xét trwec tuyén hodc gl
y kién clha quy vi téi Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124. Giai doan Gop Y M& tir
Ngay 5 thang 2 - Ngay 5 thang 3 nam 2019.

Vui ldng théng bao cho chiing téi tai Surveillance@seattle.gov néu
quy vi can bat ky diéu chinh nao. Pé c6 thém théng tin, hiy truy cap
Seattle.goviprivacy.

Cac khao sat, danh sach déang ky va anh chup tai sw kién nay dwgc coi la thong tin céng cong va c6 thé duoc
tiét 16 cong khai. Dé biét thém thong tin, hay tham khdo Public Records Act (Pao Luat H6 So Cong Coéng)
RCW Chuwong 42.56 hodc truy cap Seattle.goviprivacy. Tat ca cac y kién déng gép ma quy vi givi dén sé duoc
dwa vao Bao Cao Tac Bong Giam Sat.
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Eksibisyon ng Teknolohiya Sa
Pagmamatyag sa Lungsod

Pebrero 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Samahan kami para sa isang pampublikong
pagpupulong upang magbigay ng komento sa ilan sa
mga teknolohiya sa pagmamanman ng Lungsod:

Seattle City Light Seattle Fire Department (Departamento para sa

s Mga Binocular Sunog ng Seattle)

e Sensorlink Ampstik e Pagdispatsa sa Tulong ng Computer

e Sensorlink Transformer Meter Seattle Police Department (Departamento ng Pulisya
Seattle Department of Transportation ng Seattle)
(Departamento ng Transportasyon ng Seattle) e Rekorder ng Pagtawag sa 911

e Acyclica e Pagdispatsa sa Tulong ng Computer

e Coplogic

Hindi kami masasamahan nang personal?

Bumisita sa www.seattle.gov/privacy upang mag-iwan ng online na komento o
ipadala ang iyong komento sa Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124. Ang panahon ng Bukas na Pagkomento ay sa
Pebrero 5 - Marso 5, 2019.

Mangyaring ipaalam sa amin sa Surveillance@seattle.gov kung kailangan mo ng anumang
tulong. Para sa higit pang impormasyon, bumisita sa Seattle.gov/privacy.

Itinuturing na pampublikong rekord ang mga survey, papel sa pag-sign-in at mga larawan na makukuha sa pangyayaring ito at
maaaring mapasailalim sa paghahayag sa publiko. Para sa higit pang impormasyon, tingnan ang Public Records Act (Batas sa Mga
Pampublikong Rekord) RCW Kabanata 42.56 o bumisita sa Seattle.gov/privacy. Isasama ang lahat ng isinumiteng komento sa
Surveillance Impact Report (Ulat sa Epekto ng Pagmamanman).
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Feria de tecnologia de
vigilancia ciudadana

27 febrero de 2019
De 6:00 p. m. a 8:00 p. m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Acompanenos en la reunidn publica para dar su
opinidn sobre algunas de las tecnologias de vigilancia
de la ciudad:

Seattle City Light Seattle Fire Department (Departamento de

e Binoculars Bomberos de Seattle)

e Sensorlink Ampstik e Computer Aided Dispatch

e Sensorlink Transformer Meter Seattle Police Department (Departamento de Policia
Seattle Department of Transportation de Seattle)
{Departamento de Transporte de Seattle) e 911 Call Logging Recorder

e Acyclica e Computer Aided Dispatch

e Coplogic

é¢No puede asistir en persona?

Visite www.seattle.gov/privacy para dejar un comentario en linea o enviar sus
comentarios a Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. El periodo de comentarios abiertos es desde el
5 de febrero al 5 de marzo de 2019.

Avisenos en Surveillance @seattle.gov si necesita adaptaciones especiales. Para
obtener mas informacion, visite seattle.gov/privacy.

Las encuestas, las planillas de asistencia y las fotos que se tomen en este evento se consideran de dominio publico y
pueden estar sujetas a la difusién publica. Para obtener mas informacién, consulte la Public Records Act (Ley de
Registros Publicos), RCW capitulo 42.56, o visite Seattle.gov/privacy. Todos los comentarios enviados se incluirdn en el
Informe del efecto de la vigilancia.
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Kormeerida Bandhigga
Tiknoolajiyada ee Magaalada

Feebaraayo 27, 2019
6:00 p.m. - 8:00 p.m.

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Nagulasoo biir bandhigga dadweynaha si fikir looga dhiibto dhawr
kamid ah aaladaha tiknoolajiyada ee City surveillance:

Seattle City Light Seattle Fire Department
e Binoculars (Waaxda Dab damiska ee Seattle)
e Sensorlink Ampstik e Adeeg Qaybinta Kumbuyuutarka loo
e Sensorlink Cabiraha mitirka Gudbiyaha adeegsado
Seattle Department of Transportation Seattle Police Department
(Waaxda Gaadiidka ee Seattle) (Waaxda Booliiska ee Seattle)
e Acyclica ¢ Qalabka Duuba Wicitaanada 911
e Computer Aided Dispatch
e Coplogic

Nooguma imaan kartid miyaa si toos ah?

Booqo barta www.seattle.gov/privacy si aad fikirkaaga oonleen ahaan uga dhiibato
Surveillance and Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124.
Mudada Fikrad Dhiibashadu furantahay waxay kabilaabanaysaa
Feebaraayo 5 - Maarso 5, 2019.

Fadlan noogusoo gudbi ciwaankaan Surveillance@seattle.gov hadaad
ubaahantahay hooy laguusii qabto. Wixii macluumaad dheeri ah,
booqo Seattle.gov/privacy.

Xog aruurinada, waraaqaha lasaxixaayo iyo sawirada lagu gaado munaasabadaan waxaa loo agqoonsanayaa diiwaan
bulsho waxaana suuragal ah in bulshada lagu dhex faafiyo. Wixii macluumaad dheeri ah kafiiri Public Records Act
{Sharciga Diiwaanada Bulshada) RCW Cutubkiisa 42.56 ama booqo Seattle.gov/privacy. Dhammaan fikradaha ladhiibto
waxaa lagusoo darayaa Warbixinta ugu danbaysa ee Saamaynta Qalabka Muraagabada.
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Y A
AR S

2019 4£ 2 H 27 H
T4 6:00 2 F4 8:00

Bertha Knight Landes Room, 1! Floor City Hall
600 4™ Avenue, Seattle, WA 9810

IIABAMIRI AR, B EX
AATH BRI E R

-
-
Seattle City Light Seattle Fire Department (PHHEEJHGR)
o EImfY o ITENIHENAE
e Sensorlink Ampstik Seattle Police Department (PHJHE222 )5 )
e Sensorlink ZFEEFHE e 911 WIFIEFRFGEE
Seattle Department of Transportation (7PH# o HENHENAE
EAZ i) e CoplLogic

e Acyclica

TIER H AR ?

TilA www. seattle. gov/privacy KRIELWILECKE I E N KEZR
Surveillance and Privacy Program, Seattle IT, PO Box 94709,
Seattle, WA 98124. JFifiFit .

2019 £ 2 A 5 H& 3 A 5 H.

MREFEEMETE RS, @I Surveillance@seattle. gov BREFRAT.
BEIRBELER, B Seattle. gov/privacy.
WRESRHEE ., SRRMBAFIAALIET, TRSWEATHE. AREZEE, B Public

Records Act ({EBAFFE) RCW 4 42.56 ZEEiG | Seattle. gov/privacy. IRAHIITAE = LA B S ERIER
MR 5 A
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Al ZA

= &8 2

20198 23 27 &
L= 6:00 - 2= 8:00

1st Floor City Hall

Bertha Knight Landes Room,
600 4th Avenue, Seattle, WA 98104

AO0GHAI LD, TAl ZAl D=1 2& st
olAE SRol FAAIL.

Seattle City Light Seattle Fire Department(Al O E A BI=2)

o MOHA e FFEH XN& ES XAl

e Sensorlink Ampstik Seattle Police Department(AlOHE HE=)

e Sensorlink #12tD] O/& e 911 &3 J|E 52|
Seattle Department of Transportation(Al 0 £ o zeEl NE == AN
nE=) e Coplogic

e Acyclica
s& F0HII HRAIIR?
22 Y I|AlHLE Surveillance and
o oA- OH

= =]
= ST

www.seattle.gov/privacy & 2EstH M 2212l 9
Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 = 2| A
33 5aLICt

ZAID| HIELICH 200 24 238 D22 20198 28 5 & -
TioJAlEH0| 2 R06tAl A2 Surveillance@seattle.gov & S2|oll S=AlJ| HiFLICH
AtAI8t 8 2 & Seattle.gov/privacy & X0 FAAIL.

AN Y A2 BN IISL= 2FEH et SHE = ASLICH
2 ZZ5IAIAHLE, Seattle.gov/privacy &

=2 SHAOA =B E 2 TAFH &2IF Al =
KEAIBE A& 2 Public Records Act(%%)l%%@) RCW ME 4256 2 &%
2 2tA| dek B HofRe== 2 LE|ER

826tAID| BHEILICE HEE 2= oA
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ST B R
R E e

201942 A 27T H
T4 6:00 2 4 8:00

Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

MAZEFI AT &= - B T
AL ESSATHYRE R, -

Seattle City Light Seattle Fire Department ( PEFEEHIGE )
o TEE o ElSEEIIEEIE
e Sensorlink Ampstik Seattle Police Department ( FHHEEIZRZL 5 )
o Sensorlink SEEEESFE o 011 iBERACSREE A
Seattle Department of Transportation (FHFEEIAZHEE) o FEISEEISEA
o Acyclica e CopLogic

LR BRI ?
35N www.seattle.gov/privacy 257243 Falem BRI E REE % Surveillance and

Privacy Program, Seattle IT, PO Box 94709, Seattle, WA 98124 - B amid ¢
01928 5H83H85H -

WREBBEAE A EFIRES » 55248 Surveillance@seattle.gov REEFEAT - EiefS
& 0 55155 Seattle.gov/privacy °

BEZEE T YRR - FASRIIRR B0 A A0 - TIREE A ABIREE - ARIE 25N - 55ER Public Records
Act CEFABTE) RCW 28 42.56 ZEB03#EER Seattle.goviprivacy ° IEAXNFTA B REHE SRR HEEHEN -
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AppendixC Meeting3gn-in Sheet(s)
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Neighborhood
I Ballard

] Belltown

[ Beacon Hill

I capitol Hill

[ Central District
O Columbia City
[ Delridge

[J First Hill

[ Georgetown
[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[X] Asian

] Black or African American

[J Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

X White

L1 Prefer not to Identify

Neighborhood
[J Ballard

[ Belltown

[l Beacon Hill

[ Capitol Hill

] Central District
[J Columbia City
[ Delridge

I First Hill

[ Georgetown
[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[J Asian

[ Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

] White

[ Prefer not to Identify

Tncude. Wde S¥%em

Retroactive Technology Request BEEATTLE FIF

[ International District

O interbay

J North

[J Northeast

[ Northwest

[J Madison Park / Madison Valley
[J Magnolia

L] Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

[J Under 18

(Al 18-44

[ 45-64

7 65+

[ prefer not to identify

[ International District

O Interbay

[ North

[ Northeast

[J Northwest

[J Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

[J Under 18

-18-44

[ 45-64

[ 65+

[ Prefer not to identify

DEPARTMEN

Q“S City of Seattle

[J Southeast ‘ \
[J Southwest \
[ South Park I ‘
[0 wallingford / Fremont

[ West Seattle

[ King county (outside Seattle)

[ Outside King County

O Prefer not to identify

Gender

[J Female

[ Male

[ Transgender

[ Prefer not to identify

[J Southeast ‘ \
[] Southwest '\
[J South Park l

[J Wallingford / Fremont

[J West Seattle

% King county (outside Seattle)
Outside King County

Gender
Female
O Male
[J Transgender
[J Prefer not to identify
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Neighborhood

[J Ballard

] Belltown
Beacon Hill

[ Capitol Hill

[ Central District

[ Columbia City

[J Delridge

CJ First Hill

[J Georgetown

[J Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
[ Asian
jZ@Iack or African American

[J Hispanic or Latino

[J Native Hawaiian or other Pacific
Islander

[J White

LI Prefer not to Identify

Neighborhood
[J Ballard

L] Belltown

[ Beacon Hill

[J capitol Hill

[J Central District
[J Columbia City
[ Delridge

I First Hill

[J Georgetown
[ Greenwood / Phinney

Race/Ethnicity
[0 American Indian or Alaska Native
1 Asian
“BEBlack or African American
[ Hispanic or Latino
[J Native Hawaiian or other Pacific
Islander
[J White
L1 Prefer not to ldentify

Retroactive Technology Request BEEATTLE FIF

[J International District

O Interbay

0 North

[J Northeast

[J Northwest

[J Madison Park / Madison Valley
[ Magnolia

{J Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age
[J Under 18
8-44
[ 45-64
165+
[ Prefer not to identify

[J International District

[ Interbay

O North

[J Northeast

] Northwest

LJ Madison Park / Madison Valley
[J Magnolia

[J Rainier Beach

[J Ravenna / Laurelhurst

L] South Lake Union / Eastlake

Age
[J Under 18
~ER18-44
[J 45-64
[0 65+
O Prefer not to identify

DEPARTMEN

Q\“S City of Seattle

[ Southeast

[J Southwest

[J South Park

[ wallingford / Fremont
[J West Seattle

i

O King county (outside Seattle)

[ Outside King County
[ Prefer not to identify

Gender
Bq:‘emale

L Male

[J Transgender

L] Prefer not to identify

[ Southeast

[ Southwest

[J South Park

[J wallingford / Fremont
3 est Seattle

\
\
)

[ King county (outside Seattle)

[ Outside King County
O Prefer not to identify

Gender
[J Female
~HMale
[J Transgender
[ Prefer not to identify
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Neighborhood
I Ballard

[ Belltown

7 Beacon Hill

[ capitol Hill

[ Central District
[J Columbia City
[ Delridge

O First Hill

O Georgetown
U Greenwood / Phinney

Race/Ethnicity
[J American Indian or Alaska Native
L1 Asian
ack or African American
O Hispanic or Latino
[J Native Hawaiian or other Pacific
Islander
[ White
O Prefer not to Identify

Neighborhood
[J Ballard

[] Belltown

[ Beacon Hill

[J Capitol Hill

[ Central District
[ Columbia City
(] Delridge

[J First Hill

[J Georgetown
[J Greenwood / Phinney

Race/Ethnicity

gyerican Indian or Alaska Native
Asian

] Black or African American

[ Hispanic or Latino

[ Native Hawaiian or other Pacific
Islander

] White

[ Prefer not to Identify

Retroactive Technology Request BEEATTLE FIF

O International District
O Interbay
[ North
[J Northeast
[J Northwest
O Madison Park / Madison Valley
U Magnolia
ainier Beach
[J Ravenna / Laurelhurst
[J South Lake Union / Eastlake

Age

[J Under 18
MET18-44

[J 45-64

165+

I Prefer not to identify

[ International District

[J Interbay

[ North

[ Northeast

[] Northwest

[ Madison Park / Madison Valley
[J Magnolia

[J Rainier Beach

[J Ravenna / Laurelhurst

[J South Lake Union / Eastlake

Age

O Under 18
%—44

[ 45-64

[J 65+
[ Prefer not to identify

DEPARTMEN

Q“S City of Seattle

[J Southeast ‘ \
[J Southwest \
[J South Park l b
O wallingford / Fremont

[T West Seattle

LI King county (outside Seattle)

[ Outside King County

O Prefer not to identify

Gender

‘%hale

I Male
[J Transgender
O Prefer not to identify

[J Southeast ‘ \
[ Seuthwest '\
[J South Park l

[J wallingford / Fremont

g»/est Seattle -
King county (outside Seattle)

[J Outside King County

Gender
[ Female
Male
[ Transgender
[ Prefer not to identify
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Neighborhood
[ Ballard

A Belltown

[ Beacon Hill

[ Capitol Hill

[ Central District
O Columbia City
[ Delridge

O First Hill

(] Georgetown
O Greenwood / Phinney

Race/Ethnicity

[J American Indian or Alaska Native
JAAsian

[ Black or African American

[ Hispanic or Latino

[J Native Hawaiian or other Pacific

Islander

O White

O prefer not to Identify

Neighborhood

] Ballard

[J Belltown

[J Beacon Hill

%Capitol Hill
Central District

J Columbia City

[ Delridge

[ First Hill

[ Georgetown

[ Greenwood / Phinney

Race/Ethnicity

O American Indian or Alaska Native
\&Asian

[ Black or African American

[ Hispanic or Latino

[ Native Hawaiian or other Pacific

Islander
M \Ahita

Retroactive Technology Request BEEATTLE FIF

[ International District

[ Interbay

[ North

[J Northeast

[ Northwest

[0 Madison Park / Madison Valley
[J Magnolia

[ Rainier Beach

[ Ravenna / Laurelhurst

[ South Lake Union / Eastlake

Age

[0 Under 18

[J 18-44

45-64

[J 65+

O prefer not to identify

[ International District

O Interbay

[ North

[ Northeast

[ Northwest

[0 Madison Park / Madison Valley
[J Magnolia

[] Rainier Beach

[ Ravenna / Laurelhurst

[0 South Lake Union / Eastlake

Age

[J Under 18

S, 18-44

[J 45-64

[J 65+

[ Prefer not to identify

DEPARTMEN

Q\“S City of Seattle

[ Southeast
[J Southwest I

=74

[J South Park

[ wallingford / Fremont

[0 West Seattle

[ King county (outside Seattle)
[J Outside King County

Gender
[ Female
HMale
[ Transgender
[ prefer not to identify

[ Southeast
[ Southwest I

="/

[ South Park

[ wallingford / Fremont

[ West Seattle

[ King county (outside Seattle)
[ Outside King County

Gender

@iﬁemale

0 Male

O Transgender

O prefer not to identify
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