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February 252021
MEMORANDUM

To: Transportation and Utilities Committee
From: Lise KayeAnalyst
Subject: Council Bill120004Seattle Police Department Surveillance Technoldgies

On Wednesday, March 3, 2021 the Transportation and Utilities Committee will discuss Council
Bill (CB)120004 The proposed bill is intended to meet the requirementSeéttle Municipal

Code Chapter 14.18cquisition and Use of Surveillance Technologi@gtachmentl to this

memo summarizes these requirements aheé process by which the Executive develops the
requiredSurveillance Impact Report3.he proposed bill would approve the Seattle Police
Department’s (SPD’s) continuede of the following technologies:

1. Automated License Plate Readers 4. CoplLogic
2. Parking Enforcement System 5.911 Loggindrecorder
3. ComputerAided Dispatch

Passage of the bill would also accHpt Surveillance Impact ReporSIRyand the Executive
Overviewdor these technologies, as further detailed in each section of this mé&woequired

by SMC 14.18.020(3), the Executive conducted a public engagement process to receive public
comments and/or concerns about this technology. In addition, the Community Surveillance
Working Group (“Working Group”) has completed a Privacy and Civil Liberties Impact
Assessmen‘Impact Assessment”) of the technology, and the City’s Chief Technology Officer
(CTO) has provided his response (“Response”) to the Impact Assessment.

This memaoprovidessummaries of each of the five SiRshe order listed aboveEach summary
includes a brief synopsis of thpotential civil libertiesimpactsfrom the technologyand the

public engagement processes for each, as reported in the SIRs. The summaries also describe
concerns and recommendations fraime Working Group’s Impact Assessmeasithe CTO’s
ResponseFinally, eackectionidentifiespolicy considerationfor possible Council action.

Committee Action
Options for Council action are as follows:
1. Pass CB 120002, 120003 and/or 120894ransmitted

2. Request Central Staff jwrepare amendments tthe Council Bill and/or tone or more
of the SIR to address additional concerns or issues

3. Take no action

1 This memo updates the February 25, 2021 memo on the same subject to reflect that this Council Bill would
accept both SIR and the Executive Overvievitfese Seattle Police Department technologies removing

related policy casiderations

2(0rd.125679, § 1, 2018; OrdL25376, § 2, 2017.)
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1. Automated License Plate Readers

1. Automated License Plate Readers

CB 120004 would approve SPD’s continugel of andaccept the SIRnd Executive Overview

for Automated License Plate Readendich employa combination of high definition infrared

digital cameras (Neology PIPand locational software (Neology Back Office System Software,

or “BOSS”)SPD uses Automated License PlatadRes to check a vehicle against a “HotList” of
license plate numbers from the Washington Crime Information Center, the FBI's National Crime
Information Center, and SPD’s investigations to identify stolen vehicles, and vehicles wanted in
conjunction with felonies or associated with wanted persons or Amber and Silver Alerts
(abducted children and missing people). Officers must verify that the system accurately read
the license plate and ask Dispatch to verify that a vehicle is listed as stolen before taking any
action. SPD retains data from Automated License Plate Readers for Q0daysvestigative

files, for the retention period related to the incident in questiorhe Executive Overview of the

SIR documents the operational policy statemehtst represent the only allowable uses of the
equipment and data collected by the Automated License Plate Readers

SPD Policy 16.1drects that Automated License Plate Readers are only to be used for the
following purposes:

Locating stolen vehicles;

Locating stolen license plates;

Locating wanted, endangered or missing persons; or those violating protection orders;
Canvassing the aaearound a crime scene;

Locating vehicles undsCoOFFLAaNd

Electronically chalking vehicles for parking enforcement purposes.

X X X X X X

SPD Policy 16.170 also limits access to data maintained on the Back Office System Software to
the following purposes:

Searclof specific or partial plate(s) and/or vehicle identifiers as related to:

A crime inprogress;

A search of a specific area as it relates to a crinpgagress;

A criminal investigation; or

A search for a wanted person; or

Community caretaking functions such as, locating an endangered or missing person.
Officers/detectives conducting searches in the system will complete the Read Query
screen documenting the justification for the search and applicable case number.

X X X X X X X

Civil Liberties and Potentialdparate Impacts on Historically Marginalized Communities

Departments submitting a SIR are required to complete an adapted version of the Racial Equity
Toolkit (RET) to inform the SIR public engagement process and to highlight and mitigate impacts

3 SeeOrdinance 124558elating tovehicle immobilization due to unpaid tickets for parking infractions
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1. Automated License Plate Readers

on racial equity from the use of the technology. The RET foAtliemated License Plate
Readers identifies potential civil liberties impact as thesk that, without appropriate policy,
license plate data could hesed to identify individuals without reason&sduspicion of having
committed a crime or to seardior information that is not incidental to any active investigation
The RE@lso cites the potential concern that SPD would esugnveil vulnerable ohistorically
targeted communities, deploying theutomated License Plate Readerdiverse

neighborhoods more often than tother areas of the City.

In response to concerns expressed during development of the SIR, SPD updaiedaist
policies SPD Policy 16.1yin January 2019 by adding definitions of the terms used in the
operation of the Automated License Plate Reagehnology,detailing authorized and

prohibited usesexpanding on the required training for employees prior to accessuard
defining response to alerts, detailitgw Automated License Plate Readuipment is to be
handled, detailing datatorage and retation, and detailing policy around the release or sharing
of Automated License Plate Readkata. SPDalsoupdated itspolicy related toForeign

Nationals, emphasizing that SPD has no role in immigration enforcement and will not inquire
about any person’s immigration statuBheRET statethat response to these updated policies
will be “compiled and analyzed” as part of the GT&@hnual equity assessments.

Public Engagement

The Executive accepted public comments on this technology @otaber 8, 2018 through
November 5, 2018&nd conduted three public meetingto solicit public comment on thiSIR
and the SIR for SPD’s Parking Enforcement Systei@stober 22, 29 and 3Q018. In addition,
the Department of Neighborhoods conductedo focus group®n November 8 and November
20,2018. Appendix B in the SIR includestatisticalanalysiof public commentgspecific to
Automated License Plate Reademsylalemographicgincluding all Group 1 SIR Comments)
Appendix E containsommentsand survey resulteeceived from members of the publisome
which expressed support for iftechnologyand others expressing a wide rangepoivacy
concerns including with respect to surveillance overall; Appendioitainsletters fromthree
organizationoncerned about issues including use of data, data retentiata sharing and
transparencyand Appendix G contains letters submitted from the puéXpressing concern
about surveillance in general and about issues including data access, retention, sharing, and
transparency

Privacy and Civil Liberties Impact Assessmdxitemated License Plate Reader

TheWorking Group’s Impact Assessment identifies egginicerns about thallowableuse of
data, dataaccesscollection, retention and sharing, system audits relation of this
technology and the effectiveness of the technology in solving crintteslso recommends that
Council adopfive specific policies. The following sectiwsnmarize the CTO®Response to the

4The Impact Assessment states that the SIR does not include the new policies or indicate whether the new policies have been
adopted by SPD. However, the updated SIR states that the new SPD Automated License Plate Reader policy went into effect on
February 1, 2019 and references to the new policy are noted in the updated SIR next to the original policy references.
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1. Automated License Plate Readers

concernsand describe whether and how the SIRs as draftedldvaddress the Working
Group’s recommended policies.

Key Concerns and the C§esponsd&.ablel summarize<CTCOs response to each of the
Working Group’s concern¥he Response concludes tt&®D’s updatedolicy, trainingand
limitations from the technology itsefirovide adequate mitigation for the potential privacy and
civil liberty concerns raised by the Working Group.

Tablel. CTCResponse to Privacy and Civil Liberties Impact Assessment oAGiebiated
License Plate RderTechnology

Working Group Concern CTOResponse

1. Does not impose meaningful SPD Policy outlines the specific situations or use
restrictions on the purposes for which cases thautomated License Plate Reader can be
Automated License Plate Reader databoth used for and under which the data can be
may be collected or used accessed.The specific limitations on use preclude a

scenario of “dragnet” use where Automated Licerise

Plate Reader is constantly in use as a patrol vehicle

moves throughat the City.

2. Does not justify SPD’s @fay retention| SPD must follow State requirements for retention

period. criminal justice dat&.
3. Does not limit data sharing by policy | SPD’s revised policy 16.170 addresses data shar|
statute. and states, “Atomated License Plate Reader data

will only be shared with other law enforcement or
prosecutorial agencies for official law enforcement
purposes or as otherwise permitted by law.”
4. Does not make clear whether and hg SPD’s Policy 16.170 outlines that the Office of
audits of inquiries to the system can | Inspector General (OIG) is responsible for
be conducted (see SIR Sections 4.10 conducting periodic audits of the Automated
and 8.2, for example). License Plate Reader systém.

>SeeSPD Policy 16.170

8 Washington State’s law enforcement agemetention requirementsvary by type of record (e.g. case status and
type of investigation)

7 See also additional references in the SIR to SPD Policy 12.050 for public records requests, SPD Policy 12.055
allowing data sharing with authorized criminal jgstiresearchers, and SPD Policy 12.080 pertaining to requests for
General Offense Reports from other City departments and from other law enforcement agencies, as well as from
insurance companies

8 Per SPD Policy 16.170eTOffice of the Inspector Generah&y audit Department records at any time to ensure
compliance with this policy.
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1. Automated License Plate Readers

Does not make clear how and what
degree Patrol and Parking
Enforcement Automated License Pla
Reader systems are separated, and

t

Parking Enforcement’dutoVudata® and Patrok
Automated License Plate Reader data have differ
getainage policies and separate administrators.
Parking Enforcement Officers (PE@snot have

ent

=

jaccess to stored Automated License Plate Reade
data in the Patrol systert.

whether SPD’s policies on Automate
License Plate Reader apply to the
Parking Enforcement Systems

Does not include measures to
minimize false matches.

Does not include systematic tracking
to assess how many crimes each ye:
are actually solved using Automated
License Plate Reader data

Does not create clear restrictions on
who can access the data.

This concern is adequately covered in the SIR,
including confirmation and verification measures.
The Office of Inspector General for Public Safety’
arAnnual Surveillance Usage Review should addre
usage patterns of this technology.

UJ

SPD Policy clearly states that only authorized use
within the Department can access the data
collected by Automated License Plate Reader; all
access is logged and auditable.

Recommended PolicieBhe Impact Assessment recommends that Council ensure that SPD
adopt “clear and enforceable policies that ensure, at a minimum, the following:

1. The purposes of Automated License Plate Reader use must be clearly defined, and

operation and data collected must be explicitly restricted to those purposes only.
Dragnet, suspicionlegsic]use of Automated Licensdd®e Reader must be outlawed.

Data collected should be limited to license plate images, and no images of vehicles or
occupants should be collected.

Data retention should be limited to the time needed to effectuate the purpose defined.
. Data sharing with third parties must be limited to those held to the same restrictions as
agency deploying the systen.

Table 2Zdescribes how the SIRs as drafted would address these recommendations. Areas not
fully addressed are included in the “Policy Considerations” section

9 AutoVu is used for Scofflaw enforcement (i.e. vehicle impoundment due to unpaid parking fines), enforcement of
time-restricted parking areas and restricted parking zonesl, @so for identifying stolen vehicles or vehicles

sought in connection with criminal investigation.

10 5ection 1.1 of the Privacy Assessment inShistates that Parking Enforcement and Patrol are held to the same
rules and policies for use of Automated License Plate Readers.
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1. Automated License Plate Readers

Table2. Working Group Recommendations Addresedtie SIR

Working GroupRecommendation

Whether/How Addressed in SIR

parties to those held to the
same restrictions as the agen
deploying the system

1. Define the purposes of Executive OverviewOperational Policies represent the
Automated License Plate only allowable uses of the equipment and data collected
Reademuse and restrict its this technology.
operation and data collection
use to thosepurpose.

2. Outlaw “dragnet, suspicionles| 3.20The use ofAutomated License Plate Readéer limited
[sic]” use of theAutomated to the "search of specific or partial plate(s) and/or vehicle
License Plate Reader identifiers as related to: a crime in progress, a search of

specific area as it relates to a crimepirogress, a criminal
investigation, a search f@ wanted person, or community
caretaking functions such as locating an endangered or
missing person."

3. Limit data collection to license 3.20The use of Automated License Plate Readdmited
plate images; prohibit to the "search of specific or partial plate(s) and/or vehicle
collection of vehicle or identifiers
occupants’ images 4.9 TheAutomated License Plate Readwdil not beused to

intentionally capture images in private area or areas whe
a reasonable expectation of privacy exists, nor shall it be
used to harass, intimidate or discriminate against any
individual or group.

4 Limit data retention to the 5.1All Automated License Plate Reader data is deleted &
time needed to effectuate the | 90 days unless it is related to a criminal investigation anc
defined purpose exported in support of that investigation prior to 90 d&ys

5 Limit data sharing with third | 6.3Law enforcement agencies receiving criminal history

information are subject to state and federal data sharing
cyegulations!? Once disclosed in response talfic Records
Actrequest, there are no restrictions on ndgity data use;
however, applicable exemiains will be applied prior to
disclosure to any requestor who is not authorized to rece

exempt content.

Policy Considerations

Central Staff hasot identified anypolicy consideratioarelative tothis technology.

1 This is consistent with LE200684 and LE201055 ofWashington State’s Law Bnéement Records Retention
Scheduldor Violations and Traffic Enforcement.

12 Federal regulations include 28 CFR ParM2ashington State law enforcement agencégs subject to the
provisions ofVAC 44620-260, and RCW Chapter 10.97
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2. Parking Enforcement Systems

1. Parking Enforcement Systems

CB 120004 would approve SPD Parking Enforcement Officers’ contisei@d and accept the
SIRand Executive Overviefar Genetec’s AutoVu Automated License Plate Reader hardware.
The SIR states that all rules and policies that govern Patrol's use of Aatbimeense Plate

Reader technology are “applicable in the same manner” as they are \wthemsed by Parking
EnforcementAnOctober 2018 version of the SiRs updated in January 2019 to align with
revised SPD policigertaining to Patrol’'s use of Auttated License Plate ReadeReferences

to the new policies are noted in the updat&lRnext to the original policy referenceshe

Executive Overview of the SIR documents the operational policy statements that represent the
only allowable uses of the eqpment and data collected by the Parking Enforcement System
technologies.

Parking Enforcement Officers use the Autd\audware with the following software and
devices which the SIR describes as “rsurveillance technologies™

x Genetec’'Patroller software, the interface and backend server through which retention
periods are set (and auditable), user permissions are managed, user activity is tracked
and logged, and camera “read” and “hit” data is accessible.

x Samsung devices allow Officénsaccess the software required to write tickets and
enter ticket information.

x Gtechna software prints citations for vehicles found in violation of scofflaw, overtime
zone parking, and metered parking.

When this SIR was prepared, eight parking enforcdnaehicles carried Automated License
Plate Reader equipment, including high definition infrared digital cameras on three vehicles
designated for “scofflaw enforcement’immobilization of vehicles with multiple unpaid
parking tickets. All data collected from those cameras is retained in the “BOSS” datfiv&xe
days, unless a record is related to a parking violation or criminal investigation. The other five
vehicles are equipped to digitally “chalk” vehicles parked in tiegtricted zones, using GPS
location and stemvalve comparison technology. All data collected from those five vehicles is
deleted from the system at the end of each shiftcept for records identified as being related
to a parking violation or criminal investigation and exported dutiregshift it was captured.

Civil Liberties and Potential Disparate Impacts on Historically Marginalized Communities

Departments submitting &IR are required to complete an adapted version of the Racial Equity
Toolkit (RET) to inform the SIR public engagement process and to highlight and mitigate impacts
on racial equity from the use of the technolodfe RET for SPD’s Parking Systems Enferte
identifies the same civil liberties risks as for Automated License Plate Reader technology. These
includethe risk that, without appropriate policy, license plate data could be used to identify
individuals without reasonable suspicion of havoognmitted a crime, or to searcfor

information that is not incidental to any active investigation. It also cites the szotential

! Neology Back Office Systenft@are, or “BOSS”
2SPD currently has six sedans, two vans and one truck.
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2. Parking Enforcement Systems

concern that SPD would ovsurveil vulnerable ohistorically targeted communities, deploying
Automated License Plate Read&r diverse neighborhoods more often than éther areas of
the City.

In addition to the updatd Automated License Plate Reader Polices described above, the SIR
describes the following actions by which SPD will ensure that parking enforcement occurs
equitably throughout the Cityfollow policy limiting use of Automated License Plate Reader
technology to routine parking enforcemertelete all data collected by parking enforcement
vehicles with Automated Licensdate Reader technology the end of the parking

enforcement officer’s shift; ensure that collected data is used for legitimateslai@rcement
purposes; continue to audit the system on a regular basis.

Public Engagement

The Executive accepted public comments on this technology from October 8{26ugh

November 5, 2018 and conducted three public meetings to solicit public comment on this SIR
and the SIR for SPD’s Parking Enforcement Systems on October 22, 29 and 30, 2018. In addition,
the Department of Neighborhoods conducted two focus groopdlovember 8 and November

20, 2018. Appendix B in the SIR includes a statistical analysis of public comments a (specific to
Parking Enforcement Systejrend demographics (including all Group 1 SIR Comments);
Appendix E contains comments and survey reselteived from members of the public, some
which expressed support for this technology and others whkighresgd a wide range of

privacy concerns including data retentieguitable enforcementandsurveillancan general
Appendix F contains letters from three organizations concerned about issues including
integration with the Patrol’'s Automated License Plate Reader technaiaggaccess,

retention and sharing, and transparency; and Appendix G contains letters subifnitedhe

public expressing concern about surveillance in general and about issues including integration
with the Patrol’'s Automated License Plate Reader technologyatatalata retention

Privacy and Civil Liberties Impact Assessmdtdarking Enforcentd Systems

TheWorking Group’s Impact Assessmetdtes that the same concerns identified about SPD’s
patrol officers’ use of Automated License Plate Readppdy equally tats Impact Assessment

of Parking Enforcement Systeniis.addition, he Impact Assssment identifies threeoncerns

about the use of SPDParking Enforcement Systems technology and recommends that Council
adopt four specific policies. The concemeslude questions abouhe allowableuse of these
systems and the data collected by theaver-collection and overetention of datg and $fiaring

of data with third partiesThe following sectionsummarize theCTOs Response to the
concernsand describe whether and how the SIR as drafted would address the Working Group’s
recommended policies.

Working GroupgConcerns and the C’BQResponsd.able3 summarizes<CTCOs response to each
of the Working Group’s concernBhe Response concludes ti&D’supdatedpolicy, training
andlimitations from the technologies themselvpsovide adequate mitigation for the potential
privacy and civil liberty concerns raised by the Working Group.
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2. Parking Enforcement Systems

Table3. CTCResponse to Privacy and Civil Liberties Impact Assessment of SPD’s Parking
Enforcement Systems Technology

Working Group Concern CTOResponse

1. The use of these systems and the| Appropriate policies and technologyein place to
data collected by them for purposegestrict data use and access
other than those intended.

2. Overcollection and overetention | SPD must follow State requirements for retention of
of data criminal justice data. Data collected by AutoVu

(parking enforcement systeng not retained after the

end of the officer’s shift.

3. Sharing of data with third parties | SPD’s revised policy 16.170 addresses data sharing
(such as federal law enforcement | states, “Automated License Plate Reader data will only
agencies) be shared wittother law enforcement or prosecutorig

agencies for official law enforcement purposes or as

otherwise permitted by law.”

Recommended PolicieBhe Impact Assessment makes the following recommendations:

x SPD’s policy must require that the data collected by Parking Enforcefngmtated
License Plate Readsystems is not shared with Pati®dltomated License Plate Reader
systems.

X SPD’s policy must require all datharing relationships to be disclosed to the public in
clear terms, and, as stated above in the Automated License Plate Reattel Section,
SPD’s policy must limit sharing of Automated License Plate Reatdeto third parties
that have a written agreement holding those third parties to the same, retention,
and access rules as SPD, and requiring disclosure of to whom and under what
circumstances the data are disclosed.

X SPD’s policy must require detailed records\afomated License Plate Readeans,
hits, and revenue generated specificalyributable to those hits, as well as an
accounting of howAutomated License Plate Readese varies by neighborhood and
demographic.

X SPD’s policy must make explicit what photos are taken by the Automated License Plate
Readeron Parking Enforcement veles, and require the same 48&ur maximum
retention period for all photos.

Table4 describes how the SIR as drafted would address these recommendations. Areas not
fully addressed are included in the “Policy Considerations” section.
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2. Parking Enforcement Systems

Table4. Working Group Recommendations Addresedtie SIR

Working GroupRecommendation Whether/How Addressed in SIR
1. Data collected by Parking 2.5Parkng enforcement ALPR data collected by Scofflay
Enforcement Automated License | enforcement boot vans is stored with Patrol ALPR data in
Plate Reader systems must not be the Neology Back Office System Software (BOSS).

shared with Patrol Automated 4.4 Parking enforcement officers upload Automated

License Plat®eader systems. License Plate Reader datarfigheir shift to the BOSS

server prior to shutting down their computer. See “Policy

Considerations”

2. Disclose all datsharing 6.1 This section of the SIR lists all the outside entities wi
relationships to the public and limit whom parking enforcement data may be shared.

data sharing with third parties to | 6 3 aw enforcement agencies receiving criminal history
those held via written agreement | jnformation are subject to state and federal regulaticns.
to the samerestrictions as SPD | Once disclosed in responseRaiblic Records Acéquest,
there are no restrictions on ne@ity data use; however,
applicable exemptions will be applied prior to disclosure |to
any requestor who is not authorized to receive exempt
content.

3. Keep detailedecords of 2.2 Thissection of the SIR pvades the revenue collected

Automated License Plate Reader | from parking citation sin 2016 and 2017.

scans, hits, and revenue generatedy 5 parkingenforcement ALPR data collected by Scofflaw
specifically attributable to those | enforcement boot vans is stored with Patrol ALPR data in
hits, as well as an accounting of | the Neology Back Office System Software (BOSS).

how Automated License Plate L _
. ) 4.10All activity in the AtoV t I d and be
Reader use varies by nelghborhoo% activity In the AToVU system Is logged and can b

and demographic. udited.

4. Make explicit what photos are 4.1 Automated License Plate ReadersParking
taken by the Automated License | Enforcement vehicles take a burst of 26 pictures of each
Plate Reader on Parking parked vehicle, for visual photo comparison when the sgme
Enforcement vehicles, and require vehicle is later examined for time zone violation.
the same 4&our maximum 4.9 Automated License Plate Readers will not be used tg
retention period for all photos intentionally capture images in private area or areas where

a reasonable expectation of privacy exists, nor shall it be
used to harass, intimidate or discriminate against any
individual or group.

4.4 Parking enforcement officers upload Automated
License Plate Reader data from their shift to the BOSS
server prior to shutting down their computer.

4.2 Alldata collected by the Parking Enforcement sedans
deleted after 90 days unless it is related to a @niah
investigation and exported in support of that investigatio
prior to 90 day$

)

3 Federal regulations include 28 CFR Par¥2ashington State law enforcement agencigs subject to the provisions §7AC
44620260, and_ RCW Chapter 10.97

4 This is consisterwith LE201M54 and LE201055 of Washington State’s Law Enforcement Records Retention Scifiedule
Violations ad Traffic Enforcement.
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2. Parking Enforcement Systems

Policy Considerations

Central Staff has identified the following potential policy consideration relative to the Working
Group’s key concerns and recommendations:

1. Data Sharing between Patrol and Parking EnforcentPD’s current policies and practice
provide for data sharing between the automated license plate reader systems used during
Patrol and Parking Enforcement operations. Council may wiamend the SIR to restrict
such sharing.

2. Parking Enforcement Systenkquitable EnforcemeniThe SIR describes a series of actions
that Parking Enforcement Officers will take that will ensure that parking enforcement
occurs equitably throughout the Cityubthe SIR does not describe whether the Parking
Enforcement System technologies are being useslich a way as to ensure equitable
enforcement. Council may wish to request that the Office of Inspector General review this
issue as part of its Annual Suilence Usage Review.

3. Parking Enforcement SystenGenetec Patroller Softwar&ection 1.1 of the SIR describes
Genetec’s Patroller software a&son-surveillance” technology. However, this software is
used for storing and retaining data once it is captubgdhe AutoVu hardware, which has
been classified as surveillance technology. Section 2.3 of the SIR states that Patroller is used
to set retention periods, manage user permissions, track and log user activity and access
camera data. Section 4.10 of the SIR describes safeguards for protecting data both in the
AutoVu system and in “Parking Enforcement software systems.” Council may wish to amend
the SIR to include the Patroller software in the definition of the Parking Enforcement
Systems surveillance techiogy.
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3. ComputerAided Dispatch

3. ComputerAided Dispatch

CB120004would approve SPD’s continuese of andaccept the SIRnd Executive Overview

for software, made by Versaterm, used by SPD’s 911 center and patrol officers to respond to
911 calls. The software collects information from 911 callers, informs dispatchers as to patrol
unit availability and documents SPD’s response to the calls, after which the information is
storedin SPD’s Records Management System. SPD retains this data for 90 days, unless it is
related to an investigation, in which case it is maintained for the retention period applicable to
the type of case. Authorized SPD users can extract information for lesgainproceedings and

to respond to requests for information.

Discrete pieces of data may be shared with other law enforcement agencies, but all requests for
data from Federal Immigration and Customs Enforcement are referred to the Mayor’s Office
LegalCounsel, per the Mayoral Directive dated February 6, 2018. If &nmargency call

requires police services, officers or dispatchers will enter relevant information manually into

the ComputerAided Dispatch system. SPD’s dispatch center transfers callsingog fire or

medical response that do not also require a police response to the Seattle Fire Alarm Center;
those calls are not entered into SPD’s Computieled Dispatch systerithe Executive

Overview of the SIR documents the operational policy statégmthat represent the only

allowable uses of the equipment and data collected by the CompAiged Dispatch

technology

Civil Liberties and Potential Disparate Impacts on Historically Marginalized Communities

Departments submitting a SIR are requireccomplete an adapted version of the Racial Equity
Toolkit (RET) to inform the SIR public engagement process and to highlight and mitigate impacts
on racial equity from the use of the technology. The RET foBR®’s Computekided Dispatch
identifies potential civil liberties impacts from disclosure of personally identifiable information
gathered during 911 call¥he SIR states that SPD mitigates the risk of unintentional release of
privacy data through data security processes and by requiring state ACCESS certification (A
Central Computerized Enforcement Service System) and federdC@dibal Justice

Information Service)ertificationfor all CAD users.

The SIR also identifies data sharisiprage and retentioas having the potential to contribute
to structural racismthereby creating a disparate impact on historically targeted communtties.
The SIR states that SPD mitigdtes risk through policies regarding the dissemination of data
in connection with criminal prosecutions, the Washington Public Recordaddiother
authorized researchers. In additicBPD Policy 5.146rbids biasbased policing and outlines
processes for reporting and documenting any suspectedtmasd behavior, as well as

1 Historical community or department practices could produce data in a CAD system that would portray certain communities as
higher in crime than in other neighborhoods or elevate the involvement in potential criminal events bin ckmaographic

groups. An approach to storage, retention, and integration of these data that was not cognizant of these possibilities might
allow for the continuation of these perceptions, with potential disparate enforcement responses.
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3. ComputerAided Dispatch

accounability measuresThe RE@oes not identify metrics to be used as part of B&€Cs
annual equity assessments.

Public Engagement

The Executive accepted public comments on this technology from FebrudWiakch 5, 2019
and conducted one public meeting for multiple SIRs on February 27,320idition, the
Department of Neighborhoods conducted four focus groumpgartnership with organizations
serving communities of color and other marginalized communttieise SIR includes all notes
from the focus groups (Appendix D); comments pertaining solely to these technologies received
from members of the public (Appendix Begpartment responses to public inquiries (Appendix
F);and, letters from organizations or commissions (Appendix G). Of the verpub¥ic
comments received about this technology, concerns inclusigzport for the technology,
concerns about security of dgtand concern about the distribution of an plbints bulletin
known as “BOLO” (be on the lookout) via the system. Letters tnganizations expressed
concern about the need for limitations on the use of data, data retention and sharing, and
aboutthe age of the system.

Privacy and Civil Liberties Impact AssessmémmputerAided Dispatch

The Impact Assessment identifies three concetnsut the use of ED’s ComputeAided

Dispatch technology and recommends that Council adopt four specific policies. The concerns
includethe lack of a policy defining the purpose of the technology and limiting its use to that
purpose, data retention and access to dafae following sectionsummarize theCTCs

Response to the concerasd describe whether and how the SIR as drafted would address the
Working Group’s recommended policies

Key Concerns and the C§ @esponsd&.able5 summarize<CTCOs response to each of the
Working Group’s concernb his response to the Impact Assessment, the Q@y'&found that
that the SIRorovided information specific to each concern.

2SMC 14.18.050&¢quires that the CT@roduce and submit to the City Council a Surveillance Technology Community Equity
Impact Assessment and PoliGyidance Report that addresses whether Chapter 14.18 of the SMC is effectively meeting the
goals of the Race and Social Justice Initiative, any recommended adjustments to laws and policies to achieve a more equitable
outcome, and any new approaches anchslerations for the SIRs.

3The February 27, 2019 City Surveillance Technology Fair solicited comments on three Seattle Police Department
Technologies911 Call Logging Recorder, ComptaA@ted Dispatch, and CopLodszattle Fire Department’s
ComputerAided Dispatch technology; Seattle City Light's Current Diversion Technologies; and Seattle Department
of Transportation’s Acyclica travel time measurement technology. The Fair flyer in the SIR erroneously lists the
year of the meeting as “2018hstead of “2019.”

4 Appendix D contains notes from these focus group meetings, which were conducted as part of a “World Café”
pilot project in collaboration with the Council on Amerieistamic Relations, Entre Hermanos, Byrd Barr Place, and
Friends of Lite Saigon. Notes from Entre Hermanos are in Spanish; Executive staff are reviewing options to
translate these notes into English.
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3. ComputerAided Dispatch

Table5. CTCResponse to Privacy and Civil Liberties Impact Assessh&PiD’<Computer
Aided Dispatch Technology

Working Group Concern CTOResponse

1. Nopolicy defining the purpose of | SPD policies and limitations pertaining to the purpos
the technology and limiting its use| and use of data collected through the CAD system are
to that purpose clearly outlined in the SIR response

2. Unclear whether and whatada is | The specifics about retention of data collected by la
retained within the Computer- enforcement are clearly provided in the SIR
Aided Dispatch and Records
Management Systems

3. Unclear which internal and third | Details about legal obligations, SPD policy and
parties have access to SPD’s technology access controls for data access and sharing
ComputerAided Dispatch Data are provided in the SIR

Recommended PolicieBhe Impact Assessment recommstight Council ensure that SPD
adopt “clear and enforceable policies that ensure, at a minimum, the following:

1. The purpose of use must be clearly defined as emergency operations, and the operation
and data collected by the tool must be explicitly restricted to that purpose only.

2. Data retention witlin CAD, to the extent there is any, must be limited to the time
needed to effectuate the emergency operations purpose defined.

3. Data sharing with third parties, if any, must be limited to those held to the same

restrictions.

4. Clear policies must govern opdin, and all operators should be trained in those

policies’

Table edescribes how the SIR as drafted would address these recommendations. Areas not
fully addressed are included in the “Policy Considerations” section.

Table6. Working Group Recommendations Addresedtie SIR

Working GroupRecommendation

Whether/How Addressed in SIR

CAD to the time needed to
effectuate the emergency
operations purpose

criminal justice data.

1. Define the purpose of Executive OverviewOperational Policies represent the
ComputerAided Dispatch only allowable uses of the equipment and data collected|by
(SPD as emergency operationsthis technology.
and restrict its operation and
data collected to that purpose

2. Limit retention of data within | SPD must follow State requirements for retention of
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3. ComputerAided Dispatch

3. Limit data sharing with thd
parties to those held to the
same restrictions as the agen
deploying the system

6.3 Law enforcement agencies receiving criminal history
information are subject to state and federal regulations.
cYonce disclosed in response to a Public Recordse4uoes,
there are no restrictions on ne@ity data use; however,
applicable exemptions will be applied prior to disclosure to
any requestor who is not authorized to receive exempt
content.

4. Operation of ComputeAided
Dispatch should be governed
by clear poliges in which all
operators have been trained.

7.2 SPD Dispatchers undergo training on the use of CAD
which includes privacy trainingll authorized users of CAD

ACCESS cetrtification.

Policy Consideration

Central Staff has identified the following potential policy consideration relative to the Working

Group’s key concerns and recommendations:

1. Annual equity assessment metri&PD has not finalized metrics to be used in evaluating

the Canputer Aided Dispatch Technology as part of the '€ @@nual equity

assessments. These assessments are intended to play a key role in determining whether

the City’s surveillance legislation is meeting the goals of the Race and Social Justice
Initiative. Caincil may wish to request a report on the proposed metrics by a date
certain and/or Council may wish to defer approval of this SIR, pending completion of

these metrics.

5 Federal regulations include 28 CFR ParM28shington State law enforcement agencaee subject to the
provisions ofVAC 44620-260, and RCW Chapter 10.97
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4. CopLogic

4. CoplLogic

CB 120004 would approve SPD’s continugel of andaccept the SIRnd Executive Overview

for CopLogic, a crime reporting software t@wned by LexisNexi§he software has two
applications: 1) individuals may report a kewvel crimé in which no known or describable
suspect is avaitde, and for which individuals may need proof of police reporting (i.e., for
insurance purposgsand 2) businessdkat participate in SPD’s Retail Theft Program may enter
information about retail theft on their property in which a suspect is known and suspect
information is availablé Reports from individuals are assigned a general offense number for
their records and for insurance purposes.

Businessesomplete an onlin&ecurity Incident Report, which may include copies of
identification if security pesonnel have detained the suspethe business issues a written
trespass warning to the suspect, photograpies suspect and then maglease the individual

or turn them over to the police. An SPD detective reviews the Security Incident Report and
submitsthe reviewed case to the City Attorney’s Office to be reviewed for charges. &ithee

type of report has been screened and accepted by SPD personnel, it is transferred into SPD’s
Records Management System. The Executive Overview of the SIR documensrdi®nal

policy statements that represent the only allowable uses of the equipment and data collected
by the CopLogic technology.

The SIR includes historical data on CopLogic’s effectiveness from 2012, with 2018 figures
showing a reduction of 20,356 e hours and savings over $1 million by eliminating the need
for a patrol officer to respond in person to these incidents.

Civil Liberties and Potential Disparate Impacts on Historically Marginalized Communities

Departments submitting a SIR are required to complete an adapted version of the Racial Equity
Toolkit (RET) to inform the SIR public engagement process and to tmigimdymitigate impacts

on racial equity from the use of the technology. The RET for the CopLogic techidelutifies

two potential civil liberties risks: 1) that information from the system could be dissseril
intentionally or unintentionallyn ways that could negatively impact peoples’ civil liberties; and

2) the risk that racial or ethnicitpased biased information may be entered into the system.

The SIR states that SPD mitigates those biglstreening information entered into the systém

and byvirtue of the fact thatSPD employees are subject to multiple department policies
pertaining to computer and records access, dissemination of data and policies prohibiting bias
based policing.The SIR also identifies data sharing, storage and retentibaasg the

I The crime must be within one of these categories of crime: a. Property crimes including property destruction,
graffiti, car break ins, #ift of auto accessories, theft, shoplifting; or b. Drug activity, harassing phone calls, credit
card fraud, wage theft, identity theft, or lost property

2SPD’'Retail Theft wepagereports that approximately 120 stores participate in this program.

3 Screeners do not edit the information received through CopLogic, other than accidentally incorrect information
that the reviewing officer or reporting party identifies.

4 All SPD emlpyee access is controlled by SPD Manual Title 12 provisions governing Department Information
Systems including SPD Policy 12.0B@partmentOwned Computers, Devices & Software, SPD Policy 12.050
Criminal Justice Infmation SystemsSPD Policy 12.080Department Records Access, Inspection &
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4. CopLogic

potential to contribute to structural racism, thereby creating a disparate impact on historically
targeted communities. The SIR states that SPD mitigates this risk through policies regarding the
dissemination of data in connection with crimimabsecutions, théVashington Public Records

Act, and other authorized researchers. The RET also reportS®Pigtad not yet finalized the

metrics to be used as part of tH&TCGs annual equity assessmerhts

Public Engagement

The Executive accepted public comments on this technology from FebrudWiakch 5, 2019
and conducted one public meeting for multiple SIRs on February 27,620ldition, the
Department of Neighborhoods conducted four focus groimpgsartnership with four
organizations serving communities of color and other marginalized commuhifies.SIR
includes all notes from the focuggoups (Appendix D); comments pertaining solely to these
technologies received from members of the public (Appendix E), department responses to
public inquiries (Appendix F); and, letters from organizations or commissions (Appendix G).
GComments included @pport for and concerns about the technologiesv&ral of the apportive
comments included requests for the technology to be available in languages other than English.
Concerns includedneven access to the programs for those without computers or English
fluency,the potential for racial bias in both kinds of reporting and for inaccureperts, unfair
treatment of individuals suspected of shopliftirige potential for lexisNexis to use inaccurate
information for crime mappingand questions about data collection, retention and sharing.

Privacy and Civil Liberties Impact Assessméwplogic

The Impact Assessment identifies three concetosut the use of SPD’s CopLdgithnology
and recommends that Council adopt specific polieied contract povisions Theconcerns
includedata retention, civil liberty impacts of thetail theft program, and thireparty data
sharing.The following sectionsummarize theCTCs Response to the conceraad describe
whether and how the SIR as drafted would addrdse Working Group’s recommended
policies.

DisseminationSPD Policy 12.110Use of Department{nail & Internet Systems, and SPD Policy 12-AWse of

Cloud Storage Service&PD Policy.140forbids biasbased policing.

5SMC 14.18.050&quires that the CT@roduce and submit to the City Council a Surveillance Technology
Community Equity Impact Assessment and Policy Guidance Report that addresses whether Chapter 14.18 of the
SMC is effectively meeting the goals of the Race and Social Justice Initiative, any recommended adjustments to
laws and policies to achieve a more equitable outcome, and any new approaches and considerations for the SIRs.
8 The February 27, 2019 City Surveillance Technology Fair solicited comments on three Seattle Police Department
Techndogies:911 Call Logging Recorder, ComptA@ted Dispatch, and CopLodizattle Fire Department’s
ComputerAided Dispatch technology; Seattle City Light's Current Diversion Technologies; and Seattle Department
of Transportation’s Acyclica travel time measurement technology. The Fair flyer in the SIR erroneously lists the
year of the meeting as “2018” instead of “2019.”

7 Appendix D contains notes from these focus group meetings, which were conducted as part of a “World Café”
pilot project in collaboratiowith the Council on Americalslamic Relations, Entre Hermanos, Byrd Barr Place, and
Friends of Little Saigon. Notes from Entre Hermanos are in Spanish; Executive staff are reviewing options to
translate these notes into English.
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4. CopLogic

In his response to the Privacy and Civil Liberties Impact Assessment, the Citiosii@iitat

that SPD’s policy, training and limitatioinem the technology itselbutlined in the SIRrovide
adequate mitigation for the potential privacy and civil liberty concerns raised by the Working
Group.Table7 summarize<CTCs response to each of the Working Group’s concerns.

Table7. CTCResponse to Privacy and Civil Liberties Impact Assetssh&PD’<CopLogic
Technology

Working Group Concern CTOResponse
1. Lack of specific data retention SPD has adequately addressed the policies and
policies practices in place regarding data retention for the

information collected through CopLogic.
2. Civil liberties concerns about the | Validation of retail owner reports through the
retail track investigative process mitigates the potential for bias|or
civil liberties infringement through raw information
provided by residents into CopLogic
3. Lack of protbition about LexisNexij Data use policies and limitations to data access is
data retention and thireparty detailed in the SIR
sharing

Recommended PolicieBhe Impact Assessment recommends that Council ensure Fbat S
adopt “clear and enforceable policies that ensure, at a minimum, the following:

1. CoplLogic data may be used only for purposes of allowing community members to file police
reports or investigating and, as appropriate, prosecuting crimes.

2. The contract between the City of Seattle and LexisNaxist include the following
minimum provisions:

a. LexisNexis may not use CopLogic data for any purpose other than providing the
CopLogic tool to the City of Seattle and interfacing it with Ma$k43

b. LexisNexis must immediately delete all CopLogic data dfterdata has been
transferred to SPD’s records management system (RMS). LexisNexis must delete all
CopLogic data within 30 days of its creation regardless of whether such a transfer
has taken place.

LexisNexis must not share CopLogic data with any third party.

d. LexisNexis and any third party that has access to CopLogic data must be held to the
same purpose and use restrictions as SPD.

3. The retail track of CopLogic must be discontinued. Retailers should still be allowed to access
and use CopLogic togride information as any other member of the public would.

8“Mark43" appears to réer to SPD’s records management system.
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4. CopLogic

Table &escribes how the SIR as drafted would address these recommendations. Areas not
fully addressed are included in the “Policy Considerations” section.

Table8. Working Group Recommendations Addresedtie SIR

Working GroupRecommendation Whether/How Addressed in SIR

1. CopLogic data may be used only| TheSIR allows for use by individuals to repmtow
for purposes of allowing level crimeand by retailers to report retail thefGee
community members to file police “Policy Considerations”
reports or investigating and, as
appropriate, prosecuting crimes.

2. Add restrictions pertaining to the | 4.8 There are no data sharing agreements between §
purpose and use, retention and | and any other entities for CopLogic data. The contrag
sharing of CopLogic data to the | betweenthe City and LexisNexis provides that
City’s contract with LexisNexis; | LexisNexis may only “use, transmit, distribute, modify,
data sharing with third parties reproduce, display, and store the City Data solely for|the
must be held to the same purpose purposes of (i) providing the Services as contemplated
and use restrictions as SPD. in [its contract with the City]; and (ii) enfong its rights

under [the contract].”See “Policy Considerations”

3. Discontinue the “retail track” of | The SIR allows for use by individuals to report a low
CopLogic. level crime and by retailers to report retail theBee

“Policy Considerations”

—

Policy Considerations

Central Staff has identified the following potential policy considerations relative to the Working
Group’s key concerns and recommendations:

1. Discontinue retail theft reporting component of CopLogfi€buncil wishes to discontinue
the retail theft reporting component of CopLogic, the SIR and Executive Overview would
need to be amended.

2. LexisNexis Contract ProvisionBhe SIR does not have an explicit policy that third parties
with whom SPD shares dataust comply with the same privacy provisions as SPD. Council
may wish to direct SPD to incorporate this requirement and other restrictions pertaining to
the purpose and use, retention and sharing of CopLogic data requirement into its written
agreements, whee feasible.

3. Annual equity assessment metri&PD has not finalized metrics to be used in evaluating
the CopLogidechnology as part of theTGs annual equity assessments. These
assessments are intended to play a key roldatermining whether the City’s surveillance

legislation is meeting the goals of the Race and Social Justice Initiative. Council may wish to

request a report on the proposed metrics by a date certain and/or Council may wish to
defer approval of this SIR, p&ing completion of these metrics.
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5. 911 Logging Recorder

5. 911 Logging Recorder

CB120004would approve SPD’s continuese of andaccept the SIRnd Executive Overview

for software that records all telephone calls to SPD’s 911 communications center drel to
police noremermgency phone line, as well as police radio traffic. Authorized personnel also use
this technology to retrieve recordings for law enforcement or public disclosure purposes. The
audio recordings are routinely used in criminal prosecutions and within the 8dtkeCfor

training and quality control purposes and some information from the recordings may be stored
for future reference in emergency situatiarigse of the technology for any other purpose is
subject to SPD disciplinary action. SPD Policy requiresahetd audio recordings not

requested within 90 days of their captute&SPD downloads and maintains recordings requested
for law enforcement and public disclosure for the retention period related to the incident type.
The Executive Overview of the SIR documents the operational policy statements that represent
the only allowable uses of the equipment and data collected by 911 Logging Recorder

Civil Liberties and Potential Disparate Impacts on Historically Marginalized Communities

Departments submitting a SIR are required to complete an adapted version of the Racial Equity
Toolkit (RET) to inform the SIR public engagement process and to lmigimegmitigate impacts

on racial equity from the use of the technology. The RET fo91liel ogging Recordatentifies
potential civil liberties impacts from disclosure of personally identifiable informajathered

during 911 callsThe SIR states th&PD mitigates the risk of unintentional release of privacy

data through data security processes and by requiring state ACCESS certification (A Central
Computerized Enforcement Service System) and federa(@8nal Justice Information

Services) certi¢ation for all CAD users.

The SIR also identifies data sharing, storage and retention as having the potential to contribute
to structural racism, thereby creating a disparate impact on historically targeted communities.
The SIR states that SPD mitigatieis risk through policies regarding the dissemination of data

in connection with criminal prosecutions, the Washington Public Recordaddiother

authorized researchers. In additioBPD Policy 5.146rbids biasbased policing and outlines
processes for reporting and documenting augpected biavased behavior, as well as
accountability measure3.he RET reports that SPD had not yet finalized the metrics to be used
as part of the CT® annual equity assessmerits.

1 LE0691-03 Rev in Washington State Law Enforcement Records Retentihedileestablishes a 9day

retention period for ecordings of radio transmissions between law enforcement and dispatch staff regarding
requests for resources, status changes and/or incigetdted activity.This also matches the retention

requirements forEmergency Communications (911) Records Retention

2 Historical community or department practices couldeuld produce data in a CAD system thaind portray

certain communities as higher in crime than in other neighborhoods or elevate the involvement in potential
criminal events by certain demographic groups. An approach to storage, retention, and integration of these data
that was not cognizant of these possibilities might allow for the continuation of these perceptions, with potential
disparate enforcement responses.

3SMC14.18.050Bequires that the CT@roduce and submit to the City Council a Surveillance Technology
Community Equity Impact Assessment and Policy Guidance Report that addresses whether Chapter 14.18 of the
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5. 911 Logging Recorder

Public Engagement

The Executive accepted public comments on thisit®logy from February 5March 5, 2019

and conducted one public meeting for multiple SIRs on February 27,*20&ldition, the
Department of Neighborhoods conducted four focus groimpgartnership with four

organizations serving communities of color and other marginalized commuhifies.SIR

includes all notes from the focus groups (Appendix D); comments pertaining solely to these
technologies received from members of the public (Appendix E), and letters from organizations
or commissions (AppendiX) @ he Executive received very few comments on this technology.
Two of the three public comments specific to the 911 Logging Recorder were supportive of the
technology, the third raised several technical issuesluding challenges that could be

presented by Voice over Internet protocols. Other concerns included data use, retention and
sharing.

Privacy and Civil Liberties Impact Assessmé&itl1 oqgging Recorder

The Impact Assessmeiaentifies three concernabout the useof SPD’s 911 Loggingdeeder

and recommends that Council adopt four specific policies. The concerns include restrictions on
the purpose and use of the technology, as well as data retention and data shEmmg

following sections summarizée CTCs Response to the concerns athelscribe whether and

how the SIR as drafted would address the Working Group’s recommended policies.

In his response to the Privacy and Civil Liberties Impact Assessment, the Citiosi@itoat

that SPDs policy, training and limitations from the techingy itselfoutlined in the SIRrovide
adequate mitigation for the potential privacy and civil liberty concerns raised by the Working
Group Tabled summarize<CTCs response to each of the Working Group’s concerns.

Table9. CTCResponse to Privacy and Civil Liberties Impact Assessh&PiD'€11 Logging
Recorder Technology

Working Group Concern CTOResponse

1. Lack of clear policy defining the | The responses in the appropriate sections of $iR
purpose and allowable uses of theprovide clear and detailed information about the laws
Logging Recorder Data. and policies regarding the use and access to this sys

SMC is effectively meeting the goals of the RaakSwcial Justice Initiative, any recommended adjustments to

laws and policies to achieve a more equitable outcome, and any new approaches and considerations for the SIRs.
4The February 27, 2019 City Surveillance Technology Fair solicited commémisedseattle Police Department
Technologies911 Call Logging Recorder, ComptA@ted Dispatch, and CopLoggeattle Fire Department’s
ComputerAided Dispatch technology; Seattle City Light's Current Diversion Technologies; and Seattle Department
of Transpotation’s Acyclica travel time measurement technology. The Fair flyer in theri®ieously lissthe

year of the meeting as “2018” instead of “2019.”

5 Appendix D contains notes from these focus group meetings, which were conducted as part of a “Wdrld Caf

pilot project in collaboration with the Council on Amerieistamic Relations, Entre Hermanos, Byrd Barr Place, and
Friends of Little Saigon. Notes from Entre Hermanos are in Spanish; Executive staff are reviewing options to
translate these notes intorfglish.
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5. 911 Logging Recorder

data sharing content and purpose party agencies with whom the 911 logging recording

2. Justification for the 9@lay data This periodf time provides adequate time for any
retention period for Logging investigation, review, audit or litigation that may occur
Recorder data. regarding the recordings.

3. Lack of clarity about thirgarty SPD provides clear and adequate details abbudt

or justification. data is shared and for what purposes. Specification and

compliance to the agreements between departments
and agencies are provided in the Sieluding
information about the Washington Public Reco/is
and possible redaction or exemptions.

Recommended PolicieBhe Impact Assessment recommends that Council ensure Fbat S
adopt “clear and enforceable policies that ensure, at a minimum, the following:

1. The purpose and allowable uses of the Logging Recorder data must be clearly defined,
and both SPD and NICE (the vendor of the technology) must be restricted to those uses.

shared with third parties and for

2. NICE must delete all Logging Recorder data ateendays.

what purposes.

There must be a clear designation of what data collected by the hgdgcorder is

NICE or any other third party that has access to Logging Recorder data must be held to

the same restrictions as SPD, including industry best practice security stafidards.

Table 10describes hw the SIR as drafted would address these recommendations. Areas not
fully addressed are included in the “Policy Considerations” section.

Tablel0. Working Group Recommendations Addressdde SIR

Working Group Recommendation

Whether/How Addressed in SIR

access to Logging Recorder data m
be held to the same restrictions as

SPD, including industry best practice
security standards

> law. See “Policy Considerations”

usutside SPD with the other agencies, entities, or
individuals within legal guidelines or as required by

1. Purpose and use of the Logging Executive OverviewOperational Policies represent
Recorder data must be defined and | the only allowable uses of the equipment and data
both SPD and NICE (the vendor) musiollected by this technology.
be restricted to those uses.

2. NICE (the vendor) must delete all | 4.2 Audio recordings that have not been requesteg
Logging Recorder data after seven | within 90 days of their capture are deleted.
days Recordings requested for law enforcement and

public disclosure are downloaded and maintained for
the retention period related to the incident type.

3. Clearly designate thirgarty data 6.1Identifies data sharing with other agencies,
sharing and for what purposes entities or individuals within legal guidelines or as

required by law.

4. NICE or any other third party that hg 6.1 Data obtained from the system may be shared
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5. 911 Logging Recorder

Policy Considerations

Cernral Staff has identified the following potential policy considerations relative to the Working
Group’s key concerns and recommendations:

1. Restrictions on use NICEThe SIR does not have an explicit policy that third parties with
whom 3D shares data must comply with the same privacy provisionsRs@Rincil may
wish to direct 8D to incorporate this requirement into its contract with Ni@tother third
parties who have access to Logging Recorder, ddtarefeasible.

2. AnnualEguity AssessmenMetrics.SPD has not finalized metrics to be used in evaluating
the 911 Logging Recorder Technology as part of théesGiaual equity assessments. These
assessments are intended to play a key role in determining whether the City’s surveillance
legislation is raeting the goals of the Race and Social Justice Initiative. Council may wish to
request a report on the proposed metrics by a date certain and/or Council may wish to
defer approval of this SIR, pending completion of these metrics.

Attachments:

1. Backgroundaummary and Surveillance Impact Repambéess

cc: Dan Ederinterim Director
Aly Pennucci, Budget and Policy Manager
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Attachment 1 - Background Summary agdirveillance Impact Report Process

Recent Legislative History

Ordinance 12537yassed by Council on July 31, 20&quired City of Seattle departments
intending to acquire surveillance technologydbtain advance Council approval, by ordinance,
of the acquisition and of a surveillance impact report (SBpartments must also submit a SIR
for surveillance technology in use when Matice 125376 was adopted (referred to in the
ordinance as “retroactive technologies”). TBgecutive originally included 28 “retroactive
technologies,” on itdlovember 30, 2017 Master Listt revised that list to 26 iDecember

2019 The Council has approved two SIRs and textended the initial March 3, 2020 deadline
for completion of SIRs for all 26 technologidisst by six months to accommodate extended
deliberation of the first two SIRS; and then byegond six months due ©OVID-related delays.
Either the Chief Technology Officer or the Caumay determine whether a specific technology
is “surveillance technology” and thus subjectth@ requirements of SMC 14.18. Each SIR must
describe protocols for a “use andtdamanagement policy” as follows:

x How and when the surveillance technologil be deployed or used and by whom,
including specific rules of use

x How surveillance data will be securely stored
X How surveillance data will be retained and deleted
X How surveillance data will be accessed

X Whether a department intends to share accésshe technology or data with any other
entity

x How the department will ensure that pesenel who operate the technology and/or
access its data can ensure compliancéhwhe use and data management policy

X Any community engagement events and plans

x How the potential impact of the surveillanoa civil rights and liberties and potential
disparate impacts on communities of cobomd other marginalized communities have
been taken into account; and a mitigation plan

x The fiscal impact of the surveillance technology

Community Surveillance Working Group

On October 5, 2018, Council passgediinance 12567%mending SMC 14.18, creating a
“community surveillance working group” chargesith creating a Privacy and Civil Liberties
Impact Assessment for each 3IR.least five of the seven members of the Working Group

L As codified in SMC 14.18.030, Ordinance 125376 fikthi number of exemptions and exceptions to the
required Council approval, including information voluntaptpvided, body-worn camesaand cameras installed in
or on a police vehicle, cameras that record traffic violas, security cameras and tewlogy that monitors City
employees at work.

2 Ordinance 125679 also established artta31, 2020 deadline for submitting=3l on technologies already in use
(referred to as “retroactive technologies”) when Qrdince 125376 was passed, with provision to request a six-
month extension.
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Attachment 1 - Background Summary adirveillance Impact Report Process

must represent groups that have historicdtigen subject to disproportionate surveillance,
including Seattle’s diverse communities of epiommigrant communities, religious minorities,
and groups concerned with privacy and proté&ach Privacy and Civil Liberties Impact
Assessment must describe the potential impacthaf surveillance technology on civil rights
and liberties and potential disparate impacts communities of color and other marginalized
communities and will be included in the SIR. Prdosubmittal of a SIR to Council, the Chief
Technology Officer may provide a written staterh#mat addresses privacy rights, civil liberty
or other concerns in the Working Group’s impact assessment.

Executive Overviews

In May 2019, members of the Governance, Bqund Technology Committee requested that
IT staff prepare a summary section for eachhs two lengthy SIR documents under review at
that time. The Committee then accepted the réant “Condensed Surveillance Impact Reports
(CSIRs) together with the complete SIRs.H}exutive has continued this practice with
subsequent SIRs but has renamed the docatséExecutive Overviews.” The Operational
Policy Statements in the Executive Overview espnt the only allowable uses of the subject
technology.

SIR Process
Chart 1 is a visual of the SIR mres from inception to Council Review:

Chart 1. Surveillance Impact Report (SIR) Process

" . Working _
Initial Public Group CTO Council

Draft of Engagement Impact Response Review
SIR Assessment

Department drafts Draft SIR made Working Group City’s Chief Council reviews

SIR about public. One or more  reviews SIR; Technology Officer = Executive’'s

technology use, public meetings creates Impact addresses any proposed

privacy, and data = scheduled to solicit = Assessment, Working Group ordinance

security. feedback. documenting concerns. reflecting the SIR,
privacy and civil authorizing the use
liberty concerns. of existing or new

technology.

3 The Mayor appoints four members@@ouncil appoints three members.
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Q\“S City of Seattle

o No Way to Corvect Inaccurate Information Collected About Commnnity Members.
Community members or retailers may enter personally-identifying
mnformation about third parties without providing notice to those
mdividuals, and there 1s no immediate, systematic method to verify the
accuracy of information that mdiwviduals provide about third parties.
There are also no stated measures in the SIR to destroy improperly
collected data.

o Lack of dlarity on how the CopLogic data will be infegrated with and analyzed within
SPD’s RMS. At the technology fair, SPD stated that completed
complaints will go into Mark43" when it is implemented. ACLU-WA
has previously raised concerns about the Mark43 systemn, and it should be
made clear how CopLogic data will enter that system, including to what
third parties it will be made available.”®

b.  Ouwistanding Questions That Must be Addressed in the Final SIR:

e What data does LexisNexts collect and store via CopLogic? What are
LexisNexis’s data retention policies for CopLogic data?

e Are there specific policies restricting LexisNexis from sharing CopLogic
data with third parties? If so, what are they?

e s there any way to verify or correct maccurate information collected
about community members?

e How will CopLogic data be integrated with Mark43?

.  Recommendations for Regnlation:

Pending answers to the questions set forth above, we can make only
preliminary recommendations for regulation of CopLogic. SPD should adopt
clear and enforceable policies that ensure, at a mimimum, the following:

o After CopLogic data is transferred to SPD’s RMS, LexisNexis must
delete all CopLogic data.

¢ LexisNexs 1s prohibited from using CopLogic data for any purpose
other than those set forth in the contract, and from sharing CopLogic
data with third parties.

17 https:/ /www.aclu-wa.org/ docs/ aclu-letter-king-county-council regarding mark - 43

18 A Records Management System (RMS) is the management of records for an organization througheut the
records-life cycle. New RMSs (e.g., Mark43) may have capabilities that allow for law enforcement agencies to
track and analyze the behavior of specific groups of people, leading to concerns of bias in big data policing,
particularly for communities of color.
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e Methods are available to the public to correct inaccurate information

entered in the CopLogic portal.

e Measures are implemented to delete improperly collected data.

III. Computer-Aided Dispatch & 911 Logging Recorder Group

Overall, concerns around the Computer-Aided Dispatch (CAD) and 911
Logging Recorder technologies focus on use of the technologies and/or
collected data them for purposes other than those intended, over-retention
of data, and sharing of that data with third parties (such as federal law
enforcement agencies). Theretore, for all of these technologies as
appropriate, we recommend that the responsible agency should adopt clear
and enforceable rules that ensure, at a minimum, the following:

e The purpose of use must be clearly defined, and its operation and data
collected must be explicitly restricted to that purpose only.

e Data retention must be limited to the time needed to effectuate the
purpose defined.

e Data sharing with third parties, if any, must be limited to those held to
the same restrictions.

o  Clear policies must govern operation, and all operators should be trained
n those policies.

Specific comments follow:

1. Computer-Aided Dispatch —SPD

Background

CAD i1s a software package (made by Versaterm) utilized by the Seattle Police
Department’s 9-1-1 Center that consists of a set of servers and software
deployed on dedicated terminals in the 9-1-1 center, 1n SPD computers, and
as an application on patrol vehicles’” mobile data computers and on some
officers” smart phones. The stated purpose of CAD is to assist 9-1-1 Center
call takers and dispatchers with recerving requests for police services,
collecting information from callers, and providing dispatchers with real-time
patrol unit availability. Concerns include lack of clanty surrounding data
retention and data sharing with third parties.

a.  Concerns:

o Lack of clavity on data vetention within CAD ». RMS. While the SIR makes
clear that at some point, CAD data 1s transferred to SPD’s RMS, 1t 1s
unclear what data, if any, the CAD system itself retains and for how long,.
1t the CAD system does retain some data (for example, call logs)

10

Retroactive Technology Request By: SEATTLE POLICE  Appendix G: Letters from Organizations or Commissions | Surveillance Impact Report
DEPARTMENT | COPLOGIC |pag: 1695

Version 3



Q\“S City of Seattle

independent of the RMS, and that data 1s accessible to the vendor,
appropriate data protections should be put in place. But because the SIR
usually references “data collected by CAD,” it 15 unclear where that data
resides.

o Lack of a policy defining purpose of the technology and limiting its nse to that purpose:
Unlike SFD’s simular system, SPD appears to have no specific policy
defining the purpose of use for CAD and limiting its use to that purpose.

b.  Ouwistanding Questions That Must be Addressed in the Final SIR:

e Does the CAD system itself store data? If so, what data and for how
long? Who can access that data?

¢ Recommendations for Regulation:

Depending on the answer to the question above, appropriate data
protections may be needed as described above. In addition, SPD should
adopt a policy similar to SFD’s, clearly defining purpose and limiting use of
the tool to that purpose.

2. Computer-Aided Dispatch —SFD

Background

Computer Aided Dispatch (CAD) 1s a suite of software packages used by
SFD and made by Tritech that provide unit recommendations for 911
emergency calls based on the reported problem and location of a caller. The
stated purpose of CAD 1s to allow SFD to manage emergency and non-
emergency call taking and dispatching operations. The technology allows
SFD to quickly enable personnel to execute rapid aid deployment.

Generally and positively, SFD clearly defines the purpose of use, restricts
CAD operation and data collection to that purpose only, limits sharing with
third parties, and specifies policies on operation and training. However, SFD
must clarify what data s retained within CAD), data retention policies, and
provide information about its data sharing partners.

d.  Concerns

o Lack of dlavity on data vetention within CAD. 1t 1s unclear what data, if any,
the CAD system itself retains and for how long. If the CAD system does
retain some data (for example, call logs) and that data 1s accessible to the
vendor, appropriate data protections should be put in place.

o Lack of clavity on data vetention policies. At the technology fair, we learned
that CAD data 1s retained indefinitely. Itis not clear what justifies
tndefinite retention of this data.

11
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o Tack of clarity on data sharing partners. In Section 6.3 of the SIR, SFD states
that in rare case where CAD data 1s shared with partners other than those
specifically named in the SIR, a third-party nondisclosure agreement is
signed. However, there are no examples or details of who those partners

are and the purposes for which CAD data would be shared.

e. Outstanding Questions That Must be Addressed in the Final SIR:

e Does the CAD system itself store data? If so, what data and for how
long? Who can access that data?

e Who are SFD’s data sharing partners? For what purpose 1s data shared
with them?

f Recommendations for Regulation:

Depending on the answer to the question regarding if the CAD system itself
stores data, appropriate data protections may be needed as described above.
SFD should adopt a clear policy requiring deletion of CAD data no longer
needed. In addition, depending on how data 1s shared, SFD should adopt a
policy that clearly limits what for what purposes CAD data would be shared,
and with what entities.

3. 911 Logging Recorder — SPD

Background

The NICE 911 logging recorder is a technology used by SPD to audio-record
all telephone calls to SPDY’s 9-1-1 communications center and all radio traffic
between dispatchers and patrol officers. The stated purpose of the 9-1-1
Logging Recorder 1s to allow SPD to provide evidence to officers and
detectives who investigate crimes and the prosecutors who prosecute
offenders. These recordings also provide transparency and accountability for
SPD, as they record in real time the mteractions between 9-1-1 call takers and
callers, and the radio traffic between 9-1-1 dispatchers and police officers.
The NICE system also supports the 9-1-1 center’s mission of quickly
determining the nature of the call and getting the caller the assistance they
need as quickly as possible with high quality, consistent and professional
services.

Concerns mnclude lack of clarity surrounding data retention schedules and
data sharing with third parties.

a.  Concerns

o Lack of dlarity on data retention. Section 4.2 of the SIR states: “Recordings

12
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requested for law enforcement and public disclosure are downloaded and
maintained for the retention period related to the incident type.” Sunilar
to other technologies noted above, 1t 1s unclear whether the 9-1-1 system
ttself stores these recordings, or if they are stored on SPD’s RMS. If the
former, 1t should be made clear how the technology vendor accesses
these recordings and for what purpose, if at all.

o More clarity needed on data sharing with third parties. There are no details or
examples of the “discrete pieces of data™ that are shared outside entities
and mdividuals as referenced in Section 6.0 of the SIR.

b.  Ouwistanding Questions That Must be Addressed in the Final SIR:

¢ What 1s SPD’s data retention schedule for data stored in the NICE
system, 1f any?

e  What “discrete pieces of data” does SPD share with third parties?

. Recommendations for Regulation:

SPD should adopt a clear policy requiring deletion of data no longer needed.
In addition, depending on how data 1s shared, SPD should adopt a policy
that clearly limits what for what purposes data would be shared, and with
what entities.

Iv. Current Diversion Technology Group — Seattle City Light

The technologies in this group—the Check Meter device (SensorLink TMS),
the SensorLink Amp Fork, and the Binoculars/Spotting Scope raise civil
liberties concerns primarily due to lack of explicit, written policies imposing
meaningful restrictions on use of the technologies. While the purpose of the
current diversion technologies appears clear—to assess whether suspected
diversions of current have occurred and/or are continuing to occur—there
are no explicit policies in the SIR detailing restrictions on what can and
cannot be recorded by these technologres.

Below are short descriptions of the technologies, followed by concerns and
recommendations.

Backgronnd

1. Check Meter Device (SensorLink TMS)

The SensorLink TMS device measures the amount of City Light-provided

electrical energy flowing through the service-drop wire over tine, digitally

capturing the mstantaneous mformation on the device for later retrieval by
the Current Diversion Team via the use of a secure wireless protocol.

13
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The stated purpose of use 1s to allow Seattle City Light to maintain the
integrity of its electricity distribution system, to determine whether suspected
current diversions have taken place, and to provide the valuation of the
diverted energy to proper authorities for cost recovery.

2. SensorLink Amp Fork

The SensorLink Amp Fork 1s an electrical device mounted on an extensible
pole allowing a circular clamp to be placed around the service-drop wire that
provides electrical service to a customer location via its City Light-provided
meter. The device then displays instantaneous readings of the amount of
electrical energy (measured in amperage, or “amps”) that the Current
Diversion Team may compare against the readings displayed on the meter,
allowing them to determine if current 1s presently being diverted.

The stated purpose of use of the Amp Fork 1s to allow Seattle City Light to
assess whether suspected diversions of current have occurred and/or are
continuing to occur. The Amp Fork allows the Utility to determine the
valuation of the energy illegally diverted, which supports City Light's mission
of recovering this value for ratepayers via a process called “back-billing.”

3. Binoculars /Spotting Scope

The binoculars are standard, commercial-grade, unpowered binoculars. They
do not contain any special enhancements requiring power (e.g., night-vision
or video-recording capabilities). They are used to read a meter from a
distance when the Current Diversion Team 1s otherwise unable to access
physically the meter for the purpose of inspection upon suspected current
diversion.

The stated purpose of the binoculars is to allow Seattle City Light to inspect
meters and other implicated electrical infrastructure at a distance. [fa
determination of diversion 1s sustained, data may be used to respond to
lawtul requests from the proper law enforcement authorities for evidence for
recovering the value of the diverted energy.

a.  Concerns Regarding all Three Cuvvent Diversion Techrnologies

o Absence of explicit, written policies imposing meaningful vestrictions on use. At the
technology fair, a Seattle City Light representative stated that these
technologies are used only for the purpose of checking current
diversions, but could not confirm that Seattle City Light had clear,
written policies for what data could and could not be recorded (e.g., an
employee using the binoculars to view non-meter related information).
The absence of written, specific policies increases the nisk of unwarranted
surveillance of individuals. There 1s also no mention in the SIRs of

14
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specific data protection policies in place to safeguard the data (e.g.,
encryption, hashing, etc.).

Seattle City Light's records velention schedule is mentioned in the SIRs, but details
about it are omritted. 1t 1s unclear how long Seattle City Light retains data
collected, and for what reason.

Quistanding Questions That Must be Addressed in the Final SIR:

What enforceable policies, if any, apply to use of these three
technologies?

What 1s Seattle City Light’s data retention schedule?

Recommendations for Regulation:

Seattle City Light must create clear, enforceable policies that, at 2 minimum:

Define purpose of use for each technology and restrict its use to that
purpose.
Clearly state what clear data protection policies exist to safeguard stored

data, 1f any, and ensure the deletion of data collected by the technology
mmmediately after the relevant current diversion mvestigation has closed.

Thank you for your consideration, and please don’t hesitate to contact me

with questions.

Best,

Shankar Narayan
Technology and Liberty Project Director

Jenmifer Lee
Technology and Liberty Project Advocate
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Appendix 1: Benhammou Letter
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_«gﬂ@‘ Acuclica

February 6%, 2015
RE: Acyclica data privacy standards
To whom it may concern:

The purpose of this letter is to provide information regarding the data privacy standards maintained by
Acyclica. Acyclica is a traffic information company specializing in traffic congestion information
management and analysis. Among the various types of data sources which make of Acyclica’s traffic
data portfolio including GPS probe data, video detection and inductive loops, Acyclica also utilizes our
own patent-pending technology for the collection of Bluetooth and Wifi MAC addresses. MAC or Media
Access Control addresses are unique 48-bit numbers which are associated with devices with Bluetooth
and/or Wifi capable devices.

While MAC addresses themselves are inherently anonymous, Acyclica goes to great lengths to further
obfuscate the original source of data through a combination of hashing and encryption to all but
guarantee that information derived from the initial data bears no trace of any individual.

Acyclica’s technology for collecting MAC addresses for congestion measurement operates by detecting
nearby MAC addresses. The MAC addresses are then encrypted using GPG encryption before being
transmitted to the cloud for processing. Encrypting the data prior to transmission means that no MAC
addresses are ever written where they can be retrieved from the hardware. Once the data is received
by our servers, the data is further anonymized using a SHA-256 algorithm which makes the raw MAC
address nearly impossible to decipher from the hashed output. Furthermore, any customer seeking to
download data for further investigation or integration through our API can only ever view the hashed
MAC address.

Acyclica occasionally provides data to partners to help enhance the quality of congestion information.
The information which is provided to such partners is received through API calls which only return
aggregated information about traffic data over a given period such as the average travel-time over a 5-
minute period. Aggregating the data provides a final layer of anonymization by reporting on the
collective trend of all vehicles rather than the specific behavior of a single vehicle.

As always questions, comments and concerns are welcome. Please do let me know if we can provide
further clarity and transparency on our internal operations with regards to data processing and privacy
standards. We take the privacy of the public very seriously and always treat our customers and the data
with the utmost respect.

Regards,

>l —

Daniel Benhammou
President
Acyclica Inc.
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Appendix H: Comment Analysis Methodology

Overview

The approach to comment analysis includes combination of qualitative and quantitative
methods. A basic qualitative text analysis of the comments received, and a subsequent
comparative analysis of results, were validated against quantitative results. Each comment
was analyzed in the following ways, to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other comments received
2. Analyzed by technology
3. Analyzed by technology and question

A summary of findings are included in Appendix B: Public Comment Demographics and
Analysis. All comments received are included in Appendix E: All Individual Comments
Received.

Background on Methodological Framework

A modified Framework Methodology was used for qualitative analysis of the comments
received, which “...approaches [that] identify commonalities and differences in qualitative
data, before focusing on relationships between different parts of the data, thereby seeking to
draw descriptive and/or explanatory conclusions clustered around themes” (Gale, N.K., et.al,
2013). Framework Methodology is a coding process which includes both inductive and
deductive approaches to qualitative analysis.

The goal is to classify the subject data so that it can be meaningfully compared with other
elements of the data and help inform decision-making. Framework Methodology is “not
designed to be representative of a wider population, but purposive to capture diversity
around a phenomenon” (Gale, N.K., et.al, 2013).

Methodology
Step One: Prepare Data

1. Compile data received.
a. Daily collection and maintenance of 2 primary datasets.

i. Master dataset: a record of all raw comments received, questions
generated at public meetings, and demographic information collected
from all methods of submission.

ii. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains
the qualitative codes used for analysis and their definitions.

2. Clean the compiled data.
a. Ensure datais as consistent and complete as possible. Remove special
characters for machine readability and analysis.
b. Comments submitted through SurveyMonkey for “General Surveillance”
remained in the “General Surveillance” category for the analysis, regardless
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of content of the comment. Comments on surveillance generally, generated
at public meetings, were categorized as such.
c. Filter data by technology for inclusion in individual SIRs.

Step Two: Conduct Qualitative Analysis Using Framework Methodology

1. Become familiar with the structure and content of the data. This occurred daily
compilation and cleaning of the data in step one.
2. Individually and collaboratively code the comments received, and identify emergent
themes.
I.  Begin with deductive coding by developing pre-defined codes derived
from the prescribed survey and small group facilitator questions and
responses.
I. Use clean data, as outlined in Data Cleaning section above, to
inductively code comments.

A. Each coder individually reviews the comments and independently codes
them.

B. Coders compare and discuss codes, subcodes, and broad themes that
emerge.

C. Qualitative codes are added as a new field (or series of fields)
into the Comments dataset to derive greater insight into
themes, and provide increased opportunity for visualizing
findings.

. Develop the analytical framework.

A. Coders discuss codes, sub-codes, and broad themes that emerge,
until codes are agreed upon by all parties.

B. Codes are grouped into larger categories or themes.

C. The codes are be documented and defined in the codebook.

IV.  Apply the framework to code the remainder of the comments received.
V. Interpret the data by identifying differences and map relationships between
codes and themes, using R and Tableau.

Step Three: Conduct Quantitative Analysis

1. ldentify frequency of qualitative codes for each technology overall, by questions, or by
themes:
I.  Analyze results for single word codes.
Il.  Analyze results for word pair codes (for context).
2. Identify the most commonly used words and word pairs (most common and least
common) for all comments received.

I.  Compare results with qualitative code frequencies and use to validate codes.

II.  Create network graph to identify relationships and frequencies between
words used in comments submitted. Use this graph to validate analysis and
themes.
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3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the
comments, as well as the corresponding frequencies for generating visualizations
in Tableau.

Step Four: Summarization

1. Visualize themes and codes in Tableau. Use call out quotes to provide context andtone.
2. Included summary information and analysis in the appendices of each SIR.
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Appendix I: Supporting Policy Documentation

Management Control Agreement

Management Control Agreement Between
Seattle Police Department and
City of Seattle Information Technology Department

The City of Seattle Police Department ("SPD"), also referred to as the Criminal Justice
Agency, and the City of seattle Information Technology Department ("ITD") are
departments of the municipal corporation of the City of Seattle.

Pursuant to Seattle Municipal Code ("SMC") 3.23, ITD provides information technology
systems, services, and support to SPD and is therefore required to support, enable,
enforce, and comply with SPD policy requirements, including the FBI's Criminal Justice
Information Services ("CJIS") Security Policy.

Pursuant to the CJIS Security Policy, it is agreed that with respect to the administration of
computer systems, network infrastructure, devices, and services interfacing directly or
indirectly with A Central Computerized Enforcement System ("ACCESS") for the exchange
of criminal history/criminal justice information, the Criminal Justice Agency shall have the
authority, via managed control, to set and enforce:

Priorities that guarantee the priority, integrity, and availability of service needed by the
criminal justice community.

Requirements for the selection, authorization, supervision, and termination of physical and
logical access to Criminal Justice Information ("CJI").

Policy governing operation of justice systems, data, computers, access devices, circuits,
hubs, routers, firewalls, and any other components, including encryption, that comprise
and support a communications network and related criminal justice systems to include but
not limited to criminal history record/criminal justice information, insofar as the equipment
is used to process ortransmit criminal justice systems information guaranteeing the
priority, integrity, and availability of service needed by the criminal justice community.

Restriction of unauthorized physical and logical access to or use of systems and equipment
accessing CJI.

Compliance with all rules and regulations of the Criminal Justice Agency policies and CJIS
Security Policy in the operation of, access to, or control over any Cll systems, data, or
infrastructure.

The responsibility for management control of the criminal justice function remains solely

with the Criminal Justice Agency. ITD will not enter into any agreements or allow any

access to, possession of, or control over any SPD ClJI systems, data, or infrastructure
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without explicit authorization from at least one SPD Authorized Party. SPD Authorized
Parties must be SPD employees and include:

Chief of Police

Chief Operating Officer

This agreement covers the overall supervision of all Criminal Justice Agency systems, applications,
equipment, systems design, programming, and operational procedures associated with the
development, implementation, administration, and maintenance of any Criminal Justice Agency
system to include NCIC Programs that may be subsequently designed and/or implemented within
the Criminal Justice Agency.

Additional agreements, such as a Memorandum of Agreements, Service Level Agreements, and/or
Continuity Plans, may be established and maintained to further delineate, define, and assign roles,
responsibilities, and requirements of and agreements between SPD and ITD, and other City of
Seattle Departments and/or agencies.

N_ANG ax Ca:.;--nz:aeﬁ_ Feb 2 Zoif
Tracye Carfirell Date

Interim Chief Technology Officer
Seattle Information Technology Department

N\ A A -
Moy II'|-P ool x:l,_' J_\11 - D\{—]fg
Carmen Best Date

Interim Chief of Police |
Seattle Police Department

Reference: CJS Security Policy, Version 5.5, dated June 1, 2016 (CHISD-IT5-DOC-08140-5 .5)
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IT Support Services for City Technology

Engineering and Operations

This division designs, implements, operates, and supports technology solutions and resources in
accordance with city wide architecture and governance. Responsibilities for this division include:

e Primary communications networks that provide public safety and constituent access to
and from City government; the telephone system, the data network, and Public Safety
Radio System. Responsible for sustaining all three systems operating as close to 100%
availability as possible 24 hours a day, seven days a week.

e Design, acquisition, installation, maintenance, repair and management of fiber optic
cables on behalf of City departments and approximately 20 other local, state and federal
agencies.

e Procurement requests, allocation, operation and maintenance of city wide and
departmental servers, virtual enterprise computing and SAN storage environments for
large scale mission critical applications in a secure, reliable, 24/7 production
environment for enterprise computing.

e Allocation, operation and maintenance of enterprise level services like messaging
services, web access, file sharing, user management and remote access solutions.

e Collaborate with Enterprise Architecture team to develop standards for information
technology equipment and software.

e Service Desk and technical support services for City's computers, peripherals, electronic
devices and mobile device management.

e Centralized IT asset management to include research, procurement request, surplus and
asset transfer.

e Facility management for a reliable production computing environment to the City
departments.

e Support for other enterprise services and tools.

Compute System Technologies

This team manages the operations and maintenance of computing infrastructure, including servers,
storage, backup and recovery, and enterprise support systems (e.g., Active Directory, VPN, etc.). The
team is also responsible for safeguarding systems and data by performing required security patches,
updates, and backups to ensure systems operate at as close to 100% availability as possible 24x7. Units
within this group include:

Systems Operations. The team is focused on delivering the computing environment across
multiple departments. The team has technical expertise to design, integrate, and operate a
secure, reliable computing environment. Key technologies include Windows, Solaris, IBM AlX,
and Linux.

Enterprise Services. Enterprise Services (ES) are large scale infrastructure and application
services used by the City of Seattle end user community. This includes both SaaS and NGDC
hosted infrastructure and application services. The team is responsible for EA vendor
management, system administration, upgrades and technical support. Key technologies
includes Microsoft Active Directory (AD), Distributed File System (DFS), Exchange Online, Office
365 and SharePoint Online infrastructure.

Infrastructure Tools. The team provides a single focus for the design, planning, deployment and
maintenance of standard enterprise infrastructure monitoring and management tools. This

Retroactive Technology Request By: SEATTLE POLICE Appendix I: Supporting Policy Documentation | Surveillance Impact Report |
DEPARTMENT COPLOGIC | pag 1708

Version 3



Gy city of Seattle

includes system performance (Solarwinds, SCOM), configuration management (SCCM, WSUS),

and monitoring and system management (Trend Micro, CRM, Vipre).

Virtual and Data Infrastructure. This team engineers and operates reliable, flexible,

performant virtualized Windows, UNIX and Linux platforms and their related technologies in

direct support of critical business applications. Key technologies include Solaris, Unix, Linux,

Windows, and vmWare, and the associated virtualization Nutanix, IBM LPAR, and Solaris

hardware.

The team also engineers and operates reliable, flexible, performant storage and data protection

solutions to host and protect critical business data of all types, leveraging SAN, NAS, object, and

cloud technologies. Key technologies include Dell Compellent, Quantum, Hitachi, NetApp, Cloud

storage, Brocade fiber channel switching, and Commvault.

Network And Communications Technologies

This team is responsible for designing, installing, operating, and maintaining data, voice, radio,

fiber optic, and structured cabling infrastructure that integrates with other technologies to

provide access to resources used by City departments and the public we serve. Units within this

group include:
Network Engineering & Operations. The Network Services team engineers, operates
and maintains the City’s data network, including data center core networks, the
internet perimeter, the network backbone, and local area networks that support
systems and users across the City. This group designs, acquires, installs, maintains,
repairs, and manages an enterprise data network that aligns with City architectures and
standards. This group also participates in development of those standards and provides
tier 2 and 3 end user support. This team supports technologies that include routing,
switching, load balancing, enterprise Wi-Fi, DNS/DHCP/NTP, and network security
(including firewalls, VPN appliances, certificate infrastructure, network access control,
and web filtering.)
Telecommunication Engineering & Operations. The Telecommunications Services
team engineers, operates, and maintains a highly-reliable enterprise telephone and
contact center infrastructure. This group supports end user move and change activity
and provides tier 2 and 3 support. The Telecommunication Services team acquires,
installs, maintains, and repairs telecommunications equipment and manages
commercial telephony circuits. It supports technologies that include VolP, circuit-
switched telephony, voice mail, contact center services (including call routing scripts),
audio conference bridges, commercial telephony services, SONET, and WDM.
Radio & Communications Infrastructure. This team delivers radio services for public
safety and other government departments. It provides extremely reliable infrastructure
and support for end user mobile and portable radio equipment. The group installs and
maintains communications equipment inside 911 dispatch centers and City vehicles,
with primary support to SPD and SFD. The team also supports regional planning,
maintenance, interoperability testing, and projects (including PSERN and Washington
OneNet) in partnership with other local, state, and federal agencies. This team also
designs, acquires, installs, maintains, repairs, and manages in-building structured
cabling systems and outside plant fiber optic and copper cable infrastructure for the
City and approximately 20 external public agency partners. Technologies include
trunked and conventional land mobile radio, microwave radio and other wireless
communications systems (including point-to-multipoint and mesh networks,)
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distributed antenna systems, routing/MPLS, DS3/T1/DACS, outside plant cable
infrastructure (including fiber and copper,) and structured cabling infrastructure.

End User Support

This team is responsible for providing a single point of contact for IT technical support, trouble
ticket and service request resolution and referral services to other IT workgroups, and for
communication for all changes, patches, upgrades and standards changes. The team is also
responsible for providing technical support for the City’s desktop computers, peripherals,
electronic devices and mobile devices. Units within this group include:
Service Desk. The Service Desk team provides a single point of contact for Seattle IT
services, promptly resolving incidents and service requests when first contacted
whenever possible, escalating issues accurately and efficiently, and keeping users and
partners aware of service status and changes.

Device Support. This team provides direct customer support for end user computing to
all departments within the City and tier 2 escalation support and management of
centralized end user computing applications and hardware. requests.

Device Engineering. This team engineers and deploys software packages for end user
applications, device drivers, patches, security updates and custom packages as
required. This team evaluates and recommends hardware and software for end user
standards. In addition, this team provides tier 3 escalation support and management
of centralized end user computing applications and hardware.

Asset Management. This team is responsible tracking and inventory controls for city
wide IT assets including desktops, laptops, printers, servers, switches, and
miscellaneous Information Technology infrastructure. In addition to inventory control,
the team will be forecasting replacement cycles for equipment based on City standards
to promote a stable computing environment.

IT Operations Support

The IT Operations Support team is responsible for management of Information Technology
facilities (including data centers and communications equipment rooms), and installation and
cabling equipment within those facilities. This team provides the enterprise Network
Operations Center (NOC) that monitors alerts, performs initial incident analysis, dispatches tier
2 and 3 technical support, and provides initial incident communication for network
infrastructure and computing systems managed by Engineering and Operations. Units within
this group include:
Installation Management. This team installs networking and computing equipment in
data centers, communications rooms and wiring closets; installs and maintains network
cabling within data centers and equipment rooms according to City standards; and
supports repair and end user move and change activity (including telephone move
projects).
IT Operations Center. This team manages facilities which support City computing and
communications services. This includes managing access to facilities, coordinating
vendors, maintaining records (including data center inventory management), and, where
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applicable, monitoring facility systems (including CRUs, fire alarms, water detection
sensors, UPS systems, and power consumption). This team also staffs the NOC that
monitors alerts from network infrastructure and computing systems, performs initial
problem analysis, dispatches appropriate tier 2 and 3 technical support team(s), and
provides initial incident communication.

Application Services

This division designs, develops, integrates, implements, and supports application solutions in
accordance with city wide architecture and governance. Its teams are organized to support
business functions or service groups. The integration of application services will be completed
gradually in 2017, with details of the organization and integration process still under
development.

Applications

These teams will provide development and support for applications that include customer
relationship management, billing, finance, human resources, work and asset management and
records management.

Shared Platforms
These teams will provide development and support for applications that include engineering,
spatial analysis, business intelligence, analytics, SharePoint Online and document management.

Cross Platform Services
These teams will provide support to application teams, including quality assurance, change
control, database administration, integration services, and access management activities.
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Data Retention
Exported report will be auto-deleted after this many days
Approved report will be auto-deleted after this many days
Pending report will be auto-rejected after this many days

Rejected report will be auto-deleted after this many days

Retroactive Technology Request By: SEATTLE POLICE
DEPARTMENT
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(blank or 0 means exported report will not be auto-deleted)

(blank or 0 means approved report will not be auto-deleted)

(blank or 0 means pending report will not be auto-rejected)
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Appendix J: CTO Notification of Surveillance Technology

Thank you for your department’s efforts to comply with the new Surveillance Ordinance, including a
review of your existing technologies to determine which may be subject to the Ordinance. | recognize
this was a significant investment of time by your staff; their efforts are helping to build Council and
public trust in how the City collects and uses data.

As required by the Ordinance (SMC 14.18.020.D), this is formal notice that the technologies listed below
will require review and approval by City Council to remain in use. This list was determined through a
process outlined in the Ordinance and was submitted at the end of last year for review to the Mayor's
Office and City Council.

The first technology on the list below must be submitted for review by March 31, 2018, with one
additional technology submitted for review at the end of each month after that. The City's Privacy Team
has been tasked with assisting you and your staff with the completion of this process and has already
begun working with your designated department team members to provide direction about the
Surveillance Impact Report completion process.

Please let me know if you have any questions.

Thank you,

Michael Mattmiller

Chief Technology Officer
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Proposed

Technology Description Review Order

ALPRs are computer-controlled, high-speed camera
systems mounted on parking enforcement or police
vehicles that automatically capture an image of license
plates that come into view and converts the image of the
license plate into alphanumeric data that can be used to
locate vehicles reported stolen or otherwise sought for
public safety purposes and to enforce parking
restrictions.

Automated License
Plate Recognition
(ALPR)

BCPS is used in situations where a picture of a suspected
criminal, such as a burglar or convenience store robber,
is taken by a camera. The still screenshot is entered into
BPCS, which runs an algorithm to compare it to King
County Jail booking photos to identify the person in the
picture to further investigate his or her involvement in
the crime. Use of BPCS is governed by SPD Manual

§12.045.

Booking Photo
Comparison
Software (BPCS)

Two King County Sheriff’s Office helicopters with
Forward Looking Infrared (FLIR) send a real-time
microwave video downlink of ongoing events to
commanders and other decision-makers on the ground,
facilitating specialized radio tracking equipment to locate
bank robbery suspects and provides a platform for aerial
photography and digital video of large outdoor locations
(e.g., crime scenes and disaster damage, etc.).

Forward Looking
Infrared Real-time
video (FLIR)

Retroactive Technology Request By: SEATTLE POLICE  Appendix J: CTO Notification of Surveillance Technology | Surveillance Impact Report

DEPARTMENT COPLOGIC |pagt , =
! IPae 1714

Version 3


http://www.seattle.gov/police-manual/title-12---department-information-systems/12045---booking-photo-comparison-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12045---booking-photo-comparison-software

G city of Seattle

Proposed

Technology Description Review Order

The following groups of technologies are used to conduct
sensitive investigations and should be reviewed
together.

e Audio recording devices: A hidden microphone
to audio record individuals without their
knowledge. The microphone is either not visible
to the subject being recorded or is disguised as
another object. Used with search warrant or
signed Authorization to Intercept (RCW
9A.73.200).

e Camera systems: A hidden camera used to record
people without their knowledge. The camera is

Undercover/ either not visible to the subject being filmed or is

Technologies disguised as another object. Used with consent, a
search warrant (when the area captured by the
camera is not in plain view of the public), or with
specific and articulable facts that a person has or
is about to be engaged in a criminal activity and
the camera captures only areas in plain view of
the public.

e Tracking devices: A hidden tracking device
carried by a moving vehicle or person that uses
the Global Positioning System to determine and
track the precise location. U.S. Supreme Court v.
Jones mandated that these must have consent or
a search warrant to be used.

CAD is used to initiate public safety calls for service,
dispatch, and to maintain the status of responding

Computer-Aided resources in the field. It is used by 911 dispatchers as

Dispatch (CAD) well as by officers using mobile data terminals (MDTs) in 5
the field.

System allowing individuals to submit police reports on-
line for certain low-level crimes in non-emergency
situations where there are no known suspects or
Coplogic information about the crime that can be followed up on. 6
Use is opt-in, but individuals may enter personally-
identifying information about third-parties without
providing notice to those individuals.
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Proposed

Technology Description

Review Order

Hostage Negotiation
Throw Phone

Remotely Operated
Vehicles (ROVs)

911 Logging

Recorder

Computer, cellphone
and mobile device
extraction tools

Video Recording
Systems

Washington State
Patrol (WSP) Aircraft

Washington State
Patrol (WSP) Drones

Callyo

Retroactive Technology Request By: SEATTLE POLICE

A set of recording and tracking technologies contained in
a phone that is used in hostage negotiation situations to
facilitate communications.

These are SPD non-recording ROVs/robots used by
Arson/Bomb Unit to safely approach suspected
explosives, by Harbor Unit to detect drowning victims,
vehicles, or other submerged items, and by SWAT in
tactical situations to assess dangerous situations from a
safe, remote location.

System providing networked access to the logged
telephony and radio voice recordings of the 911 center.

Forensics tool used with consent of phone/device owner
or pursuant to a warrant to acquire, decode, and analyze
data from smartphones, tablets, portable GPS device,
desktop and laptop computers.

These systems are to record events that take place in a
Blood Alcohol Concentration (BAC) Room, holding cells,
interview, lineup, and polygraph rooms recording
systems.

Provides statewide aerial enforcement, rapid response,
airborne assessments of incidents, and transportation
services in support of the Patrol's public safety mission.
WSP Aviation currently manages seven aircraft equipped
with FLIR cameras. SPD requests support as needed from
WSP aircraft.

WSP has begun using drones for surveying traffic
collision sites to expedite incident investigation and
facilitate a return to normal traffic flow. SPD may then
request assistance documenting crash sites from WSP.

This software may be installed on an officer’s cell phone
to allow them to record the audio from phone
communications between law enforcement and
suspects. Callyo may be used with consent or search
warrant.
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Description

Proposed

Review Order

12 iBase

Parking Enforcement
Systems

Situational
Awareness Cameras
Without Recording

Crash Data Retrieval

Maltego

The 12 iBase crime analysis tool allows for configuring,
capturing, controlling, analyzing and displaying complex
information and relationships in link and entity data.
iBase is both a database application, as well as a
modeling and analysis tool. It uses data pulled from
SPD’s existing systems for modeling and analysis.

Several applications are linked together to comprise the
enforcement system and used with ALPR for issuing
parking citations. This is in support of enforcing the
Scofflaw Ordinance SMC 11.35.

Non-recording cameras that allow officers to observe
around corners or other areas during tactical operations
where officers need to see the situation before entering
a building, floor or room. These may be rolled, tossed,
lowered or throw into an area, attached to a hand-held
pole and extended around a corner or into an area.
Smaller cameras may be rolled under a doorway. The
cameras contain wireless transmitters that convey
images to officers.

Tool that allows a Collision Reconstructionist
investigating vehicle crashes the opportunity to image
data stored in the vehicle’s airbag control module. This is
done for a vehicle that has been in a crash and is used
with consent or search warrant.

An interactive data mining tool that renders graphs for
link analysis. The tool is used in online investigations for
finding relationships between pieces of information from
various sources located on the internet.

Please let me know if you have any questions.

Thank you,

Michael

Retroactive Technology Request By: SEATTLE POLICE
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2020 Surveillance Impact Report Executive Overview

Coplogic

Seattle Police Department
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Overview

The Operational Policy statements in this document represent the only allowable uses of the
equipment and data collected by this technology.

This Executive Overview documents information about the collection, use, sharing, security and
access controls for data that is gathered through Seattle Police Department’s CopLogic system.
All information provided here is contained in the body of the full Surveillance Impact Review
(SIR) document but is provided in a condensed format for easier access and consideration.

1.0 Technology Description

Coplogic is a crime reporting software tool that allows members of the public to submit police
reports online through a web-based interface. CopLogic is a Software as a Service (SaaS) owned
and maintained by LexisNexis. SPD utilizes this technology in two ways: 1) An online public
interface allows individuals to report a low-level crime in which no known or describable
suspect is available, and for which individuals may need proof of police reporting (i.e., for
insurance purposes), without waiting for an officer to dispatch and take a report; 2) An online
password-protected interface allows retailers to enter information about retail theft on their
property in which a suspect is known and suspect information is available.

2.0 Purpose

Operational Policies:
Individuals may use CopLogic to report a crime online when:

1) The crime is within one of these categories:
a. Property crimes including property destruction, graffiti, car break
ins, theft of auto accessories, theft, shoplifting;
b. Drug activity, harassing phone calls, credit card fraud, wage theft,
identity theft, or lost property
2) The situation is non-emergency
3) The crime occurred within Seattle city limits (exception for identity theft);
4) No known suspects or information about the crime would allow for
additional investigation.

Retailers may use CoplLogic to report a retail theft on their property when:

1) The retailer participates in SPD’s Retail Theft Program and has obtained a
unique login identifier and password;

2) They have detained the suspect;

3) The suspect does not have any outstanding warrants; and

4) They verify the identification of the suspect and upload copies of the
suspect’s identification, if available.
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Coplogic is used by the public, including retailers, and, thus, its use is triggered whenever an
individual instigates the submission of an online report. An SPD reviewer checks the submission
for completion and does one of the following:

1) Sends a generic email to the submitter asking for additional information; or

2) Pushes the report to SPD’s records management system, providing the report a
General Offense (“GO”) number, which is then sent back to the submitter.

3.0 Data Collection and Use

Operational Policy:

No information is collected from a source other than the individual instigating the
submission of a report.

Public Interface: Individuals wishing to file a report visit Seattle Police Department’s Online
Reporting page (https://www.seattle.gov/police/need-help/online-reporting) and follow the
prompts to enter information about low-level, non-emergency crimes for which no known
suspects exist. CopLogic then generates a report and the reporter receives a temporary unique
identification number. An SPD employee, the reviewer, verifies that the report is sufficient and
complete. If further information or clarification is needed, the reviewer generates a generic
email to the reporter, informing them that the report is missing information that must be
included before the file is officially submitted, and providing a link to follow for updates. Once a
reviewer determines that the report is complete, the information is electronically transferred
into SPD’s records management system and receives a general offense (GO) number. This GO
number is then provided to the reporter for their records and for insurance purposes.

Retail Theft Interface: Retailers who participate in the Seattle Police Department’s Retail Theft
Program and wish to report a theft first contact the Seattle Police Department’s non-
emergency number to receive a case number. Then, they access the Retail Theft online page
with unique password-protected login information and fill out the Retail Theft online report,
which includes information about the retailer, the theft, and the suspect. In most
circumstances, retailer security has detained the suspect and included copies of identification
with the report that they then submit online.

4.0 Data Minimization & Retention

Operational Policy:

After a report is made, police officers assigned to the Internet and Telephone
Reporting Unit (I-TRU) log in to the CopLogic web portal, utilizing individual user log-in
IDs, to access the submitted reports.
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Once the report is screened by an officer in the I-TRU unit, SPD utilizes an integration
server to transfer reports generated in the CopLogic tool into SPD’s Records
Management System.

Before anyone is permitted to file a report online, they are prompted to answer a series of
guestions to determine if online reporting is appropriate for the event they wish to report. In
addition, the Seattle Police Department provides guidelines to individuals reporting an event
about what information they will need to submit to file a report online. Finally, an authorized
SPD employee reviews each submission before accepting the report to ensure that appropriate
and adequate information has been provided.

Retail security collects only information that is necessary to document and investigate the
crime as required on the Retail Theft Reporting form. No other information is requested.

5.0 Access & Security
Operational Policies:

Only authorized SPD users can access the system, technology, or the data. Access to
the application is limited to SPD personnel via password-protected login credentials.

Once data is input by individuals and retail users of CopLogic on the public-facing
website, it is accessed and used on SPD’s password-protected network.

Access

SPD reviewers within the I-TRU unit have access to the reports for the purposes of verifying
accuracy and initiating the process of transferring the approved reports into the records
management system with a case number (as is assigned to all SPD reports).

Collected data is securely viewed on SPD’s password-protected network with access limited to
authorized detectives and identified supervisory personnel within the I-TRU unit. Once a
reported incident has been reviewed by SPD personnel, it is electronically transferred into the
SPD records management system.

SPD reviewers within the I-TRU unit have access to the reports for the purposes of verifying
accuracy and initiating the process of transferring the approved reports into the records
management system with a case number (as is assigned to all SPD reports). Additionally, Seattle
IT provides client services and operational support for IT technologies and applications. In
supporting SPD systems, operational and application services deploy and service SPD
technology systems.
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Security

Coplogic data is stored remotely and managed by the technology provider, Lexis Nexis. Lexis
Nexis is Privacy Shield Certified and adheres to the RELX Group Privacy Shield Principles. Per
Lexis Nexis: “We use a variety of administrative, physical and technical security measures to
help safeguard your personal information.” Additionally, SPD’s contract with Lexis Nexis
includes a clause for audit, in which the “Consultant shall permit the City and any other
governmental agency funding the Work, to inspect and audit all pertinent books and records.”

SPD personnel can only access CoplLogic data when authorized and provided a username and
password for the system. Coplogic creates an audit log that records all activity in the system
with usernames and timestamps.

6.0 Data Sharing and Accuracy

Operational Policy:

SPD has no data sharing partners for CopLogic. No person, outside of SPD, has direct
access to the application or the data and all requests for information from CopLogic
are processed based on existing SPD policies, legal guidelines, and as required by law.

Coplogic is owned and maintained by Lexis Nexis. There are no data sharing agreements
between SPD and any other entities for CopLogic data. Further, the contract between the City
and LexisNexis provides that LexisNexis may only “use, transmit, distribute, modify, reproduce,
display, and store the City Data solely for the purposes of (i) providing the Services as
contemplated in [its contract with the City]; and (ii) enforcing its rights under [the contract].”

Per City of Seattle’s Privacy Statement, outlining commitments to the public about how we
collect and manage their data: We do not sell personal information to third parties for
marketing purposes or for their own commercial use. The full Privacy Statement may be found
here.

7.0 Equity Concerns

Operational Policy:

SPD Policy 5.140 forbids bias-based policing and outlines processes for reporting and
documenting any suspected bias-based behavior, as well as accountability measures.

Because the information received through the Coplogic portal comes from community
members there is a risk that racial or ethnicity-based biased information may be entered. All
the information entered is screened by authorized and trained SPD personnel.
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SUMMARY and FISCAL NOTE*

Department: Dept. Contact/Phone: CBO Contact/Phone:

SPD/ITD Rebecca Boatwright / Jennifer Breeze/206-256-5972

Jonathan Porat / 206-256-5520

* Note that the Summary and Fiscal Note describes the version of the bill or resolution as introduced; final legislation including
amendments may not be fully described.

| 1.

BILL SUMMARY |

Legislation Title: AN ORDINANCE relating to surveillance technology implementation;
authorizing approval of uses and accepting the surveillance impact report for the Seattle
Police Department’s use of the CopLogic technology.

Summary and background of the Legislation: Per SMC Chapter 14.18 (also known as the
Surveillance Ordinance), would authorize the Seattle Police Department’s use of CopLogic
technology and accept the surveillance impact report and executive overview for that
technology.

. CAPITAL IMPROVEMENT PROGRAM ‘

Does this legislation create, fund, or amend a CIP Project? _ Yes _X_ No

. SUMMARY OF FINANCIAL IMPLICATIONS |

Does this legislation amend the Adopted Budget?  Yes X _No

Does the legislation have other financial impacts to the City of Seattle that are not
reflected in the above, including direct or indirect, short-term or long-term costs?

This technology is currently in use by the Seattle Police Department and no additional costs,
either direct or indirect, will be incurred based on the continued use of the technology.
However, should it be determined that SPD should cease use of the technology, there would
be costs associated with decommissioning the technologies. Additionally, there may be
potential financial penalty related to breach of contract with the technology vendors.

Is there financial cost or other impacts of not implementing the legislation?

Per the Surveillance Ordinance, the City department may continue use of the technology until
legislation is implemented. As such, there are no financial costs or other impacts that would
result from not implementing the legislation.

. OTHER IMPLICATIONS |

Does this legislation affect any departments besides the originating department?
This legislation does not affect other departments. The technology under review is used
exclusively by the Seattle Police Department.

Template last revised: December 2, 2019.
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b. Isa public hearing required for this legislation?
A public hearing is not required for this legislation.

c. Is publication of notice with The Daily Journal of Commerce and/or The Seattle Times
required for this legislation?
No publication of notice is required for this legislation.

d. Does this legislation affect a piece of property?
This legislation does not affect a piece of property.

e. Please describe any perceived implication for the principles of the Race and Social
Justice Initiative. Does this legislation impact vulnerable or historically disadvantaged
communities? What is the Language Access plan for any communications to the
public?

The Surveillance Ordinance in general is designed to address civil liberties and disparate
community impacts of surveillance technologies. Each Surveillance Impact Review included
in the attachments, as required by the Surveillance Ordinance, include a Racial Equity
Toolkit review adapted for this purpose.

f. Climate Change Implications
1. Emissions: Is this legislation likely to increase or decrease carbon emissions in a
material way?
No.

2. Resiliency: Will the action(s) proposed by this legislation increase or decrease
Seattle’s resiliency (or ability to adapt) to climate change in a material way? If so,
explain. If it is likely to decrease resiliency in a material way, describe what will or
could be done to mitigate the effects.

No.

g. If this legislation includes a new initiative or a major programmatic expansion: What
are the specific long-term and measurable goal(s) of the program? How will this
legislation help achieve the program’s desired goal(s).

There is no new initiative or programmatic expansion associated with this legislation. It
approves the continuation of use for the specific technologies under review.

List attachments/exhibits below:

Template last revised: December 2, 2019.
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https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf
https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf
https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
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https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf

1735



1736


https://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
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https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.18ACUSSUTE_14.18.050EQIMAS
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https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title28/28cfr20_main_02.tpl
http://apps.leg.wa.gov/wac/default.aspx?cite=446-20-260
http://app.leg.wa.gov/rcw/default.aspx?cite=10.97
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https://www.seattle.gov/police/community-policing/retail-theft
http://www.seattle.gov/police-manual/title-12---department-information-systems/12040---department-owned-computers-devices-and-software
http://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination
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https://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
https://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://www.seattle.gov/police-manual/title-12---department-information-systems/12110---use-of-department-e-mail-and-internet-systems
http://www.seattle.gov/police-manual/title-12---department-information-systems/12111---use-of-cloud-storage-services
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.18ACUSSUTE_14.18.050EQIMAS
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https://apps.leg.wa.gov/RCW/default.aspx?cite=42.56
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing
https://www.sos.wa.gov/_assets/archives/recordsmanagement/law-enforcement-records-retention-schedule-v.7.2-(january-2017).pdf
https://www.sos.wa.gov/_assets/archives/recordsmanagement/emergency-communications-1.0.pdf
https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.18ACUSSUTE_14.18.050EQIMAS
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Transportation and Utilities Committee 4/7/2021
Amendment 1 — Cop Logic Equity Metrics

CB 120028 PROPOSED AMENDMENT 1

Amendment Name: SPD CopLogic Equity Metrics
Sponsor: Councilmember Pedersen
Effects Statement: Requests the Seattle Police Department to report no later than the end of the

3 quarter of 2021 on the metrics provided to the Chief Technology Officer for use in annual
equity assessments of the CopLogic surveillance technology.

Proposed Amendment:

Insert a new Section after Section 1 of Council Bill 120028 as follows and renumber sections

accordingly:

Section 1. Pursuant to Ordinances 125376 and 125679, the City Council approves use of
CopLogic technology and accepts the Surveillance Impact Report (SIR), for this technology,
attached to this ordinance as Attachment 1 and the Executive Overview, for the same technology,
attached to this ordinance as Attachment 2.

Section X. The Council requests the Seattle Police Department to report no later than the

end of the third quarter of 2021 on the metrics provided to the Chief Technology Officer for use

in the annual equity assessments of the CopLogic technology.
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Transportation and Utilities Committee 4/7/2021
Amendment 2 — Racial Disparity Report

CB 120028 PROPOSED AMENDMENT 2

Amendment Name: SPD CopLogic Technology Racial Disparity Report
Sponsor: Councilmember Herbold

Effects Statement: Requests the Seattle Police Department to provide a racial disparity analysis
report no later than the end of the third quarter of 2021 for the past three years’ Security Incident
Reports received through CopLogic, including the reported age and race of each suspect and the
incident location, and to provide the same report annually for the years 2021-2023 by May 1
following the subject year.

Proposed Amendments:

Insert a new Section after Section 2 of Council Bill 120028 as follows and renumber sections

accordingly:

Section 1. Pursuant to Ordinances 125376 and 125679, the City Council approves use of
CopLogic technology and accepts the Surveillance Impact Report (SIR), for this technology,
attached to this ordinance as Attachment 1 and the Executive Overview, for the same technology,
attached to this ordinance as Attachment 2.

Section X. The Council requests the Seattle Police Department to provide 1) a racial

disparity analysis report no later than the end of the third quarter of 2021 for the past three years’

Security Incident Reports received through CopLogic, including the reported age and race of

each suspect and the incident location; and 2) the same report annually for the years 2021-2023

by May 1 following the subject year.
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Transportation and Utilities Committee 4/7/2021
Amendment 3 — Cop Logic OIG Review

CB 120028 PROPOSED AMENDMENT 3

Amendment Name: SPD CopLogic Office of Inspector General Review

Sponsor: Councilmember Morales

Effects Statement: Requests the Office of Inspector General to include its 2022 annual
surveillance usage review an analysis of SPD’s contractual relationship with LexisNexis and the
costs and benefits of locating the CopLogic program on a city server.

Proposed Amendment:

Insert a new Section after Section 1 of Council Bill 120028 as follows and renumber sections

accordingly:

Section 1. Pursuant to Ordinances 125376 and 125679, the City Council approves use of
CopLogic technology and accepts the Surveillance Impact Report (SIR), for this technology,
attached to this ordinance as Attachment 1 and the Executive Overview, for the same technology,
attached to this ordinance as Attachment 2.

Section X. The Council requests the Office of Inspector General to include in its annual

surveillance usage review for 2022 an analysis of 1) SPD’s contractual relationship with

LexisNexis in support of SPD’s use of CopLogic technology, including SPD’s required records

retention and sharing policies: and 2) the costs and benefits of locating the Coplogic program on

a city server, utilizing the expertise of the Information Technology Department.
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