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October 29, 2018

My name is Marcos Martinez and | am the Executive Director at Casa Latina, a nonprofit organization
based in Seattle that serves low income Latinx immigrant community through employment, education
and community organizing.

The community that we serve at Casa Latina is particularly vulnerable to abuses by government
agencies. Since the elections of 2016, our communities have been on edge due to the increased
enforcement activities of agencies like ICE and Customs and Border Protection (CBP).

In addition, while government officials have pledged that the private information of individuals would be
protected within agencies such as the State Department of Licensing, we have seen that those promises
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APPENDIX G: EMAILS & LETTERS FROM THE PUBLIC

Letter submitted by individual constituent:
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Letter submitted by individual constituent:

Kevin Orme

502 N 80"

Seattle, WA 98103
206-789-3891

November 4, 2018

Public Input Commentary — Seattle Surveillance Technology open Public Comment
period — 10/22 through 11/5, 2018.

Opening Remarks:

1. Surveillance technology usage in the United States of America, regardless of use, purpose and
policy, is completely and wholly within the basic tenets of the Bill of Rights, otherwise known as
Amendments 1-10 to the US Constitution. There are no more fundamental laws in the United
States than the Constitution and the amendments thereto.

As regards privacy, public surveillance/data capture technology and police oversight — these governing
principles have to be considered in any and all policies and local procedures/laws created for our
democratic society. Doing anything less is simply illegal and against our whole theory of government —

it's that simple.

Specifically:
The First Amendment, including rights to freedom of speech, public assembly and the press.

The Fourth Amendment, including rights preventing unreasonable search, seizure and requiring
warrants for same.

The Fifth Amendment, including rights against self-incrimination and deprivation of life, liberty and
property without due process.

The Sixth Amendment, including the right to confront the accuser by the accused; defense counsel
when accused of a crime and proper/complete informing of the accused concerning the nature and
extent of criminal accusation if occurs.

And beyond the Bill of Rights, the 14 Amendment, Section 1, regarding rights of due process and
federal laws also applying equally to the states (which means cities in those same states, of course)

2. The WA State Constitution:

In addition to the Bill of Rights and the US Constitution, the WA State Constitution is also instructive:

Article 1, Section 1 — all political power is inherent in the people, and governments .....are established to
protect and maintain individual rights;

Article 1, Section 2 — the US Constitution is the supreme law of the land;
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Article 1, Section 7 - Invasion of Private Affairs or Home Prohibited

Article 1, Section 32- “A frequent recurrence to fundamental principles is essential to the security of
individual right and the perpetuity of free government.”

3. Context for Seattle: The above means essentially:

You cannot simply 'surveil everything' in the hopes of finding a criminal (or even worse, someone you
simply “don't agree with”). That is called 'guilty until proven innocent' and has been overturned time
and time again in our system of laws by courts and legislators at every level. The Bill of Rights has
protected the 4" Amendment concept of 'Innocent until Proven Guilty' and 24-7 surveillance of any sort
flies in the face and openly defies this most basic law.

You cannot 'surveil' public assemblies, protests, or similar gatherings, most especially with facial
recognition, phone network/bluetooth data capture or public video recordings and/or microphones
without again, violating the above basic constitutional principles — otherwise known as “laws” (US and
WA).

You cannot store data simply according to 'policy', or come up with what you believe adequate controls
may or may not be, and then implement them without complete transparency and public input,
including that of the City Attorney's office, elected officials and arguably most important, THE PUBLIC. |
believe this effort you have begun to solicit feedback is a good start, but there's a long way to go and
this is only the very beginning, rest assured.

Finally, you cannot pay lip service to these previous paragraphs by not actively doing them yourself, and
then simply turn around and receive/use/retain the data anyway through other means — that is, you
cannot obtain the data from the NSA's Fusion Center already located in downtown Seattle, or the FBI, or
TSA, DHS, or increasingly rogue agencies like ICE — all of these still break the law, plain and simple.

Specific technologies being discussed in this public outreach:

1) SDOT LPR's.

Positive — the data is stated as being deleted immediately after a transit time calculation;

Positive — the data is stated as only being available to SDOT personnel after relay from WSDOT, with
individual identifying license plates not part of that incoming data;

Positive — stated purpose — facilitate effective and efficient traffic management within the Seattle city
limits.

SDOT LPR's - COMMENT for Submission/consideration:

a) Itis unclear how long WSDOT is retaining this data for handoff to SDOT and Seattle generally — even
if SDOT deletes it nearly immediately after a calculation/use, can they go back and re-retrieve it later?
The answer should be NO, and simply that WSDOT is doing the same thing at minimum — deleting the
data almost immediately after said calculation too (I recognize this latter is beyond SDOT's control,
however, certainly as the biggest city in the state, Seattle would have major influence on these policies
and procedures were you to weigh in and state clear policy positions).
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b) Itis also unclear what the statement 'travel time calculation' precisely means for these purposes. Is
it just me driving through downtown and getting spotted if | go by any of these cameras/devices?
Assuming the answer is yes, when is the 'timeout' — 1 minute if not seen by another camera? 5 minutes?
When and how quickly does the 'calculation' occur (so that | know purportedly the data is then
“immediately deleted” as you say?

c) Itisalso unclear if anyone else working for the City of Seattle has access to this WSDOT data (and if
so, for how long, in what capacity, at what level of detail, etc.) — say, the SPD, City Attorney's office, or?
So maybe SDOT isn't “surveilling” anyone within the normal meaning of the term given the safeguards
noted in the policy PDF, but certainly the SPD have far different reasons for using this data, and most (if
not all) of them are far removed from simple data calculations, and include direct data review to carry
out those tasks?

Traffic Cameras (SDOT)

Positive — similar purposes to those above — namely efficient and effective traffic mgmt in real time,
using systems and human operators (either in a data center or on the scene, e.g. tow truck, etc.) to
make it happen.

SDOT Traffic Cams - COMMENT for Submission/consideration:

a) What are the 'SDOT Camera Control Protocol Guidelines' and are they public? If not, can they
be and where can we review them? Have they ever been amended due to public input, potential
past problems or abuses? When were they written and by whom with what expertise?

b) What are the 'specific cases' where footage is archived and for how long?

c) Has this data ever been subpoena'd by City personnel, or outside entities (e.g. ICE, NSA or

similar)?

d) The 'protections' paragraph says archived footage isn't shared with any other City dept — but
what about data that is 'in transit' between realtime capture and potential archiving later
(whether only for 10 days or not)? How/when and in what circumstances might footage be
temporarily retained or shared outside normal policy, and potentially 'evade' the otherwise
typical 10-day delete policy as a result?

SPD - ALPR's

Positive — as stated by SPD with any such whiz-bang tech — 'preventing crime'
SPD ALPR's: COMMENT for Submission/consideration:

a) Why 90 days? Why not something much more reasonable, like 15? Certainlyif the tech is
sophisticated enough to create a 'hot list' as described here, 15 days — two working weeks in other
words — is surely more than enough time for the data's intended purpose.

b) Can we see examples of these 'auditable records' supposedly created by SPD when logging into
ALPR/contacting dispatch? If you are making them 'auditable' for the purposes of ensuring restricted
and limited use of the technology generally, then surely you don't mind if we see how that works at
minimum so WE can know this (and believe you) too?
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c) When does something become an 'active investigation' —and how long is the data retained, where
stored and accessible by who then? What if the investigation is called off or invalidated by a court or
city officer/city attorney — is the data immediately deleted, and an 'auditable record' of that activity
created to prove it?

d) You say nothing about sharing the data with other entities (e.g. ICE, DHS, etc.) - do you? Are you
planning to? Have you done so in the past? If so on any of these, under what circumstances and did
they provide any sort of a warrant of any kind?

e) You stated there are eight SPD cars equipped with ALPR systems now, and that statement implies
that this is the 'only' such ALPR system deployed 1) for these purposes, 2) with this specific
technology citywide. Is this true? Are there stationary systems mounted elsewhere in the city that are
networked (now or can be in the future) and if so, how many are there? Are there plans (either
already in motion or for say, the next few years) to implement either more cars, add in stationary
systems, or both? Certainly at minimum, just like with red light cameras, we deserve and demand
publicly posted notice of any such stationary systems if they exist or are being deployed.

f) I have read the online 16.170-POL governing ALPR use
http://www.seattle.gov/police-manual/title-16---patrol-operations/16170--automatic-license-plate-
readers — and it's pretty sparse with only 4 short bullet points.

— more questions:

f1) what is ACCESS certification and how can we know more that it does
what it's intended to do? Where is the training, who does it, is it a private entity creating coursework,
etc.?

f2) how often are these standards updated (e.g. the policy is already 6
years old, dating from 2012 — certainly the technology is not falling behind in the same way);

f3) Who is in charge of TESU and what are their qualifications? Are they
elected officials or behind the scenes?

f4) does the terminology 'part of an active investigation' = 'we got a hit on a
license plate of X' —and X is a known criminal, there's a warrant out, or? Need way more information
here, this is far too vague and un-specific when regards data management and control. | could be the
most qualified TESU guy in the department and yet it doesn't mean | should be entitled to look at *any*
data — especially without a legal warrant to do so? Where are the other controlling provisions?

Emergency Scene Cameras

Positive —improve and continue to enhance emergency preparedness and response effectiveness.

Emergency Cams: COMMENT for Submission/consideration:

a) where are the 'internal policies' and 'WA laws' governing storage of said photos and materials? The
PDF is pretty vague.

b) Is live footage/drone image, sound and data capture being considered or already being used? Asto
data captured (audio, video, photo), storage management, retention and access policies — the Details,
Please.
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c) what about the same (live footage/audio/video) from vehicles or bodycams/etc.? Again, Details
please.

Hazmat Cameras

Positive — largely identical to that of Emergency Incident Response, save the potential for
nefarious/negligent actors to be involved

Hazmat Cams: COMMENT for Submission/consideration:

a) similar to with Emergency Cameras — essentially how long is the data stored, especially if no criminal
activity is determined or the investigation concludes

b) anything beyond tablets used or planned to be used? This mentions tablets as the primary tech, but
that doesn't foreclose plans for more (or by aggressive tech vendors already talking to you)?

c) what sort of data management training is provided to either HazMat or Emergency Responders, for
that matter?

Parking Enforcement (SPD)

Positive — enforce parking and related laws, determine 'booting' situations SPD Parking Enforcement:
COMMIENT for Submission/consideration:

a) there is nothing seen here about general data storage or retention parameters — Details, Please.

b) there is nothing here about whether this ALPR data is 'pooled' with ALPR datacollected from the
eight so-equipped SPD cars mentioned earlier — and if so, whether governed by those parameters and
restrictions too/not? Details, Please.

c) are these technologies governed by TESU as the others are? Barring possibly those controlled
directly by the Seattle Municipal Court itself, separate from the SPD? Details, Please.

d) there is also no mention of the (likely older) Red Light Traffic Cam technology that has been in use in
city locations for some years now, possibly over a decade. These aren't for SDOT use, these are for
people running red lights, of course. All the relevant details (Data capture, retention, storage, access,
certification, etc.) - all these apply here too — Details, Please.

Submitted 11/4/2018 by

Kevin Orme
502 N 8ot

Seattle, WA 98103
206-789-3891
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APPENDIX H: PUBLIC COMMENT ANALYSIS METHODOLOGY

OVERVIEW

The approach to comment analysis includes combination of qualitative and quantitative methods. A
basic qualitative text analysis of the comments received, and a subsequent comparative analysis of
results, were validated against quantitative results. Each comment was analyzed in the following ways,
to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other comments received
2. Analyzed by technology
3. Analyzed by technology and question

A summary of findings are included in Appendix B: Public Comment Demographics and Analysis. All
comments received are included in Appendix E: All Individual Comments Received.

BACKGROUND ON METHODOLOGICAL FRAMEWORK

A modified Framework Methodology was used for qualitative analysis of the comments received, which
“...approaches [that] identify commonalities and differences in qualitative data, before focusing on
relationships between different parts of the data, thereby seeking to draw descriptive and/or
explanatory conclusions clustered around themes” (Gale, N.K., et.al, 2013). Framework Methodology is a
coding process which includes both inductive and deductive approaches to qualitative analysis.

The goal is to classify the subject data so that it can be meaningfully compared with other elements of
the data and help inform decision-making. Framework Methodology is “not designed to be
representative of a wider population, but purposive to capture diversity around a phenomenon” (Gale,
N.K., et.al, 2013).

METHODOLOGY

STEP ONE: PREPARE DATA
1. Compile data received.
a. Daily collection and maintenance of 2 primary datasets.

i Master dataset: a record of all raw comments received, questions generated
at public meetings, and demographic information collected from all methods
of submission.

ii. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains the
qualitative codes used for analysis and their definitions.

2. Clean the compiled data.
a. Ensure data is as consistent and complete as possible. Remove special characters for
machine readability and analysis.
b. Comments submitted through SurveyMonkey for “General Surveillance” remained in
the “General Surveillance” category for the analysis, regardless of content of the
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comment. Comments on surveillance generally, generated at public meetings, were
categorized as such.
c. Filter data by technology for inclusion in individual SIRs.

STEP TWO: CONDUCT QUALITATIVE ANALYSIS USING FRAMEWORK METHODOLOGY
1. Become familiar with the structure and content of the data. This occurred daily compilation and
cleaning of the data in step one.
2. Individually and collaboratively code the comments received, and identify emergent themes.
l. Begin with deductive coding by developing pre-defined codes derived from the
prescribed survey and small group facilitator questions and responses.
. Use clean data, as outlined in Data Cleaning section above, to inductively code
comments.
A. Each coder individually reviews the comments and independently codes them.
B. Coders compare and discuss codes, subcodes, and broad themes that emerge.
C. Qualitative codes are added as a new field (or series of fields) into the
Comments dataset to derive greater insight into themes, and provide
increased opportunity for visualizing findings.
Il Develop the analytical framework.
A. Coders discuss codes, sub-codes, and broad themes that emerge, until codes
are agreed upon by all parties.
B. Codes are grouped into larger categories or themes.
C. The codes are be documented and defined in the codebook.
V. Apply the framework to code the remainder of the comments received.
V. Interpret the data by identifying differences and map relationships between codes and
themes, using R and Tableau.

STEP THREE: CONDUCT QUANTITATIVE ANALYSIS
1. Identify frequency of qualitative codes for each technology overall, by questions, or by themes:
l. Analyze results for single word codes.
II.  Analyze results for word pair codes (for context).
2. Identify the most commonly used words and word pairs (most common and least common) for
all comments received.
I.  Compare results with qualitative code frequencies and use to validate codes.
1. Create network graph to identify relationships and frequencies between words used in
comments submitted. Use this graph to validate analysis and themes.
3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the comments, as
well as the corresponding frequencies for generating visualizations in Tableau.

STEP FOUR: SUMMARIZATION
1. Visualize themes and codes in Tableau. Use call out quotes to provide context and tone.

2. Included summary information and analysis in the appendices of each SIR.
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APPENDIX I: POLICIES AND OPERATING GUIDELINES (POG)
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The relevant Seattle Fire Department policies can be found in the Policies & Operating Guidelines
document (POG). The most recent version of the POG that is currently in effect was last updated in
November 2020. The complete Seattle Fire Department’s Policies & Operating Guidelines (POG) is
available upon request to evan.ward@seattle.gov or by Public Disclosure Request:
https://www.seattle.gov/public-records/public-records-request-center.
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Relevant sections of the POG includes Opertaing Guidlines 3004 and 5001:
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APPENDIX J: CTO NOTICE OF SURVEILLANCE TECHNOLOGY

Thank you for your department’s efforts to comply with the new Surveillance Ordinance, including a
review of your existing technologies to determine which may be subject to the Ordinance. | recognize
this was a significant investment of time by your staff; their efforts are helping to build Council and
public trust in how the City collects and uses data.

As required by the Ordinance (SMC 14.18.020.D), this is formal notice that the technologies listed below
will require review and approval by City Council to remain in use. This list was determined through a
process outlined in the Ordinance and was submitted at the end of last year for review to the Mayor's
Office and City Council.

The first technology on the list below must be submitted for review by March 31, 2018, with one
additional technology submitted for review at the end of each month after that. The City's Privacy Team
has been tasked with assisting you and your staff with the completion of this process and has already
begun working with your designated department team members to provide direction about the
Surveillance Impact Report completion process.

Please let me know if you have any questions.
Thank you,

Michael Mattmiller

Chief Technology Officer

Proposed
Technology Description EVEY

Order

Photos at incidents (not retained after transmission per department
Emergency Scene policy) are collected as part of the investigation and documentation
Cameras of emergency responses and may include photographs of
identifiable individuals and property.

This wireless system transmits pictures related to hazardous
Hazmat Camera materials sites to document and identify clean up and management 2
requirements.

Computer-aided dispatch (CAD) is used to initiate public safety calls
for service, dispatch, and to maintain the status of responding
Computer-Aided resources in the field. It is used by 911 dispatchers as well as by
Dispatch officers using mobile data terminals (MDTs) in the field. Use is opt-
in, but individuals may enter personally-identifying information
about third-parties without providing notice to those individuals.
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Overview

The Operational Policy statements in this document represent the only allowable uses of the
equipment and data collected by this technology.

This Executive Overview documents information about the collection, use, sharing, security and
access controls for data that is gathered through Seattle Fire Department’s Emergency Scene
Cameras. All information provided here is contained in the body of the full Surveillance Impact
Review (SIR) document but is provided in a condensed format for easier access and
consideration.

1.0 Technology Description

Certain Seattle Fire Department (SFD) response vehicles maintain a digital camera for use
during emergency operations. The make and model of emergency scene cameras differ slightly
according to the unit or response vehicle. In all cases though, the cameras are used to take
photographs via a basic “point and click” method.

Chiefs and Medic Units use the Nikon Coolpix L24 or the Panasonic Lumex TS30. The Fire
Investigation Unit’s Nikon D7200 has more functionality, including the ability to take high
quality videos. It is only used to take pictures for fire investigations.

2.0 Purpose

Operational Policy: Emergency scene cameras may be utilized by Department personnel for
several reasons:

e Providing emergency medical doctors with pictures of the mechanism of injury for
trauma patients.

e Pictures of fire scenes for Fire Investigation Unit (FIU) investigations.

e Safety investigations following collisions involving Department response vehicles.

In emergency settings, time is of the essence. A camera is a useful tool for first responders for
information sharing purposes because images convey a significant amount of information in a
short amount of time.

3.0 Data Collection and Use

Operational Policy: The cameras are used to take photographs via a basic “point and click”
method. There are strict policies regarding the use and deletion of photos if they include
victims requiring emergency medical service (POG section 3004-7). Additionally, The Uniform
Health Care Information Act (RCW 70.02) governs the use, retention and disclosure of
confidential medical information, which includes photos of traumatic injuries sustained by
patients.

Digital cameras are currently in use by three divisions of the Seattle Fire Department:
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e Medic One (Battalion 3) paramedic units
e Battalion Chiefs in Safety 1 and Safety 2 units
e Fire Investigation Unit (FIU) investigators and the FIU Captain

For medic units, cameras are only to be used during emergency medical responses where
showing the mechanism of injury to hospital staff is required to maintain high-level continuity
of care. The FIU camera may only be used for fire investigations. The Safety Office cameras can
only be used by chiefs during safety investigations, such as vehicle collisions.

Chiefs may use the cameras to take photos of incident scenes for research or for use in training.
Pictures are also taken during safety investigations involving Fire Department personnel, such
as vehicle collisions.

4.0 Data Minimization & Retention

Operational Policy: The Uniform Health Care Information Act (RCW 70.02) governs the use,
retention and disclosure of confidential medical information, which includes photos of
traumatic injuries sustained by patients. For FIU records, investigation photos are retained in
a database that is compliant with current Criminal Justice Information Services (CJIS)
standards.

Additionally, The Seattle Fire Department’s internal Policies and Operating Guidelines (“POG”)
establishes rules around the retention of digital photographs during emergency medical
responses:

e Section 5001-13: “All Medic Units and Medic 44 carry a digital camera in the controlled
drug safe. These cameras may be utilized by Department personnel to record the
mechanism of injury for trauma patients. These photographs will only be shown to
appropriate hospital emergency department staff to clearly explain the severity of injury
and then will be promptly deleted from the camera's internal memory.”

e Section 5001-2.6: “Digital photographs of mechanism of injury for trauma patients taken
with the digital camera carried in Medic Unit(s) and/or M44 shall be deleted after being
shown to appropriate hospital emergency department staff.”

e Section 3004-7: “in accordance with OG 5001.2 Aid and Medic Responses, Digital Cam-
eras, on-duty firefighter/paramedics may use digital cameras provided by the
Department to record the mechanism of injury to trauma patients. After showing the
photographs to appropriate hospital emergency department staff the photos will be
deleted.”
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5.0 Access & Security

Operational Policy: The Medic Unit cameras can only be accessed by Battalion 3 paramedics.
Per Department policy, the data is not retained following transfer of patient care.

Fire Investigation Unit (FIU) photos are accessible only to fire investigators, the FIU Captain
and one civilian administrative specialist. Fire Investigation Unit photos are stored on a CJIS-
client database.

Safety chiefs take pictures for collision investigations, and those are accessible only to the
safety office (a total of four battalion-level chiefs).

Access

CAD may be used to identify personnel associated with a specific unit or incident, as all on-shift
SFD members are required to sign-in to CAD. Daily inventory and equipment use can be traced
to the personnel on duty.

Security

Fire Investigation photos are maintained in a CJIS-compliant database known as Digital
Evidence Management Software (DEMS). Policies set forth by CJIS include:

e Alimit of 5 unsuccessful login attempts by a user accessing CJIS

e Event logging various login activities, including password changes

o  Weekly audit reviews

e Active account management moderation

e Session lock after 30 minutes of inactivity

e Access restriction based on physical location, job assignment, time of day, and network
address

Safety office photos are stored on a secured city server within the Department’s “O” drive.

6.0 Data Sharing and Accuracy

Operational Policy: Photos of trauma patients are only shared in person with emergency
room staff for the purposes of providing patient care.

Photos taken by Safety Chiefs for vehicle collision investigations may be shared with the Risk
Management Division of Finance and Administrative Services (FAS) for the purposes of
processing claims for damages against the City.

FIU photos are shared with the Seattle Police Department using a shared CJIS-compliant
database known as Digital Evidence Management Software (DEMS).
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The mechanism of injury (MOI) for trauma patients can be shared much more quickly and
accurately with emergency medical staff with a picture than by written or verbal
communication. Time and accuracy are critical in these scenarios, so sharing photos is an
invaluable tool for first responders during medical emergencies.

The Seattle Fire Department’s Fire Investigation Unit works closely with the Seattle Police
Department’s Arson and Bomb Squad (ABS). The sharing of information and records is
necessary for adequate law enforcement. The sharing of FIU photos with the SPD ABS only
occurs within a CJIS-compliant framework, as the two offices share a secure database.

7.0 Equity Concerns

Operational Policy: The Seattle Fire Department is committed to equitable service delivery
regardless of race, sexual orientation, income, immigration or refugee status. All individuals,
including non-residents and visitors to the City will be treated with compassion,
professionalism and respect by SFD personnel.

Medical privacy is particularly relevant in the case of pictures taken during medical
emergencies. Victims of criminal activity may also be identified during incident responses,
whose identities should be protected in accordance with RCW 42.56.240 and RCW 70.02.
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Overview

The Operational Policy statements in this document represent the only allowable uses of the
equipment and data collected by this technology.

This Executive Overview documents information about the collection, use, sharing, security and
access controls for data that is gathered through Seattle Fire Department’s Hazmat Cameras. All
information provided here is contained in the body of the full Surveillance Impact Review (SIR)
document but is provided in a condensed format for easier access and consideration.

1.0 Technology Description

The Seattle Fire Department’s Hazardous Materials (HazMat) specialty team, known as Unit 77,
utilizes a camera system to explore incident scenes for potentially hazardous materials, spills, or
contamination. First responders use Apple’s Facetime, a video conferencing application, in
conjunction with Apple TV to livestream video via an iPad and MiFi connection to a television
monitor located on the HazMat Unit.

2.0 Purpose

Operational Policy: Hazmat cameras allow first responders to detect and identify potentially
hazardous materials or contaminants, all while maintaining a safe distance from potential
exposure. Additionally, it provides an incident commander (“IC”) with the real-time
information required to make quick decisions.

Other incident personnel from the HAZMAT rig may also view the live video and assist with
hazard and risk assessment during an emergency scenario. Once the contaminant has been
properly identified, Unit 77, the team responsible for HAZMAT response, can then take the
appropriate decontamination steps to mitigate the potential exposure and terminate the
incident.

3.0 Data Collection and Use

Operational Policy: According to SMC 3.16.200 the Seattle Fire Department is designated as
the Hazardous Materials Incident Command Agency for all hazardous materials incidents
within the corporate limits of The City of Seattle. The Incident Commander has broad
authority to use the technology during an incident response.

The technology is used by SFD personnel on the HazMat team (Unit 77). The Unit 77
commanding officer or the IC will determine if the technology use is necessary during an
incident response.

The technology’s use for HazMat operations allows for quicker conveyance of information at an
emergency scene and additional review by subject matter experts at the scene, thereby limiting
potential exposure of first responders by allowing the information to be shared outside an
exposure zone.

4.0 Data Minimization & Retention
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Operational Policy: Deletion of videos or pictures occurs in accordance with the Department’s
retention schedule occurs at a device level.

The Department’s Privacy Champion and Public Disclosure Officer is responsible for ensuring
compliance with data retention requirements.

5.0 Access & Security

Operational Policy: Data is collected on scene by Unit 77 personnel and accessible by that
team only. In the case of disclosure to law enforcement for litigation or in accordance with
UHCIA, Unit 77 personnel will securely transmit the appropriate data and information after
direction by either the Department’s Public Disclosure Officer or the IC.

Access

The following are considered acceptable reasons to access the equipment and/or the data
collected.

e Hazardous Materials response, at the IC’s discretion

e Public Records (some exemptions may apply)

e Discovery for litigation purposes

e Research by Unit 77 personnel

e Sharing of information with law enforcement in accordance with UHCIA
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Security
Apparatus inventories are regularly conducted by SFD personnel at Station 10.

Photos from HazMat responses are retained on a secured “O” drive, only accessible to
members of Unit 77. A new policy will be developed to track and log all disclosures of Unit 77
records to law enforcement agencies.

Regarding FaceTime technology: Apple creates a unique ID for each FaceTime user, ensuring
FaceTime calls are routed and connected properly. No other user information is stored for
FaceTime and Apple cannot retrieve the data for any other purpose (it is stored in a hash
format). No location information is ever used or stored during FaceTime registration or a
FaceTime conversation. Additionally, the entire FaceTime conversation stream itself is
encrypted.

Regarding use of iPad technology: iPad supports WPA2 Enterprise to provide authenticated
access to your enterprise wireless network. WPA2 Enterprise uses 128-bit AES

encryption, giving users the highest level of assurance that their data will remain protected
when they send and receive communications over a Wi-Fi network connection. In addition to
your existing infrastructure each FaceTime session is encrypted end to end with unique session
keys. Apple creates a unique ID for each FaceTime user, ensuring FaceTime calls are routed and
connected properly.

The two iPads and monitor are contained in a secure compartment located on the HazMat
apparatus. Only Unit 77 members can access the compartment. The iPads and Mifi also
require passwords known only to Unit 77 members. No check-out is required prior to use, only
a login to the iPad and MiFi.

6.0 Data Sharing and Accuracy

Operational Policy: In the event that an IC determines the resulting video should be shared
with law enforcement for investigation and potential litigation, Unit 77 may share data with
SPD’s Arson & Bomb Squad (ABS) and Narcotics Unit and the Seattle branch of the Federal
Bureau of Investigation (FBI).

SFD personnel may encounter information at incident scenes that is evidence of unlawful
activity. For example, a “meth lab” response where Unit 77 would enter the incident scene first
to ensure the safety of the scene. Photos and video would then be shared with law
enforcement partners as evidence of potential criminal activity.

7.0 Equity Concerns

Operational Policy: The Hazardous Materials camera is used sparingly, and only in specific
HAZMAT responses by a specialty team of the Seattle Fire Department. It is possible that an
individual could be seen by the camera during an incident response. However, since the
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video is not retained, it cannot be used to target specific individuals or populations. As such,
there is no discernable effect on racial equity with regard to the HazMat camera.

The Community Fire Safety Advocates (CFSA Program) are a great resource for communicating
with communities across the City, including those who speak languages other than English.

These advocates can be used to translate fire prevention messages and educate SFD personnel
on appropriate ways to interact with their communities.

Type of Strategy
(program, policy,
partnership)

Description of
Strategy

Percent complete of
implementation

Describe successes
and challenges with
strategy
implementation

Program/Partnership

The Community Fire
Safety Advocate
(CFSA) program was
developed to
effectively meet the
specific fire safety
needs of Seattle’s
immigrant and
refugee
communities.
Initiated after a tragic
fire in 2010, this
program has
expanded to provide
fire prevention
services to multiple
language and cultural
groups. SFD practices
are also
communicated to
vulnerable
populations via these
advocates.

100%

Over 24,000
immigrant/refugee
community members
have received safety
messages, including
carbon monoxide
poisoning, home fire
evacuation planning
and cooking, and
heating fire safety
since the program
began.
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SUMMARY and FISCAL NOTE*

Department: Dept. Contact/Phone: CBO Contact/Phone:

SFD/ITD Evan Ward Neal Capapas/206-684-5292

Vinh Tang/206-684-7640

* Note that the Summary and Fiscal Note describes the version of the bill or resolution as introduced; final legislation including
amendments may not be fully described.

| 1.

BILL SUMMARY |

Legislation Title: AN ORDINANCE relating to surveillance technology implementation;
authorizing approval of uses and accepting surveillance impact reports for the Seattle Fire
Department’s use of Emergency Scene Cameras and Hazardous Materials Cameras.

Summary and background of the Legislation: Per SMC Chapter 14.18 (also known as the
Surveillance Ordinance), authorizing the approval of the surveillance impact reports for
Seattle Fire Department’s use of existing technologies: Emergency Scene Cameras and
Hazmat Cameras

. CAPITAL IMPROVEMENT PROGRAM ‘

Does this legislation create, fund, or amend a CIP Project? ___Yes_X _No

. SUMMARY OF FINANCIAL IMPLICATIONS |

Does this legislation amend the Adopted Budget? ___Yes_X_No

Does the legislation have other financial impacts to The City of Seattle that are not
reflected in the above, including direct or indirect, short-term or long-term costs?
This technology is currently in use by the Seattle Fire Department and no additional costs,
either direct or indirect, will be incurred based on the continued use of the technology.
However, should it be determined that SFD should cease use of the technology, there would
be costs associated with decommissioning the technologies. Additionally, there may be
potential financial penalty related to breach of contract with the technology vendors.

Is there financial cost or other impacts of not implementing the legislation?

Per the Surveillance Ordinance, the City department may continue use of the technology until
legislation is implemented. As such, there are no financial costs or other impacts that would
result from not implementing the legislation.

. OTHER IMPLICATIONS |

Does this legislation affect any departments besides the originating department?
This legislation does not affect other departments. The technology under review is used
exclusively by the Seattle Fire Department.
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b. Isa public hearing required for this legislation?
A public hearing is not required for this legislation.

c. Is publication of notice with The Daily Journal of Commerce and/or The Seattle Times
required for this legislation?
No publication of notice is required for this legislation.

d. Does this legislation affect a piece of property?
This legislation does not affect a piece of property.

e. Please describe any perceived implication for the principles of the Race and Social
Justice Initiative. Does this legislation impact vulnerable or historically disadvantaged
communities? What is the Language Access plan for any communications to the public?
The Surveillance Ordinance in general is designed to address civil liberties and disparate
community impacts of surveillance technologies. Each Surveillance Impact Review included
in the attachments, as required by the Surveillance Ordinance, include a Racial Equity
Toolkit review adapted for this purpose.

f. Climate Change Implications
1. Emissions: Is this legislation likely to increase or decrease carbon emissions in a
material way?
No.

2. Resiliency: Will the action(s) proposed by this legislation increase or decrease
Seattle’s resiliency (or ability to adapt) to climate change in a material way? If so,
explain. If it is likely to decrease resiliency in a material way, describe what will or
could be done to mitigate the effects.

No.

g. If this legislation includes a new initiative or a major programmatic expansion: What
are the specific long-term and measurable goal(s) of the program? How will this
legislation help achieve the program’s desired goal(s)?

There is no new initiative or programmatic expansion associated with this legislation. It
approves the continuation of use for the specific technologies under review.

List attachments/exhibits below:
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\ \ SEATTLE CITY COUNCIL
QL‘ CENTRAL STAFF
September 10, 2021

MEMORANDUM

To: Transportation and Utilities Committee
From: Lise Kaye, Analyst
Subject: Council Bill 120171 - Authorizing approval of uses and accepting the Surveillance

Impact Reports for the Seattle Fire Department’s use of Emergency Scene Cameras
and Hazardous Materials Cameras

On September 15, 2021, the Transportation and Utilities Committee will discuss CB 120171. The
bill is intended to meet the requirements of Seattle Municipal Code Chapter 14.18, Acquisition
and Use of Surveillance Technologies.! CB 120171 would approve the Seattle Fire Department’s
(SFD’s) continued use of two types of cameras:

1. Emergency Scene Cameras, and
2. Hazardous Materials Cameras

Passage of the bill would also accept the Surveillance Impact Reports (SIRs) and Executive
Overviews for each of these technologies, as further detailed in this memo. Each Executive
Overview summarizes the operational policy statements which represent SFD’s allowable uses of
each type of Camera and the data collected thereby. SFD anticipates that additional, and
potentially more detailed, policies regarding access and other protocols will be considered in the
next round of labor negotiations.?

This memo describes the purpose and use of the Emergency Scene Cameras and Hazardous
Materials Cameras and summarizes SFD’s applicable operating policies and guidelines, potential
civil liberties impacts, potential disparate impacts on historically targeted communities and
vulnerable populations, and the public engagement process, as reported in each SIR. It also
summarizes recommendations pertaining to each SIR from the Community Surveillance Working
Group’s Impact Assessment. Finally, the memo identifies policy issues associated with each
technology for Council consideration.

Purpose and Use

Emergency Scene Cameras

SFD uses Emergency Scene Cameras to provide images of trauma patients to emergency medical
doctors, capture fire scene images for Fire Investigation Unit investigations, and/or as part of
safety investigations following collisions involving Department response vehicles. SFD may share
Fire Investigation Unit photos with the Seattle Police Department (SPD) and may also share
photos taken for vehicle collision investigations with the City’s Risk Management Division. Fire
Investigation Unit (FIU) photos are stored in a CJIS-compliant database in a secured room of the

I'(Ord. 125679, § 1, 2018; Ord. 125376, § 2, 2017.) Attachment 1 to this memo summarizes these requirements
and process by which the Executive develops the required Surveillance Impact Reports (SIRs))
2 The current contract with Local 27 expires 12/31/2021; a new contract is not likely before mid-2023.
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Fire Prevention Division, with limited access.3 Photos from collision investigations are stored on
the Department’s server and accessible only to the Safety Office. SFD plans to adopt Multi Factor
Authentication in late 2021, to further increase the security of any images stored on City drives.
SFD does not currently have auditing measures in place for this technology. The department
intends to develop a policy on disclosure, tracking and retention of Unit 77 records and
incorporate it into the SFDs Policies and Operating Guidelines (POG) following negotiations with
labor partners.

Hazardous Materials Cameras

SFD uses cameras in two IPads together with an encrypted video conferencing application to help
detect and identify potentially hazardous materials or contaminants while maintaining a safe
distance from potential exposure.? If the SFD Incident Commander determines that a video
should be shared with law enforcement for investigation and potential litigation, the Hazardous
Materials Unit may share data with SPD’s Arson & Bomb Squad (ABS) and Narcotics Unit and the
Seattle branch of the Federal Bureau of Investigation (FBI). Photos from Hazardous Materials
responses are stored on a secured city drive and are only accessible to members of the Hazardous
Materials unit. Any new records retention and data sharing policies would have to be included in
the next round of collective bargaining prior to being adopted as Department policy. SFD does not
currently have auditing measures in place for this technology. The department intends to develop
additional policies on disclosure, tracking and retention of Unit 77 records, as well as the
acceptable use of this technology during emergency responses, to be incorporated into SFD’s
Policies and Operating Guidelines (POG) following negotiations with labor partners.

Operating Policies and Guidelines

CB 120171 would approve the SFD’s continued use of Emergency Scene Cameras and Hazardous
Materials Cameras and accept the SIRs and Executive Overviews pertaining to each type of
camera. Each SIR explains that SFD’s current Operating Policies and Guidelines (Appendix | in each
SIR) do not specifically address the use of these cameras for issues such as photo retention and
data sharing, beyond requirements associated with photos of traumatic injuries.> SFD staff have
communicated that more detailed operational policies will be discussed in the next round of labor
negotiations, following expiration of the current contract on December 31, 2021. If the more
detailed policies change the purpose for or manner in which the cameras may be used, SFD will
need to submit a revised SIR for Council approval.®

3 The records are accessible only to fire investigators, the FIU Captain and one civilian administrative specialist.
4 Using Apple’s encrypted Facetime video conferencing application, the cameras livestream video via Apple TV and a
mobile router to a television monitor located in SFD’s Hazardous Materials Unit.
5 SFD originally published the draft SIR for these technologies in October 2018. At that time, Appendix | to the SIR
consisted of a memo entitled “Dispatch No. -18” outlining draft policies guiding the use of department-issued digital
cameras beyond the previous limited requirements related only to photos of traumatic injuries. Since then, the draft
dispatch has been superseded by updated Policies and Guidelines, revised November 23, 2020. Prior to Council
introduction, SFD updated Appendix | to consist of the November 2020 Policies and Operating Guidelines, which are
currently in effect.
6 Per SMIC 14.18.020, “Any material update to an SIR, such as to change the purpose or manner in which a
surveillance technology may be used, shall be by ordinance; non-material updates may be made to the SIR by a
department without Council action so long as the change is clearly marked as such in the SIR.”
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The City complies with the State’s Records Retention Schedules (Disposition Authority GS50 19
03) and has filed retention schedules with the Washington Secretary of State for Fire Operations,
Fire Prevention and Risk Management (the latter applies to collisions involving city vehicles).” SFD
complies with The Uniform Health Care Information Act (RCW 70.02) for the use, retention and
disclosure of confidential medical information, including photos of traumatic injuries. SFD may
only share photos of trauma patients in person with emergency room staff and must then delete
the photos. SFD also complies with federal Criminal Justice Information Services (CJIS) standards
for data access and dissemination.

Civil Liberties and Potential Disparate Impacts on Historically Marginalized Communities

Departments submitting a SIR complete an adapted version of the Racial Equity Toolkit (RET) to
highlight and mitigate impacts on racial equity from the use of the technology.

Emergency Scene Cameras

The RET for the SFD’s use of Emergency Scene Cameras identifies potential civil liberties impacts
including identification of personally identifiable information that could identify individuals,
including those who have been victims of criminal activity associated with fire investigations, and
the need to protect medical privacy. SFD would address these impacts through its existing and
pending new policies. In addition, responses to Section 5.0 of the SIR (Evaluate, Raise Racial
Awareness, Be Accountable) will be compiled and analyzed as part of the CTO’s Annual Report on
Equitable Use of Surveillance Technology.?

Hazardous Materials Cameras

The single difference between the Emergency Scene Cameras RET and the RET for SFD’s use of
Hazardous Materials Cameras is that the latter also noted the potential identification of
personally identifiable information that could identify individuals who have been victims of
criminal activity.

Public Engagement

The Executive accepted public comments on these technologies from October 8 — November 5,
2018. Very few comments (one or two per question) directly addressed either the Emergency
Scene Cameras or the Hazardous Materials Cameras. Comments included a request for a more
rigorous process to ensure that trauma photos are deleted after sharing with hospital personnel,
support for the technology, and a suggestion that the SFD’s Policies and Operating Guidelines be

7 SFD retains Fire Investigation Database records, including fire incident progress images, for 3 years; SFD retains
photographic materials from non-arson fire investigation cases for 6 years; SFD retains digital photos and videos from
fire investigation cases with no fatalities for 10 years; and SFD permanently retains digital photos and videos from fire
investigation cases with fatalities. FAS Risk Management retains vehicle accident reports involving city vehicles for 3
years and 60 days. SFD retains Hazardous Materials Unit records for 50 years. Sources: Fire and Emergency Medical
Records Retention Schedule, Consultation Draft, August 2020. City of Seattle Public Records Retention Schedule and
Destruction Authorization forms submitted to the Washington Secretary of State (Fire Operations, 9/20/2003; Fire
Prevention, 6/16/2003; Risk Management, March 29, 2002)
8 SMC 14.18.050B requires that the CTO produce and submit to the City Council a Surveillance Technology
Community Equity Impact Assessment and Policy Guidance Report that addresses whether Chapter 14.18 of the SMC
is effectively meeting the goals of the Race and Social Justice Initiative.

Page 3 of 11

389


https://www.sos.wa.gov/_assets/archives/recordsmanagement/local-government-common-records-retention-schedule-(core)-v.4.1-(august-2020).pdf
https://www.sos.wa.gov/_assets/archives/recordsmanagement/local-government-common-records-retention-schedule-(core)-v.4.1-(august-2020).pdf
https://app.leg.wa.gov/rcw/default.aspx?cite=70.02
https://www.seattle.gov/police-manual/title-12---department-information-systems/12050---criminal-justice-information-systems
https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.18ACUSSUTE_14.18.050EQIMAS

updated by a date certain. Additionally, two organizations submitted letters that included
comments on the Emergency Scene and Hazardous Materials Cameras; the American Civil
Liberties Union (ACLU), the comments from which track closely with the Community Surveillance
Working Group’s (SWG’s) Impact Assessment, and DENSHO, which was generally supportive of
the cameras but cautioned against the possibility that it could be used beyond the scope of the
stated purposes and the potential use of camera data together with facial recognition technology.

Privacy and Civil Liberties Impact Assessment

The Impact Assessment prepared by the SWG addressed three technologies: Emergency Scene
Cameras, Hazardous Materials Cameras, and Seattle Department of Transportation’s Closed
Circuit Televisions®. The Assessment focused on three “key issues”: the use of the systems and
the data collected by them for purposes other than those intended; over-collection and over-
retention of data; and, sharing of that data with third parties (such as federal law enforcement
agencies). The Impact Assessment recommended that Council should adopt, via ordinance, “clear
and enforceable rules that ensure, at a minimum, the following:

1. The purposes of camera use should be clearly defined, and its operation and data
collected should be explicitly restricted to those purposes only.

2. Data retention should be limited to the time needed to effectuate the purpose defined.
3. Data sharing with third parties should be limited to those held to the same restrictions.

4. Clear policies should govern operation, and all operators of the cameras should be trained
in those policies.”

The Impact Assessment noted that SFD did not have a policy governing the use of these
technologies, with the exception of use for injury-related recordings. It also noted that, as of April
5, 2019, SFD had not adopted the policy regarding the use of Department-issued digital cameras
that had been added as Appendix | to the updated January 2019 SIR.

Emergency Scene Cameras

In addition to the four enforceable rule recommendations, the Impact Assessment made the
following additional recommendations (#5 — #10) specific to Emergency Scene Cameras
(numbering of recommendations added to provide continuity with Table 1, below):

5. SFD should adopt a policy that explicitly states that the term “Department-issued digital
camera” applies to both “ESCs” (Emergency Scene Cameras) and “Hazmat” Cameras.

6. SFD’s adopted policy should include clear statements of what can and cannot be
photographed depending on the situation, including specific protections for the privacy of
individuals and homes.

7. SFD’s adopted policy should include clear data retention policies, including where and
how the data is stored, with all photos immediately deleted once their intended purpose
is fulfilled. The policy should explicitly define under what specific circumstances photos
are permitted to be transferred off the cameras (e.g., via a SD card, USB cable, or WiFi).

9 Council accepted the SIR for SDOT’s CCTVs through adoption of Ordinance 125936 on October 4, 2019.
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8. Ininstances where a legal standard such as reasonable suspicion is applied [in use or
retention] it should be clear what the standard is, who applies it, and how that application
is documented.

9. The policy should explicitly ban sharing of camera data with third parties except for
specified instances necessary to fulfill the purpose of the cameras, and only in instances
where the third party is held to the same use and retention standards.

10. This requirement [that all camera operators are trained in the foregoing policies] should
be part of any new policy.

Hazardous Materials Cameras

The Impact Assessment’s comments on Hazardous Materials Cameras recommended that SFD
adopt a policy that includes all the elements recommended above (items #1 - #10) but limiting
use of the Hazardous Materials Cameras to hazardous materials documentation and
enforcement. The Assessment also made recommendation #11, specific to Hazardous Materials
Cameras:

11. Any Memoranda of Agreement and SFD’s policy should limit sharing of data from the
Hazardous Materials Camera to criminal hazardous materials enforcement and only where
the third party is held to the same use and retention standards as SFD.

Working Group Recommendations addressed in the SIRs

Table 1 summarizes whether and how the SIR addresses these recommendations, several of
which overlap as noted. Areas not fully addressed are included in the “Policy Considerations”
section of this memo.
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Table 1. Working Group Recommendations addressed in the Emergency Scene Cameras and
Hazardous Materials Cameras Surveillance Impact Reports

Working Group Recommendation Whether/How Addressed in the SIR
Emergency Scene Cameras Hazardous Materials Cameras
1. The purposes of camera use Executive Overview. Same as Emergency Scene

should be clearly defined, and |Operational Policies represent |Cameras
its operation and data collected | the only allowable uses of the
should be explicitly restricted |equipment and data collected
to those purposes only. by this technology.

See Policy Consideration 1
and, alternatively, other Policy
Considerations noted below.

2. Data retention should be 3.3 Operating Guideline (OG) |Same as Emergency Scene
limited to the time needed to | 5001-13 requires that photos |Cameras
effectuate the purpose defined. |that record the “mechanism of
[overlaps with injury” be promptly deleted
recommendation #7] from the camera’s internal
memory after they have been
shown to hospital emergency
department staff. SFD’s Policy
and Operating Guidelines do
not specifically address
retention of other photos or
videos taken with emergency
scene cameras. SFD
anticipates addressing this
during the next round of labor
negotiations.

See Policy Consideration 2.
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Working Group Recommendation Whether/How Addressed in the SIR

Emergency Scene Cameras Hazardous Materials Cameras
3. Data sharing with third parties |3.3 and 6.1 Photos of trauma |3.3 Photos of trauma injuries are
should be limited to those held |injuries are shared with shared with emergency room
to the same restrictions. emergency room staff and staff and then deleted.
[overlaps Wlth. ther'1 delete'd.. Ph'otos ff)r . 4.8, 6.1 and 6.4 SFD is working to
recommendations #8, #9 and | vehicle collision investigations .
. . develop a policy for the
#11] may be shared with FAS Risk

Hazardous Materials unit
regarding sharing with law
enforcement agencies.

Management.® Photos of Fire
Investigations are shared with

SPD.1!
See Policy Consideration 3
4. Clear policies should govern 3.3 AIll SFD uniformed 7.2 No privacy training
operation, and all operators of |personnel are trained specifically regarding the use of
the cameras should be trained |extensively on all POG this technology has been
in those policies. [overlaps with | sections during recruit school |provided to Unit 77 [Hazardous
recommendation #10] and their one-year Materials Unit] personnel.

probationary period following |Training for users will be included
the hire date. Paramedics are |in updated policies discussed
trained on the use of cameras |during upcoming labor

for documenting traumatic negotiations.

Injuries. See Policy Consideration 4.
See Policy Consideration 4.

5. SFD should adopt a policy that |SFD’s Policy and Operating Same as Emergency Scene
explicitly states that the term | Guidelines address Hazardous |Cameras

“Department-issued digital Materials operations
camera” applies to both “ESCs” |separately from the
(Emergency Scene Cameras) Department-issued Digital
and “Hazmat” Cameras. Cameras section.

10 SFD retains Fire Investigation Database records, including fire incident progress images, for 3 years; SFD retains
photographic materials from non-arson fire investigation cases for 6 years; SFD retains digital photos and videos
from fire investigation cases with no fatalities for 10 years; and SFD permanently retains digital photos and videos
from fire investigation cases with fatalities. FAS Risk Management retains vehicle accident reports involving city
vehicles for 3 years and 60 days. Sources: Fire and Emergency Medical Records Retention Schedule, Consultation
Draft, August 2020. City of Seattle Public Records Retention Schedule and Destruction Authorization forms
submitted to the Washington Secretary of State (Fire Operations, 9/20/2003; Fire Prevention, 6/16/2003; Risk
Management, March 29, 2002)

11 Law enforcement records retention varies by nature of the case files. See Section 8.1 Case Management in
Washington State’s Law Enforcement Records Retention Schedule.
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Working Group Recommendation

Whether/How Addressed in the SIR

Emergency Scene Cameras

Hazardous Materials Cameras

6. SFD’s adopted policy should
include clear statements of
what can and cannot be
photographed depending on
the situation, including specific
protections for the privacy of
individuals and homes.

3.3 Medic One paramedics
are trained on the use of
cameras for documenting
traumatic injuries during
paramedic training school.
Otherwise, SFD has no policies
specifically regarding the use
of department-issued digital
cameras.

See Policy Consideration 4.

7.2 Unit 77 (the Hazardous
Materials Unit) guidelines
describe the best practice use of
this technology during an
incident response. Training for
users will be included in an
updated policy to be considered
in upcoming labor negotiations.

See Policy Consideration 4.

7. SFD’s adopted policy should
include clear data retention
policies, including where and
how the data is stored, with all
photos immediately deleted
once their intended purpose is
fulfilled. The policy should
explicitly define under what
specific circumstances photos
are permitted to be transferred
off the cameras (e.g., viaa SD
card, USB cable, or WiFi).
[overlaps with
recommendation #2]

See #2 above regarding data
storage and retention. SFD’s
Policy and Operating
Guidelines do not address the
circumstances in which photos
may be transferred from the
Emergency Scene Cameras.

See Policy Consideration 2.

Same. SFD’s Policy and
Operating Guidelines do not
address the circumstances in
which photos may be transferred
from the Hazardous Materials
Cameras.

See Policy Consideration 2.

8. Ininstances where a legal
standard such as reasonable
suspicion is applied [in use or
retention] it should be clear
what the standard is, who
applies it, and how that
application is documented.

SFD’s Policy and Operating
Guidelines do not set a legal
standard for the use of photos
or videos produced using
Emergency Scene Cameras.

See Policy Consideration 3.

SFD’s Policy and Operating
Guidelines do not set a legal
standard for the use of photos or
videos produced using Hazardous
Materials Cameras.

See Policy Consideration 3.

9. The policy should explicitly ban
sharing of camera data with
third parties except for
specified instances necessary
to fulfill the purpose of the
cameras, and only in instances
where the third party is held to
the same use and retention
standards. [overlaps with
recommendation #3]

See #3 above

Same as Emergency Scene
Cameras
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Working Group Recommendation

Whether/How Addressed in the SIR

Emergency Scene Cameras Hazardous Materials Cameras
10. This requirement [that all 3.3 All SFD uniformed 7.2 Unit 77 (the Hazardous
camera operators are trained in | personnel are trained on all Materials Unit) guidelines
the foregoing policies] should |POG sections during recruit describe the best practice use of
be part of any new policy. school and their one-year this technology during an
[overlaps with probationary period. incident response. Training for

recommendation 4]

users will be included in an
updated policy following
negotiations with labor partners.

See Policy Consideration 4. See Policy Consideration 4.

11.

Memoranda of Agreement and
SPD’s policy should limit
sharing of data from the
Hazardous Materials Camera to
criminal hazardous materials
enforcement and only where
the third party is held to the
same use and retention
standards as SFD.

N/A 4.8, 6.1 and 6.4 SFD is working to
develop a policy for the
Hazardous Materials unit
regarding sharing with law
enforcement agencies.

See Policy Consideration 3.
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Policy Considerations

Central Staff has identified the following potential policy considerations. Please note that
Option 1B is an alternative to Options 2-5, as it encompasses the same issues.

1. Comprehensive policies governing the use and operation of Emergency Scene Cameras and
Hazardous Materials Cameras are still in process.

SFD’s current Policy and Operating Guidelines do not address some elements pertaining to
the use of Emergency Scene and Hazardous Materials Cameras or retention of photos taken
with those cameras, other than traumatic injury photos. SFD management anticipates that
more comprehensive guidelines will be incorporated into the SFD’s Policies and Operating
Guidelines following negotiations with labor partners.

Options:
A. Approve the SIR as drafted.

B. Amend CB 120171 to require SFD to submit revised SIRs to the Clerk within 30
days after the conclusion of SFD’s next labor negotiations. The revised SIRs must
include additional policies and/or guidelines governing the use and operation of
Emergency Scene Cameras and Hazardous Materials Cameras, including
measures to protect for the privacy of individuals and homes, record retention
schedules, protocols for data sharing with law enforcement and training.

C. Take no action.

2. SFD’s Policy and Operating Guidelines do not currently define the circumstances in which
photos and videos may be transferred from the Emergency Scene and Hazardous Materials
Cameras and do not reference SFD’s retention schedules.

Unless granted an exception, SFD must be consistent with Washington State’s Fire and
Emergency Medical Records Retention Schedule

Options:
A Request SFD to develop policy that a) defines the circumstances in which photos

may be transferred from the Emergency Scene and Hazardous Materials
Cameras, and b) documents SFD’s records retention schedule.

B. Take no action.

Page 10 of 11
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3. SFD’s Policy and Operating Guidelines do not establish guidelines for when and how SFD will
share data from Emergency Scene Cameras or Hazardous Materials Cameras with law
enforcement agencies

SFD is working to develop a policy for the Hazardous Materials unit regarding sharing with
law enforcement agencies.

Options:

A. Request that SFD work with the City Attorney’s Office to develop a process by
which law enforcement agencies request for evidentiary purposes photos or
videos taken with SFD’s Emergency Scene Cameras and Hazardous Materials
Cameras and that SFD develop a Memorandum of Understanding with the SPD
establishing common protocols for data retention and sharing of data.

B. Take no action.

4. SFD’s Policy and Operating Guidelines do not define or require training on what can and
cannot be photographed with Emergency Scene and Hazardous Materials Cameras,
including specific protections for the privacy of individuals and homes.

Training for Hazardous Materials Cameras users will be included in a new policy that
addresses the use of this technology, photo retention, and sharing of records with law
enforcement. The new policy will be discussed during upcoming labor negotiations.

Options:

A. Request that SFD develop consistent in-service training protocols, including
specific protections for the privacy of individuals and homes, for users of all
department issued digital cameras and video equipment.

B. Take no action.

Next Steps

If the Committee votes on September 15, the Council could consider voting on the bill at its
September 20 meeting.

Attachments:

1. Background Summary and Surveillance Impact Report Process

cc: Esther Handy, Director
Dan Eder, Deputy Director
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Attachment 1 - Background Summary and Surveillance Impact Report Process

Recent Legislative History

Ordinance 125376, passed by Council on July 31, 2017, required City of Seattle departments
intending to acquire surveillance technology to obtain advance Council approval, by ordinance,
of the acquisition and of a surveillance impact report (SIR).* Departments must also submit a
SIR for surveillance technology in use when Ordinance 125376 was adopted (referred to in the
ordinance as “retroactive technologies”). The Executive originally included 28 “retroactive
technologies,” on its November 30, 2017 Master List but revised that list to 26 in December
2019. As of September 1, 2021, the Council has approved 14 SIRs and extended the initial
March 3, 2020 deadline to March 1, 2022 for completion of the final group of SIRs.? Either the
Chief Technology Officer or the Council may determine whether a specific technology is
“surveillance technology” and thus subject to the requirements of SMC 14.18. Each SIR must
describe protocols for a “use and data management policy” as follows:

e How and when the surveillance technology will be deployed or used and by whom,
including specific rules of use

e How surveillance data will be securely stored
e How surveillance data will be retained and deleted
e How surveillance data will be accessed

e Whether a department intends to share access to the technology or data with any other
entity

e How the department will ensure that personnel who operate the technology and/or
access its data can ensure compliance with the use and data management policy

e Any community engagement events and plans

e How the potential impact of the surveillance on civil rights and liberties and potential
disparate impacts on communities of color and other marginalized communities have
been taken into account; and a mitigation plan

e The fiscal impact of the surveillance technology

Community Surveillance Working Group

On October 5, 2018, Council passed Ordinance 125679, amending SMC 14.18, creating a
“community surveillance working group” charged with creating a Privacy and Civil Liberties
Impact Assessment for each SIR. At least five of the seven members of the Working Group must
represent groups that have historically been subject to disproportionate surveillance, including

1 As codified in SMC 14.18.030, Ordinance 125376 identified a number of exemptions and exceptions to the
required Council approval, including information voluntarily provided, body-worn cameras and cameras installed in
or on a police vehicle, cameras that record traffic violations, security cameras and technology that monitors City
employees at work.

2 As provided for in Ordinance 125679, Council has granted four six-month extension requests: first to
accommodate extended deliberation of the first two SIRS; and then three more primarily due to COVID-related
delays and to provide additional time for public engagement.

Page 10f2
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Attachment 1 - Background Summary and Surveillance Impact Report Process

Seattle’s diverse communities of color, immigrant communities, religious minorities, and groups
concerned with privacy and protest.? Each Privacy and Civil Liberties Impact Assessment must
describe the potential impact of the surveillance technology on civil rights and liberties and
potential disparate impacts on communities of color and other marginalized communities and
will be included in the SIR. Prior to submittal of a SIR to Council, the Chief Technology Officer
may provide a written statement that addresses privacy rights, civil liberty or other concerns in
the Working Group’s impact assessment.

Executive Overviews

In May 2019, members of the Governance, Equity, and Technology Committee requested that
IT staff prepare a summary section for each of the two lengthy SIR documents under review at
that time. The Committee then accepted the resultant “Condensed Surveillance Impact Reports
(CSIRs) together with the complete SIRs. The Executive has continued this practice with
subsequent SIRs but has renamed the documents “Executive Overviews.” The Operational
Policy Statements in the Executive Overview represent the only allowable uses of the subject
technology.

SIR Process

Chart 1 is a visual of the SIR process from inception to Council Review:

Chart 1. Surveillance Impact Report (SIR) Process

. : Working
Initial Public Group CTO Council

Draft of Engagement Impact Response Review
SIR Assessment

Department drafts = Draft SIR made Working Group City’s Chief Council reviews

SIR about public. One or more  reviews SIR; Technology Officer Executive’s

technology use, public meetings creates Impact addresses any proposed

privacy, and data scheduled to solicit Assessment, Working Group ordinance

security. feedback. documenting concerns. reflecting the SIR,
privacy and civil authorizing the use
liberty concerns. of existing or new

technology.

3 The Mayor appoints four members and Council appoints three members.
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Lise Kaye
Date: 9/10/21
Version: 1a

Amendment 1
to
CB 120171 Approving Use of and Accepting Surveillance Impact Reports for
the Seattle Fire Department’s Emergency Scene Cameras and Hazardous Materials Cameras
Sponsor: Councilmember Pedersen

Revised SIRs

Insert a new Section after Section 1 of Council Bill 120171 as follows and renumber sections

accordingly:

Section 2. The Seattle Fire Department shall submit revised SIRs for Emergency Scene

Cameras and for Hazardous Materials Cameras to the Clerk within 30 days after the conclusion

of the Department’s next labor negotiations. The revised SIRs must include additional policies

and/or guidelines governing the use and operation of Emergency Scene Cameras and

Hazardous Materials Cameras, including measures to protect for the privacy of individuals and

homes, record retention schedules, protocols for data sharing with law enforcement, and

training.

Effect: Requires the Seattle Fire Department (SFD) to submit revised Surveillance Impact Reports
(SIRs) to the Clerk with additional policies and/or guidelines governing the use and operation of
Emergency Scene Cameras and Hazardous Materials Cameras by a date after the conclusion of SFD’s
upcoming labor negotiations. The revised SIRs must include policies and/or guidelines to protect for
the privacy of individuals and homes, record retention schedules, protocols for data sharing with law
enforcement, and training.
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Group 4A
Surveillance Impact Reports (SIRs): 1) Emergency
Scene Cameras SIR & 2) Hazmat Cameras SIR

Transportation & Utilities Committee
September 15, 2021
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Seattle Fire Department
Digital + Hazmat Cameras
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Seattle Fire Department

Mission

The mission of the Seattle Fire Department is to save lives and protect property through
emergency medical service, fire and rescue response and fire prevention. We respond

immediately when any member of our community needs help with professional, effective
and compassionate service.

Vision
The Seattle Fire Department: a national leader in responding to and preventing emergencies
with a commitment to excellence and teamwork.

Values
Compassion, Courage, Diversity, Integrity, Teamwork

09-15-2021 Seattle Fire Department @B City Of sea
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Facts about your Seattle Fire Departmen
Stations & Apparatus __%M ;Li
* 33 Fire Stations

* Medic One at Harborview Medical Center

e 33 Engines, 11 Ladder Trucks, 5 Aid Units (BLS), 7
Medic Units (ALS), Additional specialized apparatus

Number of Responses | o QT

r 1%
R SlegjEr

e Over 100,000 Annual Incident Responses
* Roughly 20,000 ALS responses each year

* 50-100 Hazmat responses each year

09-15-2021 Seattle Fire Depajrtment STele @B City Of sea
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Emergency Scene Cameras
What is the technology?

* Emergency scene cameras are digital cameras used to take photos
at incidents the fire department responds to. The photos are
collected as part of SFD’s documentation of an incident response.

Why do we use the technology?

* Collecting photos at response incidents is a best practice guideline
from the National Fire Protection. These photos help provide
medical professionals information during emergency responses,
which can reduce potential for loss of life for patients. Photos of
incident scenes also provide valuable information for SFD’s Fire
Investigation Unit.

RS Seattle Fire Department - @B City of sea
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Emergency Scene Cameras

Collection

* Emergency scene cameras are digital cameras used to take photos
at incidents the fire department responds to. The photos are
collected as part of SFD’s documentation of an incident response.

Use

* Photos taken by emergency scene cameras may be shared with the
Medic One doctor in order to provide appropriate patient care.
Photos taken by the Safety Chiefs and the Fire Investigation Unit
are used in open investigations related to collisions and fires.

Protection

* SFD adheres to internal Policies and Washington laws governing
the use, retention, and disclosure of photos. Access controls also
exist around the use of emergency scene cameras, and is limited to
Fire Investigators, Battalion Chiefs in Safety Units, and Medic One
paramedic units.

RS Seattle Fire Department E—— @B City of sea
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Hazardous Materials (HAZMAT) Cameras

What is the technology?

» Seattle Fire Department’s HazMat team utilizes a tablet camera to
livestream video via the FaceTime application, to a monitor located
on the HazMat unit. The team uses a password protected MiFi
connection for secure streaming from the tablet to the monitor.

Why do we use the technology?

* HazMat cameras allow first responders to detect and identify
potentially hazardous materials or contaminants, while maintaining
a safe distance from potential exposure. It also provides an
Incident Commander with the real-time information required to
make quick decisions.

09-15-2021 Seattle Fire Department @B City Of sea
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Hazardous Materials (HAZMAT) Cameras

Collection

* In the event of a hazardous materials incident, Seattle Fire Department’s
HazMat team uses the HazMat tablet camera to livestream video to the
HazMat unit. Still images may also be captured by screen shot on the tablet.
The Incident Commander will determine if the technology use is necessary
during an incident response.

Use

e The video and images captured via the HazMat tablet camera are used for
surveying the incident scene and identifying potentially hazardous
materials. The still images may be used for post-incident review or shared
with law enforcement if reasonable suspicion of criminal activity exists.

Protection

* The tablets are password protected and can only be accessed by the
HazMat team. Tablets use encryption to ensure data over the MiFi
connection is secure. The FaceTime application also uses end-to-end
encryption for the entire conversation stream. SFD stores still images on a
secured drive, only accessibly to the HazMat team.

09-15-2021 Seattle Fire Department @B City Of sea
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Questions

09-15-2021 Seattle Fire Department @B City Of sea
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Proposed Council Bill 120171

" Seattle Fire Dept Emergency Scene Cameras

" Seattle Fire Dept Hazardous Materials Cameras




SFD Emergency Scene Cameras

" |mages of Trauma Injuries to emergency medical doctors

" Fire investigation — fire scene images

= Accident investigations involving SFD response vehicles




SFD Hazardous Materials Cameras

= Remote identification of potentially hazardous materials
or contaminants

= |PADs linked to remote site via encrypted video
conferencing




Civil Liberties and Privacy Impact Assessment

= 10 recommendations common to both types of cameras
" Purpose and use of the systems and data
= Data retention

= Data sharing with third parties

" 1 recommendation specific to Hazardous Materials
Camera

" Limit data sharing to criminal hazardous materials
enforcement

ALL INFORMATION IN THIS PRESENTATION IS INCLUDED IN THE MEMO POSTED ON THE AGENDA 4
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Policy Considerations

= Comprehensive policies still in process

= Photo/video transfer guidelines and retention not
defined (in Policies and Operating Guidelines)

" Process requirements for sharing data with law
enforcement not defined

" Privacy protections not defined or trained




Options

= Single amendment requesting revised SIR with more
comprehensive policies following negotiations

= Subject-specific amendments

" Image transfer and retention

» Data sharing with law enforcement

= Privacy protections
= Other TBD

ALL INFORMATION IN THIS PRESENTATION IS INCLUDED IN THE MEMO POSTED ON THE AGENDA



Amendment 1

= Requests revised SIR with more comprehensive policies
following negotiations, to address:

= Use and operation
= Privacy protections

= Record retention schedules

" Protocols for sharing data with law enforcement

= Training

ALL INFORMATION IN THIS PRESENTATION IS INCLUDED IN THE MEMO POSTED ON THE AGENDA 7




